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Abstract

This paper considers several specific methods for detecting an attack on an information system
based on the approach of fixing the system’s anomalous behavior.

Through these examples, the author confirms the validity of this approach and gives directions
for the further development of security methods based on this approach.

AHHOTanus
Paccmampusaemcss  HeckObKO ~ KOHKDEMHbIX — Memo008  OOHApYJiCeHusi — amaku  Hd
UHPOPMAYUOHHYIO CUCMEMY, OCHOBAHHBIX HA NOOX00e PUKCAYUU AHOMATLHO20 NOBEOEHUS. CUCINEMbI.
Yepesz smu npumepvt asmop noomeepaicoaem O0euUcCmeeHHOCHb 0AHHO20 N00X00a U NPUBoouUm
Hanpaegienus 0 OaNbHelue20 pazeumus Memooos obecneuenus 6e30nacHocmu, Ha OCHOBAHUU HMO20
nooxooa.

Introduction

The modern world cannot be imagined without communication and computing. The fast
development of information technologies has a serious impact on all patterns of human activity.
Therefore, it is clear that the security of information technology has become a prerequisite for
society’s normal existence.

The development of information technology has created a new type of crime: cybercrime.
Among the systems in which cyber attacks are carried out, the banking and financial systems are
the primarily targets. Automated management systems for educational institutions are a close
second in terms of “attention” from attackers. Every day, there are new methods of attacking
computer systems based on practical analysis—programs that encrypt network traffic, with
which we can find information such as users or their password identifiers, bank accounts, and
much more. It is clear that if society cannot effectively counter cyber threats, it will be forced to
abandon some advantages of information technologies since their use will lose all meaning. It is
thus clear how important it is to develop tools and methodologies for cybersecurity.

Experiments and research in the field of cybersecurity, in which the whole world
participates, are not a single approach today, it is necessary to organize knowledge and create a
common structure [1,2].

Unlike other methods, the approach that needs to be discussed, ideally, will allow us
to identify the danger by developing separate stages of various attacks, while they are still
in the process of preparation and formation, and not at the stage of implementation.

Use information about expected hazards:

The method under consideration determines the likelihood of a specific hazard to identify
the vulnerability of a given system based on subjective analysis. This approach is suitable for
systems whose behavior in “quiet” conditions is easily obeyed by certain rules and is easily
predictable. Under such conditions, it is relatively easy to identify and respond to a “problem”
(source/cause of abnormal behavior) in the system. The dangers of an information system are
usually interconnected. For example, the presence of an incorrect, weak web server can lead to a
criminal mastering the entire data node, therefore, it is necessary to anticipate the possibility of
a probable connection between the threats to predict and assess the situation.

If you allow U to be a space of security threats that can be examined by an information
system, then the user interface will have certain threats for compiling the U space. The
implementation of the first threat will most likely lead to the implementation of other threats. At
this time, it is necessary to calculate P (u | ul, u2, ..., uk), the probability of realization of the
threat U will be equal to u | ul, u2, ..., uk performance [3,4].
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A more error-free attack can be detected if we have complete information about the event.
The essence of the attack detection concept is to classify expected attacks. Classification issues
are still being actively studied [5].

Figure.1 — A graphical representation of the probabilistic relationship between threats

Analysis of the correlation of threats associated with the phases of an attack and
predicting the most likely threat that may arise during an attack is an important task in
ensuring information security.

Technologies of redistributed anomalies:

Sensors detect the activation of unnatural (suspicious) actions when they notice that
access to the system is not legally permitted. For more detailed information, | propose these
specific protection methods that | developed:

If the “NIS error” is corrected, the system perceives this as abnormal behavior and
automatically disables authorization for Guest users; the system predicts that the attackers will
try to access the system with administrator rights using a guest user, and sends a message to the
administrator about the incident.

An attempt by attackers to enter the system in an unauthorized manner (“system
concern™) is perceived by the ADS (attack detection system) as abnormal behavior because it is
recorded as an unsuccessful attempt to enter. If a high number of attempts are detected, ADS
reserves the right to change the file structure of the system and at the same time sends a message
to the administrator about the incident.

ADS also observes the system and user files in particular and fixes whether a new file is
created by the user registered in the system, observes the CPU load size, memory buffer size,
and the case when an attacker’s unauthorized access copies the system file. Since the size of the
memory and the buffer has changed but the number of files is unchanged, the workload of the
processor is observed to be a high percentage of the load. In response, the system shuts down
the port so that information does not leak and sends a message to the administrator about the
incident.

Conclusion

Specific examples of attack detection based on the approach of searching for anomalies in
the behavior of the system demonstrate the effectiveness of this approach. In the future, it is
advisable to develop other specific solutions based on this approach, as well as to explore the
possible combination of this approach with other approaches.

A separate study is worthwhile to develop a methodology for building better
technological systems for this approach.
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