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YAK: 621.384.3

MOXKJINUBOCTI HPAKTUYHOTI'O 3ACTOCYBAHHSA TEIIJIOBI3OPIB ¥

MNUTAHHAX 3AXUCTY IHOOPMALII

Apemuyk IOpin; Kamacee Bimanii; I'uycko Maxcum; Ckypamoe Cepeiit
Binnuyvxuii nayionanvHull mexHiuHutl yHigepcumem

THE PRACTICAL APPLICATION OF THERMAL IMAGER FOR THE

PROTECTION OF INFORMATION

Yaremchuk Yurii; Kataiev Vitalii; Guzhko Maxym; Skuratov Sergiy
Vinnytsia National Technical University

Anomayis: ExcnepMMeHTAJIBHO AOCTIIKEHO TeXHiYHi MOMKJIMBOCTI TeNI0Bi30opa y NUTAHHAX 3aXUCTY
indopmauii, 30xkpema aas Jgokagizanii 3akiagHUX NpUcTPoiB. JlaGopaTopHi BUMIpM NpoBeleHO NpH
PO3TAalIyBaHHI 3aKJIAJKH Y Pi3HHX 00'ekTax. OTpuMaHi JaHi 103BOJIAIOTH CTBEPAKYBATH, 10 NPALIOKYHIA
TeXHIYHHUIl NPUCTPIH MaIMX po3MipiB, Takuii AK anapaTHa 3aKj1ajiKa, MOXKe B J0CTaTHiil Mipi 3miHIOBaTH
TeMInepaTypy 00’€KTy, B IKOMY BiH 3HAXOJMTHCS, VI TOr0 1100 e Mo:kHa 0yJ10 3adikcyBaTH.

Kniouoei cnosa: 3axucer indopmanii, 3aknagHi npucrpoi, Temiosizop, inppayepsoHe BUNPOMiHIOBAHHS.
Summary: Experimentally investigated the thermal imager technical capabilities for the protection of
information in particular for localization eavesdropping devices. Laboratory measurements conducted in
cases where eavesdropping devices are located in the different objects. Results of measurement show, that
technical device small size, for example eavesdropping device, can sufficiently change the temperature of
the object in which it is located, so that it can be recorded.

Keywords: Information security, filling devices, thermal, infrared radiation.

Beryn

3axucr 1HbopMmarii SIBIISIE co0oro
iJIecnpsIMOBaHy [isUTBbHICTb, HAaIpaBlICHYy Ha
BUKJITIOYCHHsST  a00  CyTTe€BE  OOMEXKEHHS
HEKOHTPOJILOBAHOTO Ta  HECAHKLIOHOBAHOTO
BUTOKY BIJIOMOCTEH, 110 MalOTh OOMEKEHUH
JOCTYI, a TaKOX pI3HUX BHUIB BIUIMBIB Ha
iHpopmMartiitHi  miporiecu. [lpu 1boMy criekTp
MOXKJIMBUX 3arpo3 JJOCUTh HIMPOKHA, aJKe iCHy€e
BeJIMKAa KUTBKICTh KaHAJIB BHTOKY i1H(OpMaIIii.
Knacudikariist Takux KaHalliB, B CBOIO 4epry,
3aJIOKUTh BiJl (PI3UYHOI MPHUPOTNA BHUHUKHECHHS
iHpOpMAIIfHUX ~ CHUTHANIB, CEepeloBHINA  IX
MIOITUPEHHS, METOIB 0OpoOKM Ta 30epiraHHs,
3aco0iB mepexorieHHs 1 T. A. Jlo OCHOBHHX
MOJKHA BIJTHECTH: €JIEKTPOMArHiTHI, €JIEKTPUYHI,
napaMeTpuyHi, aKyCTW4Hi,  BiOpOaKyCTHYHI,

aKyCTOCNIEKTPUYHI,  ONTHKOCJICKTPOHHI  Ta
KaHaJIM BUTOKY BHJI0BO1 iH(opmarii [1].
Bemuky  dWacTMHY  3arpo3  CTaHOBISITH

3akmanHi npuctpoi (mami 3I1) abo amapati
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3aKIaaki. BoHM SBISAIOTH OO0 MiHIATIOPHI
niepe/aBadi, 110 BCTaHOBIISTFOTHCS
0e3rmocepe/IHbO Yy TPUMIIIEHHI JIe¢ LUPKYIIOE
1H(pOopMaIlist 3 00OMEKEHUM JJOCTYIIOM, & CUTHAIIN

Bl HUX MOIYJIOIOThCA  iH(MOpMALiHHIMU
curHaiamu. [IpoGiema momsrae B Tomy, 1o 311
UL 3HIMaHHS iH(popMmarii MOXYTb

BHUKOPHCTOBYBATH OUTBIIICTD ICHYIOUMX KaHAIB.
OpnnHak, HaifuacTimie 3aKiafKd CIYTYIOTh JUIs
MEPEXOIUICHHST aKyCTHYHOI (MOBHO1) Ta BHJIOBOI

iHpOpMaITii, IS LLOTO MOXYTb
BUKOPHCTOBYBATHCh:
® [IOpPTaTHBHI TMKTO(OHH, TPOBiIHI

MIKpO()OHH Ta MIHIATIOPHI BiJI€OKaMepH JUIs
MIPUXOBAHOTO 3BYKO- a00 Bi/I€03armcy,

® paio3aKiIaIKu TSt niepeaBaHHs
iH(opMalLii pagiocurHagamu;

e MepeXeBi 3aKNIagKH IS TIepeaBaHHS
iH(popMmarii JHIAMH €JIEKTPOKUBIICHHS,
Tene(oHHOro 3B 53Ky 1 T. JI;

99
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MOJKJIMBOCTI ITIPAKTUYHOI' O 34CTOCYBAHHA TEITJIOBI3OPIB Y ITUTAHHSX 3AXUCTY IHO@OPMAILJIL

® aKyCTHU4YHI
ENIEKTPOHHUX BYX.

TakuM YMHOM, OJIHIEIO 13 3a/1a4 3aXHUCTY €
YCYHEHHSI MOJKJIMBOCTEH BHUTOKY iH(opmarii
came uepe3 3I1. Tomy 3HaHHS KOHCTPYKTHBHHUX
Ta TEXHIYHUX  OCOOJIMBOCTEH  TOOYIOBU
armapaTHUX 3aKJIaJI0K HEOOXIHE Ui BUSBICHHS
iX CHIBHMX Ta CJIAOKMX CTOpPIH Ta BHOOPY
ONITUMAJIBHOTO CIIOCO0Y MPOTHUILL.

TeneoHHI 3aKIANKH THITY

AHaJII3 iCHY10401 IpodieMu

EnextponHi 3I1 SBJISIOTh co0010
OpraHI3OBaHW  KaHAJl  HECAHKI[IOHOBAHOTO
OTPUMaHHA Ta TIepesadi  aKyCTO-Bi3yaJbHOI
iHpopMarlii, MO [OHUPKYIOe Ha  00'€KTi

iH(opMariitHoi AisuIbHOCTI [2].

Meroro 3axucty iH(OpMaIli BiJ BHTOKY
yepes 311 € okanizarist Ta 3HEMIKOKEHHS 200,
y BHUMAIKaXx KOJW JIOKATi3alis HEMOXXJIHBA,
CTBOPEHHSI TaKUX YMOB, TIPU SIKUX HOpMaJlbHA
poboTa WX TPUCTPOIB Oyae YCKJIAgHEHa, a

TaKOX MPOBEICHHS 3axX0/iB, K1
YHEMOXJIMBIISATh BCTAHOBJIEHHS 3aKJIaloOK Y
NPUMIIIEHHI.

Busisiienust 311 Moke 3miHiCHIOBATUCH JBOMA
CIOCO0aMU: OpraHi3aliiHUM Ta TEXHIYHHM.
[epimii — e aHamiTHYHA poOOTa 3 BU3HAYCHHS
MOXIIMBUX  Micllb  BcTaHoBneHHs 3I1 i3
BpaxyBaHHSM OCOONMMBOCTEH 1X poboth i
Bi3yaIbHUH OIS TPHUMIIIEHHS Ta IOUIYK
NEBHUX  JIEMAacKylOUMX O3HaK B  MICIIIX
MOXITMBOTO 3HAXOJDKCHHS JaHUX IPHUCTPOIB.
Hpyruit — 11e nokamizaiis anapaTHUX 3aKJIaJ0K
32 JONOMOTOI0  CIHEIadbHOI  IMOIITYKOBOL
anmapatypu. I[lpumdomy 1€ croci0 TIOBUHEH
BPaxOBYBAaTH BClI TEXHIUHI XapaKTEPUCTUKH Ta
ocobmmBocti podotu 311, amke Bix mpUHIHITY
po0OTH 3aKIaIKK Oy/e 3aJIeKATH 1 METOI, SIKIM

MOXKHAa ~ Oylde  If0  3aKJaJKy  BUSBHTH.
Hanmpukian, pamgiozakimagkd g 4ac  CBO€i
pOOOTH  BUMPOMIHIOIOTh  €JIEKTPOMArHI THHA

CUTH&JI, 1 BINOBIHO TIOUIYKOBUH MPUCTpIl
[IOBMHEH BMITH II€fi CHUTHAJI BUSABUTU 3 IIOMIXK
iHIMX Ta 00poOuTH ¥oro i T. n. Tomy 3axoau
TEXHIYHOTO  CHOcOoO0y  BHSIBIIGHHS  MOXYTh
BKJIIOYATH: KOHTPOJIb CUTHATIB Y JIHISX 3B SI3KY
Ta ENIEKTPOKUBIICHHST; KOHTPOJIb
paTiOBUIIPOMIHIOBAaHE Y 00J7acTi 00 €KTY;
KOHTPOJIb  1H(PpAYepBOHUX  BHUIIPOMIHIOBAHb;
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BUKOPWCTaHHS TPWIAIB HENIHIAHOI JIOKallii,
METaJIOAETEKIII], TEIUIOBI3IMHNX CUCTEM Ta 1H.
Tobto TexHIUHHUI crocid BUMAarae BETHUKOT
0a3u pi3HUX MOIIYKOBHX IMPUCTPOIB, MIPH YOMY,
B JCIKMX BHUIAQJKAaX, KOHKPETHUW MPUCTPIA
MOX€ BUKOPUCTOBYBATHUCH Ut BusiBieHHs 311,
SKI MalTh JIHMIIEe KOHKPETHI CKJIaJoBI abo
XapakTepucTuku.  Tak, JUIs  BUSBICHHA
MPUXOBaHUX BiJIeOKaMep MOXHa
BUKOPUCTOBYBATH MpPUCTPiH, pobdoTa SKOro
3acHOBaHa Ha e(dekTi "3BOPOTHOTO BimOIHCKY",
CyTh SIKOTO TIOJIATA€ B HACTYITHOMY: TPHUCTPIi
CTBOPIOE  ONTHUYHHMA TIPOMiHb, SKAH TIpU
nonagaHHi  Ha ~ OO’€KTMB  BiIeoKamepu
BIZIOMBAETHCS 1 TOMIMPIOETHCS Y BY3bKOMY KYTi
TOYHO B HAIPSIMKY 30H/IYFOUOTO
BUIIPOMIHIOBaYa MPH OJTHOMIO3UINIHIA JIOKAITii.
Ane mpolliemMa TaKoro TMPHCTPOIO TMOJSTaE B
TOMy, IO 3 MOro JONOMOIOK MOXKHA
JIOKaJIi3yBaTu JIMIIE MPUCTPOi, sIKi B CBOEMY
CKJIaJll MatOTh 00’ €EKTHUB, TOOTO BilEOKaMepH.

Taxum YHUHOM, BUHUKAE IIMTaHHA
MOKJIMBOCTI ~ BHUSIBJICHHS PI3HMX amapaTHUX
3aKIIa70K 3a JIOTIOMOT' 010 OJTHOTO
VHIBEPCAJTBHOTO  TIOIIYKOBOTO  IMPUCTPOIO.

Pobota Takoro mpucTporo MoBHHHA 0a3yBaTHCh
Ha 3HAXO/DKEHHI MEBHUX O3HAK, (DI3MUHUX SIBUIIL
a00 XapakTepHCTHK, IO TPUTAMAaHHI Pi3HUM
BugaM 3I1. Takorw 03HAKOIO MOXKE BHUCTYIATH
TEMIIepaTypa, ajxe, K BIIOMO, 3aKIAJKHU, 5K 1
OyIb-sK1 €JIEKTPOHHI IPUCTPOI, Y CBOEMY CKJIaJIi
MaloOTh PAJIOCTEMEHTH, Ui POOOTH  SKUX
HEOOXITHE  JDKEpeNo  JKUBJICHHS, a TpH
CIIO’KMBAHHI €HEeprii BiJ JpKepena I eleMEHTH
OyIyTh HarpiBaTHcCh, 30UIBIIYIOYA TUM CaMUM
3arallbHy TEMIepaTypy YChOTO MPHUCTPOIO.
3adikcyBaBIIM 3MiHY TEMIEpaTypu Yy HEBHOMY
MicIii MoxkHa Oyzme 3poOWTH BHCHOBOK IIPO
HasBHICTb B I[bOMY MICII  TPALIOI0YOro
TEXHIYHOTO MPUCTPOIO.

Tomy BUHMKaE HEOOXIAHICTH MPAKTHYHOTO
NOCIKEHHT MOXIMBOCTI BusaBieHHa 3I1 3a
JIOTIOMOTOI0  TETUIOBI30pa. X04a, MOXKIIMBOCTI
3aCTOCYBaHHSA  TEIUIOBI3OPIB Yy  MHUTaHHSIX
3axucTy iHpOpMAIlil JOCHTh OYEBH[IHI, BiJOMO
He TakK 0Oararo JOCHiDKEHb, B SKHX OH
BUCBITJIIOBAJIOCh J[aHE MUTAaHHSA. B OCHOBHIi

OUTBITIOCTI  TyOMIKAIKA PO3TJISIAIOTHCS JIUIIES
3araybHi HPUHLUIIN BUKOPHUCTaHHS
teroBizopiB  [3], [4] abo IOCTiIKYHOThCS
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rajmys3i, SKi B3arajgi HE BITHOCATBCS  JO
iHopmariitnoi Oesneku [5]. Takum dYnHOM,
MoJIIOHEe eKCTIIEpUMEHTAIbHE JIOCIIDKEHHS €
AKTYyaJIbHHM.

ITocTanoBka 3agaui

[IpoBectu JIOCITI TPKEHHS TEXHIYHUX
MOXXJIMBOCTEW TEIUIOBi30pa 3 TOYKH 30py
nomyky 3I[1. BusHauWTh 3ajeXHICTH 3MiHU

TEMIIepaTypH MEeBHUX 00’ €KTIB MPH BCTAHOBJICHI
y Hux 3I1, 1 BUSBUTH CIIPOMOXKHICTB JIOKai3aLlii

UX  amapatHuX  3aKiafok.  JlocmimkeHHs
NPOBECTH JIIsl BUMAJKIB, KOJMM 3aKIaHUN
NPUCTPIA ~ BCTAHOBICHWH Yy  €JIeMEHTax

1HTEp €pY, a TAKOXK Y MPAIFOI0YOMY TEXHIYHOMY
MIPUCTPOL.

MeToanKa NOLIYKY Ta aHAJI3Y JaHUX

Hns  exkciepumenTtasibHoro  momyky 311
BUKOPUCTOBY€EThCsl TerwioBizop Testo 8751 Sk
armapaTHa 3aKJIaJIka BHUKOPUCTOBYETHCS CXEMa
MIICHIIOBAaYa CHUTHAIIB, BHKOHAHA Ha OCHOBI
OTIepaIliiHOrO TACUIIOBAaYa, IO MPAIOE BiJT
Harpyru KUBJICHHS 9B. 3aknanka
BCTAHOBITIOETHCS B HACTYITHUX 00 €KTax: JaTInuK
pyXy, pemIiTka BiJ BEHTWIAIIWHOI IIaxTH,
KaHIIENSPChKa TEeKa.

[punmun aii  TeroBizopa 0a3yeThCsi Ha

MIEPETBOPEHHI  1H(PPAYEPBOHOTO  CIEKTPY Y
BUJIUMUN Jiarna3oH CBITJIOBOTO
BUITPOMIHIOBaHHS 13 PO3MOAUIEHHIM

TeMIepaTypH 10 BIAMOBIIHUM KoJbopam. Tomy
SK BUXITHI JaHi Oy/IeMO BUKOPHCTOBYBATH
CIIEKTpOrpaMy 3 €KpaHy TeIuloBizopa i3
3a3HAUCHHSIM TeMIlepaTypu y rpagycax Llemscis.
Pesynbrarom nocmimkeHHs Oye BUCHOBOK PO

194°C

16,7 °C

a)

190

MOJIMBICTh 3Haxo/pkeHHsa 3l y 00’ekTi, 110
JMOCHI/DKYIOTECS. 32 JOMOMOTOK  JIAHOTO
MONIYKOBOTO ~ MPUCTPOIO.  BHCHOBOK  TIpo
HasBHICTh amapaTHOl 3aKJIaJKh MOXKHA 3pOOUTH
y BHIAJKy, SKIIO TeMIlepaTrypa 00 €KTy abo
HOro dYacTWHU 31 BCTAHOBJICHOKO 3aKJIAJKOIO
Oyle BIAPI3HATHCH B TeMIlEpaTypud Tpu
Bi/ICYTHIH 3aKJIaIii.

BusiBjieHHs1 3aKJIaJHUX TPUCTPOIB 3
JAOTIOMOT 00 TeII0Bi30pa

Sx  mepmmii  00’€KT JUIA  AOCHIHKEHHS
BUKOPHCTAEMO  THIIOBHM  JaT4UK  PYyXY
OXOpPOHHOI curHam3amii. /s mboro BU3HAYMMO
fioro Temmeparypy y HOPMAIbHOMY DPEXKHMI
pobotu (puc. 1,a), mcias 94Oro BHKOPHUCTAEMO
AQHAJIOTIYHUK ~ JIaTYMK 31  BCTAHOBJICHUM
BcepeauHi Horo kopirycy 31 (puc. 1,0).

Sk OGaumMo MakcHUMaJbHA TEMIIeparypa
Jaryuka 0e3 3aKjaJKi MPU HOPMaJIbHIM poOoTi
cxianae 19,4°C (puc. 1,a, Touka M1), npu
ILOMY B aHAJIOTTYHOI' O TaTYruKa 31
BcraHopnenuM 3I1 Ha crekTporpami BHIHO
XapakTepHy MUITHKY Ha KOPITyCl MPHUCTPOIO 3
MaKCHMAJIbHOIO TEMIIEPATYPOIO 38,5°C
(puc. 1,6, Touka M1). To6TO, y BUIaAKY, KOJIU €
MOXXJIMBICTb TIOPIBHATH TEMIEpaTypy IBOX
AQHAJIOTIYHUX TPUCTPOIB, MO TMPAIIOIOTh B

OTHAKOBUX yMOBaX, 1 TMpH [bOMY IX
TeMIIepaTypu BiJIPI3HSFOTHCA, icHye
HMOBIpHICTh, L0 Y TMPHUCTPOi 3 OUIBIIOO
TEMIIEpaTyporO BCTAaHOBJIEH] JIOJTAaTKOBI1

CKJIAJIOBI, SIKI MOXYTh SIBIISITH COOOIO 3aKJIaTHUN
TIPUCTPIH.

385°C

17,0°C

6)

Puc. 1. Crniextporpama natuuka pyxy (a) 6e3 scranosienoro 311 ta
(6) 31 BcranoBneHuM 311
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Onnak, iHOII HeMac MOYKJIMBOCTI
MOPIBHSIHHSI  JIBOX AHAJIOTIYHUX 00 €KTIB,
30KpeMa 1€ MOXE BIJIHOCUTHCH JO E€JIEMEHTIB
NEeKOpYy,  KOHCTPYKIIIH, PI3HOMaHITHUX
CyBEHIpiB Tomo0. B Takux BHIagKax BUCHOBOK
PO HAasBHICTH a00 BIJACYTHICTH 3aKJIaTHOTO
MPHUCTPOIO TOBOJUTHCS POOUTH KOPUCTYIOUUCH
JUIIe OJHUM CHEKTPATbHUM 300paskeHHSIM
KOHKpETHOTO 00’ekTy. ToMy ciia 3a3HAauWTH,
10 MPH I[BOMY CJiJI KEPYBAaTUCh HACTYITHOIO
O3HAKOI: TIPAIIOIOUNNA 3aKIaJHUN TPUCTPIH,
3BHYAITHO, Oyne HarpiBatu co0010
HaBKOJIMIIIHE CepeloBHIe, TOOTO B MIipy
3pocTaHHsl BiiacHOi Temmepatypu 3II Oyae
3pocTaTH TemIleparypa IOBEpXHi, Ha SKii
BCTAaHOBJICHA JaHA 3aKjiajka. TakuM YUHOM,
NPy JIOCHTI/DKEHHI PI3HOMaHITHHX 00’ €KTiB
BHUCHOBOK TIpo HasiBHiCTh y HuX 3II mMoxHa

Oyme 3pobWTH y BHUIMAAKYy, SKIIO Ha
CHEeKTporpaMax  MHUX  O0’€kTiB  OyIyTh
CIIOCTEpIiraTuch IUISTHKHA M ABUIIEHOT
temrneparypu. Jis  eKCIIEpUMEHTAILHOTO
HiATBEPKCHHS JaHOTO TBEPIKEHHS

Micue po3TawysaHHA 3[1

BUKOPHUCTAEMO HACTYITHI 00’ €KTHU: peuriTka BiJl
BEHTUJISIIIIHOI IIAXTHU Ta KAHIIETSAPChKA TEeKa.

[parroroumit 3aKJIaHAN MPUCTPiit
BCTAaHOBIIIOETbCA 31  3BOPOTHOI ~ CTOPOHHU
PENITKYU BiJ BEHTWISMIIHOI maxTu (puc. 2,a),
il cmekTporpama moka3aHa Ha puc. 2,0. Ak
BUHO 3 OTPUMAaHOTO 300paskeHHs
TEMIEpaTyp, Ha PENITIi CIOCTEPIracThes
«CBITJIA IUIIMAa, TOOTO MIAHKA 3
TEMIIEpaTypOIO O1IIBIIIOFO, HIXK y
HaBKOJIMIIHBOT  moBepxHi.  Kopucryroumncs
[IKAJIOI0 MO>KHA BH3HAYUTH, IO TeMIlepaTypa
TUTSTHKY, A€ BcraHoBienuit 3I1, mpuGmms3HO
ckmagae Big 22°C mo 36°C, npu dyomy
TeMIeparypa IHIIUX JUISHOK 00’€KkTa He
nepesumgye 18°C. ToMy MOXHaA JIETKO
3pOOUTH BUCHOBOK TPO HAsBHICTh TEXHIYHOTO
NPUCTPOIO Ha AaHOMYy 00’ekTi. OmHAaK, Taki
OYEBH/IHI TIOKa3W TEIUIOBI30pa 3YMOBJEHI
CaMOI0 CTPYKTYPOIO PELIITKH, OCKUIBKH 4Yepe3
OTBOPHM BOHA JIETKO MpOMycKae iH(ppadepBoHE
BUNpoMiHoBaHHA Bijg 3I1.

36,9 °C
35,0
325

30,0

13,7°C

0)

Puc. 2. 3006paxkenns (a) Ta criekrporpama (0) penrTKy Bil BEHTHIIAIIHOT IIaXTH
31 BcTaHOBJICHNM Ha Hilt 311

ToMy mpoBeIeMO aHATIOTIYHE JOCIIHKESHHS
3 00’€KTOM, IO Ma€ CYIIJIbHY KOHCTPYKIIIFO
6e3 oTBOpiB. i1 IHOTO BCTAHOBUMO amapaTHy
3aKJIaJKy Y KaHLEIIpChbKy Teky (puc. 3,a). Sk
BHUJIHO 31 criektporpamu (puc. 3,0), y micii
iimMoBipHOTO  posramryBaHHs — 3II,  3HOBY
CIIOCTEPITA€ThCA «CBITA TUISIMA», TPHU YOMY
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TeMmIeparypa aaHoi aisHku ckinagae 20-23°C,
B TOW Yac HAK I1HIOI JUISHKA  MAaroTh
TeMIeparypy, sika ue nepesuirye 18°C. To6To
B JIAHOMY BHWIIQJIKy TaKOX MOYKHa 3pOOUTH
BHCHOBOK  TIPO  HAsBHICTh  3aKJIaJHOTO
HPUCTPOIO.
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Micue po3TtawysaHHa 3[1

237°C

230

220

21,0

20,0

150

180

17,0

16,0

150

Puc. 3. 3o06paxenns (a) Ta ciekrporpama (0) KaHIEIAPCHKOI TeKH 31 BCTaHOBIIEHNM Y Hilt 3[1

BucHoBknu

Y nabopaTopHuUX yMOBaxX MPOBEIEHO
€KCIIEpUMEHTAIbHI JOCTIDKCHHS TEeXHIYHUX
MOXJIMBOCTEH TEIUIOBI30pa 3 TOYKH 30py
MOIIYKY 3aKJIaJIHUX MPUCTPOiB. B pesynbTaTi
Oynu  BU3HAYEHI  3aleXKHOCTI  3MiHHU
TeMIlepaTypu JOCHTIDKYBaHUX 00’ €KTIB TIpHU
BcraHoBieHHi B Hux 3II. Cnekrporpamu,
OTpUMaHI 3a JIOMIOMOTOK  TEIUIOBI30pa,
JTIO3BOJITIOTh OJTHO3HAYHO CTBEPKYBATH, 1110
MPAOYUN  TEXHIYHUNW MPUCTPIA MaTux
po3MipiB, 30KpemMa amapaTHa 3akjiajKa,
MOX€ B JIOCTaTHIM Mipl  3MIHIOBaTH
TeMmrepatypy 00’€KTy, B AKOMY BiH
3HAXOAUTHCS, 100 1€ MOXHa Oyro
3adikcyBatn. OpHAK CIHiJ 3a3HAYHUTH, IO
CTYIiHb HarpiBaHHs 00’€KTa 3aJEXKUTh BiJ
6aratbox ¢dakTopis, TaKuX AK:
o6e3nocepenniii koHtakt 3II 3 moBepxHeEr
00’ekTa, CTPYKTYpa 00’ekTa,
TETUIOMPOBIHICTh ~ Marepiainy, 3  SKOTO
BUTOTOBIEHO ©00’ekT 1 T. a. Towmy,
OYEBHJIHUM € TOW (akT, MmO MOXKIUBI
BUIIAJKM, KOJM JIOKali3alis 3aKJIaJHOro
MPUCTPOIO 3a JIOTIOMOTOI TEIUIOBi30pa Oyae
yckiamgHeHa abo  HaBITh  HEMOXKIIHBA,
Hanpukiaana gkmo 3[I  BcraHoBieHO vy
MPUCTPOI, BIIACHA TeMIIepaTypa SKOTO BUIIA
3a TeMIIepaTypy MpPaIroYoi 3aKIIaIKH.

ISSN 2074-9481

14,2°C
0)
OTpuMaHi  pe3yinbTaTd  JIO3BOJSIOTH
3pOOMTH  BHUCHOBOK, IO  MOXJUBICTh

BUKOPUCTAHHS TEIJIOBi30pa y MHUTaHHIX
3axucty iH(popmarlii, 30KkpeMa, i MOUIYKY
3aKJIQJHUX  TPUCTPOIB,  Ma€  CYTTEBI
oOMexxeHHa. ToMy BHKOpHCTaHHS HOTO SIK
CaMOCTIHHOTO TIONIYKOBOTO MPHUCTPOIO €
HEMOXXJIUBUM, OJTHAK 3aCTOCYBaHHS
TETUIOBI30pa y  KOMIUIEKCI 3  1HIIUMH
3axoJlaMH TIONIYKy Ta JIOKami3amii 3Ha4yHO
I ABUIIUTE HMOBIPHICTh  3HAXOJKCHHS
3aKJIaIHUX MIPUCTPOIB.
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MoxauBocTi NMPAKTUYHOT O
3aCTOCYBaHHSl TeIUIOBi30pPiB y NHMTAHHAX
3axucTy ingopmamii

3aragpHOBIJIOMO, III0 CHOTOJHI iH(pOpMAaLis
€ HaWTOJIOBHIIIMMHU PECYpPCOM CY4acHOTO
CBITY. AKTHUBHUI pPO3BUTOK iH(pOpMaLiHHUX
TEXHOJIOTIM 1 iX I1HTerpamisi, OOyMOBIIOIOTH
KpaifHbO BaXXJIMBI PO, Ki BOHU BiIIrparoTh y
Oaratbox cdepax JOACHKOTo KUTTSA. Baxkimsi
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BIJIOMOCTI JICpXKaBHOTO 3HAYCHHS TOBUHHI
OyTH 3axWIIEHHI BiJi HECAHKIIOHOBAHOTO
MepexXoIyieHHss 1 O0coONMBE 3HAYECHHS Y
NUTaHHI 3axucTy iH(popMmalii mae mpobiema
BUTOKY 1H(oOpMaIlii yepe3 3aKiaaaHi MPUCTPOi.
[Ipobnema nomsirae y Tomy, 10 Taki IPUCTPOi

TUTST 3HIMaHHS iHdopmarrii MOXYTh
BUKOPUCTOBYBATH  OUIBIIICTh  ICHYIOUHX
KaHAJIIB  BUTOKY. Onnak, HaW4acTiIe
3aKIMaJIKH  CAYTYIOTh JUISl  TEePEXOIUICHHS

aKycTH4YHOI1 (MOBHOI) Ta BHJIOBOi iH(MOpMaIii.
ToMy 3HaHHS KOHCTPYKTHUBHUX Ta TEXHIYHHX
0COOIMBOCTEH MOOYI0BU Ta (DYHKITIOHYBaHHS
anapaTHuX 3aKJIaI0K HEOOXiIHE IS
BUSIBJICHHS 1X CHJIBHMX Ta CIaOKUX CTOpIH Ta
BUOOPY ONTHMAJIBHOTO CIOCOOY TPOTHUII.
bymo eKCTIEpUMEHTAITBHO JIOCITIKEHO
TEXHIYHI  MOXIHMBOCTI  TEIJIOBi3opa Y
MATAaHHAX 3aXHUCTy 1HoOpMaIlii, 30KpemMa s
JoKaizarii 3aKJIaHUX MIPUCTPOIB.
JlaGopaTopHi  BUMIpH  TIPOBEICHO  IpHU
pO3TalIyBaHHI 3aKJIAJAKH y Pi3HUX OO0'€KTax.
OTtpumMmaHi JaHi J03BOJISIIOTH CTBEP/KYBATH,
IO TPAIIOIOYMA TEXHIYHUHM MPHUCTPI Maaux
pPO3MipiB, TaKHil SIK armapaTHa 3aKjiajKka, MOXKe
B JIOCTaTHIil Mipi 3MIHIOBATH TeMIEpPaTypy
00’€KTy, B IKOMY BIH 3HaXOJUTHCS, ISl TOTO
100 11e MOXkHa OyI10 3adikcyBaTu.

Apemuyk FOpuii, Kamaee Bumanuii, I'udcko
Maxkcum, Ckypamos Cepeeti

Bo3moxHOCTH NMPaKTHYeCKOro
HCI0JIb30BaHMS TeNJ0BU30POB B
BONPOCAX 3alUTHI HHPOPMALNH

OO01Een3BeCTHO, 4qTo0 ceromus
uHQopMalus SBISETCSA TJIABHBIM PECYpCOM
COBPEMEHHOTO MHpa. AKTUBHOE pPa3BUTHE
UHQOPMALMOHHBIX  TEXHOJOTHMH M  UX
UHTETpaIus, 0oOyCIIOBIMBAIOT  KpaiiHe
Ba)KHBIE POJIM, KOTOpPbIE OHU HUrPalOT BO
MHOTHUX cdepax UeJIOBEYECKON IKHU3HH.
Baxkuple  cBeJeHHMS  TOCYAapCTBEHHOTO
3HAUCHHS JIOJDKHBI OBITh 3allWIICHBI OT
HECAaHKI[MOHUPOBAaHHOIO  IepexBaTa U
ocofoe 3HauYeHHWE B BONPOCE 3AIIUTHI
nHbOpMAIIUM HMEET mpoldieMa YTCUKH
uHpopMaIuu yepes 3aKiagHble YCTPOUCTBA.
[Ipo6nema 3akiro4yaercss B TOM, YTO TakHe
yCTpOHCTBa IS CheMa MHPOPMALIMH MOTYT
UCIIOJIb30BaTh OOJILIIMHCTBO
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CYIIECTBYIOLIMX KaHaloB yTeuku. OnHako,
yamie BCEro  3akJagku  CiyXkarT s
nmepexBaTta aKyCTHYECKOW (peueBoi) U
BunoBoir uHpopmanuu. IlosTomy 3HaHUE
KOHCTPYKTHBHBIX u TEXHUYECKHUX
ocoOeHHOCTEH NOCTPOCHUS U
GYHKIMOHUPOBAHUS amllapaTHBIX 3aKIaloK
HEO0OXOUMO /IS BBIABICHUS UX CHJIBHBIX U
clabbIX CTOPOH W BBIOOpA ONTHUMAIBHOTO
croco0a MPOTUBOICHCTBUS. Bruto
JKCIEPUMEHTAIbHO HCCIIeIOBAHO
TEXHUYECKHE BO3MOXXHOCTH TEIUIOBH30pa B

BONIpOcax 3alluThl HH(pOpManuu, B TOM
YHUCJIC JJIA JJOKaJIn3aiuu 3aKJIaJHbIX
ycTpoiictB.  JlaGopatopHble  U3MEpEHHUS

MPOBEICHBI IPU PACIIOJNIOKESHUH 3aKIIaJKU B
pa3IM4YHbIX 00beKkTax. [lomydeHHbIC TaHHBIE
MO3BOJISIOT YTBEPXKAATh, 4TO paboTaromiee
TEXHHUYECKOE YCTPONCTBO MaJlbIX pa3MepoB,
TaKO€ Kak amnmaparHas 3akKiaJika, MOXET B
JIOCTAaTOYHOW Mepe M3MEHSATh TeMIIepaTypy
00beKTa, B KOTOPOM OHO HAaXOJHUTCS, MJIS
TOTO YTOOBI 9TO MOYKHO OBLIIO
3a(UKCUPOBATb.

Yaremchuk Yurii, Kataiev Vitalii, Guzhko
Maxym, Skuratov Sergiy

The practical application of thermal
imager for the protection of information

It is well known that today, information
is the most important resource of the
modern world. Active development of
information  technologies and  their
integration, causing extreme important role
that they play in many areas of human life.
Important information of  national
importance shall be protected against
unauthorized interception and of particular
importance in the issue of information
security is the problem of information
leakage through eavesdropping devices. The
problem is that such devices for removal of
information can use most existing leakage.
However, often serve as bookmarks to
intercept acoustic (speech) and species
information. Therefore, knowledge of
design and  technical  features  of
construction and operation of hardware
bookmarks necessary to identify their
strengths and weaknesses and the choice of

ISSN 2074-9481

optimal method of response. Experimentally
investigated the thermal imager technical
capabilities  for the  protection of
information in particular for localization
eavesdropping devices. Laboratory
measurements conducted in cases where
eavesdropping devices are located in the
different objects. Results of measurement
show, that technical device small size, for
example eavesdropping device, can
sufficiently change the temperature of the
object in which it is located, so that it can
be recorded.
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