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Анотація 

У цій статті розглядається проблема системи безпеки Linux, розвінчуються хибні уявлення та 

з'ясовується необхідність додаткових механізмів захисту від нових загроз. 
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Abstract 

This article explores the problem of Linux security, explains why it is important to have additional mechanisms to 

protect against new threats. 
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Introduction 

 

Previously, it was widely believed among the IT community that the Linux operating system was threat 

immune, its architecture was not susceptible to attacks, and its open source code was protected from 

weaknesses by its very nature. However, in recent years, this perception has changed even among experts 

[1]. It has become apparent that Linux, like any other system, depends on programs and services that can be 

exploited by attackers. For example, web servers required to access the Internet can be sensitive to Cross Site 

Scripting (XSS) attacks. In addition, Linux systems are exposed to malware, such as viruses, trojans, and 

harmful programs that can cause damage, compromise personal data, or exploit the system for malicious 

purposes. 

 

Research results 

 

Not long ago, the main target of cybercriminals was only end users, to make money, and therefore Linux 

servers were relatively safe at the time. Today, attackers are targeting businesses with great potential to make 

much more money, and you don't have to look far to see it. For example, in 2021, experts discovered a 

modification of the RansomEXX trojan that could encrypt data on Linux machines. The attack was designed 

specifically for targeted attacks on specific organizations, with the code and ransomware being customized 

for each new target [1]. 

There are certain safety measures that increase security in Linux. First, you should use a VPN, as a VPN 

allows you to have a secure Internet connection that hides data. Second, avoid booting from external devices. 

Attackers can use external devices to access sensitive information. Third, avoid unnecessary software. Users 

may be forced to install new software that adds a large number of programs to the device, making it more 

susceptible to new potential attacks in the future. It is important to update software regularly, as new releases 

contain fixes for problems and solutions for new security issues. It is necessary to use strong passwords, 

because to avoid threats, you need a strong password that will contain at least ten characters: numbers, 

uppercase and lowercase letters, special characters [6]. 

But in some cases, low-cost tools that provide basic operating system protection may not be enough. 

Large businesses and companies need to have a much higher level of protection that will take place in real 

time. As such, paid programs are offered that provide a wide range of security features. Below are the top 3 

most popular software security tools for Linux that include antivirus protection [2]: 

GravityZone Endpoint Security Tool for Linux. The producer of this product is the Romanian company 

Bitdefender. The software offers a wide range of functionality to protect Linux systems. The characteristics 

and functionality of this program are as follows [3]:  

- protection against viruses for file servers; 



- the ability to protect (scale) up to 100 computers at one time; 

- security threat analysis; 

- scanning not only for harmful files, but also for suspicious processes that programs run on the network. 

Security for Linux. The manufacturer is the Czech company Avast. It includes the following 

functionalities [4]:  

- scanning and detection of viruses; 

- provides a centralized control point for IT administrators; 

- automatic sending of regular updates. 

VirusScan Enterprise for Linux. The developer is the American company McAfee Antivirus. The 

software provides the following features [5]: 

- real-time protection; 

- automatic scanning of the file server in the background; 

- blocking new malicious programs; 

- firewall protection. 

One of the problems of software protection is the problem of protection against unauthorized research and 

dumping, i.e., the removal of programs from memory. Anti-dumping programs for Linux include the 

following: 

Armadillo. The country of development is Germany. The program has the following features [7]:  

- free access and open source, which makes the program a good choice for users looking for low-cost 

anti-dumping solutions; 

- is simple and easy to use; 

- effective code protection. The program can effectively protect executable files from reverse engineering 

and other code changes; 

- supports several file formats. The program can protect a wide range of executable files, including ELF, 

PE32, Mach-O.  

MPRESS. The country of development is the United States. The program has the following features and 

functions [8]: 

- free and open source; 

- support for many file formats; 

- powerful compression capabilities, i.e. reducing the size of executable files; 

- security features such as encryption and obfuscation. The program can encrypt executable files to 

protect them from unauthorized access and obfuscate the code to make it harder for attackers to understand 

and crack. 

ExeGuard. Country: The country of origin is the United States. The program has the following features 

and functions [9]: 

- is designed to protect executable files from reverse engineering, which is what it was developed for;  

- prevents attackers from modifying the code of executable files, i.e., implements protection against 

hacking;  

- the program implements code obfuscation, protection against unauthorized debugging, and copy 

protection; 

- supports many different file formats. 

 

Conclusion 

 

Linux is a powerful and flexible operating system that is used in a wide range of applications. However, 

just like any other operating system, Linux is sensitive to malware and other threats, such as unauthorized 

copying, exploration, hacking, and dumping. To protect your Linux system from these threats, you need to 

use security software tools, such as antivirus programs, firewalls, firewalls, and other security features. In 

some cases, low-cost operating system security tools that provide basic protection are not enough. Therefore, 

it is necessary to use additional security tools. 
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