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INPOBJIEMATHKA I IIAXOAU INIJIBUIINEHHS PIBHS
3AXUCTY B KAHAJIAX IIEPEJAYI JAHUX CUCTEM
I IPUCTPOIB IHTEPHETY PEUEM

'BinHMIBKHI HAIIOHATBHUN TEXHIYHMI YHIBEPCUTET

Po3sanisstHymo cy4acHi mexHosoeii kibep3axucmy npucmpoig i cucmem IHmepHemy peyel (10T, Internet of
Things), ocobniusocmi 3abe3neqyeHHs1 ixHbOI Kibepbe3neku. Takox po3afsiHymo cy4acHi pusuku, HogeimHi ma Odiesi
nidxodu Ao 3abe3re4yeHHs1 8UCOKO20 pigHs Kibep3axucmy 8 apximekmypi IHmepHemy peded.

lMpobnemamuka kibep3aepo3 y cy4acHUX rnpucmposix IHmepHemy peyel € pi3HOMaHimMHOKW i ¢hopMye 3HaYHy
npobremy Ha wnsixy nodanblWwoao npocysaHHs mexHoroezil loT. Lle nog’sa3aHo 3 pi3HOMaHIMHUMU | KOMIIEKCHU-
MU iHhopmauitiHuMu pusukamu Kibepbesneku 0nsi npouecie 0bpobrneHHss ma nepedasaHHs iH¢bopmauil y
cmpykmypax i npucmposix 10T, siki aukopucmosyrome pi3Hi mexHosoeii empydyaHHs 8 OCHOBHUU ¢byHKUioHarl.
Ockinbku npucmpoi i cucmemu loT sukopucmosytoms 30ebinbwo2o KaHanu ma iHmepgpelicu mepexi IHmep-
Hem, a makox 6e3dpomosi padio iHmepagbelicu y noedHaHHi 3 MObINbHUMU onepauiliHUMu cucmemamu Ha 6asi
sucokonpodykmusHux ARM apximekmyp npoyecopie, mo pu3uku kibepbesneku loT 3Ha4yHO 3pocmaromeb |
cmaenams nid cymHie mpueane cmabinbHe hyHKyioHyeaHHs I0T cucmem. IHKonu ui puduku kibepbesaneku
cmeoproomb documb 3HadyHy npobnemy Ons iHghopmauiliHux daHux 8 cucmemax loT, | 3Ha4HO 2anbMytomb
ixHe npocyeaHHs1 8 HU3Ui earny3el npomucrnosocmi. Tomy ys npobrnema nosuHHa 6ymu supiweHa. B pobomi
OUiHEHO ma npoaHarizosaHo npobrnemamuky Kibepbesneku e I0T, po3ansiHymo HasieHi ma 3arporoHO8aHo
Ho8i OKpemi diesi npakmuyHi MonoxeHHs i nioxoou Ons 3abe3neyeHHs 8UCOKO20 Kibep3axucmy cucmem ma
npucmpoig IHmepHemy peyel. Po3ansiHymo acriekmu i npoeedeHo aHani3 npobnem kibepbesneku IHmepHemy
peyell 3 sukopucmaHHsM nidxodie i memodig roninweHo20 3axucmy nepedayi daHux e cucmemax i KaHanax
IHmepHemy peued, nioknoyeHUx 0o cy4yacHoi iHgpopmauiliHoi Mepexi IHmepHem.

3anpornoHosaHo nidxodu o 3axuuwjeHiwoi nepedayi daHux 6 loT, siki 6a3ytombCcs Ha KOMMIEKCHOMY Mo€0-
HaHHI 8idomMux mexHonogziti 3 KombiHaujero IXHbO20 CyKYrnHO20 8UKOPUCMaHHS i CUMBIO30M 3 IHWUMU MEeXHOsI0-
eiamu. Lle doseornsie nidsuwumu pieeHb Kibepbesneku i 3MeHwuUmu pusuku Kibep3azpos e cucmemax loT, wo
Maromb MiCUe i MakoX 8UHUKaomMb y IHWUX CydacHUX iHghopmauilHux cucmemax, siki 4acmo rioKn4aromscs i
Kepyrombcsi Yyepe3 mepexy IHmepHem. Ui nidxodu i npuHyunu do3eosisoms nidsuwumu HadiliHicms | 3a2arb-
Hy 3axuuwjeHicmb riepedayi daHux y 10T, ouiHUMU OCHOBHI YUHHUKU 8riugy iHghopmauyiliHux 3aepo3 ma 3MeH-
wumu Hacnidku ixHbo20 ernpogadxeHHs. Po3ansgHymo nepcriekmusu po3sumky yux rnioxodig i memodie y Kom-
rnnekcHux cucmemax obmiHy OaHumu IloT. OnucaHo niepesazu mMemody i nidoxodie kibep3axucmy rid 4ac
nepedayi daHux y IoT i 3axuweHoi kpunmoepagidyHoi 06pobKu i nepedayi iHpopmauii y npunadax i iHgpopma-
uitiHux cucmemax IHmepHemy peyded.

Knio4yoBi cnoBa: kibep3axucT, kibepsarposa, mateMaTnyHa MoAernb, MMOBIPHICTb Kibep3arposu, IHTepHeT
peuen, Internet of things (loT), kaHanu 3B’a3Ky, NpouecopHi TpakTu, M3, LUM3.

Beryn

CyuacHi TexHoJorii i npunamu I[areprery peueit (10T, Internet of Things) mmpoko oXoIUTOTE BCi
cdepu CydacHOTO XHUTTA Bil MOOYTOBOTO 1 MEPCOHATBHOTO BUKOPHUCTAHHS JI0 TIPOMHCIOBUX 1HAYCTpia-
aeHuX cucteM Inreprery peueit (10T — Industrial Internet of Things) i cremianizoBanux cucrem IoT.
OcraHHi TeHAEHIII] BIpOBaKeHHS TexHoJorii 0T A TeTeMOHITOPHHTY Ta TeNeyNnpaBliHHs CBiq4aTh
PO BUCOKI MepeBark IUX CUCTeM, IXHil IUpoKuii i epextuBHuUit GpyHkiionan [1], [2].

Pazom 3 THM, iICHYIOTh 3HAYHI PU3HKH 1 IpoOJIeMaTrKa Kibep3arpo3 y CyJacHUX CHCTEMaX i MPUCTPOSIX
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IoT [1], [2]. e pi3HOMaHITHI i KOMIUIEKCHI iHpOpMAaIiiiHi pu3nku KidepOesneku A iHGOpMAIiHHIX
nporeciB i cTpykTyp loT, sKi BUKOPHCTOBYIOTh KaHAIW Ta iHTepdelicn Mepexi [HTepHeT Ta MOOLIBHI
omepariiiHi cucreMu Ha 6a3i apxiTekTyp npouecopiB ARM. Pusuknu kxib6epOesneku loT iHKonM yTBOpIO-
I0Th 3HAYHI TpobnemMu i iHdopMaliitHux naHux B cucreMax [oT, i 4acTo € OAHUM i3 TOJIOBHUX CTpH-
My0UnX (aKTOPiB 3 BIPOBAIKEHHS ITUX CHCTEM B TEXHOJIOTIYHHX cepax, 0codbImuBo B cepi mpoMucIio-
BOCTI 1 KpUTHYHOT 1HYPACTPYKTYPH.

IIpo6aemaTuka ranysi Ta cTan cyyacHux texsodioriii IoT

Hapasi nudposi indopmamiitai Texaomorii [oT HaOyau mupokoro po3BUTKY, ajie, pa3oM 3 THM, Ha0y-
J1a i HOBOTO TIOIITOBXY XBHJIS HOBHX 1H(OPMAIlIHHAX MTPOTUCTOSHE Ta Kibeparak Ha IHTepHeT pedei [1].
®DaKkTUYHO Y KOXXHOTO KOPHCTYBaya IEePCOHAIBHOTO MOOUTFHOTO MPUCTPOIO UM iHIIOro mpuctporo loT
nocrae mpodiema KibepOe3neku: KoH(iASHIIIHHOCTI, IITICHOCTI, CTa0IIFHOCTI i MPUBATHOCTI MEPCOHAIB-
HUX iH(pOpMaIliiiHuX marux xopuctysada [1]—I[3]. Lle xapakTepHO y pa3i BUKOPHCTAHHS KaHAIB MEPEXI
IarepHeT 3 11 yncneHHMMH 1HPOPMAIIHHUME pU3UKaMU 1 Kibep3arpo3zamu. B cyuacHiit mepexi [HTepHeT
Ta iHQOpMaLiiiHili eko-cucTeMi (akTHYHO AT KOKHOTO MEPCOHAIBHOTO MOOIIBHOTO MPUCTPOIO 1 MpH-
ctporo IoT icHYIOTh 3HaYHI PU3UKH 1 HMOBIPHOCTI KiOep3arpo3s, SKi BUKIUKAIOTh HEOOXITHICTh O€3MEHOI
iXHBOT eKCIUTyaTarii, JOTpIMaHH KiOepririeHu Ta mpaBui KidepOe3nekn y pasi nepegaBanHs, 00pooiieH-
Hs Ta 30epiranns ganux B loT, a Takok HEOOXiAHICTH NOTPUMaHHA Oe3MeKH 1 KibepOe3neKn CyMiKHUX 10
IoT npucTpoiB i cymMi>KHUX CEpBICIB i TaHUX.

Memoro cmammi € BU3HaYeHHS TIpoOieM kidbepoesneku B [oT mpuctposix Ta popMyBaHHS y3araabHIO-
BaJIbHUX MEPCIICKTUBHUX MIAXOIB IMiIBUIIECHHS PIBHS KiOep3axucTy B KaHANaxX CUCTEeM i mpucTpoiB [HTe-
pHETy peueil.

OcHoBHI Ki0ep3arpo3u B cyyacHHX NpHCTPosiX IHTepHeTy pedeii

Ha ocHoBi pe3ymbratiB anami3zy kibep3arpos B IoT [1]—[5] MokHa 3a3HaYMTH OCHOBHI 3 HHUX :

— MepeXOIUICHHS i CIIOTBOPEHHSI JaHWX B KaHanax Ta inrepdeiicax [oT;

— BJIAIITOBYBAaHHS «iH’ €KIIisH» IIKIJIMBOTO KOy abo mepexoruieHHs Tpadiky B kananax [oT;

— indopmariitHi BTpydaHHs B iHQOpMaIliiiHi TOTOKH 1 MporpamMHi MOAYi (B T. 9. OKpeMi MporpamHi
KOMITOHEHTH) 1 pyHKIi0HaN KepyBaHHs npuctpois [oT;

— nepexoIuieHHs kepyBaHHs [0T;

— Kibep3arpo3u sjpa i KOHTpoJiepa onepariiHiux cucTeM i KoHTposepiB ynpasiinas [oT;

— inopmartiitai 3arposu st norpannyaux npuctpois loT (IoT EDGE-Devices: komyTtaropu, Mapii-
pYTHU3aTOpHU, MOJIEMH, LIIJTIO3H 1 iHTepdeiicu 3B 13Ky );

— TapreToBaHi/IiIecCIpsIMOBaHi KidepaTaky aTaku 1 MIKIIOYSHHS JI0 MPOrPaMHUX MOJYJIB CHCTEM 1
npuctpoiB IoT i BuBemenus ix 3 magy — DoS (Denial of Service B 1. u. po3noainenuii DDoS -Distributed
Denial of Service);

— MepeXOIUICHHS KepyBaHHA Ta/a00 CIIOTBOPEHHS TOTOKIB IaHMX MOHITOPUHTY;

— mKigmBe mporpamue 3adesneueHus (I1I13) ta migminene (Mogudikorane) 13 (MII3);

— IIKI/UIABI MOCHIIaHHS 1 PimnHT;

— HECaHKIIOHOBaHEe NIEPEXOIJICHHS, BTpy4aHHsI Ha (i3MYHOMY PiBHI i CIIOTBOPEHHSI JaHUX;

— reHepallis Ta BIPOBAKCHHS MiAMIHEHUX cepTH(]IKaTIB 3aXUCTy MH(PpPyBaHHS;

— «iH’ €Ki MIKIITMBOTO KOy Ta cepTU(iKaTy;

— nepexoruieHHs (Ha (iznyHOMY) piBHI TpadiKy i3 CyMyTHIX By3IiB 1 femmdpyBaHHs iHOpMaLiHHIX
MIOTOKIB 1 (DYHKI[IOHATY KepyBaHHS CHCTEMaMHU Iepenadi TaHuX;

— TapreToBaHI KiOepaTaku aTakd Ha CHUCTEMH KepyBaHHS KaHATIB 3B’S3Ky 1 BUBEICHHS iX 3 Jamy
Ta/abo0 mopymieHHs (yHKIIOHATY;

— IepeXOIUIeHHs KepyBaHHS Ta/a00 MepeXOMICHHS OTOKIB JaHUX MOHITOPUHTY OKPEMHUX MapaMeTpiB
(abo omocepenKoBaHUX MapaMeTpiB iHPOPMALITHUX BEJIMYHMH) Y KaHalax 3B’ S3KY;

— aTaku Ha KaHaw nepenadi Wi-Fi ta Bluetooth Ta kabenpHi KoOMyHIKaITii;

— aTaky Ha SAPO 1 KOMIIOHEHTH BBEACHHS-BHBEICHHS Ha CYMDKHHMX MOOITBHUX ONEpaliiHUX CHCTE-
Max IPUCTPOIB KEPyBaHHS Ta MOHITOPHHTY;

— BTpYYaHHA B 3axHIleH] MexaHi3Mu ¢opmyBanHs VPN/Proxy Ta mMexaHi3mMu reHepartii KIIt04iB mud-
pyBaHHS;

— BUKOPHCTaHHS MEPEXKEBHUX EKCIIONTIB 1 «MOIyJiB MPOOUTTS 3B’ A3KY» CIIPSIMOBAaHHUX HAa KOMIIOHEH-
TH yTIPaBITiHHA Nepenadi 3 mudpyBaHHIM B CKJIaJi CUCTeM Ta/abo kaHaiiB [oT 3 mopymieHHsSIM IITaTHOTO
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¢dynkmionany 113 sapa onepamiiiaux cuctem loT Ta/abo IXHIX MPOMIMBOK, IO MPU3BOAUTE 0 MOPYIICHHS
Ta/ab0 MOaMGIKYBaHHSI CHCTEMHHX IIporpaMHuX GyHKITiH [13 MomymiB ;

— HEKOPEKTHI CUCTEMHI HalallTyBaHHS Ta/a00 MOMMJIKH OTEpaliiHOTro ImepcoHay;

— MOpYUICHHS O€3MeKH MOTPaHWYHUX MPHUCTPOIB Ta MOAYJIB 3B 53Ky y loT (MapmpyTHzaTtopu, KOMy-
TaTopH, 00JAHAHHS ONTHYHOTO, PaIio3B’ 3Ky TOIIO), Y CYKYITHOCTI 3 BPa3JIMBOCTSIMH MPOMIKHHX TIPO-
TOKOJIIB 3B’SI3KY 1 Iepe/iayl NaHuXx;

— MOpPYLICHHS MEXaHi3My BCTAHOBJICHHS 3aXHUILEHOTo 3’ eaHaHHs Ta ataku MITM;

— HEeJIOCKOHAJICTH 1 Kibep3arpo3u OIMOPHOT apXiTeKTYPH i CYMIXKHUX HMPUCTPOIB;

— TapreToBaHi BIpPyCH 1 TPOSIHCHKI KOHI, SKi aJanmTOBaHi 1 CHEMiallbHO CHPSMOBaHI Ha KOHKPETHUU
MIPOTPaMHUI YK anapaTHUi CUCTEMHHI KOMIIOHEHT iH(pacTpyKTypu cuctemu nepenadi ganux (CIL);

— HEJTOCKOHAIICTh anapaTHOi CTPYKTYPH 1 MEPEKEBUX OCOOIMBOCTEH 1 XMapHHUX CEPBICiB;

— HEJJOCKOHAJIICTh CUCTEMHUX HAJIAIITYBaHHS 1 MEPEKEBUX MMPOTOKOJIIB TIepeIadi JaHHX;

— BizcyTHicTh iH(opMamiiHoro 3axucty IPS/IDS Ta 3axucty kanamiB [oT 3 HanexxHUM piBHEM miud-
pyBanus (IP Sec + IKE RSA) Ta BiiCyTHICTb MEPEKEBOTI0 EKPaHY;

— mopymieHHs MexaHi3My 3axucty mam’sati ECC na piBHI sapa npuctpoiB loT (BukoHaHHS METOMIB
HECAHKI[IOHOBAHOTO JIOCTYIY JIO 3aXHIIEHUX 00JacTeil mam’siTi: nmepenoBHeHHs Oydepa, BHUUTYBaHHS 3
Oydepa, JOCTyII 10 TaM’ATi B 3aXHIIEHUX 00JIACTAX);

— HEJIOCKOHAJICTh MEPEKEBUX 1 XMapHUX CEPBICiB, mporpamHux iHTepdeiiciB APl i HegockoHaIICTh
HaJIaIITYBaHHS 0e3MeKn MOOUTFHIX PUCTPOiB. Bukopucranus Bimomux BpasnuBocteir CVE XXn;

— BHUKOPHCTaHHS 1 eKCIuTyaraiis iHdopMmaumiiHuX 3arpo3 1 BpasnmBocted «0-ro» mms (Zero day
Threats, Zero day Exploution).

CygacHi TEXHOJIOTII 1 IPIIaTN TIepenadi JaHUX BHCOKOI MIBUIKOCTI i (YYHKIIIOHATHHOCTI 0a3yIOThCS
Ha IMBHIKICHUX 1 3aXUIICHHUX MMiaxonax nepenadi indopmarii 3 Hamiianm mmdpysanusm (AES, DES |
RSA Tomio) i nepen6ayaroTh BIPOBaIKEHHS JOCTATHHO BUCOKOTHTENEKTYaIbHUX PO3TANTyKEHHX aJlrOpHU-
TMiB 00pOONIEHHS JaHUX B iHTepdeiicax i KaHaNax Ta y sApi 3 METOI0 iXHBOTO 3aXHCTy. Tpadik maHuX B
kaHanax Ta iHtepgeiicax [oT arperyerpcs (00pobmsieTses) 1 mmppyeThes MEBHUM BHUIOM KOAYBaHHA 32
OJTHUM CIICI[IaJTi30BaHUM QJITOPUTMOM. AJie 4aCTO TUIBKU LUX IMiJXOJIIB HE JOCTATHHO, | TOBUHHI BUKOPHC-
TOBYBATHCh 1HIII JOAATKOBI KOMIUIEKCHI MiAxoau 3axucTy AaHuxX B loT: mimxomu 3 MOTOKOBUM 3aXHCTOM
JAHWX, 1MeHTU(IKAIIEI0 Ta aBTOpHU3alliero camux mpucTpoiB [oT B indopmartitiaiit Mepesxi loT Ta iHmmi.

Bukopucranns cyyacHux nportokoniB [oT moxe 3abe3nednTH AOCTaTHHO 3aXHINCHUN 1 HaIiiHWI
3B’5130K 1 OOMIH JaHHMH y Mepexax Iepenadi JaHuxX 3 IpUCTposaMu [HTepHeTy peuei B ixHbOMY cknami, i
30KpeMa MPOMHCIIOBHX CHCTEM. YacTo OAHOTO piBHSA 3aXUCTy B IMpUCTposix loT He mocTaTHBO 171 OpraHi-
3amii HaAIHHOTO 3aXUCTy AaHUX i1 camoi Mepexi [oT mpucTpoiB. ICHYIOTH PH3HKH BUTOKIB 1 371aMy 3aXUCTY
kaHaniB B loT indpacTpykTypi. Takox MOXKYTh ICHYBaTH JAOJATKOBI PH3HUKHU Kibep3arpo3 i mpuBaTHOCTI, SIKi
MOXYTb CTaTH IPHYMHOIO YCHIIIHO-NIPOBEAEHOI KibepaTaku 1 MIKiIIuBoro iHpopmauniiiHoro BrumBy B [oT.

Iaxonm s 3axwmeHoi nepexadi iHopmarii B iHGpacTpykTypi loT MOXYyTh BUKOPHCTOBYBATHCH CY-
YacHi ONTHYHI TEXHOJIOTII, AKi 0a3yl0Thcs Ha mepimmux 3-X piBHsAX L1—L3 piBHiI Moaeni B3aeMoii Bijk-
putux cuctem OSI. Lle no3Bossie oprani3oByBaTy MiABUIIEHUH 3aXUCT CaMOro Ipouecy nepeaadi iHpop-
Marlii Ha (pi3HIHOMY PiBHI 3 BHKOPUCTAHHSM €(EeKTiB CaMOT0 CBITIIOBOTO BHITPOMiHIOBAHHSI.

OcTtaHHI TEHACHIII MOKa3yIOTh, [0 BUKOPHUCTAHHA ONTHYHUX Ta HIINX TEPCHEKTHBHUX 3aXHUIIEHUX
KOMYHIKaliil y moenHanHi 3 npotokonamu [oT Ta HamamToBaHMM i YBIMKHEHUM (Ha PiBHI CUCTEMHOTO
[13 loT-npucTpoiB) HamiiiHUM MUGPYBaHHAM, AO3BOJSIE 3a0€3MEUNTH SKICHUN 1 3aXUINEHUI 3B 30K B
IoT anst nepenayi faHux TejaeMoHiTOpuHTY i Tenekepysanns [2], [3], [5], [8].

Pusuku pocTy YMHHUKIB 3arpo3, 1 30KpeMa HECAaHKIIOHOBAHOTO IMiIKIFOUCHHS 1 3YMTyBaHHs 1 Moaudi-
Kanii ganux icHye B iH@pactpykTypi loT. [loTeHuiliHi pusuku nopymenHs QyHKUioHaTy i KibepOe3neku
cydacHuX iHpopmariitaux cucteMm [oT 3pocTaroTs 31 3pOCTaHHSIM PiBHS TEXHOJOTIH 1 PO3BUTKOM HOBHX
METO/IB i 3aC001B BTpy4aHHS.

Pusuku nepexomenns i Moaudikanii iHpopmanii B kaHamiB 3B’s3Ky cydacHux loT 1 mpomucioBux
MEpeX 3aJexkaTh BiJl PiBHS HaJalTyBaHb Oe3neku B mpotokonax loT, piBHA TEXHOIOTIH 1 3aXHUIIEHOCTI
camux kanamis [oT. lo mpukiamy mpoMuciIOBI ONTHYHI MEpeXi 3 BKIIOYEHUM 1 HAIAIMITOBAHUM IIPOTO-
kosioM [oT moBepX OCHOBHOTO MPOTOKOIIY Tiepesadi iHGopMallii € OUIbIIe 3aXUIIICHUM, HIXK TpaJuLinHUN
KaHaJl 3 TAKOXK BKJIIOUEHHMM 1 HajamToBaHUM IpoTokojoM nepenaui loT. Lle mocsraerscs 3aBasku cre-
i BUKOPUCTAHHS ONTHYHOTO BUIIPOMIHIOBAHHS K HOCIA iH(POPMAIIHHOTO CHTHANY, IO MOPiBHIHO
CKJIaJIHIIIIE 3UYUTATH, HIK EJIEKTPUYHUI Y PaliOCUTHAL.

3a CBOEIO MPUPOJIOK0 1 CTPYKTYPHOIO OPTraHi3alli€r0 KaHAIU 1 AITOPUTMH CIICIiali30BaHUX POTOKOJIIB
nepenadi [oT (takux sk, Lora(LoraWAN/LoraPAN); ZigBee; AMQP; MQTT, HTTP/HTTPS; CoAP;
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DDS; LwM2M; LpWAN; WiFi/WiMax; Z-Wave; RFID; BlueTooth; LTE/BLE ; NFC) nmoaibHi 10 iHIIux
TPamUIIIHHIX 1 MOIMMMPEHUX KaHATIB i MPOTOKOMiB 3B’ 13Ky (Hampukiam, TCP/IP- IPSec) 3 reHepamiero map
KJTIOYIB 3axXHIIeHOro KaHamy RSA mist mmdpyBaHH:, a TAKOK aJrOPUTMIB 3aXUIIEHOTO 3’ €IHAHHS B CKJIai
npotokoiiB. Ha cuctemMHomMy piBHI 9acto B OunbmiocTi mporokomiB [oT mmdpyBaHHs 1 3aXUCTy BUKITFOUEH]
3a 3aMOBYYBaHHSM 1 MOTPEOYIOTh MMPUMYCOBOTO BKITIOUCHHS 1 KOHTPOJTIO, B IPOIIECi pOOOTH.

Ane Takuil MiAXiA HE 3aBXKIU JO03BOJISIE OPraHi3yBaTH BUCOKOHAIMHMI Ta 3aXUIIEHUH 3B SI30K B MPO-
MHCIIOBHX 1 3aXHIICHUX Mepekax i KaHajax mepenadi gaHux i cucremax loT, ocobnmBo y BUMaakax, sik-
0 Jiech BiOyBaeThCs 301l HamamTyBaHb Oe3reku B mpoTokonax loT um Taki HamamTyBaHHS BiACYTHI
Ta/ab0 BIJKIIIOYEHI TOWIO.

MOXITMBOCTI Cy4acHHX anapaTHO-NPOTpaMHUX 3ac00iB 3UMTYBaHHS Ta/a00 MPUXOBAHOTO BTPYYaHHS
TaKOK 3HAYHO 3pPOCIIH, K 3POCIH 1 iHTeNeKTyalnbHi QyHKIII TakuX cucTeM. Y MOAAIbIIOMY IIPOTHO3YETh-
cs1 30UTBITICHHST KUTHKOCTI aTak Ha KOMYHIKAIiHY 1H(QPACTPYKTypy 3axHImeHux Mmepex i cucreM loT,
OXOIUTIOIOYH TIPH IIbOMY 1 CUCTEMH THITY «PO3YMHHI OYAHHOKY, 1 «po3yMHHUH 0(ic» 3 OKpEeMUMH KOMIIO-
HEHTAMH{ aBTOMAaTHU3aIlii 1 KIHIEBUM (PYHKIIIOHAIOM.

31 3pocTaHHAM TOIYJSIpHOCTI TIPUCTpoiB [oT 1 iXHIX cepBiciB 3pocTae iHTEHCHUBHICTH KiOep3arpos i
iHpopManiitHux BTpydaHb. CriocoO i iIHCTpYMEHTH JIJIs aTak IMOCTIHHO €BOJIIOIIOHYIOTh. Bennka yactu-
Ha KkibepaTak Ta iHpopMaliifHuX 3arpo3 cupsMoBaHi Ha iepcoHanbHi i [oT mpucTpoi.

VY 2021—2024 pp. 3pocau aTaky Ha KOMYHIKallil Ta KOMyHIKaliiiHi KaHanu 1 iHTepdeiicu 3B’ 13Ky MO-
oinpHuX 1 pyrkuionansHuX npuctpois loT: Wi-Fi, 3/4/5G, Bluetooth Ta mpoBigHi KOMyHIKaIiiHI iHTEp-
(eiicu, sIKi aKTMBHO iHTErpoBaHi y (hyHKIIOHAT CYYaCHHX PO3YMHHX HPHUCTPOIB, IO CTBOPIOIOTH (aKTo-
pu kibep3arpo3 ans mepex loT 1 Mmepex 3axuieHoi nepenavi iHpopmarii.

Cepen OCHOBHUX MPHYWH KibepaTak i mopymreHHs KibepOe3nekn MOKHa BUAUTHTA OCHOBHI:

— BigcyTHICTh 3axumienux kaHaniB [oT 3 mmdpysanusm, [PS ta VPN/ Proxy , a Takox BiJCyTHICTh
MEpEKEBOro eKpaHy Ta HempaBwibHI HanamryBanus [1]—[3];

— BUKOPUCTAHHS aTaK 3 €KCIUTyaTamiero BpasnuBoctel cucreM [oT 11 mopyiieHHs mTaTHOro QyHK-
umionany [13/sapa omepauniiinuii cucrem loT mnpuctporo (cucremu). lle mpu3BOAMTE 1O MOPYIIEH-
Hsl/10AaBaHHs/MOANBiKyBaHHS/3pi3aHH CUCTEMHUX nporpamHux ¢yHkii [13 Ta cucremuanx 24oro? [3],
[4];

— TIOpYIICHHS OE3MEKH MOTPAHUYHUX 1 CYMDKHHX TIPUCTPOIB Ta MOJYJIIB 3B’SI3KY Y CYMDKHHUX IPUCTPO-
sIX 1 B OTIOPHIH apXiTeKTypi (MapLIpyTU3aTOPH, KOMYTaTOpH, 00JIaHaHHS pa1io3B’si3Ky Ta inme) [3]—[6];

— MOPYIICHHS MEXaHi3My BCTAHOBJICHHS 3aXHIIEHOTO 3’ ¢HaHHs Ta ataku tTuny MITM [3]—[5];

— HEAOCKOHANICTH 1 Kibep3arpo3u omnepamniitHux cucrem loT Ta cymikHUX cucTeMHUX MOymiB i [13
[5], [6];

— LOI13 IoT (BipycH, TPOSHCHKI KOHI 1 OEKIOPH, 1HIII IIKIAIMBI MOy 1 ckpuntH) [1]—I[4];

— HEJTOCKOHATICTh MEPEXKEBUX 1 XMapHHUX CEPBICiB, MporpamMHux iHTepdeiicis API [6].

BpaxoByroun 11e, HEOOX1THOIO € POo3pOOKa HOBUX MiIXOIB 10 3aXUCTy mepenadi nanux B [oT, ski Mo-
KYTh BUKOPHUCTOBYBATHCh Y KpUTHUHIH iHppacTpykTypi loT. Takuii 3aci6 moBuHeH 3abe3nedyBaiy MOB-
Hy Oesreky (YHKIIOHAITY 1 3aXHIICHY Tepeaady JaHUX Ta iXHI0 00poOKy s 3a0e3reueHHs CTalocCTi i
HaJIHHOCTI TIporecy nepenadi iHdopMarii Mo onTHYHUX KaHaiax 3B’ s3Ky. Lli migxomyn moBuHHI 6a3yBa-
TUCh Ha TIOEIHAHI KOMIUIEKCHOMY 3aXHCTY (YHKI[IOHATy Ha Pi3HUX PIBHAX: allapaTHOMY Ta MPOrpaMHO-
My. ToMy mocTae 3aBIaHHS BHKOPHCTaTH MOETHAHHS CTaHJAPTHHUX MPUHLMIIIB 3aXHCTYy B NMPOTOKOJAX
[oT 3 HOBHMHM TIPUHITUTIAMHY 1 IXHIM CHMO1030M IS ITiIBUIICHHS PiBHS 3axUCTy i [0T.

Bucoxuit piBens indopmamiitHoi 3axumeHocti 0T 103BoMMTE OpraHizoByBaTH BHCOKOE(EKTHBHE,
KOM(DOPTHE 1 aBTOMATH30BaHE KEPyBaHHS Ta MOHITOPUHT iHQOpMalifHUX TPOLECIB 1 3aXHILICHY Mepeaady
iHpopmarii y Hux. Pa3oM 3 THM, 1€ T03BOJIMTH 3MEHIIUTH PU3HUKH BiJl BIPOBaHKEHHS 1H(QOpMAIIHHUX TeX-
HoJori# 10T, 1 TOB’A3aHMX 3 HUMHU CYMIXKHHX TEXHOJIOTIH Y TIPOMHCIIOBI Ta/a00 1HIIN KPUTHYHI CHCTEMH.

igBuieHHs 6e3nexkn KaHAJIB nepeaayi MoOiabHUX u1aTdopm i npucTpoiB Ta npucTpois loT

OCHOBHY YacTHHY aTak B KaHajax mepenadi iHpopmamii i komynikauisx [oT cknanaroTe aTaku THITY
Man in The Midle (MITM). IIpuanun Takux aTak mokasanuii Ha puc. 1 [1]—[6].

BpaxoByroun 3Ha4HYy KiIBKICTh HasBHUX MOTEHIIIHO MOXJIMBUX KiOep3arpo3 Ta iH(opMaIiitHiX pu-
sukiB st 10T [1], [2]—[5], okpim MITM-arak (puc. 1), Tako 1€ CTOCYETHCS i MOOUTBEHHUX MEPCOHAND-
HUX MPUCTPOIB KOPUCTYBAUiB, HEOOXiTHUM € BUKOPHUCTAHHSI KOMIUIEKCHUX MiIXO/IB i MEXaHi3MiB 3aXuc-
Ty TpHUCTPOIB i iHppacTpykTypu [oT Ha BCiX pIBHAX 3 METOIO 3MEHIICHHS WMOBIPHOCTEH PH3HKIB
Kibep3arpo3. AKTyaJabHOIO € po3po0OKa K HOBHX MPOTPECHBHUX MiAXOIB Ta METOJIB 3aXHCTY, TaK 1 BU-
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KOpHCTaHHS X y MO€IHAHHI 3 BITOMHMHU asie e()eKTUBHIMU NEPETOBUMH CBITOBHMH ITPAKTHKAMH 3aXUCTY
— TaKWUMH sIK: cerMeHTalliss mepexi loT; Bukopucranns cermenTiB Ta obmacteit LAN/VLAN 3i 3MiHHOIO
Ta HYJbOBHMH oOiacTsMu noBipu (Zero Trust Architeckture Concept), BUKOpHUCTaHHS NPOTPECUBHHUX
MEXaHi3MiB Ta aJTOPUTMIB TIOIPAHHYHOTO 3aXUCTY i KoHTpoIto Tpadiky [],22 [8].

"|:| OPUFHANLHE 3'€HAHHA .

, Tepminan is WEB-
KopucTyeay HOBE 3'€[JHAHHA cepeicom Tala6o

Xakepeeke abo iHwe snoBMUcHe 3'egHaHHA is HCO iHWWA XocT

XAKEPCBKE CTOPOHHE 3'€IHAHHA
Puc. 1. OcHoBHa cxeMa peajtizanii atak B kaHainax i komyHikaisx [oT tury MITM (Man in The Midle: «JTroauna nocepenuti»)

Takox akTyadTbHUMH € BUKOPHCTAHHS KOMITIEKCHOTO METOY TEPEeBipKH 1 HeHTpamizamii kibep3arpo3
B [0T: 3 BUKOpUCTAHHIM JICKUILKOX OJHOYACHO TpaIforounx iH(opmamniinux cuctem 3axucty IDS/IPS
(Intruder Preventition System / Intruder Defense System) y koMIuiekci 3 MOAETSAMH 3aXHUCTY AaHUX IS
kputn4aHOi iH(ppacTpykTypH loT .

B 3aranpHOMY BHIIAAKY CTPYKTYpHHH MexaHi3Mm 3axucty [oT i #10ro KOMIOHEHTH OBHHEH BKIIIOUATH
KOMILJIEKCHE BUKOPUCTAaHHs MEXaHi3MiB iH(OpMaLifHOTO 3aXUCTY, SIKM MOKHA HABECTU y BHUTIISAL a0CT-
pakTHOT POPMYIIH 3aXHCTY:

Max loT Data Security — f; (X, Y;,C;,t;, ki, t;) W Fsec;[End Point IDS/IPS +
+End Point Component Firewall + VPN /VPS(L2TP/S2TP/IPSec) +
+ RSA Sessions+ Zero Trust Zone Policies + System_SIEM +

+ System _ XDM / XDR + System _ ManagmentRules]; )
Max loT Data Security = an Fseci[x]1u i (X, Vi, Gt Ki &, Ji);
Max loT Data Security —>k|=:l(Functiona_Component_Sec urity);
F(xy.ctkt, j):k_iilTi (%, i Gt ki ji)+_§1§iAdd (t), t>t, t >0, )
i= i

ne Max loT Data Security — ymMoBHE NO3HA4YEHHS MAaKCUMAJIBHOTO iH()OPMAIIHHOTO 3aXKCTy Ui 3a0e3-
MEYEHHsT MiHIMalbHOI KiTBKOCTI MOTEHMiHHMX 3arpo3 B cucremax loT; End Point IDS/IPS — cyuacHi
iHcTpyMeHTH Kibep3axucty i aHamizy nanux B [oT; End Point Component Firewall — cy4achi mepexe-
BUIi eKpaH 3 aHanizaTopoM Tpadiky gaHux B Tpaktax mepexi loT; VPN/VPS(with IPSec) — Bukopucran-
HSI KOMIIOHEHT MEPEXEBOT0 TYHENO 3 MHU(pPyBaHHAM Ha oCHOBI mpoTokoiy IPSec; RSA Sessions — Bu-
KOPUCTAaHHS MEXaHI3MIiB 1 alrOpUTMIB KpUNTOTpadivyHOTO 3aXHCTy Mija Yac 0OOMiHY JaHMX 3 KIH0YaMU
mmdpyBanHs; Zero Trust Zone Policies — BUKOpUCTaHHS MOJITHK PO3MEXKYBaHHS TpaB JAOCTYIy Ta iH-
(hopMariiHuX MOMTHK OE3MeKH 3aCHOBAaHWX Ha KOHIEMINl HyIhOBOi NOBipu B 30Hax mus loT(pwuc.);
System_SIEM — yMmoOBHEe moO3Ha4YeHHS i1HGOPMAIIMHOTO MOHITOPHUHTY TmporeciB B cucreMi loT;
SystemXDM/XDR — iudopmariiiinnii mepeskeBuii 3axuct B cucremi IoT (Extended Network Monitor-
ing/Extended Network Detection and Responce); System Managment Rules — cucrema yrnpasminas Ta
OpraHi3amifHUX 3aXOIiB IT0 3a0e3MeueHHI0 iH(OpPMAaIIiitHOi OE3MeKH B CHCTEMI Y MEHEIKMEHTY MOHITO-
punry; Fsec,[x] — dyHkuis (oxpema KOMIOHEHTHa CKIamoBa) 3aXUCTy cucTeMu; Xi, Yi, ti, Ci Ji,
ki — mapamerpu i-ro 6;10Ka inpopmaiitaoi cucremu; fi (Xi, Vi, Ci, ti, Ki, ti) — QymukIis craniB inpopmarriii-
HOI cuctemu (pyHKIIs, IO ONMUCYE CTaHH I-r0 OJ0Ka iHPOPMAIIHHOT CUCTEMH).

BuxopucranHs migxo/iB Oe3neKu B KpUTHYHHX 30HaX apxitekTypi loT mokaszane Ha puc. 2 i puc. 3.

Ha puc. 3 mokasani okpeMi TEXHOJIOTii HOBITHIMH TiIXOJaMH, SKi TOETHYIOTHCSA 3 BIIOMUMH ITiJTXO-
namu 3axucty B [oT [8] Ta pazom GopmyroTh BITHOCHO CTiiikuii 3axuct cucteM [oT.

B3arani nocsrtu MakcuManbHOTO PiBHS 3axUcTy B 10T MOXIIMBO TiJIbKH 3 BUKOPHCTAHHSIM KOMILIEKC-
HOTO TiIX0y BUKOPHCTAHHS OKPEMHX BHUITC3a3HAYCHUX KOMITOHEHT Yy BHUIICHABEICHIH aOCTpaKTHIN Mo-
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neni 3axucty — ¢opmynu (1) Ta (2).

Edge Platform Enterprise
_________________ " o= \ f Iii?i?il M~ -——lﬁ
- | Hwoad o0 4 — ! | - Data
‘ nection . Data I I e . Veualzason
>_ I (serial, iC, Q_O0 @ Markefpiace ! I Warshouse
1>= | Sensors and BLE, €1 agaan 1T 1 = 1 ' '
L Actuators Device | 8 / : '
N ) ) I
7777777777777777 m Eage = . - v | ! =
o 1 Edge = mr%ﬂgnnn A Data Enterprise u i :
. lencnl Metwbrk (70 Anatyscs Authansication ' -
| — ) — 2 Perssience | o P Dea
= [Serial, IC, R-wh  F-EEN to= o e Analyics
‘Sensms and BLE ec) leT \ T 8 | l | " Appiication
Actuators Devica | £ | I s
e i £ ‘ . APUIntegraor!
B ] | -—-l __.—.Q_f.J | Goay !
o I I Té | Dispaich and : !
Hi/Locsl = | Devioe Stream Processing Pron:tnrg o i
iy @ comen ; E L S e A “1l | T ")
| (Serial, FC, i = 1 ! | ' e I
(] Sensors and ELE, eic) ! z ] ' 2N | i I Ga a I
H 1 Actuators loT Device | % | | Eg ﬁ & | 1 Leee Wordow !
_______________ I ] e | I
s | | Managemert  Edge Dewvice ~ Daa ] || Gusiness  Procemies)
I L Goneole  Mewoement Vesdzton TR . !
3anpoBagxeHHA echeKTUBHUX NpaBKn

Ba3soBa apxiTektypa IHTepHe eyen (lo KiBep3axuncTy Ha mexax 3oH: X-Firewall; Data
P P P vPe (loT) monitoring & flow controll; IPS/IDS; SIEM; VPN with —

TLS-IPsec(I2TP/S2TP); Firewall; ZTA Policies

Puc. 2. Bkasani 3001 BIpoBauKeHHs MepexeBux ekpanis (X-Firewall) mix o6nactsmu y Bigomii
apxiTekTypi cucreM [HTepHeTY peueii [7]

Xmapa

ITpuctpoi loT o Gateway Clo“d

JloritoBanus
kT SI]:M

loT Edge Device
VPN+SSL+IP SEc

(w- | 2] e X } L—f

Telemetry l IDS/PS

Insight

Onoenenna N3 Ha Edge-npuctposx

loT Edge Runtime

DRSO

VPN+SSL+IP SEc

CxoBHLLE B Xmapi _

Zigbee; CoAP; LoRa; BLE
Ta iHwi nporokonu loT iz Ilepenaya gaHuX | (Block, Page, and Files)
thyHkuiamm wnppyeanns X Sec

Komnnexc VPN+SSL+IP SEc .

wHppyBaHHS

JlokaneHi cCHCTEMH

Puc. 3. ITinxoau i TeXHOMOTI] MMiABUIIEHHS KOMIUIEKCHOTO 3aXUCTY 3 JIOCSTHECHHSIM MaKCHMYMY
¢ynkii 3axucty (1) B kaHanmax nepenadi ganux B [oT

B3zarani gocsarti MakcHMaidbHOTO PiBHS 3aXHCTy B [0T MOMIIMBO TiNBKH 3 BUKOPUCTAHHIM KOMILIIEKC-
HOT'O MiJIXOly BUKOPHCTaHHS OKPEMHUX BHIIEC3a3HAYCHUXK KOMITOHEHT Y BHIICHABEACHIH abcTpakTHi Mo-
neni 3axucty — ¢opmynu (1) Ta (2).

Ha puc. 3 moka3aHuil y3aranbHeHHH NPUHLUI KOMIUIEKCHOI peaji3amii TeXHONOTiH 3aXUCTy 3 AOCST-
HEHHsAM Makcumymy ¢yHKIil 3axucty 10T Data Security — Max loT Data Security B kanamax mepemadi
nmannx B loT. [punnunu xomruiekcHOi pearnizamii TexHosorid 3axucty loT mokasani Ha puc. 4 Ta Ha
puc. 5.

[aM'Th BAHAX  oumnemans [0 == Xmapa
n]lnﬂpofﬂ IoT Elga ) loT Gateway Norionamsn Cloud
IoT Edge Device loT S1EM a | o .
- ToT A VPN+SSL+IP SEc zk 3’-5,:‘} =z
- Talamelry . (e ) v oThe
| sone (| @ &'”‘52\':; [15]-3 Lds Il ‘ VPN+SSL+IP SEc ET.
Data " Data ML Data 1DS/1PS .
- Edge -npmetpol  npueTpoiloT T
! L}‘ nT Talx Be:nnl I Edge
= e 3
Runtime loT Edge Devices o ol
VPN+SSLHP SEC ‘ }ﬁ. fepgar

Cxonmye o xuapi \

Texnonoria Nepeaava AaHux \.__(Block, Page, and Files}
mudposanoro VENeSSLeIP SEc ) Cuoanesnen M3 sia Edge- npuerpors
EAHATY Cloud & Grid Computing
h

Jlokaneni cucremMn

Puc. 4. Ilpuanun peanizarii TeXHOJIOTH KOMIUIEKCHOTO 3aXHCTY 3 JIOCATHEHHSIM MaKCHMAaJIbHIX 3HaYeHb
¢dynxuii 3axucty (1) B crpykrypi loT

110



ISSN 1997-9266. BicHuk BiHH1LbKOro NONiTexHiYHOro iHCTUTYTy. 2024. Ne 4
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Puc. 5. IpuHImn miaBUIICHHS Oe3Mekn Ha 6a3i CXeMHr po3AiIeHIX KOMyHiKarliii mpuctpois IoT Ha ocHOBI
iIX0My BUKOpUCTaHHs KoMyTalii pisaux mpoTokoiis [oT y noennanni 3 ZTA-nigxoxom B apxitektypi [oT

300pakeHHs1 TpUHLIMIIB Oe3neku koMmyHikanili B [oT-mpuctposx (puc. 5) Ha 6a3i BUKOpUCTaHHS Pi3-
HEUX TpoTokomiB mepenadi loT B omHill cTpykTypi [HTEepHETY pededl mO3BONSE MIIBHIMUTH OE3IEKY,
ockibkH iHpopmariiiHa cknanaHicTh (§(Nxi)) YMOBHOT Oe3MeKkH PO3IIUPIOETHCS KOXKHHUM J[0JATKOBUM

npotokojiom [oT (g(in ) =F (SUM [Ni ]) , i1e Ni — KinbKicTh BHKOpHUCTaHUX TpoTokoiiB [oT) 3 Buko-

pUCTAaHHAM MPHUHLUIIB MiABUIIEHHS Oe3meku Ha 0a3i posaineHux komyHikamii loT-npuctpoiB Ha Gasi
PI3HHX MPOTOKOIIIB y IXHBOMY TTO€THAHHI.

3abe3neunTH MOBHY Oe3neKy (YHKITIOHATY 1 3aXHINEHy Nepenady MaHuX Ta ixHi0 00poOKy mis loT
MEPCOHALHOTO CIIPSIMYBaHHS 3 MOOUILHUMH TIEPCOHATILHUMU MPUCTPOSIMUA KOPHCTYBaviB B HOTO CKIIAi
BKpail CKJIaZHO, BPaXxOBYIOUH Pi3HE (QPyHKIIOHAILHE CIPSIMYBAaHHS 1 BUKOPUCTAHHS OKPEMHX KOMIIOHEHT
takoi [0T, a TakoX BUKOPHUCTAHHS KaHATIB [HTEpHET — K OJHOTO 3 JpKepen MPOHUKHEHHS iH(opMarliii-
HUX 3arpo3. 3a0e3meueHHs CTaJOCTI 1 HAMIHHOCTI (YHKI[IOHATY, KOHIICIIIIi iIJTICHOCTI, JOCTYITHOCTI Ta
koH¢inenmiiaocTi qanux (CIA) B Takux loT — e ogHuMu 3 rogoBHHX 3aBaaHb. HoBi Mojeni 1 MeTonu
MMOBMHHI 0a3yBaTHCh Ha KOMIUIEKCHOMY TO€IHaHI (h)YHKI[IOHATy BipTyalizamii JaHWX, MepeBipka IXHiX
komroHeHTiB IDS/IPS B okpeMux i30/Ib0BaHHX MPOTPAMHUX KOHTEHHEpaX T OKPEMHX ITOTOKIB i Ipo-
neciB iHdopMaltii 31 3MIIIaHUM J0JaTKOBUM (pyHKIIOHATOM. Tako JUIs MiJBUIICHHS PIBHSA OE3MEKH
MTOBMHHI CTBOPIOBATUCS JOJATKOBI YMOBH IEPEBIPKH i KOHTPOIIIO CTOPOHHIX 1HQOPMAIIHHUX MMOTOKIB 3
HaIiHHAM BIOCKOHAJICHUM IMH(PyBaHHAM 31 3MIMEHHSAM Ta y MMOEIHAHHI 3 PO3MapajIeTIOBaHHAM 00YHC-
JIIOBAJILHOTO MPOIECY 3 PO3MEKYBaHHIM NPaB JIOCTYITy Ha Pi3HUX PIBHSAX OOYMCIICHb 1 BIPTYaIbHUX 00-
YHUCIIOBATLHUX CepeOBUIIAax(000I0HOK) IS PI3HUX MPOIIECIB.

[IpoGiiema BuKOpHCTaHHS KiOep3axucTy B yHiBepcanbHUX apxiTekTypax loT momsrae y edexTuBHii
B3aeMOJIIT Pi3HUX MPUCTPOIB Ta TexHousorii [oT Mixk coboro, 3 oprauHizaiiero Oe3neyHoro ooMiny iH(Op-
Malli€lo B HUX. B okpeMux BUMajKax BHHUKAE MOTpeda BUKOPUCTAHHs MPUHIMIIIB TOETHAHHS — «KOH-
BEpTeHIli» pi3HUX KOMYHIKaIliil By naTta-tpadiky B omHomy kaHaui B [oT.

BuxopucTaHHS TPUHIMITIB KOHBEPTeHTHUX KOMYHIKaIlii Ha 0a3i pi3HUX MPOTOKOJIB YV pa3i KOMITIEK-
CHOI peamizarii TexHosoriit 3axucty loT — Ha mpuxmmazi BUKopucTaHHs pi3HUX NpoTokomiB [oT B ofHii
MEpPEekKi TAKOXK JI03BOJISE MIIBUIUTH 3arajibHUAN PiBEeHb OC3ICKU.

Ocnosni i natigniugosiwi pusuku Kibepoesnexu 6 cucmemax i npucmposax lumepnemy peueii na noe-
panuunomy pisui (Edge) ma pisui npedocmaenenns (Enterprise)

— Bpa3JIMBOCTI IPOMIKHHUX KaHaNiB i pagiokaHaiB Ta BukopucraHas MiTM- Ta X-Spoofing arak;

— By3JIaM OTPaHUYHHX MPHUCTPOIB (ILII03U, MapIIPYTHU3AaTOPU, KOMYTaTOPH, TOLIO);

— Bpa3nuBOCTi ¢yHKIioHATY B I13 Ta amapaTHOi YaCTHHI KIHIIEBUX IIPUCTPOIB;

— WIKiUTMBHMIA Tporpamunii GyHkmioHan, ekcruionTy i LT3 mis npuctpois Iureprery peueii [5], [7], [12];

— OTPUMaHHS HECAHKI[IOHOBAHOTO aJIMiHICTPATUBHOIO AOCTYIy HHXKHBOTO PiBHS Ta PiBHS aaMiHICTpa-
Topa cucteMu (Ha HikHBOMY piBHI OC a6o npommusku IoT mpuctporo) [5], [7]—[10], [12]—[19].

JocaimkeHHs 1 eKcriepuMeHTaIbHUIN JOCBI/ MOKa3yI0Th, IO € JAEKiIbKa BapiaHTIB MPaKTHYHUX e]eK-
TUBHUX MIiJXO/dIB 3aXUCTYy NPOTH BHUIIE3a3HAUYCHUX BUIIB KiOepatak B paaiokananax loT. Hanpuknan,
i30J1s111i51 1 3MEHIeHHs pajgiocurHany B KaHamax Wi-Fi/X-IoT mpoTokomiB mo nepumerpy OyaAuHKY abo
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00MEKEHHS TOTYXHOCTI, NapajeiabHO 3 BUKOPUCTAHHIM HadiliHOTO mM(pYyBaHHSA Ta 3aXUCTY B KaHaJIaxX
[5], [7], [10], [14]. Leit croci6 B GimbImocTi BUMAAKIB MPAKTHYHO MOKIMBO JIETKO PEali3yBaTH BKIIIOYEH-
HSIM BiNOBIAHMX cUCTeMHHX HamamrtyBaHb B [0T. Ille momaTkoBHi mepcreKTUBHUN HAMPAMOK 3aXHCTY
— JI0J1aBaHHs KOHTPOJILOBAHOTO «IIyMY» JI0 KaHamiB pamiocurHamis loT i ctBopenHs o0dyckartii kaHa-
7B (0 MpHKIIAay, JoAaBaHHAM (DEHKOBHMX KaHANIB a00 MOJATKOBUX IIIyMiB).

CyuacHi BUKIIHKH KibepOe3reky, CyJacHi MporpaMHi Ta arapaTHi iHCTPYMEHTH KPHIITOaHANI3y CTaBJIATh
iz cymHiB oBHy 100 % HaniiHicTh cxemu 3 BukopuctanusaM 128-0itHux (AES 128 +) ximodiB nmdpysaH-
Hs, y pa3i BukopucTanus il y loT-npucrposix. Tomy HasiiiHi MeXxaHi3MH 3aXHUCTY TIOBHHHI Miepe10avaTH:

— BUKOPUCTAHHS KJIIOYIB MiABUIICHOT ToBkuHKM > AES128 (B imeani na npaktumi AES 256-512);

— BUKOPUCTAHHS BIOCKOHATCHUX MexaHi3MiB oominy: IKE ver. 2 i sume (IKE, Inter Key Exchange);

— BUKOPHUCTaHHs JOAATKOBOrO (DYHKIIOHAJIBHOTO 3aXMCTY 1 MPAKTUK 3aXUCTy y MOEIHAHHI 3 HasBHU-
MU TPaIUIIHHAMHA MEXaHi3MaMH 3aXHCTy 1 IUQpPyBaHHS.

Takox MOXyTb OyTH TOJATHI TaKi MPaKTHKH, SK:

— JI0JJaBaHHS IIyMY Ta BUKOPHUCTaHHS CKpeMOJIIOBaHHS B KaHAaX;

— oO0dyckarii inpopmarii B kaHanax (mepioguudi 3miau [D/IP kanamy B yaci 3a MPpUXOBAaHUM ajIro-
pUTMOM);

— JI0JIaBaHHS JIOJAATKOBUX 1H(POPMALIIHHUX «IIIyMOBUX» TOCIIOBHOCTEH B KaHanu nepenadi [oT;

— BUKOPUCTAHHSA JAPYTOPATHUX MIH(PIB Ta iIHCTPYMEHTIB 3aXUCTY B KaHAII.

[MpakTuka Ta eKCIepUMEHTH TIOKa3yI0Th, IO IMBUAKHN MEpeXiJl Ha TeXHOJOTIl MiJIBUIIEHOTO 3aXUCTYy
HE MOXJIMBHI onpa3y 0e3 3MiHu oOnamHaHHs i [13. OHOBIEGHHS BifOyBarOThCs He 00pa3y a MpOTATOM
SIKOTOCh Tepiony 4acy (1—3 poku), 1110 BUMarae NpUHHATTS CyMyTHIX PU3HUKIB HEAOCTaTHHOTO IIU(PY-
BaHHA i 3aXHCTy B KaHanax loT.

besmneka xomyHnikamii [oT Ha 6a3i crienianizoBaHUX MPOTOKOJIB 3aJICKUTH Bl HAAIHHOCTI MU(pyBaH-
Hs B iHTepdeticax loT. Hanpuknan, nporokon loT LoRa mepenbavyae oOMin 2-Ma Kito4aMu muQpyBaH-
usa: AppSKey an NwkSKey 3a 3axummennm Brockonanenum mexadizMom IKE (Inter Key Exchange).

Sk ommcano B pobortax [7], [8], He3amexkHO Bil BUKOPHCTOBYBAHOI MPOIleaypH akTuBallii kanam IoT
3axuImaeTscs 1BoMa ceancoBumu kimodamu AES128: AppSKey i NwkSKey. Lli ko4l BAKOPUCTOBYIOTb-
cs He I UG pyBaHHS B OJIOKOBOMY PEXHMI, a B PeKUMI MOTOKY (TTOTOYHE MU(PYBaHHA) — PEKUAMI
CTR [8], metomom CTR : tioro pizroBHIOM Tig HazBoto CCM (pesxknm miuninsauka). Cam metonq CTR —
no0Ope Bimomuii MeTo[ nepeTBopeHHs 61ounoro mmpy (Hanpuknan, AES128) y notokoBuii mmdp.

OTxe, O6e3nexa B kaHati 10T 3BOOUTHCS 0O HAJIEKHOTO KEPyBaHHA KPUNTOrpadiuHUM MaTepiaaoM Ta
iHopMarriero, HEOOXiTHOIO IS CTBOPEHHs MOTOKY KirodiB. Merox CCM BukopuctoBye pexum CTR
JUIS IUQPYBaHHS BMICTY KOPHUCHOTO HaBaHTaXCHHS 3a jqoroMoror AppSKey i1 ayreHTH(IKYE MOBIIOM-
neHHs 3a gornomoror koxy CMAC Ha ocHoBi kinroya NwkSKey. Biioku reneparopa moroky kimodiB (Aj)
mmdpyroTees neBHuM KimodeM (AppSKey abo NwkSKey) 3amexHo Bij THIIB MAKETiB JaHUX, 1 pe3ybTaT
3aCTOCOBYEThCS 10 128-0iTOBUX OJIOKIB, SIKi CKJIa1al0Th KOPHCHE HABAHTA)KEHHS MMOBITOMIICHHS [8]

4; =[14[0);,[DIs[DevAddr],,[Cnt],[Olglils;
S, = AES-128(K, A); ©)
EncFRMPayload =[S,][S,][S.].-[S,.]® FRMPayload.

[Hnexcn BKa3yrOTh Ha PO3MIp KOKHOTO 00’ €JHAHOTO IMOJIsl AJaHuX B Oitax. baliTu moniB po3mipom mo-
Hax § OIT copTyloThes B mopsiaKy Oaiiti. [lone D (agpeca) mae 3Hauenns 0 Ui BUCXiTHOI JIiHiT 3B’ 53Ky
ta 1 st Hm3xigHoi JiHil 38’ s3Ky. JliunnpHrk Cnt — 1€ JIYMIBHAK TIOBiJOMIICHbB, SIKH BUKOPUCTOBYETh-
Cs1 3aJIeKHO BiJl HAIPAMKY ITOBIIOMJIEHHS, i Ma€ 3HaueHHs (0 Ha modaTky ceancy. JliumapHuUK OokiB (i)
nokasye 0ok AES, 1o sikoro 3acTOCOBY€ThCS pe3yabTaT IudpyBaHHs.

Kirou K — ne NwkSKey abo AppSKey 3anexno Bix tunmy MAC-makera (KOHTpOJbHUI a00 makeT
JMaHUX BIAMOBiAHO). OTpuMaHe MOBIMOMIICHHS ayTeHTH(IKyeThbes 3a monomororo AES-128-CMAC ms
reHepariii Koy miicHocTi 1 aBTeHTHYHOCTI noBigoMienHs (MIC) 3a nonomororo NwkSKey, HezanexHo
BiJ TUIy makera gaHuX. Lled kox IiIiCHOCTI OOYHMCIIOETHCS HA OCHOBI 3arojIOBKa IMakeTa, KOPUCHOTO
HaBaHTaXEHHS Ta MeBHOTO Ooky BO, sxi Bxke 3ammdpoBaHo i 00’emHano Ha moyaTky. lle Tpamuriiina
KjlacuyHa cxema mudpysanus B [oT.

[Tpu upoMy B OUIBIIOCTI MPOTOKOIIB 0OMiHY MOBigOMIEHHSIMH B loT-IpHUCTPOSIX BUKOPHCTOBYETHCS
3a3Buyaii 128-0iTHi xiroui mudpysanss. o Oyno 1inkoM gocTaTHBO 10 Terep il 3abe3reueHHs Ha-
JIAHOTO 3aXUCTy. AJle cydJacHi pu3uky s kKaHaiiB loT Bike He 3aBXIH TO3BOJISIOTH O0E3MEYHO BUKOPHC-
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TOBYBaTH 128-0iTHY cxemy.

MoskHa ToKa3aTH, 10 sl TOTo, MO0 TOAaTKOBO (PYHKITIOHATHEHO 3aXUCTHUTH, TOTPIOHO Homatu 00dy-
CKAaIlif0 1 KOHTPOJIbOBAaHE MiIMIIIyBaHHS OJATKOBUX OJIOKIB JaHWX B KaHall (CKpeMOJIOBaHHs Ha Iepe-
JIaBaJibHiI CTOPOHI A 3a MPUXOBaHHUM AJITOPUTMOM) Pa3oM 3 BHKOPHCTAHHSAM TPAAUIIHHOTO MIU(pyBaH-
HAM 1 MEXaHi3My TIEpPEeTBOPEHHS JaHMX B KaHaJ JoAaTKoBoi mociimoBHocTi (pyHkmionan FDRload[i]) i
00YHCIICHHSIM TOTOKY Ha OCHOBI KOMITJICKCHOTO MO€THAHHS CKpemOJtoBaHHsA. CKIaJHICTh 1 CTIMKICTh
MOTOKOBOTO MIM(PYBaHHA Pa30M 31 CKpeMOIIOBaHHIM OyZie ACI0 BUIIOIO, 0 YCKIaIHUTD ACKOIyBaHHS:

EncFRMPayload[a] =[S,][S,1[S,]...[S,]® FRMPayload ® FDRLoad[i]; 4)
A = [Us[Ol,,[D)s[ DevAddr],,[Cnt],,[Ol[ils[7]s;

EncFRMPayload[b] =[S,][S,][S,]...[S,]® FRMPayload ®[ ~FDRLoad[] |; ®)
S, = AES—128(K, A, D).

Ha npuiimanbHili CTOpOHI 1i OJIOKM JaHUX OYIyTh BIIKHUAATHUCh 3 CHHXPOHI3AIIEI alrOpuTMy (Ha
CTOPOHI nepenaBada i npuiiMaua A—B). Takum unHOM (4) MaTHMEMO JIOJIaTKOBY arperaiir MOTOKOBUX
JaHUX 3 BHKOPHCTaHHSAM oO(dyckamiiiHoro ¢yHKmioHany ckpemomoBanus FDRload[i], mo mo3Bonuts
BHECTH JIOJIATKOBI JJaHi B KaHaI (Tak 3BaHi KOHTPOJbOBaHI 3aBaan). SKuio QyHKIOHAT CKPeMOIIOBaHHS
FDRIload[i] nerepmiHoBaHuii i cHHXpOHi30BaHuii B 4aci tj (cropona A i B), To 11e Moxxe OyTH BpaxoBaHO i
OIMCAHO SIK Ha CTOPOHI A, Tak i Ha cTopoHi B kanany IoT. I{e BpaxyBaHHS JO3BOJUTH MIBUAKO i eeKTHU-
BHO KoMmreHcyBaTH ckiaanoBy FDRIoad[i] va croponi B, nutsxom ii BifdiasTpoByBaHHS.

Cama nuToMa ckianHicTh B kaHami [oT Ta #ioro kpunToHaaiiHICTh OyJIe BUIOO, ajie HE 3HAYHO, OCKi-
JBKW MICTHTH AOAATKOBI AaHi it 00dyckariii.

Ha momaTok 10 BiICyTHOCTI Hackpi3HOTo mmdpyBaHHs, sragaHoro B podorax [7], [8], [10], [25], [19],
BiZICYTHICTh HafiiHOI ayTeHTH(]iKamii camux npuctpoiB loT mpu3BOAUTE 10 ceplO3HUX PU3HKIB Kibep-
Oe3neku kanaiis [oT.

[ToBTOpHE BUKOpHCTAHHS JIYMIEHUKIB MTOBiAOMIICHE 1 KaapiB B LORaWAN 1.0 mo3Boisie OiTbII MEHI
Hafiiine mudpysanns B pexxumi CTR ta CTM [7], [8], [14]. OcranHiit MeTO/ 3a CBOEIO CYTTIO € Oe3mned-
HIIINM, MTPOTE cJia0Ka MOJIITUKA OHOBJICHHS KJIIOUIB Ta 3aMalia iXHs JIOBXKHHA MOXE 3pOo0UTH 1oro Heede-
ktuBHUM. Ilin yac Buxopucranns CTR mpuctpiii loT 3a3Buuaiil 38’A3y€Thesl 3 MEpekero Ta cycizamu 3i
CKUJIaHHSIM MOYATKOBOT'O 3HAYCHHS JIIYMIILHUKA MOBiIOMJICHb. []e MPU3BOIUTE 10 BUHUKHEHHS MOMIIU-
BOCTEH JUIS aTaKU THUIY «aTaKd BIAKPUTOTO TEKCTY», SIKY I¢ HA3MBAIOTh «AaTAKOK MEPETATYBAHHSIM IIa-
praikm», sika pakTUIHO 3BOAWTHCA 10 37aMy MH(GPIB Ta AECKPEeMOIIOBaHHS 3a BIIOMUMH JITOPUTMaMU
Kkpunroananizy. [IpuHimn ii monsrae B TOMy 110, 3aJIC)KHO Bijl 3HAHB MPO 3aralibHy CTPYKTYpPY MOBiJIOM-
JIeHHS, 11 OCHOBY, IEPIOANYHICTD Ta OKPEMi PeryJIsipHi 03HAKU B MOBioMiIeHHAX KaHaiB [oT B pexmnmax
CTR ta CTM, MOXHa CKOMIIPOMETYBaTH KOMYHiKalilo BCiX MOBiJOMJIEHb B KaHai uu iHTepdeiici loT.
YumMm Oinblie kaapiB Oynie 3aXOIUICHO 3a TaKOl aTakd, THM OilbIIa WMOBIPHICT, BUKOHAHHS ITi€] aTaku B
ka"anax [oT. Lle BimHOCHO HOBI THIH KiOep3arpo3 i BimHOCHO HeOe3neuHi. J{s mMpoTUCTOSHHS HUM IIOT-
PiOHO BUKOPUCTOBYBATH BHII€3a3HAYECHI KOMIUIEKCHI IiIXO/U 3aXHUCTY.

be3 HackpizHOTO 3axuCTy 200 3 HOro CIaOKMMU HaJalITyBaHHSM, a TAaKOXK 0€3 JOJaTKOBHX ITiIXOIiB
3aXHCTy, KOMyHiKamii B kaHanax [oT BUKIMKAOTh 3HAYHI PU3UKH KiOEp3axXHUIEHOCTI Teperadi MmoBiIoM-
JICHb Yepe3 HUX.

BupimenHs 1iei mpo0OaeMu MOXKIIMBE IIUIIXOM BHKOPHUCTAHHSAM KOMIUIEKCHUX MiTXOIIB KibepOe3neku
B loT Ha pi3zaux piBHAX. lle BUKIMYE MOMANBINNN PO3MIHUPEHUNA PO3BUTOK Trany3i loT 3 Oe3mednimmm
BIIPOBA/KEHHSM Y 1HII cepH KUTTEMISITBHOCTI, 30KpeMa BUKOPHCTAHHS B KPUTHYHUX CHCTEMaX.

BucnoBku

PosrnsinyTo mpobnematuky KibepOe3neku y pasi komyHikarlii yepe3 kanamu [oT. Takox po3rinsHyTO
OCHOBHI BHJIM aTaK i MiAXOMM IiIBHINEHHS KibepOe3mekn B KOMyHiKkarinanx kananax loT Ha 6a3i kom-
IUICKCHUX MiAX0/iB. PO3IIIIHYTO OCHOBHI PU3MKH, BPa3JIUBOCTI Ta aTakH Y KOMYHIKaIlIHHUX iHTEepdeiicax
[oT, Takox miAxoaM MiABUIICHHS PiBHA iXHBOI 3aXUILEHOCTI y pasi nepeaadi ingopmarii y koMmyHikamin-
HuX iHTepdelicax npuctpois [HTepHery peueit (IoT). 3okpema, BU3HaUYE€HO OCHOBHI IIPOOIEMH Ta BTPATH
iHdopmariii y 1mux Micisax. Po3missHyTo Marepiaay OKpeMHX NOCHTIKEHb, SKi TPYHTYIOTHCS Ha TIPAKTHY-
HOMY JOCBiAi i poboTax 3 AocnigKeHHs Kidep3arpos B intepdeticax loT.

[Tomani MaTepiany MOKa3yIOTh MiIXOAH, SKi MOKYTh OyTH BUKOPHUCTaHI IS peatizalii eeKTUBHIIIO-
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ro 3aXHCTy y pa3i KOMyHikamii B iHTepdeiicax i kaHamax npucTpoiB i cucreM lHTepHety peuei (IoT),
30KpeMa, TO3BOJIATH MiABUIITUTH PiBEHB 3aXUCTY Bij aTak Tuiry MITM (mroauHa mocepeauHi), ki IpoBo-
IaTbes B iHTep(eiicax nepenadi loT. IlpoBenena po6oTa Moke AaTh 3MOTY OLIIHIOBATH Ta OPraHi3oBYyBa-
TH 3aXHUCT BiJl OCHOBHUX Ki0Oep3arpo3 i 3MeHIIyBaTH pu3uku ixHboi nosiBu B loT abo miHiMi3yBaTH iXHIN
CyMapHHX BIUTMB Ha CTaOUIbHICTh QYHKITIOHYBaHHS cucTeM i Mepex loT. Takox mpoBeacHWI aHami3 i
3aIpONOHOBaHI MiIX0AW MOXYTh OyTH BHKOPHCTaHI Uil PO3POOKH METOAY €(EKTHBHIIIOTO 3aXHUCTy Ta
YOpaBIiHHS PU3UKaMHU 3 METOIO MmiBUIeHHS 3axuineHocTi B 10T Ta st ixHporo cTabinbHOTO 1 Oe3mned-
HOTO (DYHKITIOHYBaHHS.
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The article deals with modern technologies and devices of the Internet of Things, features of providing their cybersecurity,
current risks and the latest and effective approaches to high-level cyber defense in the architecture of the Internet of things.

The problems of cyber threats in modern internet devices are diverse and generate a significant problem on the path of further
promotion of loT technologies. These are various and complex information risks of cybersecurity for processing and transmission
processes in the 0T structures and devices that use different technologies of intervention in the main functionality. As the loT devices
and systems use the Internet and interfaces of the Internet, as well as wireless radio interfaces in combination with mobile operating
systems based on high -yielding ARM processors, the risks of 10T cybersecurity are growing significantly and put in question the long -
term stable functioning of loT systems. Sometimes these risks of cybersecurity create a significant problem for information data in 10T
systems, and significantly slow down their promotion in a number of industries. Therefore, this problem must be resolved. The work
has evaluated and analyzed the problems of cybersecurity in the 10T, the existing approaches are considered and new effective practi-
cal provisions and approaches to ensure high cyber defense systems and Internet devices are suggested .

The aspects have been considered and the analysis of the problems of cybersecurity of the Internet of things using approaches
and methods of the improved protection of data transmission in systems and channels of the Internet of things that are connected to
modern Internet information network is carried out.

Approaches to more protected data transmission in 10Ts, based on a comprehensive combination of known technologies with a
combination of their aggregate use and symbiosis with other technologies, are proposed. This enables to enhance cybersecurity and
reduce the risks of cyber threats in loT systems that occur and also takes place in other modern information systems that are often
connected and guided via the Internet. These approaches and principles allow to increase the reliability and overall protection of data
transmission to loT, evaluate the main factors of the impact of information threats and to reduce the consequences of their implementa-
tion. The prospects for the development of these approaches and methods in complex loT data exchange systems are considered.
The advantages of the method and approaches of cyber defense while the transmission of data to 0T and protected cryptographic
processing and transmission of information in the devices and information systems of the Internet of things are described.
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