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Abstract: The significant growth of information volumes, the rapid development 

of mass communications, telecommunication networks, the latest tools and means of 

information technology have led to the increasingly widespread use of image and video 

processing technologies. Since video processing is the most general and promising area 

of image processing in the latest research and development of such equipment, in this 

work we will focus our attention on advanced technologies of masking, encryption-

decryption of images and frames of video files, which require the creation of 

appropriate secret keys for their joint use by a certain group of users. The paper 

considers the issues of creating a so-called cooperative protocol for the negotiation of 

secret keys-permutations of significant dimension by a group of user parties. Various 

possible types of representations of such keys are considered and the advantages and 

features of their new isomorphic matrix representations are shown. The need to create 

such secret keys-permutations is justified to increase the cryptographic stability of 

matrix affine-permutation ciphers and other cryptosystems of a new matrix type is 

justified. The results of modeling the main procedures of the proposed protocol for the 

negotiation of keys in the form of isomorphic permutations of significant dimension 

are presented, namely, the processes of generating permutation matrices and their 

matrix powers. Model experiments of the protocol as a whole are described and 

demonstrated, including accelerated methods of matrix raising permutations to 

significant powers. For such methods, sets of fixed permutation matrices were used, 

which are matrix powers of the main permutation matrix. Matrices, i.e. permutation 

keys, and all procedures over them were given and visualized in their isomorphic 

representations. The values of fixed matrix powers correspond to the corresponding 

weights of the bits of the binary or other code representation of the selected random 

numbers. The results of the simulation modeling of the protocol demonstrated the 

adequacy and advantages of using isomorphic representations of such permutation keys 
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and the processes of creating a shared secret permutation key agreed upon by the parties 

using the proposed protocol.  

Keywords: matrix-algebraic model, matrix representations, isomorphic 

permutation key, cryptogram, cryptographic transformations, affine-permutation 

cipher, protocol, matrix-type cryptosystem.  

 Introduction. The accelerated development of information technology, artificial 

intelligence, smart technologies in medicine, the military, telecommunication networks 

and systems and in many other areas, including Internet of Things (IoT) technologies, 

has made it critically important to protect information from various devices, especially 

devices with limited resources. The risk of illegal access to secret or confidential data 

during the implementation of data collection, storage and transmission processes is 

becoming increasingly noticeable and significant. For example, medical data, and very 

often it is not only text documents, but a set of images of various formats, contain 

confidential information about patients, and therefore, after their leakage or distortion 

through interference, they can violate the confidentiality of patients, cause threats, and 

cause serious harm to the legitimate rights and interests of patients. Therefore, the basis 

and key to improving the quality of treatment, to establishing harmonious relations 

between the doctor and the patient is an effective and reliable mechanism for protecting 

confidentiality. Partly traditional encryption methods can provide some protection of 

information, but they cannot balance the protection of special data, for example, 

images, video files, the analysis and processing of which by traditional methods are 

not suitable for intelligent environments, neural network methods and tools, do not take 

into account their specifics. Intellectual processing, medical and technical diagnostics, 

classification, clustering, segmentation of fragments in images, etc., require 

increasingly accurate solutions and forecasts. 

The significant growth of information volumes, the rapid development of mass 

communications, telecommunication networks, the latest tools and means of 

information technology have led to the increasingly widespread use of image and video 

processing technologies. Especially against the background of Russia's armed 

aggression against Ukraine, a new era of development of high-precision, highly reliable 

means of protection and armament has begun, the effectiveness of which is determined 

primarily by the state of radio-electronic technical means, especially communications, 

and the reliability, stability, and other characteristics of masking algorithms, encryption 

of messages of various types and formats. And the effectiveness of solving the tasks 

assigned to a radio-electronic means depends on the class and type of signals used, on 

which the range of action, resolution according to various parameters, probability of 

detection, quality of communication, control capabilities, concealment and coding-

encryption depend. Since video processing is the most general and promising area of 

image processing in the latest research and development of such equipment, in this 

work we will focus our attention on advanced technologies of masking, encryption-

decryption of images and frames of video files, which require the creation of 

appropriate secret keys for their joint use by a certain group of users. 

Overview and analysis of publications. Generalization of known cryptosystems 

[1-7]  with scalar-type data formats to the cases of matrix-tensor formats, emergence 
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and research of a new class of matrix-type cryptosystems (MTCs) [8-11 based on their 

matrix-algebraic models (MAM) of cryptographic transformations (CTs) 2D (3D) - 

arrays, images (Is), which have a number of significant advantages, contributed to the 

intensification of MTC, MAM research and the demonstration of a number of new 

improvements and applications [11-16. Hardware implementations of MAMs have the 

following advantages: they are easier to display on matrix processors, have extended 

functionality, improved crypto-resistance, allow checking the integrity of cryptograms 

of black and white, color images [12], and the presence of distortions in them [11], 

create block ones [13], parametric [13], multi-page [14] models with their significant 

stability [15]. Generalized MAMs, matrix affine and affine-permutation ciphers 

(MAPCs), their modifications, as can be seen from [8, 10, 13, 16, 17] have been widely 

studied and used, including in the creation of blind and other advanced digital 

signatures in [15, 18, 19]. For cryptographic transformations (CTs) in matrix models 

of permutations (MM_Ps), with their basic procedures of matrix multiplication and 

some other element-by-element modulo operations on matrices, byte matrices formed 

from rows, columns, vectors, which in unitary or other codes display symbols, codes, 

bytes, must be multiplied by the permutation matrix (PM) [10, 11, 20, 21. Procedures 

for rearranging bits, bytes or their groups are the most common and mandatory for 

almost all known and newly created algorithms and ciphers. To increase the entropy of 

cryptograms images with their CTs based on MM_Ps and change their histograms, the 

decomposition of R, G, B components and their bit slices and several matrix keys 

(MKs) of the PM type are necessary [10, 11, 14, 20, 21. A number of such pseudo-

random (current, step-by-step, frame-by-frame) MKs, which would meet the 

requirements and be quickly generated, is also needed for masking, CT of video files 

or stream of blocks from files, images with their significant sizes. Secret key generation 

protocols for such ciphers were partially considered in works [22-24, including in 

works [22, 23 some matrix modifications of known key agreement protocols were 

proposed.   

 Formulation of the problem. From the above, we can conclude that for MAM it 

is necessary to form a series-stream of MKs of the PMs type, and precisely those that, 

along with the main MK key, would satisfy the set of necessary requirements. The 

issue of creating a general-type master MK (MMK) was considered in [25, 26], but not 

MK of the PM type, and moreover, not sequences of PMs. Methods for generating a 

stream of MK-permutations from the main MK (MMK) were partially considered in 

[27], but only for small-sized bit MKs (256*256) and did not concern the creation of a 

common one for several (three or more!) user parties. Therefore, the purpose of the 

work is to propose, highlight and study precisely the joint (cooperative) protocol for 

agreeing on a secret (main) MK in the form of a large-sized PM, i.e. the main PM 

(MPM), which is needed to improve and adapt the type and structure of MPMs of such 

or even larger sizes to the image format and accelerated high-speed hardware 

implementations of the protocol and cryptographic transformation procedures based on 

such a key. It is necessary to model this protocol and show in the future the prospects 

for using such an MPM key for the processes of forming a PM string-stream with a 

significant length from it, which are required by progressive MAMs CTs in MT 
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systems. In addition, the above review and analysis of publications allows us to identify 

several more important tasks, namely the need to develop and model such MAMs STs, 

that would be best suited for their implementation based on vector-matrix or matrix-

matrix multipliers, multi-functional devices of matrix multi-valued logic [28], 

multiport architectures of neural-net associative memory [29], advanced high-

performance sensor systems [30] with MIMO structure and reconfigurable universal 

logical elements [31], that significantly parallelize the computational processes of 

cryptographic transformations, and the need to determine, taking into account estimates 

and criteria, the characteristics and indicators of such models and their implementations 

for comparison with other known approaches. 

Presentation of the main material and research results. In works [11, 13, 14, 

15] it is shown that to increase the cryptographic strength of cryptographic 

transformations based on matrix affine permutation ciphers (MAPCs) or vector affine 

permutation ciphers (VAPCs), their blocked or paged modifications, especially for 

blocked MAMs, it is advisable for some types of text-graphic documents (TGDs) and 

images (I) to use a series-stream of PM-type MKs, which are generated in the 

encryption-decryption processes from one main MK (MMK) and are dynamic and 

change for each subsequent block or video frame, and to increase the dimension of the 

permutation keys. At the same time, the review and analysis of matrix-type ciphers, 

especially multifunctional parametric block ciphers [10], showed that for large-scale 

permutation keys it is better and more expedient to use isomorphism of different 

representations of permutations (matrices or vectors), which play the role of the master 

key (MMK) and block (and/or) step-by-step, iterative sub keys (SKs). All these keys 

are similar to permutation matrices PM (the main permutation matrix MMP or its 

functional transformation, for example, the matrix powers of the main one!) or vectors 

that are isomorphic to these matrices and correspond to more traditional mappings of 

general permutations. And therefore, an important task is to create protocols for 

agreeing on a secret large-scale MMK of the PM-type in its isomorphic representation 

by matrices, and especially in a situation where such a secret key must be created 

immediately for a group of users who are subjects of the processes of classified 

communication and data transmission. 

Let us first consider a simplified scheme of a cooperative protocol that creates a 

scalar key of small size for four parties who want to have such a secret shared key. Fig. 

1. shows the essence of such a protocol, which consists in the fact that the parties, 

having a public base, namely the number "601", and a modulus "257", choose their 

secret, randomly chosen numbers and known only separately to each party, for 

example, the numbers "2, 5, 3, 4", respectively, raise the base to these powers by 

modulus and transmit the remainders they found along the agreed chain to their 

neighbors. With the numbers received from their neighbors, see Fig. 1, the line of 

numbers "92, 116, 37, 69", each party in the second step and the following repeats the 

actions similar to the first step. As can be seen from the scheme, in the fourth step all 

parties will receive the same key, namely the number "121". The results of modeling 

the cooperative protocol for the case of three parties, but for creating a secret shared 

permutation key (matrix), i.e. of a different type, are shown in Fig. 2. Here, for clarity 
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and convenient visualization, the essence of this protocol for permutation keys of small 

size, namely (7*7), is shown.  

 

 
Fig. 1. A simplified scheme of a cooperative protocol for creating a shared secret 

scalar key. 

 
Fig. 2. A simplified scheme of a cooperative protocol for creating a shared secret 

scalar key. 

The base matrix P and the key Key created by the protocol are shown in Fig. 2 on 

the right, where the secret exponents and the corresponding procedural steps performed 

by the three parties are also shown.  

Unlike the protocols in [25, 26], in [32] the so-called cooperative protocol was 

considered, but it concerned the creation-agreement of MK of the image type (MK_Im-

type), and in this work we are interested in the protocol for the case of creating MK of 

the type of permutation matrices (MK_P-type) or simply traditional permutations P. 

From the above in the introduction and statement of the tasks, it becomes clear that 

generating a series of permutation keys (type MK_P) obtained from the main key of 

the matrix (MMK_P) with significantly increased dimensions, i.e. large-sized, 

successfully solves the problem of cryptographic stability. Therefore, in the future, we 

will consider the protocol for agreeing on a large-sized secret master key (type MK_P), 
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and specifically a cooperative one, i.e. for a group of participants, since the solution of 

this task is relevant and important. The results of modeling and research of the 

cryptographic cooperative protocol for agreeing on a shared secret MK_P for matrix-

algebraic CT models based on the application of new isomorphic representations of 

MK_P and analysis of protocol procedures will be presented below. 

Let us consider a situation, where the file body, any set of data bytes, subject to the 

encryption process is divided into blocks of significant size, where the length of the 

blocks is 256*256 bytes. Each of such blocks can therefore be represented as a matrix 

of a black-and-white image. Suppose it is necessary to rearrange all the bytes of the 

block according to the permutation matrix, i.e. to the MK_P type. In this case, MK_P 

in the form generally accepted for permutations should be a vector with N components, 

each of which is some single (without repetitions) number from the range 0-65535 or 

a square of N*N elements ("0" or "1"), where N=2^16=65536. The power of the set of 

possible such MK_P, i.e. their number, is estimated as N! = 65536! which gives 

colossal values for this N. Let us note an interesting aspect, namely, that each byte 

address of a block can be represented by two bytes indicating two coordinates (row and 

column) of the block. This gives us the opportunity to represent any permutation by 

two blocks (256*256 elements) of bytes, setting in each identical address of these 

blocks the corresponding high byte (in the first block) and low byte (in the second 

block) of the new corresponding coordinate of the byte address that is selected for 

permutation and is given by MK_P.  

Fig. 3 shows the appearance of the software module in Mathcad for generating the 

basic (main) MK_P (MMK_P) and the appearance of its components KeyA and KeyB 

in the format of two images. Thus, any MK_P can be uniquely represented by two 

matrices of size 256*256, the elements of which take values in the range 0-255, with 

the peculiarity that each of their 256 intensity gradations in each of these two matrices 

(images) is repeated exactly 256 times. The histograms of the MK_P components 

KeyA and KeyB have the form of horizontal lines. Note that such an isomorphic 

representation of the PM in the form of two images gives us the opportunity to use 

these components KeyA and KeyB as two secret MKs of a general type, for example, 

as additive and multiplicative keys in MAPC or other MAMs. In paper [27], the results 

of modeling the ciphertext of an image (Im) using MAPC using the proposed key and 

its components as keys are presented. It shows the matrices of the explicit image (Im), 

its cryptogram (Cmap), verified and difference images, their histograms, the 

comparative appearance of which and the entropy-histogram analysis confirm the 

prospects of using the proposed cipher based on the generated Key. These experiments 

confirmed, that the CT MAPC with the existing 2 components of the PM give high-

quality cryptograms, whose histograms are so close to the uniform distribution law that 

even for image (Im) with an entropy of 0.738, the entropy of cryptograms going all the 

way up 7.999 and differs from the theoretical maximum (8 bits) by just a fraction of a 

percent. 
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Fig. 3. Mathcad window: Software module for generating the base (main) MK_P 

and the appearance of its two components, KeyA and KeyB, in the format of two 

black-and-white images. 

 

The results of the simulation of the MAPC and multi-step MAPC [27] for different 

cases, when the components of affine transformations are first performed in a different 

sequence and with different or one MK from the PM, and then permutation using the 

PM, or vice versa, also proved similar qualitative CTs, when applying the proposed 

representations of the PM. But for all modifications of the MAMs with such PMs, the 

power of the set of which is estimated by a significant value N! = ( 256*256)!, the issue 

of agreeing the session secret MPM is paramount.  

For simulation modeling of the cooperative protocol and all its step-by-step 

procedures, we used a software module we created, which implements the procedure 

of iterative permutations in MK_P, isomorphic to raising the permutation matrix to the 

desired power, and is shown in Fig. 4 (copies from the Mathcad window). 
 

 
Fig. 4. Software modules (from Mathcad) reflecting the procedure of iterative 

permutations in MP, isomorphic to raising the MP to the desired power by side x 
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Isomorphic representation of large-sized bit permutation matrices by halftone 

image matrices, which coincide in format with blocks of files or any data being 

encrypted, facilitates and accelerates the process of raising permutation matrices 

MK_P (N*N binary, where N=2^16), replaces the matrix multiplication operation with 

equivalent fast permutations, which can additionally be even more accelerated at 

significant powers by using some basic set of fixed (fixed powers of MMK_P) and 

their specific sequence. The adequacy and advantages of such accelerated algorithms 

for isomorphic formation of powers of matrix permutations were verified by 

simulations, which, taking into account the limitations, are not given here, but have 

already been partially covered in [27]. To do this, bit matrices raised to a matrix power, 

after converting them into isomorphic form, were compared with matrices obtained by 

various iterative or accelerated permutation methods. 

The simulation results of the cooperative protocol for the three-party case are 

shown in Fig. 5-6. The protocol is implemented as follows. Each of the parties x, y, z 

(Alisa, Bob, David) chooses as a basis a common MK_P, isomorphically represented 

by its components (KeyA, KeyB) and a path of successive transmissions of the 

intermediate MK_Ps formed by them at each step, which are formed as powers of the 

basis depending on the selected secret identifiers-numbers: Alisa_x, Bob_y, David_z 

using the permutation software modules described and shown in Fig. 5-6. Each of the 

parties in the first step raises the GMK_P isomorphically to its chosen secret power, 

which is usually in practice a fairly large pseudo-random number of the order of typical 

values used today in cryptography to significantly increase the complexity of 

calculations in brute force attacks on one-way functions. After that, each party sends 

the new MK_P to the other party along the selected transmission path. Then, in the 

following steps, the parties similarly raise the new MK_Ps they receive to their same 

random secret powers and transmit the resulting permutations (images) along the path 

again. The generated secret key MK_P (two matrices of size 256x256 bytes) is 

transmitted by each side to its neighbors along the path, and then the received MK_P 

are again raised to the appropriate powers, as shown in Fig. 5-6. All protocol actions 

are performed with the isomorphic form of MK_P, not with scalars. 
 

 
Fig. 5. Fragments from Mathcad for modeling the protocol of forming a shared 

secret MK_P by three parties: modules for permutations, type of keys 
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Fig. 6. Mathcad window with identical secret keys MK_Ps formed by three sides 

in their isomorphic form of two components 

 

The parties do not know the identifiers (powers) of the other parties, but the secret 

MK_P (isomorphically represented as two images) key they obtain is identical for all 

group participants. Thus, the result of the protocol is identical keys, a secret MK_P, 

whose equality is evident (Figure 6) and ensured for all n parties without knowing each 

other's identifiers. The correctness of the protocol's operation is confirmed by the 

simulation results in Mathcad. An analysis of resilience, considering the complexity of 

the set of large-dimensional MK_Ps generated by this protocol, showed the 

impossibility of attacks, as for N=2^16, this complexity is estimated to be (2^16)!. 

According to the protocol, large-sized permutation matrices must be multiplied 

many times, i.e., brought to a power, depending on the value (quite large!) of the 

degrees-identifiers of the parties. And these degrees to which the parties raise these 

isomorphically represented MPs must be sufficiently significant to ensure the 

necessary crypto-resistance against attacks. Therefore, taking into account the 

necessity and expediency of using the above-mentioned accelerated methods of matrix 

exponentiation, an adequate isomorphic transformation of this procedure into a certain 

sequence of fixed permutations is shown. Depending on the code in which the degree 

value is given, the corresponding permutations are selected from the formed set of fixed 

MPs, the degrees of which correspond to the corresponding weights of the bits of the 
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binary or other code representation of the random numbers chosen by the parties. The 

results of these simulations, the corresponding formulas, procedures, and key 

fragments will be given in the presentation. A comparison of the elements of the 

obtained matrices confirmed their complete correspondence and equality. Using the 

developed functional parametric models of CT using a secret MK_P (PM), consistent 

with the proposed protocol given above, the correctness of their synthesis and the 

adequacy of the models using direct and inverse CT images were verified. The results 

obtained by modeling in Mathcad confirm the correctness of the protocol. Although 

the initial MPM is known to all parties, the protocol allows, without knowing the secret 

steps chosen by the parties, to form a secret key, PM in a similar isomorphic form in a 

time proportional to the number of fixed permutations. In addition, the stability analysis 

taking into account the power of the set of the corresponding PM of significant sizes 

formed by this protocol showed the impossibility of carrying out attacks due to the 

huge set of possible MPs, which is estimated by the value ( 2^16)! 

Conclusions.  A protocol for agreeing on a common cooperative secret key in the 

form of isomorphic representations of a permutation matrix of significant dimensions 

has been proposed, its modeling has been performed, and model experiments have been 

conducted, which have been presented and confirm the adequacy of the functioning of 

the models and the proposed protocol, methods for generating a series of PMs, the 

adequacy of algorithmic steps and methods for forming intermediate and final MK_Ps. 

The models are simple, convenient, adapted to various formats and color images, are 

better displayed and can be implemented by matrix processors, have high efficiency, 

stability, and speed. The algorithms for accelerated elevations in significant degrees of 

permutation matrices with preservation of their isomorphic representations have been 

tested, and their advantages have been shown.  
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