PO3POBKA KOMM'KOTEPHOI MEPEX!
NNA NAT «ATPOMALL »

BukoHaB: ctyaeHT 5 kypcey, rpynu 1 KC — 15 cn
YepsaTiok C. B.

KepiBHUK: K.T.H., cTaplumni Buknagay kadgp. OT
Tennuuskun M. HO.



BCTYN

[TpoekToBaHa Mepexa byae Bmiwlatv 61 poboye
Micuie. OcKinbkK po3noain KOMM'loTepiB Ta
nigpo3Aainis He PIBHOMIPHUWA HE MOXIBO

OpraHi3yBaTti PO3MILLEHHS MEPEXEeBOro
obnagHaHHS B i3NYHOMY LIEHTPI MEPEXI.



o1k =

OCHOBH/MW BUMOT'AMW €:

3abesneyveHHs BUCOKOI BMAKOCTI nepeaadi AaHumX.
Po3amexyBaHHA oKpemux BIAAINIB.

HagaHHSA OOoCTyny OKpeMUM XocTam 40 Mepexi IHTepHer.
3abesneyeHHst pobITHKKIB TeNnedOHHUM 3B’A3KOM.
OBMeXeHHS! KOPUCTYBaYIB B AOCTYMi BCEPEAMHI NTOKaNbHOI
Mepexi;

Komn'ioTepHa Mepexa Mae BKNoYaTy NOLLTOBUI Ta
(hannosuit cepeepun. Takox HeobXigHO NigidpaTy
MapLUPyTU3aTOpK Ta KOMYTaToOPU SKi O 3340BONBHSNN BCIM
YMOBaM.




CMNIBBIAHOWEHHA KOMITIOTEPIB O
BIPTYAIIbHUX NOKAJIBHNX MEPEX

HEADS/kepiBHWKM CTpYKTYpHUMX Nigpo3ginis JIOM 10.0.0.0
Tech Support/TexHiyHa nigTpumka mepexi JIOM 10.0.0.0

Tech Support/Bigain npoekTyBaHHA NPOAYKLii, LLO BUMYCKAETLCA

Manufacturing/sigain BupobHuLTBa
Security/Bigain oxopoHn Ta MoHiTopuHry JIOM 192.168.0.0
Promotion/Bigain npocyBaHHA nNpogyKLii, WO BUMYCKAETLCS

Sales/Bigain npogaxis NPOAYKLT, L0 BUNYCKAETHCS




Y TABJIML| 3OBPAKEHO MOXINNBOCTI
OOCTYNY OKPEMUX BIPTYAIIBHUX NNOKAITBHUX
MEPEX TA CEPBEPIB.




OKPEMO MNMEPEJBAYEHRI 1IBA CEPBEPU -
MOWTOBUN TA ®ANTIOBUN, LLIO 3HAXOOATLCA
3A MEXXAMU NTOKAJIbHUX MEPEX




Okpemo nepenbaveHo, wo VLAN 10 mae Buxig B IHTEpPHET Ta 4OCTYN A0 NOKanbHOI Mepexi
192.168.0.0. IHwi VLAN'v nokansHol Mepexi 10.0.0.0 Takoro goctyny 4o NaKnbHOI MEpexi
192.168.0.0 He MatoTb 3 MipKyBaHb Be3nekn.

NlokanbHa mepexa 10.0.0.0
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IlokanbHa mepexa 192.168.0.0




Adpecy Ta NnoriyHi igeHTugikatopu kaHany Frame Relay

84.15.23.10/32

84.15.23.9/32




XAPAKTEPUCTUKWU AOPEC PISHOI'O KNNACY

1.0.0.0 126.0. 0.0

128.0. 0.0 191. 255.0.0

192.0.1.0 223. 255.255.0 s

224.0.0.0 239. 255.255.255 Multicast

240.0. 0.0 247. 255.255.255 3ape3epBoBaHoO




CTBOPEHI BIPTYAJIbHI MEPEXI HA KOMYTATOPI
SWITCH1

5\5 Switch2

Physical Config
IOS Command Line Interface

FLINF— "HAMGED: Interfac

$LINEPROTO-5-UPDOWN: Line pro - o as = = chan

Status




CTBOPEHI BIPTYAJIbHI MEPEXI HA KOMYTATOPI
SWITCH2

& Switchl

Physical Config CLI

IOS Command Line Interface

TLINK =L HANSELN

up

Switchl>
Switchl>en
Switchl#sh vlan br

default

VLANOOZO
SECURITY

PROMOTION
SATES

fddi-default
token—-ring-default
fddinet—-default

LNLelladCe PASLRELISITIeLU 23,

Chidlged Shale Lo

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24,

FalO/17,
Fal/22,

Fal/19
Fa0/23

active

active
active Fal/1,
Fal/12,
Fal/4,
Fal/9,

Fal/1l¢

Fal/2,
Fal/13

Fal/8,

Fal/10,

active
active

active
active
active

up

changed state to

, Fal/z0, Fal/21

Fal/3, Fal/11
Fal/18

Fal/14, Fal0/15




[MPOEKT BIPTYAJIbHUX MEPEX
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PO3MNOAIT AOPECHOIO MPOCTOPY

IP

10.0.10.0/24

10.0.20.0/24

10.0.30.0/24

10.0.40.0/24

84.15.23.1/30 MAIL Server

IP

192.168.50.0/24

192.168.60.0/24

192.168.70.0/24

84.15.23.5/30




PE3YNIbTAT KOH®I'YPYBAHHA NIAIHTEP®ENCIB
& Router0 - A

Fhysical Config

I0OS Command Line Interface

Router>en

Router#=sh ip int br

Interface IF-Address ? Method Status Protocol
FastEcthernetd/ 0 unas=signed unset up up
FastEthernet0/0.10 10.0.10.254 manual up up
FastEcthernecd/ 0.20 10.0.20.254 manual up up
FastEthernet0/0.30 10.0.30.254 manual up up
FasctEcthernecd 0.40 10.0.40.254 manual up up
FastEthernetl/ 0 unassigned unset Pl up
FastEcthernecl//0.50 192 .168.50.2 manual up up
FastEthernetl,/0.&60 192.168.60.2 manual o 1
FasctEcthernecl/ 0.70 192 .168.70. manual up up
Serialz/s0 84.15.23.9 manual o 1
Seriali3/ o unassigned unset administratively down down
FastEthernet4/,0 unassigned unset administratively down down
FastEthernet5/0 unassigned unset administratively down down
FastEcthernetc&/0 L manual up up

FastEthernet7/0 E manual up up
Roater#ﬁ




YCMIWHA NMEPEOAYA OAHUX 3A CTTMCKOM
KOHTPOMKO JOCTYIY 3A MEXI JIOM

PDU List Windows

Fire  Last Status Source Destination Type Color Time(se: Periodic Num Edit  Delete
& Successful  PC9 Router3 ICMP 0.000 M 0 (edt)

& Successful  PCS FTP ICMP 0.000 N 1 (edt)
& Successful  PC9 MAIL ICMP | 0.000 N 2 (edit)

YcniwHa nepegaya gaHux 3a CNCKOM KOHTPOMK A0CTYNY i3
30BHILLHIX AKeper

Fire  Last Status Source Destination Type Color Time(ser Periodic Num Edit Delete
Successful Route... PC9 ICMP 0.000 M 0 (edt)
Successful FTP PC9 ICMP 0.000 1 (edt)
Successful FTP PC2 ICMP 0.000 2 (edt)
Successful  MAIL PC9 ICMP B 0.000 3 (edt)
Successful  MAIL PC2 ICMP B 0.000 4 (edt)




NEPEOAYA OAHUX 3A CITMCKOM KOHTPOITO
OOCTYIY

Source Destination Type Co
PC12 ICMP 0.000 M 0 (edit)
[]

i
(@

lor Time(se: Periodic MNum Edit Delete

PC12 ICMP 0.000 M (edit)
PC15 ICMP 0.000 M 2 (edit)
PC16 ICMP 0.000 M 3 (edit)
Failed : PC16 ICMP 0.000 M 4 (edit)
Failed : PC13 ICMP 0.000 M (edit)




3ATANBHUW NPUHLXN OOCTYNY B NOKANBHIV
MEPEXI




OPF'ARHISAUIA BIOOANEROIO AOCTYMY
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Pe3ynbrat HanalwTyBaHHA 3 060X CTOPIH
B3aEmMoA|l

SerialZ/ 0 (up):

-

Serial2/0 (up): ip 84.15.23.10 dlci 110, dynamic,

a) Ha 6BAMXKHIM CTOPOHI, 6) Ha BiaganeHin CTOPOHI 3’ €AHaHHA




B/BIP OBJIADHAHHA

*  Mapuwpytusatopu CISCO 2911/K9

«  Komytatopu Cisco Catalyst 2960 cepin 3 nporpamuum 3abesneyeHHsm LAN Lite

*  Cepsep

KomnnekTtytoummu cepsepa 6yayTh:

« - npouecop — CPU S AM3 AMD Phenom Il X4 965 Box 3,4GHz 8Mb 125W BlackEd (1);

- maTepuHcbka nnata — MB S AM3 PCle Asus M4A77TD PRO 4DDR3 1600/8ch/6Sata (1);
- onepatusHa nam’atb — DIMM DDR |1l 8192Mb PC3 1333 Transcend(2);

- BiHyectep — HDD 1024 Gb 7200rpm WD Serial ATA Il 32Mb (1);

- ontnyHum npmeig — DVDERW/CD-RW NEC-7241S-0S 16x8x16x6x48x24x4 R9 8.5GB+ black
(1);
- kopnyc — Kopnyc ATX(ceps) Microlab M4812 420W (1);

- kynep — Cooler gnsa kopnyca 120x120x25 Zalman ZM-F3 (1).




NEPENIK OBNTAOHAHRA Y WA®I

Komnnekrauis komyTtauinHol wadowm

Mary-nanens 1U 48-noptis RJ45

19" nnactukosum opraxizatopu S110-RWM-
01
Mapuwpytusatop CISCO 2911/K9

Komytatop Cisco Catalyst 2960

Cepsep 2U

MepexeBui inbTp




«PEXUM CMYNAUll» B PACKET TRACER

Simulation

oot st




Pinging 84.15.23.1 with 32 bytes of data:

Reply from 84.15.23.1: bytes=32 time=0ms TTL=255
Reply from B84.15.23.1: bytes=32 time=lms TTL=255
Reply from B84.15.23.1: bytes=32 time=0ms TTL=255
Beply from B84.15.23.1: bytes=32 time=0ms TTL=255

Ping statistics for B4.15.23.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 0Oms, Maximum = lms, Average = (Oms

BC>

Pinging B84.15.23.5 with 32 bytes of data:

Reply from B4.15.23.5: bytes=32 time=0ms TTL=127
Reply from B84.15.23.5: bytes=32 time=0ms TTL=127
REeply from B84.15.23.5: bytes=32 time=lme TTL=127
Beply from B84.15.232.5: bytes=32 time=0ms TTL=127

Ping statistics for 84.15.23_5:
Packets: Sent = 4, Received = 4, Lost = 0 (0%
loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = lms, Average = 0Oms

MepeBipKa 3’€AHaHHA MiXK OKpeMumu odicamu




Packet Tracer PC Command Line 1.0
PC>ping 84.15.23.10

Pinging 84.15.23.10 with 32 bytes of data:

Reply from 10.0.10.254: Destination host unreachable.
Reply from 10.0.10.254: Destination host unreachable.
Reply from 10.0.10.254: Destination host unreachable.
Reply from 10.0.10.254: Destination host unreachable.

Ping statistics for 84.15.23.10:
Packets: Sent = 4, Received = 0, Lost = 4 (100%
loss),

PC>

s Simulation

6)
MepeBipka npauesgatHocTi nucTiB (ACL) gocTyny Ha MapLupyTusartopax:
a) NigKnYeHHs HemoxiuBe, 0) podora ACL



SATAJIbHA CXEMA MEPEXI 3 NOAI/TOM HA
BIPTYAJIbHI MEPEXI




NAKYHO 3A YBAT'Y.
[LOMOBIAb
SABEPLWEHO!



