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BJIOKOBMIA IIU®P 3 BAKOPUCTAHHSAM JIBOBUMIPHOI
MOJIEJI TAHUX

BiHHULIBKH HAI[IOHATBHUN TEXHIYHUNA YHIBEPCUTET
Anomauin
B pobomi sanpononosano modens 610k06020 wugpy 3 BUKOPUCMAHHAM 080GUMIPHOL MOOELL OAHUX, OCOOIUBICIIO
K020 € peanizayis nepecmano8oK eleMeHmié OaHUX Npu NePemeoPeHHi 0OHOGUMIPHO20 OIOKY OaHUX Y 080GUMIPHULL
MACUué ma HA8naKu i NEPEeCMaHOBKU eleMEeHNIE 080BUMIDHO20 MACUBY ULTAXOM YUKTITUHO20 3CY8Y eleMeHmie psaoKie
ma cmoen4uKie.
Knrouosi crosa: 6noxosuil wughp, 08608UMipHa Mooeib OAHUX, NePeCMaHO8KU.

Abstract

The paper presents a model of block cipher using two-dimensional data model feature of which is the
implementation of permutation of data elements while transforming one-dimensional data block in a two-dimensional
array and back and reshuffle two-dimensional array of elements by cyclic shift elements rows and columns.
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Beryn

Tpamuuiiiauii miaxia 10 mo0yJ0BH KOMIT'IOTEpHUX IH(PIB 0a3yeThcsi HA BUKOPUCTAHHI OJHOBHUMIPHOT
MOJIEIN JaHUX 1 CeKpeTHOro kioda. OnHak, A1 IpeACTaBICHH MaTEMaTHYHUX 00'€KTIB BUKOPUCTOBYIOThHCS
OaraToBUMIipHI Mol (KOMIUIEKCHI YMciia, KBATEPHIOHHU, MATPHUIL, BEKTOPHI POCTOpH Ta iHie) [1].

ToMy iCHYIOTH MOTEHIIIMHI MOMIJIMBOCTI U peatizailii IHIIMX IMIXOMIB IIOA0 MOOYJ0BH OJIOKOBHX
mmmdpis. Haiipimomimum € cranmapt Onoxooro mudpy AES, sxuit 0a3yeTbcs Ha JBOBHUMIPHIA Momeii
JAHWX 1 CEKPETHOTO KITI0Ya.

Bimomo [2, 3], mo Oyap-skuii mdp Moxke OyTH MOOYAOBaHMIA 3 BUKOPHUCTAHHAM IBOX IEPETBOPEHD:
3aMiH Ta MEPECTAaHOBOK €JIEMEHTIB JaHHUX, II0 MH(PYIOThCI. B yCix BimoMux OJ0KOBHX HIM(ppPaxX CTIHKICTh
mudpyBaHHS B OCHOBHOMY 3a0€31eUy€eThCs 32 PaXyHOK CTIHKOCTI mpormenypu 3aMiau. Tofi K MOKIHBOCTI
3a0e3MeueH s CTIMKOCTI 3a paxXyHOK BHUKOPHCTAHHS IIEPECTAHOBOK €JIEMEHTIB BHUKOPHUCTOBYIOTBHCS HE
TTOBHOIO MIPOIO.

Buxongsan 3 mporo B poOOTI HPOMOHYETHCS OOMH 3 MOXIIMBHX BapiaHTIB e(peKTUBHOI peanizamii
MIEPECTAaHOBOK EJIEMEHTIB JIaHUX, KU 0a3yeThcs Ha MEPexXo/i Bil OMHOBUMIPHOTO MIPEACTABICHHS JAHUX J0
TBOBUMIPHOTO.

Pe3ysabTaT AociaitkeHHs

Meropn 3ammppyBaHHS JaHUX, IO MTPOINOHYETHCS, TIepeadavac peari3alliro TAKINX IepeTBOPEHb !

4) dopmyBaHHS OIXHOBHUMIPHOTO OJIOKY 3amm(pOBaHUX JAHUX 3 JBOBHMIPHOTO MAacHBY
TIePETBOPEHHS

osinomnenns M, mo minnarae samudpysanHio, po3duBaeTbes Ha 610ku pisHOT goBxuan M = {Mo, M, ..., Mn-1}. IIpu 1boMy, 10BXHHA GJIOKY BH3HA4A€ThCS
CEeKPeTHUM KIII0YEM i J0piBHIOE 100YTKY po3MipHOCTi ABOBUMIpHOI Marpuii ( ).

Jus 3ammdpyBaHHS KOXKHOTO OJIOKY JaHUX BHKOPUCTOBYETHCS OKPEMHIA CEKPETHUN KITIOY, STKUH
(hopMy€EThCS 3 TOYATKOBOT'O CEKPETHOTO KIIF0UA MPOLIEAYPOIO PO3TOPTaHHS CEKPETHOT O KIIF0Ya.

TleperBoperns 1 MOMArac y peaniauii IEBHOTO MAPLIPYTY 3AMOBHEHHS ABOBHMIPHOTO MacHBy. Hexai, ABOBMMipHHIi MaCHB Mac BHTIAL:

1

Tyr no3Hauae i-il psIoK, a  — J-i CTOBIYHK.



TleperBopeHHs 2 mossirae y peaisawii Gpynkuii * = () , a neperBopeHHs 3 — GpyHkuii * = ().
TleperBopenHs 4 noJsrac y peasizaitii IEBHOrO MapLIPYTY 3UHTYBAHHs! CJICMEHTIB JIBOBUMIPHOTO MacuBY i hopmyBanHi o, iporo 6ioky br JIaHHX.

[Tapamerpu KOKHOTO 3 IEPETBOPEHD BU3HAYAIOTHCS IEBHUMH CKJIAJIOBUMHU CEKPETHOIO KITI0Ya.

Onepartii 3UUTYBaHHS, 3alKCY 1 IIUKIIYHOTO 3CYBY €ICMEHTIB 1 O0OYMCIICHHS 1HJIEKCIB €JIEMEHTIB IAaHUX €
OPUPOAHUMH JUISI CyYacHHX MIKpPOIPOLIECOPIB 1 TOMY peani3yroThes MmBUAKO. OTXKe, 3ampornoHOBaHUHN
6nokoBuii mMdp 3a0e3meuye BUCOKY MBUAKICTH MU(PPyBaHHS.

o6 3am0BONBHUTH Cy4acHi BHUMOTH JO CTiHKOCTI OJOKOBOro mudpy pPeKOMEHIYEThCS
BHUKOPUCTOBYBATH JIOBXKHUHY OJIOKY Bifm 64 1o 128 Gaiir.

PosmmdpyBanHs faHUX MOINATAE Y pearizallii TakuX MepeTBOpeHb:

)

0 MACHBY €/IEMEHTIB 1aHHX 3 iproro 6i10ky naunx (nepersopenns 4 1);

4) (opMyBaHHS 0JHOBHMIPHOTO GJIOKY PO3MIM(POBAHNX JAHUX 3 ABOBHMIPHOTO MacuBy (nepeTBopenHs 171).

BucHoBxu

CrilikicTh 3arpoIoOHOBaHOI 0 0JIOKOBOTO I_Hl/l(bpy BHU3HAYAETHCA OHIHKO}O HOTCHHH/IHO] KIJTBKOCTI MOKJIMBHX TIIEpECTaHOBOK €JIEMEHTIB ( )I 1 H€06XIHH1CTK) HCpCGOpy
yC]X MOXKIIUBUX KOM61HaHII/I JOBXHH GJIOKIB BIJKPUTOTO TEKCTY.

3anpornoHoBaHUK OJIOKOBUIT IMU(P AOLIIBHO BUKOPHUCTOBYBATH ISl INU(PYBAHHS IaHUX BEIHUKOrO
o0csry.
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