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The research of the cryptographic algorithm RSA with regard to the possibility of
increasing its stability by using genetic algorithm was made. The method of
optimization of input message, that consists of 8 main steps, with the help of genetic
algorithm is proposed. Using the three main properties of the genetic algorithm
(selection, crossover and mutation), the input message is randomizing, which as a result
of RSA encryption is transformed into a stochastic ciphertext, which is no longer
deterministic and weak to attack based on selected ciphertext, and thus increases the
cryptostability of this algorithm. The statistical testing of the proposed improvement of
the algorithm, using the NIST STS test package, showed a high statistical reliability of
this method, as the results of tests were inside 0.9-1 range. Comparison of the results of
testing of the original RSA and the modified showed that the original algorithm shows
worse performance compared to the proposed its modification. Ten of the fifteen tests
showed that the modified RSA algorithm with the built-in proposed method for
optimizing the input message has higher rates by 1-3%, which shows an increase of its
cryptostability.

Jlnst 3axucty iH(pOpMAaLli y Mepexl ICHye 0arato Mmiaxo/iB, Cepell SKUX OJHUM 3
Haifle()eKTUBHIIIMX Ta HAWMOMYJSPHINMX € Kpunrorpadis. 3a  JOMOMOIOIO
Kpuritorpaii BUPIIITYeETbCS MUATAHHS 3a0e3MeYeHHsT KOH(IIEHIIMHOCTI, [UTICHOCTI 1
aBTEHTUYHOCTI 1H(opMallii (3aXHIIEHOTO MepeaaBaHHs JaHuX, OOMiHy 1H(opMarliero
uu ii 30epekenns) [1-2].

Ha nanwii MOMEHT OJHMM 3 HaMBIAOMIIIMX Ta HAHOUTBII TMOMIMPEHUX
Kpunrorpa@iyHix — acUMETpudHuX aroput™MiB € — RSA. Jlanwii  anroputm
HiTpUMY€EThCs BciMa Bepeisimu SSL/TLS, mpotokomamu, siki peryJrorTh Oe3MeUHui
00MiH maHuMu B Mepexi [Htepaer. OCHOBHUME HOTO HEIONIKAMU € JIETEPMIHOBAHICTh
M(pPOTEKCTy Ta BPA3IMBICTh /IO aTaKM HA OCHOBI migiOpaHoro mmdporekcry [3-4].
JInst BUpIIICHHST BUINE3TaJaHNX HEJOMIKIB, B il PoOOTI OyJ0 pO3poOJICHO METO.
ONTUMI3allii BUXIHOTO TIOBIIOMJICHHS, BUKOPHUCTOBYIOUM TPY OCHOBHI BJIACTUBOCTI
TEHETUYHOTO anroputMy (orepartop BimOOpy, CXpelieHHs Ta MyTaitis). Jlanuit MeTos
CKJTa/Ia€ThCs 13 8 TaKKX KPOKiB [5]:

1. KonBeprarrist BUXiTHOTO MOBIZOMJICHHS B ABIMKOBUM KO/I.

2. Po30UTTS CKOHBEPTOBAHOTO TMOBIZIOMJICHHS Ha 2 PiBHI YaCTHHH. SIKIIIO BOHH
HEPIBHI, TO JIOMUCYIOTHCS HYJI.

3. I'enepaiiist BUIIaIKOBOI TOUKA CXPEIIICHHSI.

4. CxpelleHHs JBOX YaCTHH 3a 3Ir€HEPOBAHOIO TOUKOKO CXPEILICHHS!.

65



5. O0’eTHaHHS CXpEIIEHUX YaCTUH B OJIHY MOCIIIOBHICTH OIT /IS TOAABIIIOTO
TIPOBEJICHHS MPOIIECY MyTaIlii.

6. I'enepartist 3 BumagkoBux umcen. Lli uuciaa € HoMepamu OITiB, sIKi OyTyTh
3aMiHeHi 111 yac myTaitii. Bei 3 uncia OymyTh 30epiraTuch sk oJiHa MOCIIIOBHICTD R .

7. Onepariiss MyTaiii 3a BHOpaHUMH 4YHCIaMH 3 TIONEPEIHBOTO  KPOKY.
Pe3ynbTyroua mociiaoBHicTs M .

8. dopMyBaHHS BHXIJIHOTO TMOBIIOMJIEHHS M TIC/IS TPOIECY ONTHUMI3aLii
TCHETUYHUM QJITOPUTMOM, sKe€ Oyne TpuiiMard TOAAIBITY YYacTh B IPOIIEC
nmdpyBanHsa anroputMoM RSA. OntumizoBaHe MOBLAOMIICHHS! MATUME TaKUI BUTIIS
-[™M", S, R]

JInst moCTiHKEHHsT CTaTUCTHYHOI Oe3MeKr acuMeTprdHOro amroput™my RSA 3
BOY/IOBAHMM 3aIIPOINIOHOBAHMM METOZIOM ONTHMI3allli BUXITHOTO TMOBIAOMIICHHS OYJ10
BUKOpHCTaHO MakeT ctatucTiuHux TecTiB NIST STS (puc. 1).

OCHOBHHMMU TTapaMeTpaMH JIJIsl IPOXO/KEHHS TECTIB OYJI0 00paHo:

— JIoBkHHa Kiroda —1024 0O1r;

— KUTBKICTb TecTiB - 188.
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0,0098 - = E— == - - =~ S -
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OpuriHanbHKit RSA = == MoaundikoBaHuii RSA

Puc. 1. I'padiune nopiBHSHHS pe3y/bTaTiB TECTYBaHHS

Anroput™ 13 BOYIOBaHUM 3alpONOHOBAHUM METOJIOM ONTHMI3ALlll BUX1IHOTO
TMOBIJIOMJICHHS ITOKa3aB Kpallll pe3y/IbTaTy B ACCATH 3 I’ ATHA/ISTH TecTiB Ha 1-3%, 1110
CBIZTYMTB PO MOTO BUIIMI PIBEHb CTATHCTUYHOI OC3TICKH.
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