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AHoOTaNsA

VY craTTi po3risaaeTses OIOKICHH SIK OIWH i3 HaifHAMIMHIIINX METOIB 3aXucTy iHpopmarii. [IpoananizoBaHo
nepeBary BUKOPUCTAaHHS OJIOKUEHHY B pi3HUX cepax JII0JCHKOT JisNTBHOCTI Ta IIePCIEKTHBU LHOTO KPUITOrpadhiuHOro
METOY.
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Abstract
The article considers blockchain as one of the most reliable methods of information protection. The advantages of
blockchain use in different spheres of human activities and the prospects of this cryptographic method are analyzed.
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Introduction

With the development of technologies digitization of all spheres of human activity and the need for
more reliable algorithms for encryption and information security are increasing fast. This is due to the fact
that new and more original ways of stealing personal or even government information are constantly
emerging, leading to the use of illegally obtained data for the sake of self-profit or destabilizing the world
economies. Special protection is needed by state institutions that retain important information about their
citizens, about the country's defense capability and the budget, as well as financial institutions that control
the money circulation and hold private information about their clients. This is necessary in the field of
education too, in particular to protect students personal information, diplomas issued by the ministry, etc.

Basics

The most recent and by far the most reliable way of encryption is blockchain technology.
Blockchain, that is, a block of transaction blocks is a distributed database that stores an orderly chain of
records (so-called blocks) that is constantly lengthening. Data is protected from forgery and distortion. Each
block contains a timestamp, the previous block's hash - function, and transaction data submitted as a hash
tree.

This technology is reliable because each block is stored on each device that is connected to a
particular network. Blockchain works in such a way that every member of the network records all activities
and transactions that take place in it. Even if one device is hacked and the data in it is tampered with, it will
automatically replace all its information with data taken from any other participant in the network that will
match the information of all others. This guarantees fake protection since most devices cannot be hacked on
large networks. Of course, for small private and relatively small corporate networks, blockchain technology
is a bad decision because a certain group of programmers is able to steal information hash that needs to be
protected. But for the Internet, blockchain is a real technological revolution, because no matter how large a
group of hackers are, it is impossible to physically hack most of the planet's devices.



Figure 1 shows a block diagram containing the hash of four transactions.

Name of block

| Hash of transactions |

Hash 12 Hash 34
| |
Hash 1 Hash 2 Hash 3 Hash 4
Transaction Transaction Transaction Transaction
1 2 3 4
Figure 1

Blockchain technology is at the heart of many cryptocurrencies, including bitcoin.

Melanie Swan wrote in her book «Blockchain - Blueprint for a new economy»: "The blockchain is a
revolutionary paradigm for the human world, the" Internet of Individuals, "and it could also be the enabling
currency of the machine economy".

Despite the prospects of blockchain technology, implementing this idea is a very difficult process, as
each device must have the appropriate software. Alternatively, international regulations could be adopted
that would oblige device manufacturers to install an additional program so that users could not remove it.
These rules must be upheld by the legislatures of all countries, which is disadvantageous to existing financial
systems. The introduction of this technology will reduce the need for people to use the services of banks as a
legal intermediary, as people will be sure that their money is safe. As a result, it will not be necessary to
allocate funds from the state budget for the maintenance of all banks, and to direct these resources to the
development of other spheres of activity such as medicine, education, infrastructure, etc.

Conclusion

In the long run blockchain technology gives humanity enormous benefits and solves many existing problems.
The main obstacle to adopt relevant laws is non-perfect international legislation and little interests of
developing countries governments. This technology is hoped to arise great interest among various strata of
community.
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