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Anomauin
B pobomi onucarno cyuacni ymosu ingpopmayitinoi 6esnexu ma sHcummeOisiibHOCII 0 OUHU.
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Abstract
The paper describes modern conditions of information security and human life.
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Introduction

One of the main tasks of the modern state is to ensure the information security of the individual, which is
characterized by the protection of the psyche and consciousness from dangerous information influences:
manipulation, misinformation [1]. Now our society is influenced by the media (in particular, their
information and propaganda orientation), computer networks, distribution software, advertising, etc. [2, 3].
Unfortunately, none of these spheres of influence on a person is possible without harm to his psychological
health. Information and psychological security of the individual (in a narrow sense) is a state of protection of
the human psyche from negative influence, which is carried out by introducing destructive information into
the consciousness and (or) subconscious of a person, leading to an inadequate perception of reality by
him [4].

Research results

Mass media are most effective for carrying out information and psychological influence on large masses
of people, which allows us to consider them as an integral part of the Strategic Forces of information
warfare. The most dangerous feature of mass media, according to many experts, is the ability to present
information in such a way that a large mass of people form a virtual picture of reality behind the visible
objectivity. However, as soon as a person begins to doubt the virtual picture of the world, the effectiveness of
information and psychological influence drops sharply. These doubts can be supported by counter-
propaganda technologies, also implemented through the media.

Social networks have become the most popular component of the modern Internet [5-12], which is now
used by more than 2 billion people in the world. faces. More than 60% of them are active users of Interactive
Web 2.0 services. Of the 100 Most Visited sites in the world, 20 are classic social networks, and another
60 are socialized in one way or another. Segments of social networks Facebook, Twitter, and others are
currently the least insured against negative external information influences, and this is especially dangerous
in the conditions of information and psychological warfare in which our state is involved today. The danger
is associated with a number of factors.

Among them:

- not adaptability of modern man to the growing arrays of Navoi information, different in quality,
reliability and social significance;

- lack of technological readiness of the vast majority of participants in information exchanges in
networks [13], lack of skills in finding high-quality information;

- excessive idealization of communication in social networks (with low confidence in domestic media,
politicians);

- lack of knowledge about the threats that information warfare brings, about the losses that it can cause to
the state and a particular person [14].



In this regard, Exchange participants can easily fall under the influence of special manipulative
technologies, combat technologies of information warfare. There are especially many organized groups on
the population of Ukraine in social networks. Such online communities are one of the main means of
organizing mass political actions and street riots. Another manipulative technique in social networks is
associated with the infusion of part of the information that forces the individual to think out a certain event, a
situation necessary for the manipulator in the channel.

In social networks, as in the most two-handed communication channel, suggestive influences are
particularly dangerous. Until recently, suggestion was considered in two dimensions. First, as a mental
influence of one person on another, as a result of which a person-the object of suggestion, contrary to his will
and consciousness, has certain ideas, judgments, and actions. And secondly, this concept refers to the mental
impact on a person who is in a state of hypnosis [15].

However, today, with the development of Information Technologies, this formation cannot be considered
exhaustive. The third component of this definition, obviously, should be considered the influence of modern,
primarily electronic, information technologies on human consciousness.

Conclusions

Thus, the impact of unconscious information on a person is now a very urgent problem of society. To
avoid information warfare, it is necessary to increase the level of information security and train people from
an early age. In particular, learn to: adapt to growing amounts of information; search for truthful information;
give preference to live communication, rather than through social networks; be critical of information
received from dubious sources.
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