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Abstract— the aspects of analysis of modern cyber threats
and their stability and reliability problems in Internet of
Things devices, as well as stability risks of Internet of Things
devices arising in modern personal users devices and
Industrial Internet of Things systems, were considered in this
paper. The main factors of influencing of the informational
intrusions, data stability and also the consequences of their
successful manifestation are considered in these papers. The
approaches of more stable and secure decision for data
environments in 10T were proposed. Development prospects
and an approach to reliability assessment of Internet of
Things systems and personal usersdevices are considered.
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. INTRODUCTION

Modern devices of the Internet of Things (l1oT) [1] are
widely cover all spheres of modern peopleslife from
household personal use devices to professional industrial
systems and devices. The Internet of Things is a number of
devices, such as personal mobile userdevices (smartphones,
biotrackers, fitness trackers, smartwatches, various devices
for portable use) from individual personal use to number of
industrial professional devices and nodes, alsoincluding
devices, which using Internet connections and interfaces.

0T devices — are include highly intelligent ICs ,multi
level software modules, with high-tech decision and
complex system integration components. That provide an
additional complex risks factors for their cyber security and
stability , that violates it’s normal functionality by a
complex multilevel risks. 10T microcontrollers and
communication and functional ICs in it’s schemas as a
multilevel difficult architecture with separate links, which
also carry additional risks of stability andcybersecurity for
mobile operating systems and general 10T functionality.

Modern loT devices has a significant problem — it'sa
complex information security and reliability risks for data
in 10T, which affects on the final stability of their data
processing and transmitting processes,witch take place
inloT systems. With the growing popularity of smart
devices and loT services, the intensity of cyber threats and
reducing of summery reliability is increasing.

The latest modern technologies of Internet of Things
devices (l1oT, Internet of Things) and BYoD (Bring Your
Owned Device) users' personal devices, such as
smartphones, fitness bracelets, start watches, personal
health monitoring devices, sensors, WiFi and Bluetooth
headsets and quite widely cover all spheres of modern life
from household personal use to industrial systems of
professional specialized direction.
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Most modern 1oT and BYoD devices are highly
intelligent information systems containing multi-bit ARM
microcontrollers and accompanying processing and
information transmission paths with micro programs and
separate mobile operating systems in their composition.
This makes it possible to almost completely automate the
processes of data processing and exchange through the
network and Internet transmission channels, to make work
processes comfortable and multifunctional. The latest
trends in the implementation of IoT and BYoD
technologies of remote monitoring and remote control
allow organizing highly efficient, comfortable and
automated management, monitoring and data presentation
of information systems, for example, the integration of
personal devices in the Smart House systems.

The most of modern loTdevices problem— it’s their
stability and reliability [2].

The goal of research — is a provide of analysis of main
cyber threads and also systematization and development of
mathematical model of risk factors in 10T devices.

Il.  MODERN CYBER THREATS AND DATA PROTECTION
IN INTERNET OF THINGS DEVICES

Modern loT devices and their architecture are including
highly intelligent ICs, multi-levelsoftware including IT
high-tech decision and complex software modules. They
are containing microcontrollers and communication paths
and schemas with separate mobile operating systems or
firmware in their composition. Modern loT has a
significant problem — it’s complex information security
and risks [2] for data and stability of their information
processes, witch take place in loT systems. With the
growing popularity of smart devices and 10T services, the
intensity of cyber threats is increasing. The trends of last
years indicate that the main cyber threats in modern loT are

[2]-[11]:
e replacement and modification of the original
software modules or it’s components;

e interception, modification and distraction of data in
channels and interfaces;

e malicious code and malware modules "injection"
and/or intercepted data streams into 10T;

e core of operating systems cyber threats of the loT
platform and in firmware of control schemas with
microcontrollers;

e information threats for EDGE-level edge devices

(switches, routers, modems, gateways and
communication interfaces);
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e direct and indirect active and passive cyber attacks
and interference in 10T information processes;

e interception of control and/or interception or
distortion of data. Exceeding access rights in
software modules;

e malware (malicious and modified) loT software;

e malicious resources. loT

attacks;

links and phishing

e web malicious scripts and malicious code in
relevant computing environment in loT.

Therefore, the trends of recent years and the trends of
cyber threats indicate that in 2020-2022, a large part of
threats (35-44%)has main vector and sourcefrom the global
Internet network and their connections, precisely on the
Industry Internet of Things (110T). 25-44% threats of which
is aimed specifically at mobile personal devices
(BYoD:Bring You owned Device) and systems with
communication capabilities and arranged network
interfaces or Internet connection functions. In the times of
information confrontation, complex hybrid war and in the
future with the development of software tools for carrying
out cyber attacks and cyber threats functions, an increase in
the number of attacks on industrial and personal loT
devices and on the sphere of Internet devices in general is
predicted, covering systems from portable devices of users
and "smart home" systems, critical systems and biomedical
I0T. The largest 1oT vulnerability is violation of security
functions of the core level (core) and network (network)
interfaces.

Improving of the cybersecurity of mobile platforms and
devices is a complex process for difficult loT
infrastructure. The methods and tools of analyses and
neutralization cyber threats and modern attacks are also
constantly evolving, such as evolved a malicious software
and their methods. According to statistics, 4 out of 10
attacks and cyber threats are aimed at personal and loT
devices. The main elements and targets for attacks in loT
systems are:

e LTE/EDGE, GPS, Wi-Fi and Bluetoothinterfaces
andtransmission channels with communications
drivers and APIs [2];

e Core and input-output software and hardware
components on adjacent mobile operating systems
of 10T control/monitoring devices;

o replacement of software components and software
updates or supplies;

e violation of the mechanism of distinguishing
access rights of 10T components;

e imperfections and vulnerabilities (CVE)of mobile
devices and their OS;

e lack and vulnerabilities of data protection IPS/IDS
software components and components of network
protection, such as firewalls of VPN/Proxy
channels with the low level of encryption (IP Sec+
RSA) and protection;

e the use of social engineering and phishing methods
(such as malicious WEB- links and multimedia
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files with embed malware or malicious exploits) in
10T software with the subsequent implementation
and execution of its exploits and injections of
malicious "breakthrough™ code to disrupt the
standard functionality - the OP core of 10T devices.
At the same time, in this case can be used an
autostarter zero-click various mechanisms of
startsof its exploits, also from the user himself
when opening or linking to this resource;

e violation of the ECC memory protection
mechanism at the core level of loT devices
(execution of methods of unauthorized access to
protected memory areas: buffer overflow, buffer
read-write overflow, access to protected memory
areas, direct memory access and others );

e violation of the security of border devices and
communication interfaces in the device (routers,
switches, radio communication equipment, etc.);

e violation of the secure connection mechanism and
MITM attack;

e imperfection and cyber threats of the supporting
architecture and related devices;

e modern anti-virus software (viruses, trojan horses
and backdoors, malicious applications and
programs);

o imperfection of network and cloud services, API
software interfaces and imperfection of mobile
device security settings;

e - uses and exploitation of "0" zero-day information
threats and vulnerabilities.

Given such a large number of potentially possible cyber
threats and information risks for 10T and mobile personal
devices, it is necessary to use comprehensive loT
approaches and mechanisms at all levels. It is also relevant
to develop new progressive approaches and world-leading
practices, such as demarcation of the network, loT
segments, zero trust area (ZeroTrust), Complex Data
Protection System for I0T. The use of a comprehensive
method of checking and neutralizing cyber threats is also
relevant. In general, the structural mechanism and complex
approach to data protection in loT and its component
should include the parallel use of information protection
mechanisms:

Fua (10T Datasecurity KP1) = Fypointios/ies (Gir X, €N) +
+Fendpoint component Firewail (i, Vi em) + Renes (withiPsec) (t,z,ek)+
+Fasasessions (& (t = tirwin ), keys[i]) +

+F L X.EN Y, em, z, ekt >t L), @

ZeroTrustZonePolicies (tl i

where Fuax (loTDataSecurity) — designation (marking) of
a complex function of maximum loT information
protection with a minimum number of threats vectors in
data systems of 10T ; Fengroint Dsnps(Xi€e 1) — complex
function of anti-virus protection IPS/IDS
(IntruderPreventionSystem /  IntruderDetectionSystem)
based on modern tools of cyber protection and data
analysis methods and data protections polices in loT;
Fendpointcomponentrirewall (Yie m)— functions of modern network
screens with a traffic analyzer, SIEM elements and analysis
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of data flows in 10T network paths; Fvpnweswithipsee ) (ti,
ziek) — functions of using components of a network tunnel
with encryption and a secure IPSec transmission protocol;
Frsasessions. (ti,, ti — fimin) — functions of using cryptographic
protection mechanisms and algorithms when exchanging
data with encryption keys; Fzerotrustzonepolicies (ti,, Xi€ 7, yiem;
ziek ; ti — timin) — the use of access rights demarcation
policies and information security policies based on the
concept of zero trust in IoT zones,t,- conditional time
intervals; Xi € n ; yiem ; zi ¢ k —corresponding information
parameters and their belonging to sets;ti — timin —minimal
time interval as a criteria for performing functions in the
shortest possible time.

In general, it is possible to achieve the maximum level
of protection in loT only with the use of an integrated
approach, the use of individual components mentioned
above in the above integrated approach and the function of
date protection in loT, under the conditions:

Fue (10T Datasecurity KPI) — F;., (10T Datasecurity KPI) (2)

It is very difficult to provide and cover full range of
functional security and secure data transmission
&processing for personal loTand mobile personal devices
of users as part of it, taking into account the different
functional orientation and the use of individual multi-
structured components in the complex and multi-
component information system of modern loT, as well as
taking into account the specifics of the use of publicly
available Internet channels — as one of the main sources of
cyber threats.

I1l.  ANALYSIS OF THE RELIABILITY OF FUNCTIONING OF
MODERN DEVICES IN THE INTERNET OF THINGS

Second after cybersecurity problem in modern loT — its
their stability and reliability.

The probability of failure-free operation in loT or
BYoD during time t is determined by some reliability
function p(t) .The probability that the 10T or BYoD object will
fail during time t characterizes the opposite property —
unreliability and is expressed as: q(t) =1- p(t) -Obviously, q(t)
can be considered as a failure distribution function, its derivative:
() :—dp(%t. It’s the density of the distribution of uptime
or, as they say, the density of failures.

The very function of reliability in loT or BYoD is
described by the main elements on which it depends:

p(t) = ao+ X (P(D) = ag + Tiopi(AD).  (3)

where P;(t)pi — single component of reliability for each of
the factors affecting reliability (described in the list above);
pi(At)— unit reliability component for each of the factors at
the time interval At =t;- ti.1 .

The model of the loT or BYoD system, in which the
failure of each element occurs independently and leads to
the failure of the entire system (simple system), in the
sense of reliability. According to the rule of multiplication
of probabilities for independent events, the probability of

fault-free operation of the system P(t) is equal to the

product of probabilities Pi trouble-free operation of its
elements (i=12,...n):
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p(t)=]Tm =1£[6‘7A‘(‘) = EXp[_in]l:Ai (t)] = exp[—zn:j

¥ (t)dt]
i=1 i=1 i=1 . (4)
It follows from this that the failure intensity of a simple loT
or BYoD system is equal to sum of its elements failure

n
intensities and connections: A(t)=>"%;(t).
i=1

The reliability of modern IoT or BYoD devices is
relatively high, covering systems from user portable
devices and "smart home" and "smart doctor's office"
systems to systems for industrial start-up control of
production processes at enterprises, including individual
components of automation and telemonitoring and
telecontrol in them unreliable elements in the composition
of these systems appear mainly due to external reasons and
to a greater extent due to security problems or physical
impact on these systems. Correspondingly, by improving
information protection, you can improve the reliability of
10T or BYoD work, because the degree of protection and
consequences directly depends on the stability of the entire
systems. The biggest vulnerability for 10T or BYoD is a
violation of the security of the core level (Core) at the level
of server software modules and its incorrect configurations.
Also, the trends of 2020-2022 are attacks on
communications and communication channels and
communication interfaces of devices using methods of
violation of procedures protected data exchange them, as
well as software modification and malware injection.

Determination of the intensity of appearance of cyber
threats of elements or nodes of the software, taking into
account the conditions of operation and the potential
environment of use:

G(ﬂﬂ)ziui'n‘Kl'Kz‘Ka‘KA"'"Kmfl‘Km=]~0i‘n'1_ﬂ[Ki =4y -n-Ks. (5)

where A, Aoi — nominal actual and initial failure intensity
of elements in the event of a cyber threat; Ki,KoKi —
correction coefficients for the occurrence of cyber thr ats
depending on the type of software, the structure and
relationships of it’s elements, algorithms and the structure
of data processing, depending of the influence of influence
factors or cyber threats ( Ki = 0..1); K3 — correction factor
depending of the conditionsand operation environment of
the software system; Ks— correction factor depending on
the influence of the intensity of potentially dangerous
software( Kz = 1..1.2, K» = 1,45..1.47); n — the number of
software elements in the loT information system.

IV. RELIABILITY OF IOT SOFTWARE COMPONENTS

The description of the intensity of the emergence of
cyber threats in the Internet of Things is determined by the
probability of stable operation of software without failures
and without threats in a given time interval A t,, (0, t,):

P(t) = exp(-At) (4 -k,)

i=1 , (6)
n —number of block/module elements in the
software; A — the intensity of the cyber threat; K, -the
cyber threat occurrence rate for each block.

where

At the same time, the total intensity of failures due to a
cyber threat of a particular software product:
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n
A=Y 2 x10°[1/hour] - (7
i=1
We calculate the average time of stable work (work
without cyber threat or data intrusions) under the
conditions of maintaining full functionality:

Te=1A, 7 = L  [hour] @)
cS A

We determine the coefficient of preparedness for a
cyber threat/cyber attack as HAI = p/(u+Ai), where p —
intensity of restoration of software components/modules of
loss of functionality in the event of a cyber threat:

w=u. ©
i=1

Thus, the stability indicators of the software products in
0T or software system, which consists of modular m —
components, obtained as a result of the calculations — the
probability of error — free stable operation and the average
time of stable operation meet the necessary requirements.

V. APPROACHES TO ENSURING THE SECURITY OF
INFORMATION TRANSMISSION AND PROCESSING PROCESSES
IN MICROCONTROLLERS

Since informational threats in 10T devices architecture,
are quite often complex and have a complex nature and
stages of implementation, then solutions aimed at
protecting the computing andprocessing algorithms must
also have a comprehensive approach.

To ensure the closure of potentially dangerous critical
places of the IoT architecture, individual and complex
approaches are used to organize the necessary state of

security [2], [4]-[9]:

e hardware-based approaches that use a cyclic
redundancy check calculate, i.e. a checksum is
calculated that detects errors in data transmission
or storage. Not only does this ensure code integrity
is checked, but it also means that the signature can
be calculated at runtime;

e monitoring of data parameters and resource is
another method with a high degree of protection.
To determine the cause of the reset and thereby
ensure reset only through authenticated access to
the specials flag status management system.
Statuses of system health  provided by the
indicates of specials flags in data security
algorithms of system health. All flags are
programmable by system monitoring and security
tools and their algorithms. For effective
manipulation detection and logging, this is
complemented by the "Read-Write" function -
reading while writing, that is, reading one word
while writing another word);

e approaches involving the use of isolation and
control of the main core components MCC (Main
Core component)provided hardly or by security
system functionality;

e control of the integrity and reliability of the memory
content, which is provided by checking and correcting
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errors of the Error Correction Code and checking
parity. It also provides additional protection against
attacks aimed at preventing code bugs from infecting
systems;

control of external physical and electrical
parameters of processors and hardware tracts in
IoT. For example, a temperature sensor

continuously measures the temperature of the
environment surrounding the microcontroller. This
is necessary in order to ensure that it remains
within the specified range and thus avoid the risk
of damage during special prolonged heating;

development of a cyber defense strategy and new
safety methods [12], [13]. The task of developing
and implementing an effective cyber defense strategy
should include the minimization of each probability
and the reduction of each probability for each of the
factors, which will lead to a decrease in the overall
probability P(A;) and an increase in the security of the
information system R;

use of cryptographic systems and data processing
algorithms in microcontroller systems with reliable
cryptographic protection. This approach requires, in
particular, a  specialized architecture  with
cryptographic  peripherals (encoder/decoder) and
belongs to the number of specialized reliable
microcontrollers systems in 10T;

use of multi-level hardware and software isolation,
which includes: isolation of software code and
access methods to data streams and streams of
software code commands and data; physical
isolation of the electrical part of the
microprocessor system; information isolation of
the microprocessor system; electrical insulation,
including electromagnetic isolation of the
microcontroller system; secondary noise filtering
to/from the MC, electrical isolation and filtering of
power lines and data transmission lines from/to
external circuits, such as sensors and/or control
circuits; verification and careful correlation of the
software code before programming/updating for
the detection of wvulnerabilities in the
microcontroller system; checking and monitoring
the state of the MK system; the use of data
encryption and coding for MK with an increased
level of protection (used in protected and cyber-
resistant microcontroller systems).

use of modern innovative approaches of the
protection mechanisms of microprocessor and
memory systems in 10T: the use of virtualization
algorithms of the main computing process. One of
such approach and method is proposed multi-level
backup by copying/fixing and restoring previous ti-
1, tiz ..tin States of the computing process. In the
event of a cyber threat, the vector of parameters
and the state of the computing process is restored
from the previous values of the computing
parameters before the cyberattack on 10T system.
In the event of a cyber threat, the vector of
parameters and the state of the computing process
is restored from the previous values in time
intervalst.; tio; tim. t m etc:
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fle=true

f't, R, Xy zht' n'd)———— f(t,_,,R, X, y,z,t,n,d);

flc=true

R'f(t,n, eV)———=>Rf(t_,n V),
=30, 00)

where f'(t;, R’ x",y' z',t, n',d")— the current function of
vector data parameters of the computing process in threated
loT system in actual time t; (after intruded of cyber threat);
f(ti_, R, x,y,2,t,n,d)-the current function of vector data
parameters of normal state computing process in normal
0T system in previous time ti.1 (before intruded of cyber
threat); R'f(t;, n'y € V)— information model of threated

loT system; Rf(t;_,,n, € V)-information model of

normal 10T system; "x€V'n, € V—the number and plural
of "— data parameters of information model of 10T system;

ti.sti — previous and current (actual) time; ™ —flag of cyber
threat.x, y, z, t,n, d— the value of data parameters of the
function of the computing process in loT .

This approach as part of the method is implemented by
restoring the previous state of the computational process in
0T data system, which can be described by the right-hand
part of the upper expression of formula (10).This
investigation by restoring the parameters and it’svalues of
the function from saved copies and parameters of the
function of previous values in memory and using other
additional methods and means.

The disadvantage of this approach is the need for a
significant amount of additional resources of the
microcontroller, including memory to reserve previous
states of the computing process.

To protect against information interference and
intrusions by cyberattacks and cyber threats in loT
microcontrollers and architecture this approaches must be
implements in automated and automatic mode, as well as
other software technologies in 10T devices in the context of
modern approaches of Industry X.0.Cyber-physical
systems, complex protection approaches are becoming
more and more relevant, including protection of the
hardware perimeter of the loT devices connection and
interference in the operation of microprograms and
software. The main efforts are directed to the protection of
firmware, memory and microcontrollers in 10T. But not
enough effort and attention is paid to the protection of
information interference through secondary channels and
lines of communication in this devices. Modern approaches
provide for the definition and use of protected zones and
the perimeter of 10T devices connections. Solutions are
used in the field of authentication and cryptographic
protection of the loT environment, the use of "0"(zero)
trust zones during the operation of the IoT platform and
interaction with other modules — as a most reliable way to
provide 10T cybersecurity.

VI. SUMMARY AND CONCLUSION

Providing of the stability and reliability of
functionality, the concept of data integrity, availability and
confidentiality in modern 10Ts and BYoDs is one of the
priority tasks. New models and methods should be based
on a complex combination of functionality with data
virtualization technologies, the use of modern IDS/IPS
with mixed additional functionality, methods of separate
access levels and resources levels. Also, in order to
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increase the level of security, additional conditions for
checking and controlling third-party information flows
with reliable improved encryption with offset and in
combination with computing parallelism should be created
process with delineation of access rights at different levels
of computing and virtual computing environments (shells)
for different processes.

Today, in the century of the digital age of information
technologies, in the conditions of information
confrontations and modern information challenges, for
every user of a personal device and users of 10T as a whole,
solving the problem of data security in 0T is a basic and
main task.

Solving of this two problems (cybersecurity and
stability) is possible by using complex approaches to
information reliability and security at different levels. This
will allow the further development of the loT and BYoD
industry with their safe, stable functioning and introduction
into other, ever-widening spheres of life, including use in
critical farm systems.

The results are has a systematization mathematical
model of risk factors in 10T devices, which can determine
of stability parameters of 10T devices by evaluation of
reliability indexes (parameters). The given approaches and
model can provide a more safety and security modes of
operations of 10T devices.
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