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Technical solutions to prevent blackouts in order to provide
the population with electricity: The case of Ukraine

Abstract. Due to the deteriorating condition of the power grids and the increasing number of power outages, research on
technical solutions to prevent blackouts in the Ukrainian energy system is becoming an extremely relevant and necessary
task. This study aims to analyse technical solutions aimed at increasing the resilience of Ukraine’s energy system to
prevent blackouts and ensure reliable electricity supply to the population. The methods used include the analytical method,
classification method, functional method, statistical method, synthesis method, and others. The study analysed modern
technical solutions to improve the resilience of the Ukrainian energy system. The study included a detailed analysis of
innovative approaches to modernizing the energy infrastructure. The primary objective was to study and evaluate modern
technologies for designing new power lines with improved transmission characteristics. The study emphasized the
importance of expanding automation systems to effectively monitor and control the state of the power grid. The study
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also identified the importance of using energy storage, developing renewable energy sources and improving electricity
consumption forecasting systems. Flexible load management measures and improved cybersecurity systems were identified
as critical. It is noted that the implementation of the project to provide electricity to the conditional area will be a key step
in improving the lives of the local population and providing the necessary conditions for the development of the area’s
infrastructure and economy. In addition, the operation of generators for electricity supply will help to reduce the feeling
of lack of electricity among residents and ensure reliability in the use of electricity for all sectors of the district’s economy.
The overall conclusion is that the implementation of such technical solutions will significantly increase the resilience of
Ukraine’s energy system. The results obtained make it possible to effectively avoid blackouts and ensure a sustainable
electricity supply to the population. This allows energy companies, government agencies and other stakeholders to optimize
energy resource management and make informed decisions to ensure the sustainable and efficient operation of Ukraine’s
energy system in the face of a possible blackout risk

Keywords: power grids; infrastructure modernization; power automation system; renewable energy sources; flexible

load management

INTRODUCTION

Against the backdrop of the war between Russia and Ukraine,
the study of technical solutions to prevent blackouts and
ensure the resilience of energy systems is becoming par-
ticularly important. The war reinforces the need to improve
technical means for effective management and protection
of power grids in the face of possible increased risk and chal-
lenges arising from martial law. Increased burden on power
grids and possible attacks on infrastructure may pose se-
rious challenges to Ukraine’s energy security. Ensuring the
stability and reliability of energy systems is becoming a stra-
tegic task to ensure the normal functioning of the economy
and the living standards of the population in times of war.
The study of technical aspects, such as protection against
cyber threats, enhancing cybersecurity and emergency re-
sponse, is becoming an important element of the strategy
to ensure energy security in the face of a military threat.

The research is aimed at developing and implement-
ing effective technical solutions to prevent blackouts in
the power supply system, in particular, in the conditions
specific to Ukraine. Ensuring a sustainable and reliable en-
ergy infrastructure is an important task, as blackouts can
have serious consequences for society, the economy and
vital infrastructure. The study aims to improve monitoring
systems, demand management, renewable energy sources,
backup power supply and other technical aspects to mini-
mize the risks and consequences of energy accidents.

V. Shchelkunov et al. (2023) emphasize the critical
need to introduce new technical solutions to increase the
resilience of the Ukrainian energy system. The authors in-
sist on the importance of modernizing infrastructure and
applying innovative methods of automation and control.
As noted, the study does not consider the impact of ener-
gy systems on environmental aspects and the possibility
of improving energy efficiency, considering environmental
requirements. V. Vashchenko & I. Korduba (2023) note that
the efficiency of energy supply is of particular importance
in the context of increasing load on the power grid and un-
predictability of electricity consumption, which can lead to
serious problems. It is important to note that the research-
er did not consider the relationship between flexible load

management and emissions reduction, which may prove to
be key in measuring environmental impact.

In their work, P.P. Myrutenko & L.K. Listovsh-
chik (2022) note that the use of energy storage and the pro-
motion of renewable sources are key elements of a strategy
to increase the resilience of the energy system. However, it
should be noted that the study does not consider the pos-
sibilities of using hybrid energy systems to maximize the
use of renewable sources and increase the resilience of en-
ergy infrastructure. Researchers S.M. Stezhko & V.M. Fit-
sa (2021) note the importance of implementing flexible
load management and improvements in energy systems
to ensure resilience and protect against potential cyber
threats. However, it should be noted that the researcher’s
attention is not focused on specific cyber defence technol-
ogies and strategies, which may have an impact on the ef-
fectiveness of measures to counter cyber threats.

In the work by A.V. Polukhin et al. (2023), special atten-
tion is paid to the analysis of current technical solutions
and their impact on increasing the resilience of the Ukrain-
ian energy system. However, it is important to note that the
study does not pay due attention to the dynamics of chang-
es in electricity consumption and their possible impact on
the stability of energy systems in the future. In the study
by R. Hryshchenko (2022), the author raises an important
issue of effective forecasting of electricity consumption,
which is a key element in improving forecasting systems
and optimizing resource use. It is worth noting that the
study does not go into greater depth on the importance of
introducing intelligent forecasting systems that consider
socio-economic factors and changes in consumption.

The purpose of this study is to analyse technical solu-
tions that can increase the resilience of Ukraine’s energy
system and prevent power outages.

MATERIALS AND METHODS
The analytical method helped to thoroughly analyse
technical solutions aimed at improving the resilience
of Ukraine’s energy systems. The use of this method al-
lowed for a detailed consideration of the effectiveness and
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possible limitations of each technical solution, which be-
came the basis for further conclusions and recommenda-
tions for improving the energy infrastructure. The statis-
tical method was used to study trends and patterns in the
functioning of the energy system, which allowed for relia-
ble forecasts of possible variations in electricity production
and consumption. This method has proven to be an effec-
tive tool for formulating energy management strategies
and identifying the best ways to improve system efficiency.

Using the functional method, the key functional com-
ponents of the energy system and their interactions were
identified. This method allowed understanding important
aspects of the internal interaction of the system compo-
nents, which is critical for optimizing the operation and
ensuring the highest efficiency of energy processes. The
results of the functional method serve as the basis for fur-
ther recommendations to improve the system’s operation.

The deduction method helped to study the cause-and-
effect relationships between different elements of the en-
ergy system and identify the main factors that affect its sus-
tainability. This method helped to identify the key aspects
that determine the efficiency and reliability of the system.
Based on the findings, sound strategies can be developed
to further improve and optimize the energy infrastructure.

By applying the synthesis method, integrated concepts
for improving the energy system were created. This method
allowed combining various technical solutions and strate-
gies into a single harmonious system aimed at increasing
sustainability and efficiency. The synthesis method helped
to find optimal combinations of technical solutions that
can be implemented to achieve the goal of ensuring the
stability of energy systems. The results of the synthesis
identify practical steps for implementing innovations and
optimizing system performance.

The classification method helped to structure various
technical solutions and components of the energy system,
identify their main characteristics and group them by com-
mon features. This method helped to systemize informa-
tion and make the variety of available technical solutions
clear. The classification method has become an important
tool for selecting the optimal system components, which
contributes to the goal of increasing the resilience and re-
liability of the energy infrastructure.

The induction method, in the context of this study, was
used to investigate the collected facts and data to identi-
fy general trends and patterns in energy systems. This
method helped to identify the internal relationships and
dynamics of the system, considering various influences
and factors. This method allowed considering the specific
conditions and context of the Ukrainian energy system in
order to develop balanced recommendations and strategies
to improve its performance and reliability.

The synthesis method combined the findings and con-
clusions to provide an overall picture of the energy sys-
tem. This method allowed abstracting from the details and
identifying the main trends and key relationships, which
is important for understanding the overall dynamics of

energy processes. Summarizing the findings helped to
identify strategic areas for further research and action to
improve the efficiency and stability of the energy system.

RESULTS

The energy crisis in Ukraine is the result of a variety of fac-
tors. The crisis is driven by the difficult situation in the en-
ergy market, including insufficient infrastructure develop-
ment, malfunctioning of the electricity supply system, and
institutional weaknesses in the management of the energy
sector. Not only socio-economic factors contributed to the
energy crisis, but also political, institutional, environmen-
tal, and regional aspects. The threats in this context are the
war on the part of Russia and the occupation of Donetsk,
Luhansk, Kherson and Zaporizhzhia regions, where the
main thermal coal production is located, which is used to
generate electricity for thermal power plants (TPPs). Oth-
er challenges include the monopolization of the electricity
market, high depreciation of power plants, the constant
decommissioning of unprofitable coal mines, low penetra-
tion of alternative electricity sources, ongoing ambiguity
over Energy Community reforms, reduced dependence on
external supplies, institutional imbalances in the energy
market, and others. As a result of these threats, a situa-
tion has arisen where energy demand has exceeded supply,
which necessitates the creation of mechanisms to ensure
Ukraine’s energy security (Kulcsar et al., 2021).

To ensure the stability of electricity supply, measures
are taken to protect power grids from possible enemy at-
tacks. Attacks can take many forms: physical (including
bombings, shelling, and sabotage), cyber (such as hacking,
viruses, and hacker attacks), and electromagnetic (high
voltage or frequency pulses). A variety of strategies can be
implemented to successfully defend against various attacks
(Karako & Dahlgren, 2022). Physical protection includes
strengthening the structures and materials of equipment
and power transmission lines, installing barriers and fenc-
es, as well as using video surveillance and alarm systems,
and organizing security and patrols.

Protection against cyber threats includes the use of en-
cryption, authentication, and access control to information
systems and networks. Equally important is the installation
of antivirus and anti-spyware software, regular updates of
software and operating systems, as well as data backup and
the creation of alternative communication channels. Elec-
tromagnetic protection includes the use of means of filter-
ing, stabilizing, and controlling the voltage and frequency
of electrical energy. It is also essential to install protective
devices against overloads, short circuits, and overvoltage,
as well as to use shielded cables and equipment.

Ensuring the resilience of power supply in the face of
a full-scale invasion and restoring years of experience in
critical situations (the process of restoring and applying
the experience of operating systems or technologies accu-
mulated over many years in conditions of critical situations
or emergencies) involves the use of a set of measures. For
example, the creation of additional sources of electricity,
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such as diesel generators, batteries, and renewable energy
sources, which can be switched on when the main sources
fail. An important element is the use of automation, control,
and protection systems for power grids that can respond
quickly to changes in electricity parameters and the net-
work situation, such as relay protection, automatic backup,
and remote control. Also, important is the development of
small distribution generating systems, such as microgrids,
mini-hydroelectric power plants and solar panels, which can
operate independently or in parallel with centralized grids,
contributing to decentralization. This set of measures is
aimed at guaranteeing the reliability, quality, and efficien-
cy of electricity supply during wartime, as well as increas-
ing the resilience of electricity grids to extreme impacts.

In addition to quality and reliability aspects, there is
another important factor in the electricity supply sector —
efficiency, which is determined by the ratio of the costs of
electricity generation, transmission, and distribution to its
efficient use (Butt et al., 2021). The efficiency of electricity
supply is determined by the choice of optimal schemes and
designs of system elements, as well as the rational distri-
bution of loads in accordance with different reliability cat-
egories. In addition, the efficiency of electricity supply is
closely related to the reduction of electricity losses during
transmission and distribution, as well as to the improve-
ment of energy efficiency of consumers.

When considering the structure of electricity genera-
tion in the United Energetic System of Ukraine (UES), it is
important to note that nuclear power plants (NPPs) account
for more than half of the total, exceeding 50% (Fig. 1).

49 ® Nuclear power plant

m Hydroelectric power plant and
gas-fired nuclear power plant

Thermal power plant of a gas
compressor station

Wind power plant

= Combined heat and power plant

Figure 1. Ratio of electricity generation

in UES of Ukraine during maximum load
Source: compiled by the authors based on M.P. Pablo-
Romero et al. (2021)

The ratio of electricity generation in the UES of Ukraine
during peak load determines an important aspect of the
country’s energy system. During this period, it is possible
to note which energy sources provide the largest contribu-
tion to electricity generation. This information is impor-
tant for planning and managing energy resources, allowing
to optimize the use of different sources and ensure stable
operation of the system during peak load. Analysing this
ratio is an important step in improving generation strat-
egies and ensuring the efficiency of Ukraine’s energy sys-
tem. The distribution of electricity consumption in Ukraine
is shown in Figure 2.

O. Sikorska et al.
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Figure 2. Distribution of electricity among
different groups of consumers in Ukraine,
except for temporarily occupied territories
Source: compiled by the authors based on A. Szeberényi
& F. Bako (2023)

The distribution of electricity among different con-
sumer groups in Ukraine, excluding the temporarily occu-
pied territories, is a key aspect of analysing the country’s
energy system. This structure determines how different
sectors of the economy and the population use electricity
and can indicate the needs and requirements of different
industries. It is advisable to take this distribution into ac-
count when developing strategies to ensure the sustaina-
bility and reliability of energy supply, as different segments
may have different requirements for power, quality, and re-
liability of electricity consumption. Such an analysis also
helps to identify potential areas for improving and opti-
mizing energy infrastructure, considering the needs of dif-
ferent sectors of the economy and the population.

It is worth considering a notional district with a pop-
ulation of 100,000 people that was left without electricity
supply. The area of the district is 100 km?. The total elec-
tricity demand for the district’s population is about 10 MW.
This electricity demand includes different areas of con-
sumption, including housing, transport, trade, and public
facilities. Residential use, which includes lighting, heating
and household appliances, accounts for 7 MW. Transport
infrastructure requires 1 MW of electricity, trade uses 1
MW, and public facilities require another 1 MW. In total,
these sectors have a combined need for 10 MW of electric-
ity. The total cost of purchasing and operating the gen-
erators to provide electricity to the district is estimated
at approximately UAH 100 million. This financial amount
includes an amount of UAH 50 million for the purchase of
generators and an additional UAH 50 million to be spent
on the purchase of fuel for the continuous operation of
these generators.

Various technical solutions can be used to ensure the
district’s electricity supply. The most reliable solution is to
install generators at critical infrastructure facilities. This
option ensures uninterrupted power supply for vital facil-
ities, but is costly due to the need to purchase and operate
numerous generators. Installing generators at critical in-
frastructure facilities is the best solution in terms of reli-
ability. However, this solution is also the most expensive.
The distributed power generation option involves installing
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generators at every home or business. This approach is less
reliable; as other generators may be overloaded if one of
them fails. However, it is more cost-effective because it re-
quires fewer generators. Distributed power generation is a
less reliable solution, but it is also cheaper. This option may
be acceptable for areas with limited financial resources.

The combined approach includes both the installation
of generators at critical infrastructure facilities and distrib-
uted power generation. This option is the most optimal, as

it ensures reliable power supply at relatively low costs. The
combined option is the most optimal in terms of reliability
and costs. This option may be acceptable for most areas.
Within the combined option, different technical solutions
can be used to provide electricity supply in different areas
(Fig. 3). For the residential sector, solar power plants are
an effective solution, providing clean and affordable ener-
gy. However, gas generators can be used for uninterrupted
power supply at night.
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Figure 3. Scheme of an electro-dependent district during a power outage

Source: compiled by the authors

It is recommended to use electric buses for transport,
which are more environmentally friendly than traditional
diesel buses. However, due to the limited range of electric
buses, charging stations can be used to ensure uninter-
rupted power supply at night. Diesel generators are recom-
mended for use in retail and public facilities. Diesel fuel
is more affordable, which can make diesel generators a
cost-effective solution for providing power to these facil-
ities. Implementation of the technical solutions described
above could help ensure reliable power supply for the pop-
ulation of Ukraine even in the event of a power grid failure.
These solutions will require significant investment, but
they can bring significant social and economic benefits.

The current challenges in the energy sector require ap-
propriate technical solutions and strategies, including in-
frastructure expansion and modernization. One of the key
areas of this process is to increase the capacity of transmis-
sion lines. The installation of new transmission lines and
the modernization of existing ones are critical elements
for increasing the capacity and resilience of energy systems
(Ghiasi et al., 2023). New technologies and materials are
enabling transmission lines to be built with high efficien-
¢y, ensuring optimal transmission of electricity over long
distances without losses. In addition, the development
of automation and control systems is a necessary step in
the evolution of energy infrastructure. The introduction
of modern automation systems allows grid operators to
instantly interact with system components, monitor the
status of grid elements in real time and respond effectively

to any deviations or emergencies. This approach to infra-
structure expansion and modernization not only improves
the efficiency and resilience of the energy system, but also
enables the integration of renewable energy sources, which
contributes to sustainable development and reduces emis-
sions. These measures set the right course for building a
future energy landscape that meets the current and future
needs of society.

The introduction of battery storage is an important
step in improving grid resilience and reliability. These
storages can effectively compensate for electricity losses,
smooth out demand peaks and provide energy reserves in
the event of accidents or grid failures. They allow for the
accumulation of excess energy generated during periods of
low consumption and its use during peak times, which is
key to ensuring the resilience and efficiency of the system.
The development of renewable energy sources, such as so-
lar and wind power, is a strategic step towards sustaina-
ble development (@stergaard et al., 2022). Increasing the
share of renewable energy sources allows for decentralized
electricity production, reduced dependence on traditional
sources, and lower greenhouse gas emissions. In addition,
it contributes to the creation of a sustainable energy sys-
tem capable of addressing the challenges of climate change
and ensuring a stable electricity supply in all conditions.

In general, increasing the efficiency of electricity sup-
ply through the use of energy storage and renewable sourc-
es is a key step towards a sustainable, efficient and envi-
ronmentally friendly energy future. The development and
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implementation of energy efficiency systems includes the
use of advanced technologies and energy saving systems
in industry, businesses, and households. The use of ener-
gy-efficient technologies can significantly reduce energy
consumption, ensuring optimal use of resources and thus
reducing the negative impact on the environment.

The use of “flexible” control technologies allows for
the regulation of electricity consumption depending on the
needs of the system (Ma et al., 2022). This means that the
load can be adapted to changes in energy demand, reduc-
ing the risk of overloading and ensuring efficient energy
use. Flexible control also makes it possible to use renewa-
ble energy sources in the most optimal way, helping to bal-
ance production and consumption. Load management and
energy efficiency not only ensure the stability of energy
systems, but are also strategic steps towards a sustainable,
efficient, and environmentally friendly energy sector. This
is an investment in the future, where modern technologies
and innovative approaches define the path to an energy sys-
tem that meets the current challenges and needs of society.

In today’s world, where electricity is an integral part of
life, improving forecasting systems is becoming a strategic
task to ensure the sustainability and reliability of energy
systems. It is important to improve electricity consump-
tion forecasting systems. The use of modern algorithms
and technologies allows accurately predicting peak loads
and optimizing the operation of power supply systems.
This is especially important in the context of growing de-
mand and various factors that can affect the energy system.
Accurate forecasts allow system operators to fine-tune the
production and distribution of electricity, avoid congestion
and ensure efficient use of resources. Improved forecast-
ing systems are also a key element for the integration of
renewable energy sources (Erdiwansyah et al., 2021). With
accurate forecasting of weather conditions and renewa-
ble energy production, systems can effectively account for
fluctuations in production and align it with consumption.
This enables optimal use of renewable sources and contrib-
utes to system resilience.

With rapid technological developments, improving
forecasting systems is a strategic step in building the future
of energy. Accurate and efficient forecasts not only ensure
the sustainability of systems, but also lay the foundation for
the development of intelligent energy systems that can meet
the challenges of today and contribute to sustainable devel-
opment. In the era of digital transformation and the growing
number of connected systems, resilience to cyber threats is
becoming an integral part of ensuring the security of energy
networks. A key aspect is protection against cyber threats,
which involves the development and implementation of
effective cybersecurity measures. Energy infrastructure is
becoming an attractive target for cybercriminals, and it is
thereforeimportant to develop and implement strategies and
technologies that effectively protect systems from attacks
and intrusions. This may include improving authentication
systems, encrypting data, and even implementing artificial
intelligence to detect and remediate threats in real time.

O. Sikorska et al.

The knowledge and skills of cybersecurity personnel
can be a key factor in preventing and detecting attacks
(Zwilling et al., 2022). Regular training, simulations and
updates to security procedures can significantly increase
the resilience of systems. Resilience to cyber threats is be-
coming a top priority in a world where technology is evolv-
ing rapidly and threats are becoming more sophisticated
and complex. Protecting energy infrastructure from cyber-
attacks is not only a security measure, but also a guarantee
of the stability of energy systems and protection against
the negative impact of external factors.

Successful implementation of the above technical
solutions opens up the prospect of ensuring the resilience
of the power grid in Ukraine and effective prevention of
possible blackouts. This will help to create a more relia-
ble and resilient energy infrastructure, reducing the risks
of situations that could lead to major power outages. Giv-
en the growing burden on the power grid and the threat
of blackouts, the successful implementation of these solu-
tions is key to ensuring uninterrupted and stable power
supply for the population and various sectors of the econ-
omy. This step will help improve energy security and meet
the requirements of the modern energy landscape.

DISCUSSION

Energy security is a critical aspect of any country’s life, es-
pecially in times of geopolitical conflict and war. Ukraine,
being at the centre of energy tensions due to the war with
Russia, is studying and implementing technical solutions
to prevent blackouts and ensure the resilience of the power
grid. One of the key challenges for Ukraine is the need to
increase the resilience of the energy system in the context
of the escalating war. An important part of this process is
the development and modernization of infrastructure. The
installation of new power lines and the modernization of
existing ones play a key role in increasing the capacity and
resilience of the system.

Consideration and implementation of the latest au-
tomation and control technologies is another perspective.
The use of systems that allow operators to monitor the grid
in real time and respond effectively to deviations in power
consumption can significantly improve the response to po-
tential threats. Increasing the efficiency of electricity sup-
ply also requires the introduction of energy storage. Battery
storage can compensate for power losses and ensure grid
resilience. The development of renewable energy sources,
such as solar and wind power plants, is also a key element
of the energy security strategy (Sadykov et al., 2023). How-
ever, all these technical solutions must be combined with
cybersecurity considerations. In the face of cyber threats, it
is important not only to develop the resilience of physical
infrastructure elements, but also to implement effective
cyber defence measures to prevent attacks on information
systems and energy infrastructure management.

Ukraine has extensive experience of working in war-
time, and studying its approaches to technical solutions
can serve as an example for other countries that also face
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similar challenges in ensuring the resilience and security of
their energy systems. According to the research by S.V. Kal-
antar et al. (2021), the study of consumer behavioural
potential plays an important role in developing effective
solutions to prevent a power outage crisis. Understanding
and analysing electricity consumption patterns can identi-
fy consumer patterns and help develop strategies to opti-
mize energy consumption. Applying artificial intelligence
and data analytics technologies to study electricity con-
sumption habits can provide valuable insights into how to
effectively manage load and generation. The development
and use of solar energy is also an important aspect in pre-
venting an energy supply crisis. Increasing the capacity of
solar power plants can make the energy system more resil-
ient and less dependent on traditional sources. The use of
solar technologies will not only reduce the responsibility
for CO, emissions, but also ensure stability in energy sup-
ply, even in the event of a crisis (Rausch & Suchanek, 2021).
These findings are in line with the theses presented in the
previous section. The combination of behavioural potential
analysis and active development of solar technologies can
contribute to a more resilient and sustainable energy sys-
tem, providing the necessary reserves and energy sources
for unforeseen circumstances.

Referring to the definition of N. Sharma et al. (2021),
large-scale power outages are a serious problem that can
have a significant impact on society and the economy. One
of the main reasons for such outages is the obsolescence of
energy systems and infrastructure, which is not always able
to withstand the load during rapid changes or emergencies.
Technical failures, malfunctions in network equipment and
insufficient preventive measures also contribute to the oc-
currence of major outages (Panov & Tymchuk, 2023). To
prevent such situations, it is important to consider rec-
ommendations for modernizing energy systems. This may
include infrastructure improvements, the use of new tech-
nologies such as monitoring and remote control systems,
and increased maintenance activities. However, there are a
number of challenges to improving energy resilience, such
as the financial costs of modernization, difficulties in im-
plementing new technologies, and coordination between
different energy sector actors (Selvakumar et al., 2023). It
is worth noting that addressing the problem of large-scale
power outages will require a comprehensive approach, com-
bining technical innovations, modernization strategies and
sound decisions toincrease the resilience of energy systems.

Researchers D. Majchrzak et al. (2021) determined
that the preparedness of the crisis management system
in Poland plays a key role in addressing long-term and
large-scale problems related to electricity shortages and
possible power outages. This preparedness is determined
by the effectiveness and coordination of measures aimed
at ensuring the resilience of the energy system in times of
great difficulty. An important aspect is the development
of crisis management strategies that include large-scale
power outages. This includes not only technical aspects,
but also evacuation plans, ensuring the living environment

for the population and maintaining critical infrastructures.
Emergency response systems must be ready to take imme-
diate action to prevent a humanitarian crisis and ensure
the safety of citizens. In addition, the effectiveness of the
crisis management system is determined by the level of
interaction between different branches of government,
local authorities, energy companies and other stakehold-
ers (Ostudimov & Kaminska, 2023). It is important to have
communication and information exchange mechanisms in
place to respond quickly to any challenges that may arise
as a result of a long-term electricity shortage. These re-
sults confirm the above study, as the Polish crisis manage-
ment system should also consider supporting measures to
increase the efficiency and flexibility of the energy infra-
structure, such as the development of energy storage and
the use of renewable energy sources. Taking these aspects
into account, a more resilient and crisis-ready electricity
supply system in Ukraine could be created.

G. Mutani et al. (2021) have shown through their
work that the creation of energy communities is a strate-
gic step to ensure territorial resilience and minimize the
risks of power outages. One of the key advantages of en-
ergy communities is their ability to introduce innovative
technologies and effectively coordinate the operation of
the electricity supply system at the local level. This cre-
ates opportunities for load sharing and the use of local
renewable energy sources. The measure of blackout risk
is becoming an important tool for energy communities to
define response strategies and plan for negative scenarios.
Measuring this risk involves analysing factors such as the
technical condition of the grid, the dynamics of electric-
ity demand, the degree of renewable energy use, and the
interaction with neighbouring power systems (Zhuravel et
al., 2023). This view can be agreed with, as the develop-
ment of an effective load monitoring and forecasting sys-
tem can be critical to reducing the risk of blackouts. These
measures are aimed at ensuring the elasticity of power sup-
ply management to respond to changes in consumption, in
particular, in blackouts and emergencies. Implementing
smart solutions at the local level can help optimize system
performance and ensure the sustainability of the electricity
infrastructure, especially in the face of emergencies.

As noted by R. Bajo-Buenestado (2021), the power
outages have a significant impact on household electrifi-
cation, especially in countries where access to energy may
be limited. In Kenya, for example, the electricity supply
system has been challenged by numerous outages due to
technical failures, inadequate infrastructure, and unsta-
ble power generation. Power outages in Kenya can have
serious socio-economic impacts on households. Many
homes and businesses may have limited access to light-
ing, communications, and electrical appliances, affecting
the convenience and efficiency of their operations. This
is especially true in rural areas, where a large proportion
of the population may be dependent on electricity for
agricultural activities. Analysing the results and conclu-
sions obtained, we can assume that the results proposed
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by the authors in the analysed papers may be appropriate
not only under normal conditions, but also in the context
of emergency outages and blackouts. Adaptation to such
challenges will require the implementation of technical
and infrastructural solutions, such as the development of
stable power supply systems, the use of alternative energy
sources and effective crisis management strategies.

Researchers N. Fabra et al. (2022) identified that devel-
opingresilience strategies in electricity markets is important
to ensure efficient and reliable electricity supply. Lessons
that can be learnt from electricity markets can help develop
effective strategies to ensure the resilience and reliability of
energy systems. An important element is to understand the
impact of market mechanisms on the resilience of electrici-
ty supply. For example, the introduction of electricity trad-
ing systems can create incentives for the development of
new technologies and increase competition in the market.
However, at the same time, it is necessary to avoid the “too
much flexibility” effect, where a high dependence on mar-
ket mechanisms can be vulnerable to extreme situations.

Considering the issue of blackouts and blackouts, it can
be noted that the implementation of a resilience strategy
in electricity markets requires a comprehensive approach
that considers technical, economic, and environmental as-
pects. At the same time, it is important to assume that the
results of the analysed work are applicable in situations of
emergency outages, not just in normal conditions. Learn-
ing from the experience of other markets can be a valuable
tool for developing effective strategies aimed at sustaina-
ble and resilient energy systems.

CONCLUSIONS

Infrastructure development and modernization is an im-
portant step in ensuring the resilience of the electricity
supply system. Installing new transmission lines and im-
proving the efficiency of existing structures is crucial to
increase the capacity and reliability of the grid. Given the
consideration of an off-grid scenario and the different con-
sumption sectors, a combined approach is recommended to
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respond effectively to potential threats can significantly
improve system resilience.

One of the key tasks was to research and evaluate
the latest technologies for the installation of new power
lines with improved transmission characteristics. The im-
portance of expanding automation systems to effectively
monitor and control the state of the power grid was noted.
Increasing the efficiency of electricity supply in Ukraine
is also driven by the development of energy storage and
the use of renewable energy sources. Battery storage and
renewable energy sources play a key role in ensuring grid
stability and compensating for electricity losses. It is im-
possible to ignore the issue of cybersecurity in the context
of technical solutions. The use of effective cyber defence
measures to protect energy infrastructure from attacks and
intrusions is an integral part of the strategy.

Ukraine, in the midst of a difficult military conflict,
is studying and implementing these technical solutions
to provide electricity to its population and maintain the
stability of the energy system. The country’s experience
can serve as an important source of information for other
countries facing similar challenges and create the basis for
further development and improvement of technical aspects
of energy security. Implementation of these technical solu-
tions in Ukraine can significantly increase the resilience of
the energy system, ensuring the efficiency and reliability
of electricity supply. Optimization and modernization of
infrastructure, use of innovative technologies and im-
plementation of cybersecurity measures are key steps for
Ukraine’s modern energy sector.

In the future, for a more complete understanding and
successful implementation of technical solutions to pre-
vent blackouts in Ukraine, it is important to study in detail
the interaction between these technological solutions, as-
sess their cost and cost-effectiveness, and analyse poten-
tial challenges and limitations in their implementation in
the Ukrainian context.
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TexHi4yHi pilleHHa Wopao 3anob6iraHHAa 6nekayTty
3aans 3a6e3nevyeHHs HaceleHHS! eNIeKTPOEHEPri€lo: Kernc YKpaiHu

AHoTaUia. V 3B’I3KY 3 MOTipIIeHHSIM CTaHy eJIeKTpoMepex Ta 361/IbIIeHHIM KiJIbKOCTi BiZIMOB y IIOCTauyaHHi
eJIeKTpoeHeprii, MpoBeJeHHSs NOCTiIKEHDb IOA0 TEXHIUHMUX pillleHb AJIg 3amobiraHHs 6jiekayTaM YKpaiHChbKOIO
€HepTeTUYHOIO CUCTEMOIO CTA€ BKPail aKTyaIbHMM Ta HEOOXiTHMM 3aBHaHHSM. Lle mOCIiIsKeHHST Ma€ Ha MeTi aHai3
TeXHIYHUX pillleHb, CIIPSIMOBAHMX Ha MiABUILEHHS CTIIKOCTi eHepreTUYHOI cucteMu YRpainm st 3anmobiraHHs 6ekayTam
Ta 3a6e31evYeHHs Ha/liifHOTO eJIeKTPOITOCTauaHHsI HacesleHH0. Cepell BUKOPUCTaHMX METOAIB CJIij] 3a3HAYMTY aHaJTi TUYHUI
MeTo[I, MeToA, Kinacudikarlii, GyHKIiIOHATbHMIT METOM, CTATUCTUYHMI METO, METOM, CMHTE3Y Ta iHIi. Y XO/Ii JOC/TiIKeHHS
6y710 TIPOBEIEeHO aHali3 CYJYacHUX TeXHIYHMX PillleHb JJIsT MiABUILEHHS CTiiIKOCTi YKpaiHCbKOI eHepreTUYHOI CUCTeMMU.
VY pamKkax IociaskeHHs 6y/10 3/i/iCHeHO NOKIaAHM aHai3 iHHOBAliMHMX TiAXOIiB 70 MOJepHisallii eHepreTMyHo1
indpactpykrypu. [TepiioueproBoo 3amauero 6y/0 BUBUEHHS Ta OIiHKA CyuyaCHUX TEXHOJIOTI i ITPOEKTYBAHHS HOBUX JIiHiii
elleKTporiepesadi 3 MOKpalleHMMI XapaKTepUCTUKaMMy Iiepefadi enekTpoeHeprii. ITlifkpecieHo Bask/IMBICTh PO3LIMPEHHS
cyucTeM aBTOMaTH3allii AJis1 eeKTMBHOTO MOHITOPUHTY Ta KepPyBaHHS CTAHOM eHepreTUUHOi Mepexi. JJoc/iIskeHHS TaKOK
BM3HAUYWJIO BaXKJIMBiCTh BUKOPUCTAHHS CXOBMUIL €Heprii, pO3BUTKY BiJHOB/IIOBaJbHMX JIKepesl Ta YA,0CKOHAa/IeHHS CUCTEM
MIPOTHO3YBaHHS CIIOXKMBAHHS elIeKTPOeHePrii. 3aX0Ay 3 THYYKOro KepyBaHHSI HaBaHTa)XeHHSIM Ta MOKpaIleHHS CUCTeM
Kibep6e3rieku 6y/M BU3HAUYEHI SIK KpUTUYHI. 3a3HaUeHO, 1110 peani3allisi IPOeKTy 3abe3reueHHs e/IeKTPOIOCTauaHHs
YMOBHOT0O paitoHy 6y/e KIUY0BMM KPOKOM Yy ITOKpaIeHH]i KUTTSI MiCLIeBOTO Hace/leHHSsI Ta 3a6e3reueHHi HeOOXiTHMUX
YMOB I PO3BUTKY iHPPaCTPYKTypu Ta eKOHOMiKM paitoHy. KpiMm TOTo, eKCIuTyaTallisi reHepaTopiB Jis e/IeKTPOIIOCTaYaHHSI
JOTIOMOKe 3MEeHIIIUTHM BiIUyTTs BiICYTHOCTI eJleKTpOeHeprii cepe]; MelIKaHIIiB Ta 3a6e311eYnTh HaJiiiHICTh Y BUKOPUCTAHHI
eJIeKTPUYHOI eHeprii [711 BCiX CeKTOPiB rocriofapcTsa paiioHy. 3arajJbHMM BUCHOBKOM € Te, 110 BIIPOBA/I)KeHHS TaKUX
TeXHIUHUX pillleHb JO03BOJIUTb 3HAYHO MiJABUIIUTHU CTiliKiCTb eHepreTUUHOi cuctreMu Ykpainu. OTpuMaHi pe3yabTaT
IO3BOJISIIOTh e(DeKTUMBHO YHUKATHU 671eKayTiB Ta 3a6e31euyBaTy CTajle eJIeKTPOIIOCTauaHHs HaceleHH0. Lle no3Boisie
eHepreTMUYHMUM KOMIIaHisIM, yPSILOBMM OpraHaMm Ta iHIIMM 3allikaBJIeHMM CTOPOHaM ONTMUMIi3yBaTy yIIpaBIiHHSI
eHepreTUYHMMM pecypcaMy Ta IpuiiMaTyi OGIPYHTOBAHI pillleHHSs AJ1s 3a6e3mevyeHHsT cTanoi Ta eheKTUBHOI po60TH
eHepreTMYHOI cucTeMu YKpaiHM B yMOBAaX MOXK/IMBOTO PU3UKY GiieKayTiB

Knio4yoBi cnoBa: eynekTpoMepexki; MofepHisalis iHGpacTpyKTypu; cucTteMa aBTOMATK3allii eJIeKTPOeHeprii;
BiIHOBJIIOBaHi Jikepesia; FTHyYKe KepyBaHHS HaBaHTaKeHHSIM
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