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VY crarTi npoaHalli30BaHO CYTHICTh Ta CTPYKTYPY €JIEKTPOHHOTO HHU(PPOBOTO
nianucy. JochimkeHo mpoOiieMH, 3 SIKUMH CTUKAIOThCA BITYM3HSHI MITIPUEMCTBA
mig vac kopuctyBaHHa EIII. Po3poGneHo pekoMmeHpallii Ta MPOIMO3UINT 100
BUPIIIEHHS TPOOJIEM, OB’ A3aHUX 13 3aCTOCYBaHHSAM IIU(DPOBOTO MIAMHUCY.
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The nature and structure of the digital signature are analyzed in the article. The
problems which are faced by domestic companies while using EDS are considered.
The recommendations and suggestions for resolving problems associated with the use
of the digital signature are designed.
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AKTyasnbHicTh mnpodjemu. CporogHi HEOOXITHO MaTH  JOCTYN [0
iH(OpMAIIHHUX PECypCiB 1 CKOPOTUTH YacOBI BUTpPATH Ha PO3B'S3aHHS 3a/1ad, HE
MOB'A3aHUX 3 OOCIYTOBYBAaHHSIM TIpOMajsiH. BiACyTHICTb HEOOXIAHOCTI BpPYYHY
PO3MHOXKYBAaTH JTIOKYMEHTH, BIJICTIKOBYBATH MEPEMIIIICHHS MaepoBUX JTOKYMEHTIB
BCEPE/IMHI OpraHizaiii, KOHTPOJIOBATH TMOPSAIOK IMepeaaBaHHd KOH(DIICHIIHHOT
iH(dopMaIi ICTOTHUM YMHOM 3HIKYE TPYIOBUTPATH N1JI0BOAIB. OIHUM 13 HaWOLIbII
OPOAYKTHUBHUX 3ac00IB yCYHEHHS Cy4YyaCHUX [JIJIOBUPOOHMYHMX TMpoOsieM €

€JCKTPOHHUM  JOKYMEHTOOOII, OCKUIBKM BIH € BHCOKOTEXHOJIOTIYHUM 1



IPOTPECHBHUM MIAXOJI0OM JI0 CYTTEBOrO MIABHUIINCHHS €(EKTUBHOCTI poOOTH (ipm,
YCTaHOB Ta OpTaHi3allii.

[Ipore BHpoBa/KEHHS MHOro0 Ha MIJMPUEMCTBI CTHUKAETHCA 13 TPOOIEMOIO
3axucTy iHpopMmailii. ToMy KIIFOUYOBUM MOMEHTOM CTBOPEHHS CHUCTEM €JIEKTPOHHOTO
0i3Hecy Ta 3amoOiraHHs (piHAHCOBMM 1 He(iHAaHCOBUM pHU3HKAM CTajla CHCTEMa
oprasizailii Ta 3alIpOBaJKEHHS €JIEKTPOHHOIO MiJIIUCY.

Cepen HalOLIBII TOMIMPEHUX Ta aKTyaJbHUX MPUKIATHUX 3aJad, SKi
BUPIIIYIOTHCS 32 JOTIOMOTOI0 IIU(POBOTO MiANKUCYBaHHS, € TaKi:

—  CTBOpEHHS 0€3MEKHU eJIEKTPOHHOTO JOKYMEHTOO0O0ITY;

— yOe3neyeHHs eNEeKTPOHHUX MJIATIKHUX CUCTEM Ta €JIEKTPOHHOI KOMEpPIIIi;

— 3a0e3meueHHs aBTOPCTBA MPH EIEKTPOHHOMY TOJIOCYBaHHI;

— MIJOUCYBAaHHS MOBIAOMJIEHb €JIEKTPOHHOI MMOUITH;

— ayrteHTu(ikaiis (mpoleaypa BCTAHOBJIEHHS HAJICKHOCTI KOPUCTYBAdeBl
iHdopmalii B cucTeMi  Mpea sIBICHOTO HUM ifeHTudikaTopa) y 0e3ApOTOBUX
MepeKax;

— CTBOpEHH: 0e3MeKu MOOUTbHOT KOMEPIIIT;

— 0€3MeYHICTh CTUILHUKOBOTO 3B'SI3KY;

— MANHCYBaHHS HUQPPOBUX cepTU(IKATIB Ta HUPPOBUX MACIOPTIB Ha 0Oasl
CMapT-KapToK.

AHaJi3 OCTaHHIX HAYKOBHX A0CJiIKeHb. Cepesl IPOBIIHUX AOCIIIHHUKIB, SKi
3aliMauCsl BUBUEHHSM NMUTaHb, aHATI30BAaHUX Yy CTaTTi, CJiJA 3a3HAYUTH TaKUX
3aKOpJIOHHUX BueHux, sk FO. M. barypina, I. JI. bauuno, I'. I'. A6pamkin, [O.
Xasmi [1-2] Ta BiTumsusuux: B. A. Jlyxeupkwii, B. B. I'niminekuii, K. €poxin, M.
P. Makaposa, A. B. UyukoBcbka, B. I. Mimenko, I'. B. FOpuyk, B. b. ABepbsanos, B.
M. AuTOHOB Ta iH. [2-5].

Otxe, 3a cyyacHUX yMOB, 3actocyBaHHA ELIII € mocuth akTyanbHUM.

MeTorw JOCTIKEHHSI CTATTI € MIABUINCHHS pPIBHSA 1H(POPMAIIMHOI Oe3MmeKu

Cy0’€KTIB rOCTIOIAPIOBAHHS 32 JOTIOMOTOI0 BUKOPUCTAHHS €JICKTPOHHOTO ITiJITUCY.



Buxiaan ocHoBHOro wmarepiaiay aociaigxeHusi. EnextponHuilt 1uudpoBuit
nignuc (ELIT) — e 6ok iHdopmarii, skuii 1ogaeThes 10 ¢ailly TaHuX aBTOPOM Ta
3axuiae (ain Bil HecaHKIIOHOBaHOT MouiKallii 1 Bka3ye Ha mianucyBada [3].

JlaH1 110710 CTBOPEHHS MIANMKCY — YHIKaJIbHI JaHi, Taki, K KoJau a0o MpuBaTHI
mupyBaibHi KIIOYi, SKI BHUKOPUCTOBYE BIACHUK MIAMUCY JJS CTBOPEHHS
€JIEKTPOHHOTO MIJIHUCY.

[Ipuctpiii nns CTBOpEHHsS MIANKMCY — 1€ MporpaMHe 3a0e3MeYeHHs] MEeBHOI
KoH(pirypamii abo anmapaTHWA KOMILUIEKC, III0 BUKOPHUCTOBYETHCS I 3aCTOCYBaHHS
JaHUX 11010 CTBOPEHHS MIAMHKCY.

Jist pyukmionyBanHs ELIT BUKOPUCTOBYIOTBCS ABa KJIIOYl 3aXUCTy (sK1 30e-
piratoThcs B pisHUX (aiinax) [4]:

— TaeMHHM (OCOOMCTHUM, 3aKPUTHIA) KITIOU, SIKUI 30epiraeTbes y MiANUCyBaya;

— BIAKPUTUH KIIIOY, SKUHM, K MPaBUIIO, MYyONIKYEThCS B 3aJbHOJAOCTYIHOMY
a0o criemiani3oBaHOMY JOBIIHHKY.

Jns naknaganus EIIT BUKOpUCTOBYEThCA Ta€MHHM (OCOOMCTHI) KiIIOY, a JJIst
HOTro MepeBipKy — BIIKPUTHH (3araabHOBIIOMUI) Kitod [2].

Haknaganus enekTpoHHOro mudpoBoro manucy (MIAMUCYBaHHSA) — I
omepauis, sfKa 3IMCHIOETbCS BIANMPABHUKOM JIOKYMEHTa 3 BHKOPUCTAHHAM MWOIO
TaeMHOTO Kitoda. [Ipy BHKOHaHHI I1l€i omeparlii Ha BX1J BIAMOBITHOI MPOrPaMH
MO/IAIOTHCA JIaHl, sIKi Tpeba miamucaTH, Ta TaEMHUHM KoY mignucyBava. [Iporpama
CTBOPIOE 3 JaHUX 3a JOMOMOTOI TAEMHOIO KJII0Ya YHIKaJIbHUM OJIOK JaHUX
(hiKCOBaHOTO PO3MIPY, KM MOXKE OyTH CIpPaBXKHIM TUIBKU JJIS I[LOTO TAEMHOTO
KJIfo4a Ta caMe Juisl 1ux BXiaHuX Aanux. ToOro ELII — ne cBoepiagnuil «uudpoBuii
BiJIOMTOK TAEMHOTO KJfo4a 1 TOKyMeHTa» [2].

Hanmami EIII, sx mpaBuiao, M0Ja€ThCS JI0 BXIJHOTO JOKyMeHTa (abo po3mi-
IIY€THCA B OKPEMOMY MOJI1 JOKyMEHTa), 1 Taka koMOiHatis ganux (aokyment + EIIT)
YTBOPIO€ 3aXUIIEHUN €JIEKTPOHHUN JTOKYMEHT

[TepeBipka enekTpoHHOTO MUGPOBOrO MAMKUCY — 1€ OMNepailisi, sika BUKOHY-
€ThCSI OTPUMYBAu€M 3axXHINEHOTO EJIEKTPOHHOTO JOKyMEHTa 3 BUKOPHCTaHHSIM

BIJIKpUTOTO KJIFOYA MiAnucyBaya. JJisi BUKOHAHHS IIi€l ornepariii He0O0XiIHO OTpUMATH
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BIIKPUTUH  KJIOY BiANpaBHUKA Ta 3axHUIIEHOrO0 JOKyMEHTa. BiamoBiaHuit
IpOrpaMHUN MOIYNb TEpeBipsi€, Yd TIHCHO HUGPOBHM MiANUC BIAMOBITAE JTOKY-
MEHTY Ta BIIKPUTOMY KIIOUy. SIKIIO B TOKYMEHT a00 y BIAKPUTUN KJIIOY BHECEHO
Oyab-sIKi 3MiHH, IICPEBIpKA 3aKIHUYETHCS HETATUBHUM pe3yibTaToM [2].

VY 3B’s3ky 3 Takoro ctpykryporo EIIIl moctae mpobnema 3axucty #Horo Bif
¢danbcudikaiii. 37T0BMUCHUK MOXKE TUM a00 IHIIUM YHMHOM OTPUMATH JOCTYM IO
3aKpUTOr0 KIoua. B Takux BHUMaAKaXx 3acTOCOBYIOTh TEPMIH KOMIIPOMETAllis
0CcOoOMCTOTO KITtoua — Oyb-siKa Mmoist Ta/abo i, 1o mpusBena ado MOKe MPU3BECTU
710 HECAaHKIIIOHOBAHOT'O BUKOPHUCTaHHs ocobOucrtoro kimoua [6]. Lle, y cBoro uepry,
CIOPUYMHIE KOMIPOMETAIIO EJIEKTPOHHOTO MIAMKUCY, CTBOPEHOTO 3 JIOTIOMOTOIO
3aKpUTOro Kitoya. TaeMHUH K04 MOXe OyTh cdanbCu(piKOBaHUN PIZHUMH
croco0aMu, fKi MOXXHa yYMOBHO KiacU(IKyBaTH SIK TPaaWIliiHI ¥ HETpaaWLIiHI.
TpanuuiiiHi cnocodr KOMIPOMETallli, sIK MpaBUio, MOB'A3aHI 13 KPaalKKOIO Ta 1H-
IIMMH IPOTU3aKOHHUMU JIIMU. AJle 11€ J03BOJISIE AKOIOCh MIPOIO PO3PaxoOBYyBaTH Ha
Te, M0 3aXUCT KII0Ya, X04a 1 0MocepeIKOBaHO, 3a0e3Medye 3aKOHOIaBCTRO.

Ha  xanb, 1e HE CTOCYyeTbCS HETPAIUMLIMHUX METOAIB KOMIIpOMETAIl,
3aCHOBAHUX Ha PEKOHCTPYKIIi 3aKpUTOro KItOYa 3a JIaHUMH, OACPKAHUMH LIIKOM
peanbHO, 30KpeMa, 3aCTOCOBYIOUM BIAKPUTUM KITHOY. J[OCTaTHBO MPOCTO MOBIIOMUTH
MOTEHI[IHHOMY  BIANpPaBHUKY TaeMmHOi 1H(opmamii migpoOiieHuit KoY 1,
MEePEXOMNUBIIIM TAaEMHE TMOBIJOMIICHHS, OTpUMATH JOCTyHn [0 KOH(iACHIIIHHOT
iHopMmarii. JloBecTu HE3aKOHHICTh il 3 PEKOHCTPYKIIII YY>KOT0 3aKpPUTOTO KIIHOYa
MPAKTUYHO HEMOXKIIKBO.

[Ile oaniero TPOONEMOIO MNPH BENECHHI EIEKTPOHHOIO JOKYMEHTOOOIry Ta
BUKOPUCTAaHHA LU(POBOro MIANUCY AJs BITYU3HSIHUX HIANPUEMCTB € BIJICYTHICTb
YiTKOI 3aKoHOAaBYOi ©Oa3u, sika O BperymoBala cucTeMy (YHKIIIOHYBaHHS
€JIEKTPOHHOTO JOKYMEHTOOOITY 1 CTaHJapTU3yBaja NpoLEC HaKJIaJaHHA Ta
nepeBipku EIIl. VYkpaiHa HeECKIHYEHHO [ajeka BiJ YIPOBAKCHHS CHCTEM
€JIEKTPOHHOTO JTOKYMEHTO00Iry Ta mudpoBoro mianucy. OCHOBHHUMH MEPENTKOAaMH,
AK1 HE JI03BOJIAIOTH HaM MEPEUTH BIJ] «IANEPOBOi €NOXU» — OPOroi, HeePEKTUBHOI 1

HEKOHKYPEHTOCIPOMOKHOI /10 €JIEKTPOHHOI €:



1) Oe3cuctemHicTh. BoHa mosisrae y Tomy, 10 BiICYTHICTh €IMHOT JAepKaBHOT
MOJITUKY Ta KOOPAHMHAII MPHU3BENa 10 MOBHOTO XaOoCy B €IEKTPOHHUX CHUCTEMax
yopaBmiHHA. B OnmHIA TOMATKOBIM aaMiHICTpallii eJeKTPOHHUH JOKYMEHTOOOIT
3a0€3IeuyIOoTh 0JIpazy TPH IIEHTPHU cepTU(iKallii KJII0UiB, K1 M1’ COO0I0 HE CYMICHI,

2) He3axuIlleHa MporpamMHa riatdopma. Ha ykpalHCBKHX MiIIpUEMCTBAX
CIIOCTEPITa€ThCSl NMOBHA HE3aXMIIECHICTh 0a3 JaHWUX, OCKUIbKA BOHM OYIYIOThCS Ha
IMITOPTHOMY IpPOrpaMHOMY 3a0e3IeueHH1 3 PiI3HUMHU (hopMaTaMH KOJAyBaHHS,

3) HeNCTITUMHICT, HHUHINIHBOI CHCTEMH BHIa4l [U(POBHX  MIAMHKCIB.
[enTpanbHuil 3acBiquyBanbHui oprad i3 ciuns 2009 poky popManbHO HE Ma€ mpaBa
BUJIaBaTH MIJIHMCH, OCKIJIBKH HE BIJIOBIJa€ BHMOraM OE3IIEKH, a JII0 IOCTaHOBU
Kabinety MiHICTpiB, 110 perjiaMeHTye MOro podOoTy, YACTKOBO MPUITMHEHO. A OTXKe,
BC1 MiAnpueMIli, KOTpi 3a octanHi 3 poku kynuiau ELII, MoxyTe mogatu a0 cyay i
BUTPATH CIIPaBY B JCPKaBH.

['muboko AOCHIUBIIM Ta MPOAHANI3YBABIIN MPOOJIEMH, 3 SKUMU CTUKAIOTHCS
BITUM3HSAHI NIAOPUEMCTBA MiJ Yac KOPUCTYBaHHS EJIEKTPOHHUM LHUQPPOBUM
MIJNMCOM, aBTOPH CTaTTI MNPOMOHYIOTh Takl HUIAXM iX mnojosiaHHd. [IpoGnemy
3aXHCTy OCOOMCTHX KJIIOUIB BiJ IOIIKODKEHHS, MoaudiKaIlii, 3aMiHIOBAaHHS MOXHa
BUPIIINUTH 32 JonoMororw ceptudikaris. Ilig ceptudikatom po3ymitOTh €IEKTPOHHE
3aCBIJUEHHS, SIKE BCTAHOBIIOE 3B'S30K MK JaHUMH IOAO CepTHdIKAMil MAMUCY 1
BJIACHUKOM ITIJIMKCY Ta MATBEPIKYE HOTO 0CO0Y.

3a BHUKOpHUCTaHHS cepTU(]IKOBAHMX 3acO00IB KpUNTOTrpaiyHOTO 3aXUCTY
iH(dOopMaIli TapaHTOM SKOCTI BUKOHaHHS OCHOBHOI (DYHKIIIT i BiZICYTHOCTI MOOIYHOT
aii BucTynae JlemapTamMeHT CIHEUIabHUX TEJIEKOMYHIKAIIITHUX CUCTEM 3aXUCTY
iHpopmanii CinyxOu Oe3nekn YKpaiHU. A MpU BUKOPUCTaHHI HECEPTH(PIKOBAHUX
3ac00iB KpumnrTorpadiyHoro 3axucTy iHdopMarllii TakuxX TapaHTii HE MOXE JaTu
HixT0.TOOTO BUKOpHUCTaHHS cepTU(IKATIB CYTTEBO 3HIKYE PU3MK (anbcudikarii
KJTIOUIB.

[Ilo cTocyeThecss Apyroi mpoOiemMu, siKa TOB’si3aHa 13 BIJACYTHICTIO YiTKOi
3aKOHOJIaBUOi 0a3u BpETYyJIOBAaHHS CHUCTeMH (DYHKIIIOHYBAaHHS €JIEKTPOHHOTO

JOKYMEHTOO0ITY Ta cTaHmapTu3aiii mporecy HakimamanHs 1 mepeBipku EIII, To
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aBTOpaMM pO3pOOJICHI TPOMo3uIlli Ta pekoMmeHaalii s i mojosanHs. Ha piBHI
JIep>KaBH CITI;

- CTBOPUTH CIICIIAIBHUN OpraH, SKUW BU3HAYATUME 1J€0JIOTII0 E€JIEKTPOHHOI
pedopMu, 1 BU3HAYUTH BIJOMCTBO, SKE€ BIAMOBIJATHME 3a YKOPCTKY 1 IMOCIITOBHY
peanizaiiro 1iei pepopmu B ycix chepax;

- yHiIKyBaTH TMporpamMHe 3a0e3NeueHHs 1 PO3pOOUTH €AWHI CTaHAAPTH
30epiraHHs Ta nepeJaBaHHs JaHUX, 100 rapaHTyBaTH KOHTPOJIb;

- TEPMIHOBO BBECTH CHUTYallll0 13 3aCBIIYYBaJlbHUMHU LIEHTPaMH B 3aKOHHE
pyciio, o6 YHUKHYTH NOTEHIIMHUX MaTepialbHUX 30UTKIB.

BucnoBok. IIpoBiBliM gaHe JOCHIIKEHHS, aBTOPU CTATTI PEKOMEHIYIOTh
BUKOPUCTOBYBaTU CepPTU(DIKOBaHI 3aco0M KpHUOTOrpaiyHOro 3axXUCTy, OCKUIbKH,
BOHU 3HIKYIOTh pusuku (anbcudikamii EIII. Kpim Toro, cmig 3akoHOJaBYO
BPEryJIOBaTH CHUCTEMY  €JIEKTPOHHOTO JOKYMEHTOOOITY, a TaKOoX po3poOUTH
CTaHAapTH, 10 JO3BOJISITH CIPOCTUTH Mpolec HakIagaHHs Ta nepesipku ELI1.
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