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AHAJII3 METOAIB BUABJIEHHSA
PIININUHI'OBUX ATAK Y EJIEKTPOHHUX
JIMCTAX

BiHHUIBbKMIT HALlIOHANBHUH TEXHIYHUN YHIBEPCUTET;

Anomauisn

Y cyuacnomy ingpopmayitinomy cepedosuwyi ivuuneosi amaxu € 0OHUM i3 HAUROWUPEHIWUX MA HAlIHebe3neuHIuUX
Memooi6 COYIanbHOT [HIICeHePIl, W0 SUKOPUCMOBYIOMbCS Ol GUKPAOeHHs KoHQidenyitinoi ingopmayii. LJopoky
KIIbKICMb (ilunecosux amax 3p0Cmae, wo npu3e00ums 00 3HAYHUX QIHAHCOBUX 6mMpam sK O RIONPUEMCME Max i O7is
36unanux xopucmysauyis. Kibepznouunyi nocmitino 800CKOHANIOIOMb MEMOOU MACKY8AHHS, MOMY 36UYAUHI Memoou
3axucmy, maki siKk QIbmpayisi Cnamy ma 4OpHi CRUCKU, He 3a6icou npayioioms. Y 0anitl po6omi 00CiONCeHO OCHOBHI
MemoOu BUABNEHHS IUUHEOBUX TUCMIG, 30KPEMA AHAI3 3A20/1068KI6 eleKMPOHHUX n08i0oMIeHb, nepesipky URL-adpec
ma aunaniz exnadenb. 3anponoHo8aHo nioxio 00 AMOMAMuU308aH020 AHANIZY eIeKMPOHHUX TUCNIE i3 BUKOPUCAHHAM
Mmosu npoepamysanns Python ma inmeepayii 3 API VirusTotal i Google Safe Browsing.
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Abstract

In the modern information environment, phishing attacks are one of the most dangerous social engineering methods
used to steal confidential information. The number of phishing incidents is increasing annually, leading to significant
financial losses for both businesses and individual users. Attackers constantly improve their masking techniques, making
traditional protection methods such as spam filtering and blacklists less effective. This paper explores the main methods
for detecting phishing emails, including email header analysis, URL verification, and attachment inspection. An
approach to automated email analysis using Python and integration with VirusTotal and Google Safe Browsing APIs is
proposed.
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Beryn

OpnHUM i3 OCHOBHUX METOJIIB KibepaTaku € (hillIMHTOBI aTakKH, M0 CIPSIMOBaHHI Ha BUKPAIeHHS 00JIIKOBUX
JaHWX Ta OTPUMAaHHsS JOCTYIy 10 KoHGifeHuiiiHOT iHdopMmamii. 3a pe3ynbTaramu 3BITIB MiKHApPOJHUX
opraizaitii 3 KibepOe3rneku, QIMMHT € HARTONIUPEHINIO (HOPMOIO COIIATBHOI IHKEHEPIT Ta CKIIAIa€ MOHA
90% Bcix KiOep3m04YMHiB. 3T0BMUCHUKHY MOCTIIIHO BAOCKOHAIIOIOTH CBOI METOAN, BAKOPUCTOBYIOUN TEXHIKH
MiJIMIHU €NIEKTPOHHUX ajipec BiANpaBHUKIB, MackyBanHs URL-anpec, momaBaHHs MIKiJIMBHX BKJIAJCHb Ta
couianbHy imkeHepiro. lle oOymoBiIOe HEOOXiAHICTH PO3POOKH e(DEKTUBHHX METOJIB BHSABICHHS Ta
OyoxyBaHHS MoAiOHUX aTak [1].

st BusiBNieHHS (DIIIMHTOBUX aTaK MPOBOIUTHCS aHAII3 3ar0JIOBKIB €JICKTPOHHUX JIUCTIB, IO CKJIAJAEThCS
3 MEpeBipKU MeXaHi3MiB aBTeHTH(IKaIlil BiNpPaBHUKA, 30KpeMa TEXHOJIOTIH JJIsl TIepeBipKU JOCTOBIPHOCTI
JOMeHy, IUpPOBUX MiINKCIB Ta aBTeHTH(DIKAIWHKX momiTuK [2, 3]. V 6a3ax IWIKIIJIHBUX CAWTIiB, TAKUX 5K
VirusTotal i Google Safe Browsing nepesipsitotbcst URL-anpecu nuctiB. KpiM Toro, 31iiHCHIOETECS aHali3
BKJIQJICHb, SIKHI TiepeBipsie ¢opmar (aiiniB Ta 3/ilCHIOE TIEpEBIPKY iXHIX XEIIiB JIJIsl BUSBICHHS BiJIOMEX
3arpos.

Pe3yabTaTu nociimxkeHns

[lig yac gocnigkeHHs 010 MPOaHaTi30BaHO CyYacHi METOAM BUSBJICHHS (IIIMHIOBHUX aTaK Ta MOXKIMBOCTI
ix aBTOMaTH30BaHOI mepeBipkd. OCHOBHY yBary MPHJIIJIGHO aHali3y 3aroJiOBKiB €JIIEKTPOHHUX JIUCTIB,
MEPeBIpIll MOCHJIaHb HA MOTCHIIIMHO IIKIJMBI PECYpCH Ta OIIHIN BKIaJeHUX (ailyliB 1100 MOXKIUBUX
(imMHTOBUX 3arpos3.

Jns peanizarii Takoro aHaji3y po3rITHYTO MOXIIUBICTh BUKOPHCTaHHS MOBH IporpamyBatHs Python [4],
0 Ma€ HIMPOKI MOXKIHUBOCTI JJii OOpPOOKH €JICKTPOHHHMX JIMCTIB Ta MEPEBIpPKH IX BMICTY. 30Kpema,
nociipkeno cepsicu VirusTotal [5] ta Google Safe Browsing [6], ski MoxyTh OyTH BHKOpUCTaHi JUist



MEPEeBIpKKA TOCKIaHb 1 (aiiliB Ha HasBHICTH (IIIMHIOBUX 3arpo3. CxeMy poOOTH MPOrpaMHOro 3acoly
HaBeJICHO Ha puc. 1.

OTpUMaHHSA BXigHOro
p A Mepesipka 3 6bazamun
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6NOKyBaHHA KopuctyBady nipospine, 6esneune abo araku

NOBIOMNEHHA WwKignvee

Pucynok 1 — Cxema po6OTH POTpaMHOTO 3aC00Y AJIS TIEPEBIPKHU €NIEKTPOHHUX JIUCTIB

AHaJi3 3arojoBKiB €JIIEKTPOHHUX JHUCTIB JIa€ 3MOTY BHU3HAYUTH MiAPOOJICHI apecH BiJIIPAaBHUKIB, IO
BHKOPHCTOBYIOThCS [UIsi 0OMaHy oTpumyBauiB. IlepeBipka URL-agpec no3Bossie BUSBIATH MOCHIAHHSA, SKi
BEeIyTh Ha MOTEHIIHHO HeOe3meuHi pecypcH, BUKOPWUCTOBYIOUHM 0a3u NMaHWX IIKIIIUBUX caiTiB. AHami3
BKJIaJICHb JlonioMarae iieHTugikyBatu miao3pii ¢ainm 3a ixHiMu remamu ta popMaTam, o 3MEHIIIYE PU3UK
3apa)KeHHsI IPUCTPOIB KOPUCTYBAUiB.

OTpuMaHi pe3yNbTaTH MOXYTh OYTH BHKOPHCTaHI B TMONANBIIIA pO3poOIi MpOTrpamMHOro 3acoly, IIo
JO3BOJIUTH aBTOMATH3yBaTH IIPOIEC aHali3y eJNEeKTPOHHOI TOINTH Ta TiJBUIIUTH PIBEHb Oe3MeKu
KOPHUCTYBaYiB.

BucnoBku

Takuit 3aci® J03BOJIMTH B aBTOMATHUYHOMY PEXHMi IEPEBIPATH EIEKTPOHHI JIUCTH Ha HAasSBHICThH
¢immHroBNX O3Hak. lle miABMIIUTH piBeHb 3aXHCTy iHPOpMAIiiiHOT Oe3MeKr KOPUCTYBayiB Ta 3MCHIIUTH
PHU3UKYU BUKpaJieHHS NaHuX. [loganbiii BIOCKOHAICHHS MOXKYTh OYTH CIIPSIMOBaHI Ha BIPOBAKCHHS METO/IIB
MalllMHHOTO HAaBYaHHS JUIS MiJABUINCHHS TOYHOCTI aHamidy (QIIIMHrOBMX IIOBIIOMJICHb, a TaKOX Ha
pO3IIUPEeHHS 033K BiJJOMUX 3arpo3 MUISXOM BUKOPUCTAHHS TEXHOJIOTIH CIIIBHOTO aHai3y BEJIIMKHUX OOCATIB
JIAHUX.

CIIMCOK BUKOPUCTAHOI JIITEPATYPU

1. APWG Phishing Trends Report [Enextpon.  pecypc] —  Pexum  gocryny:
https://www.apwg.org/trendsreport

2. Wtonna, P., Yepnum, lO., Tepemenko , T., Tepemenko, K., Hukano , 0., & I[Momimyxk, C. (2024).
Knacudikamiss Ta Meromu BUSBIEHHS QIIIMHTOBHX arak . EJekTpoHHe (axoBe HAyKOBE BUAaHHS
«KibepOesneka: ocBita, Hayka, TexHikay, 4(24), 69-80. https://doi.org/10.28925/2663-4023.2024.24.6980/

3. 'aprara B. A. Neural networks in phishing attacks. Momonp B HayImi: IOCIHiKEHHS, MMPOOIIEMH,
nepcnektrBr 2023: Marepianu BceeykpaiHChKOi HAayKOBO-TIPAaKTHYHOI iHTepHeT-KoH(pepeHuii / Bin. Hai
TeXH. YH-T., Binnuus, 2023.

4. Welcome to Python. Python.org [Enektpon. pecypc]— Pesxxum  noctymy: https://www.python.org/

5. Google Safe Browsing APl Documentation [Enektpon. pecypc] — Pexum mocrymy:
https://developers.google.com/safe-browsing

6. Virustotal. How it works [Esextpon. pecypc] —Pexxum noctymy: https://docs.virustotal.com/docs/how-
it-works

Pocmeuyvkuit Bonooumup bozoanoeuu — crynent rpynu 15C-216, dakynprer iHpOpMaLiHNX TEXHOJIOTIH Ta
KOMII'Y0TepHOT iHXeHepil, BIHHUIBKUIA HaLliOHABHUI TEeXHIYHUI yHIBepcuTeT, Binnuus, e-mail:
vova.rost777@gmail.com

Rostetskiy Volodymyr B. — student 1BS-21b, Faculty of Information Technologies and Computer Engineering,
Vinnytsia National Technical University, Vinnytsia, e-mail: vova.rost777@gmail.com

Hayxkoeuit kepisnuk : Boiimoeuu Oneca Ilempiena — x. 1. H., TOUEHT Kadeapu 3axucty iHdopmarrii, BiHHUIBKUI
HaliOHAILHUN TEXHIYHUM yHiBepcuTeT, M. Binuuis, e-mail voytovych.vk@vntu.edu.ua

Supervisor : Voytovych Olesya P.— Ph.D., Associate Professor of the Department of Information Protection,
Vinnytsia National Technical



https://www.apwg.org/trendsreport
https://doi.org/10.28925/2663-4023.2024.24.6980/
https://www.python.org/
https://developers.google.com/safe-browsing
https://docs.virustotal.com/docs/how-it-works
https://docs.virustotal.com/docs/how-it-works
mailto:vova.rost777@gmail.com

