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Abstract — Methods and ways to perform denial-of-service attack are analyzed and classified in this work.
Famous Denial-of-Service attack classifications are reviewed and analyzed. New elements of modern DoS

attack classification are proposed.
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Anomauyia — Y cTarTi npoaHanizoBaHo Ta kJjacudikoBaHo 3aco0u Ta cnoco0M NpPOBeJeHHS aTaK Ha
BiIMOBY B 00ciayropyBaHHi. Po3risinyro Ta mnpoanajizoBaHo BiaoMmi kjacudikaunii atak Ha BiAMOBY B
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cydyacHoi kJiaacudikauii arak Ha BiAMOBY B

JII0YOBI CJIOBA: aTaKH Ha BiAMOB JIYyrOBYBaHHI, KjIacudikauis MII’IOTEPHi Mepe:Ki.
KarouoBsi cjioBa: atakm Ha o o0cayrosyBaHHi, Kiacugikamis, koMn’oTe epe

INTRODUCTION

In today's world the using of computers and
computer networks increases day on day. Not only
mobile devices like smartphones and tables but also
smart household appliances — TV-sets, refrigerators,
game consoles gained high popularity. One of the most
wide-spread threats is Denial-of-Service attack [1]. The
Denial-of-Service attack makes impossible system
operation and partially or completely disables an access
to resources and services for users.

In our time Denial-of-Service attack is one of the
most dangerous and popular attacks and it's particularly
dangerous when government information resources or
critical for national security and people's health services
are under such attack [2]. It's also very expensive for
large and medium business especially web-based
organizations or financial institutions like banks or
exchanges.

Denial-of-Service attacks can be divided into 2
groups - actually Denial-of-Service-attacks and
Distributed Denial-of-Service attacks. The last group is
for attacks that are initiated using more than one
network device, usually large amount of attacking
devices. Detecting and preventing the Distributed
Denial-of-Service attack usually is much more difficult.

To simplify detecting and preventing Denial-of-
Service attacks a clear good-structured classification of
the DoS attacks is required. Currently there are a lot of

different classifications of DoS attacks, the basic is
Mirkovic’s classification [3] but there is still no good
classification adapted for today's features and trends
with a possibility to use with real systems protection.

DOS-ATTACKS CLASSIFICATION CRITERIA

The main proposed classification criteria are listed
below (Fig. 1).

By the amount of source devices — DoS attacks can
be divided into simple DoS attacks, group DDoS
attacks (with up to 100 devices) and massive DDoS
attacks (more than 100 devices).

According to this preventing methods should be
different. For simple DoS or group DDoS it's enough to
simply block packets from attacking sources using e.g.
black list. For massive DDoS [4] it's difficult to block
every source of attack manually and in the same time
not to block legitimate users from accessing the
resource.

According to attack source computers belonging to
malicious attacks can be divided into voluntary attacks
from intruder machines, attacks that use botnet, attacks
that use physical and virtual dedicated servers,
tunnelled attacks and random users' attacks.

If the sources of attack are dedicated servers
network traffic can be huge even when the amount of
sources is tiny because dedicated servers usually have
network speeds much over 1Gb/s [5]. When preventing
the tunnelled attacks it's important to consider that

74



tunnels can be used both by intruders and legitimate
users simultaneously. Detecting the difference between
legitimate tunnelled traffic and malicious one can be a
challenge.

Attacks from botnets can be divided into attacks
that use infected servers, infected home computers and
mobile devices. It's important to know that mobile
devices' IP address is not constant and can be changed
every time user connects to different wireless network.

By the list of source computers DoS attacks can be
divided into static-listed (fixed list of computers),
controlled dynamic-listed (list of attacking sources
constantly changes but there is a list of possible attack
sources somewhere, for example Tor nodes list or list

By the amount of devices By the triaqering

of users of IRC channel) and dynamic unlisted (there is
no way to constantly determine the list of attack
sources).

If the list of source computers is static it's a good
idea to simply get this list and put into firewall's
blacklist. For dynamic unlisted attacks it's very difficult
to determine which IP address would take a part in the
attack.

By the triggering attacks can be divided into manual
(when attacker manually crafts each required packed),
controlled (when distributed attack is remotely
controlled) and automatic (when the attack is triggered
without manual actions).

By the power dynamics

- simple - manual - constant
-group  (distributed ) - controlled - randomlv chanaina
-massive  (distributed ) - random scanning - determined chanaina
- list scannina - fluctuatina
- reverse scanning - increasing
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- random users - protocol - draining
- implementing -damaging
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Figure 1 — Classification of DoS-attacks

Controlled attacks can be divided by the way of
controlling into direct-controlled attacks (attack is
controlled from the single point and infected computers
have open ports that allow to identify them) and
indirect-controlled (attack is controlled with reverse-
connections or additional protocols like BitTorrent or
IRC) [6].

Direct-controlled attacks can be divided by the way
that infected computers are added into network into:
random scanning (attacker randomly scans IP-addresses
looking for infected computers), list scanning (attacker

uses the list of infected machines) and reverse-scanning
(infected machines notify the attacker themselves).

By the vulnerability type attacks can be divided into
semantic (use the features of network protocol or
applications) and flood (floods and overloads with a
large amount or size of packets).

Semantic attacks can sometimes be prevented just
with software update or proper reconfiguration but the
uncontrolled professional massive flood attacks can be
prevented only by increasing the hardware power and
network channel or using load-balancing or
professional specialized anti-DDoS services.
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By the correctness of the source address attacks can
be divided into: attacks with correct source addresses
(it's possible to determine the source of the attacking
machine), spoofed attacks (the source address in
packets is malformed) and reverse-attacks (use servers'
replies for attacking, for example DNS. It seems that
the legal service attacks when really it's just responding
to incorrectly formed queries).

Attacks with spoofed source address are very
dangerous because it's quite difficult to identify the true
source address of the attacker and it's important not to
block legitimate users. Revers attacks became very
popular few years ago and are even more difficult to
prevent because if the attacker use BitTorrent-tracker or
DNS server the attack even from the single attacking
computer can be very powerful because DNS servers
are designed to deal with very large amount of queries
and torrent tracker can has thousands or even millions
of users connected at the same time and they can send a
lot of traffic to victim machine [7].

By the power dynamics attacks can be divided into
the attacks with constant power, attacks with randomly
changing power, attacks with determined changing
power, attacks with fluctuating power and attacks with
increasing power.

By the layer attacks can be divided into attacks on
physical layer (physical intrusion into a computer
system, a cable break, radiation), attacks on the data
link layer [8] (overloading on the frame layer), attacks
on the network level (attacks on the IP protocol layer),
attacks on the transport layer (attacks on the layer of
datagram and segment), attacks on the session layers
(attacks inside of logical connections), application level
attacks [9] (attacks on the application protocols like
HTTP or FTP) and attacks on services (attacks on the
application that runs on top of the application layer, e.g.
cloud service or web framework) [10].

It's important to note that then higher the layer of
the attack is than less services are damaged. Physical of
data link layer attack can disable the entire network but
the application layer attack can only slow down or
make inaccessible for users the web server with all
websites. The application layer attack can only disable
an end-user application e.g. a web application or
service as well as protection mechanism.

Application layer attacks quickly gains popularity
as the result of high popularity of mobile applications
that are often built on top of the Web and use HTTP-
based queries such as JSON.

By the effect attacks can be divided into blocking
attacks (as a result it's impossible to connect to service
for users), draining attacks (attacks drain a lot of
networks or CPU resources but the service remains
available) and damaging attacks (they damage an
attacking component for example a cache, file system
or protection mechanisms and as a result the data can
be lost).

Blocking attacks can be divided into repairable and
non-repairable. Attack is repairable when the service

becomes available again after the attack stops without
any manual actions.

By the type of the wvulnerability attacks can be
divided into protocol attacks and current
implementation attacks.

SUMMARY

There were reviewed and analyzed known Denial-
of-Service attack classifications in this paper.

New modern classification of different types of
Denial-of-Service attack depending on different aspects
was proposed for future development.

Future plans are to complete investigation of
different Denial-of-Service attacks and to improve
proposed classification. This investigation can be used
for future development and research.
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