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NIABUIIEHHS POITYCKHOI 3IATHOCTI METOY
MNPUXOBYBAHHSA IHOOPMAIIIL B
PACTPOBHUX 30bPAKEHHAX
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Anomauisn

3anpononosano edockonarenus memody Kymmepa-/ocopoana-boccena, wo suxonye cmezanocpagiuni npuxogy-
8AHHA OAHUX 8 NPOCMOPOSIll 00IACNI PACMPOB0O20 300padCceHHA. BOOCKOHaNeHHs noaeac y 86e0enHi 8 Memoo 000am-
KOBUX NPABUT, WO YCYBaAIOMb NPOOeMU 8UTYHEeHHA OAHUX | NIOGUWYIOMb NPONYCKHY 30AMHICMb MEMooy.
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Abstract

The report improving the Cutter-Jordan-Bossen steganographic method, which performs steganographic hiding da-
ta in a spatial region of bitmap. The essence of perfection is the introduction in the method additional rules, which can
eliminate the problem of the data extraction and increases throughput of the method.
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Beryn

3apa3 icHye norpeba B IpUXOBYBaHHI Bce OibIIoro 00’emy iHdopmailii, Tomy npobiema 3axucty iHgo-
pMariii BiJi HECAaHKIIIOHOBAHOTO JOCTYITY CTa€ BCe OUBIN aKTyalbHOIO B JaHUH yac. Ha pamxy 3 kpunrorpadi-
YHIMH METOJJAMH 3aXUCTY ICHYIOTh cTeraHorpadidHi MeToau, sSKi Ha BiAMiHY Bia kpunTorpadii MpuxoByOTh
caM (akT iCHyBaHHs MPUXOBaHUX NaHuX. CTeraHorpadiuHi anrOpuTMHU HIMPOKO 3aCTOCOBYIOTHCS ISl BUPI-
IIeHHS HACTYITHUX 3aBllaHb: 3aXHUCTy KOH(QIAEeHMIHHOI (ciyx00Boi) iHpopMarii BiJg HECaHKI[IOHOBAHOTO
JOCTYITy, 3aXHCTy aBTOPCHKOTO IpaBa Ha IHTEJEKTyalbHY BIACHICTH, ITOJOJAHHS CHCTEM MOHITOPHHTY i
yIPaBIiHHS MEPEKEBUMHU PECypcaMu, KaMy(QIIIOBaHHsI TPOTPAMHOTO 3a0€3IeUCHHS, CTBOPEHHS ITPUXOBAHUX
KaHaJiB BUTOKY iH(opmarrii [1].

Haii6inpmioi nomynsapHOcTi 3100y MeToan (alropuTMH) MPUXOBAHHA iHGOpMAIlii, 10 BUKOPUCTOBY-
I0Th Y SKOCTI KOHTeiiHepa 300paxecHHs. Lle 0O0yMOBIIEHO HACTYMHHMHU NPHUYMHAMU: BIIHOCHO BEIUKUM
00’€MOM TpeJICTaBICHHS 300pakeHb, BUCOKOIO MPOIYCKHOK 3JIaTHICTIO, BIJCYTHICTIO OOMEXEHbB, 110 Ha-
KJIaJal0ThCS BUMOTaMH PEajIbHOTO Yacy, CIa0KOI0 YyTIMBICTIO JIOJCHKOTO 30py 10 HE3HAYHHX 3MiH KOJIBO-
piB 300pakeHHs1, HOTO SICKPAaBOCTi, KOHTPACTHOCTI, BMIiCTy B HhOMY IITyMY, CIIOTBOPEHb MOOIH3y KOHTYDIB,
HEOOXITHICTIO 3aXUCTY BiJl HE3aKOHHOTO PO3MOBCIOPKeHHS [2]. IcHye OaraTo pi3HOMaHITHHX cTeraHorpadi-
YHUX METOJIB, aJle KUIBbKicTh iH(opMallii, sKky MoxxHa BOyayBatu oOMekeHa. [1pu 30ibIIeHHI TPOITyCKHOT
3IaTHOCTI aBTOMATHYHO MOTIPIIY€ETHCS SIKICTh 300payKEHHS Ta CTIMKICTh JI0 aTak, SKIIO MiIBUIIYBaTH CTiH-
KIiCTh JI0 aTaK — 3MEHIIMTHLCS TPOIyCKHA 3JIaTHICTh 1 MOTIPUIMTHCS SKICTh 300paxkeHHs. [lil mpomycKHOO
3IATHICTIO IPUXOBYBAaHMUX JAaHUX PO3YMIIOTh MaKCUMaJIbHY KiJIbKICTh iH(opMallii, sika Moxke OyTH BOyJ0Ba-
Ha JI0 OJIHOTO eNIeMEeHTY (HalpHuKIIaJ, MiKces1) KOHTeiHepa, 000B'I3KOBOI0 YMOBOIO IIPH [IbOMY € O€31TOMUJI-
KOBICTh Iepejiadi MPUXOBYBAHUX JaHUX OJIEP)KyBadyeBi, a TAKOXK 1X 3aXHIIEHICTh BiJl aTak MmopymrHuka [4].

BinpuricTe icHyr0YHX MeTOJiB BOYIOBYIOTH iH(OpMAIIiIO B TPOCTOPOBY 00JacTh 300paXKeHHSs, aje BOHU
JOCHTH HECTIHKi 10 HABMUCHHX Ta HEHABMUCHUX aTak. ToMy JOIIJIbHO BHKOPHUCTOBYBAaTH METOIH ITPUXOBY-
BaHHS iH(OpMaIii B 4aCTOTHY 00JacTh 300pakeHHs, sIKi CTIHKiII 70 arak, mpore iXHIM HemodikoMm Oye
ripiia mpomnyckHa 3aaTHicTk. [nes metony Kyrrepa-/[xopnana-boccena 6a3yerbesi Ha 0COOIUBOCTI 30POBOT
CHUCTEMH JIIOJIMHY, & CaMe Ha HAWMEHIIIH YyTIUBOCTI JIFOJICKKOTO OKa JI0 CUHBOTO KOJIbopy B Mojeni RGB.
JaHuii MeTox BiIpi3HAETHCS BUCOKOIO CTIHKICTIO 0 aKTUBHHUX CTeraHOTrpadiyHiX aTak CTUCHEHHSM, T'eoMe-
TPUYHUM TEPETBOPEHHSM 1 po3muBaHHsM [3]. TakuM YHMHOM 3a7a4ya BIOCKOHAICHHS JAHOTO cTeraHorpadi-
YHOTO METOJly IPUXOBYBaHHsI iH(opMaIlii, a came MiIBUIIEHHsI MPOMYCKHOI 3/IaATHOCTI 1 30epeKeHHs CTiiKO-
CTi JIO aTaK € akTyaJbHOIO Ta Ba>KJIMBOIO CHOTOJIHI.

Pe3yabTaTu gociaixxeHHs

B nmomosiai npoBeneHe IOCIIDKEHHS MPakTUYHOI peanizaiii meroay Kyrrepa-/Ixopnana-boccena, mpo-



aHATI30BaHO PsA MPoOJIeM, TIOB'SI3aHUX 3 XapaKTEpPoM 300pa)keHHS, IO 30epiraeThCs B BHXIIHOMY CTETO-
koHreiinepi [5]. TIpobaemu BOYIOBYBaHHS, i BIAMOBIAHO BWIYYEHHS, CEKPETHUX JAHMX MPH HASBHOCTI Y
BUXITHOMY KOHTEHHEpi o0nacTeld, B IKUX OLIBLIICTH MIKCENTiB MalOTh: MAKCUMAJIbHE 3HAYEHHS [0 CHHBOMY
KaHally, HyJbOBE 3HAUCHHS 10 CHHbOMY KaHally, YOpHHUH KoJiip (MiHiManbHEe 3HAUYeHHS 3a BCiMa KOJBbOPOBH-
MU KaHaJaMm).

3a 3anpornoHoBanuME Moaudikamismu [6-7] metony Kyrrepa-/[xopaana-boccena Oyiu mpoBeaeHi eKc-
MEPUMEHTANIBHI JOCITIKEHHS. BUXiTHUM MaTepianoM JUIs eKCIIEPUMEHTIB OyJIH pacTpoBi 300paskeHHS, 110
PO3PI3HIIOTHCS 32 TOXOMMKEHHAM ((DOTO3HIMKY Ta CHHTETHYHI 300payKeHHSI ), PO3MipPOM, PiI3HAMH YaCTHHAMH
o0yacTell CyIUTBPHOTO OAHOTO KOJBOPY 1 oOnacTel, mo MicTaTh apiOHI KoHTpacTHI fAetani. [IpoBeneni exc-
MEPUMEHTH MOKa3ajlH, IO 3apONOHOBaHI MOIUdiKalii METOTy TO3BOJSIOTh NPaBUIBLHO BUTATYBATH CEKpe-
THi TMOBiAOMIICHHA 3 ()parMeHTIB 300pakeHb-KOHTEHHEPiB, HA SIKMX TPAIULiHHUI METOA JaBaB MOMHIIKY
BUJTYYCHHSI, a TAKOXK YCYHYTH TIOMHUJIKA BUJTYYEHHS CEKPETHHX OITIB 3 OJMHUYHUM 3HAYCHHSM 3 oOnacteit
KOHTelHepa, B AKHUX ITKCeJl MaloTh MaKCHMalbHE 3HAUCHHS [0 CHHBOMY KaHally, CEKpPEeTHHUX OiTiB 3 HYJIbO-
BUM 3HA4YeHHSIM 3 obOjacTeil KOHTEeiHepa, B SIKMX MIKCENi MalOTh HYJIbOBE 3HAYCHHS MO CHHBOMY KaHaly,
CEeKpEeTHUX OITIB 3 OMUHUYHUM 3HAYCHHIM 3 00JacTelt KOHTEIHEPa, B AKUX BCi IMKCEI MAlOTh YOPHUH KOITIp,
CEeKpeTHHX OiTiB 3 o01acTeil KOHTEWHEepa, B SIKUX MICTATBCA TyKe ApiOHI AeTaii, a TaKoX MiABHUIEHHS CTii-
KOCTI Ta MPOMYCKHOI 34aTHOCTI METOY.

BucHoBkHu

[TpoananizoBaHO icHyIO4i cTeraHorpadiuHi METOIM MPUXOBYBAaHHS iHPOpMAIl B pacTpOBUX 300pakeH-
HsX. Y TOCKOHaNeHo creraHorpadigamii meton Kyrrepa-J[xopnana-boccena, a came TiABUINEHO MPOITYCKHY
3IaTHICTh METOy NMPUXOBYBaHHS iH(OpMAaIIii B pacTpOBHUX 300paXe€HHX, 30€PTiF0UN NPH IHOMY CTIHKICTh
1o aTak. Po3po0sieHo airopuT™ Ta MPOrpaMHUE 3acio JJis peaizallii BJOCKOHAJICHOTO METOAY.
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