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Anomayis — TIpoBejeHo aHaji3 KPUNOTOCTIHKOCTI CTaHAApTHUX 3acofiB 3axucry iHdopmanii 3 oOMexeHUMH
00unCTIOBAILHUMH pecypcaMu. OOIpYHTOBaHO YMOBM iCHYBaHHA OJHOCTOPOHHIX (YHKIiH 3 BpaxyBaHHAM CHMeTpii
Yyacy 3a [AOMOMOrorw Teopii JiHiHHUX mnocaigoBHiCHUX MammH (JITIC). Po3risiHyTo (YHKLiOHYBaHHS JIHIWHHX
KOHIPYeHTHHX reHepaTopiB Ha OCHOBi aBTOMaTHHX Mogesel B noui I'anya. 3anponoHoBaHa CTPYKTypa MasiopecypcHoOi
0/JHOCTOPOHHLOI Xem-(pyHKIii Ha 0CcHOBI TeopeTnuHoro anapary JIIIC.
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I. BcTYn MPUMITHBIB sIK Xell-(pyHKLii, reHepaTopy TIICeBO-

. . . BUIAJIKOBUX UMCes, 6/IOKOBIi Ta IMOTOKOBI IIM(PH TOII[O.
MaricTpanbHUM IIJISIXOM PO3BUTKY iH(OpMaLliiHMX

TeXHOJIOTiM B HaWO/MmKui poku crtaHe IHTepHeT Peueid II. OAHOCTOPOHHI ®YHKLII

(Internet of Things, IoT). Llefi HampsiMOK XapakTe- .

pU3yeThCs 00’ €[HaHHAM B €UHY Ge3IpoBiHY MeEpexy PosrnsHemo  gymkuiro  F',  sxa  meperBoproe

Di3HOMAHITHHX NpU/IAAiB, CEHCOpiB, faBauiB (Turmy  ABIMKOBMH psfoK cuMBOIB JoBkuHOIO Il B

MITOK pafiiouacToTHoi ifenTudikarii, REID) [1]. ZBIKOBHI psiOK CUMBOIIB foBxkuHoo 1M (M < <N
CTpiMKHI pO3BUTOK TakUX TeXHOJIOTIH poOUTh ):

Jy’)Ke aKTya/JlbHMMH TMTaHHS, $IKi TOB’si3aHi 3 IX F:{0,1}" —~{0o1}™.

indopmariitiHoro 6e3nekoro. OCHOBHOIO TPOOIEMOI0 €
Te, L0 3a3HaueHi IHTepHeT-3aco0M MarOThb 3HAYHI
oOMeXXeHHs1 Ha TPOTrpaMHO-anapaTHi pPecypcH, 1o

@yukiis F HasuBaeTbCa 0JHOCTOPOHHLOO (One-
way), SIKII0 BUKOHYIOTHCS Taki yMoBH [3]:

POGUTL HEMOXK/TMBMM 3aCTOCYBAHHS O HHMX BiZOMHX 1. [ina petepmiHOBaHOI MarmmHU TeropiHra icHye
CTaHJAPTHUX Cr10Co0iB 3axucTy iHbopMaryil. anroput™, skud Ana GyAb-skoro aprymenty X 3

EdektuBHUM BupilleHHsAM TipoGsiemu 3abe3rie- To/TiHOMia/IbHOKO CKIaAHicTIo obuncaoe Y = F (X) |
uyeHHs1 iHQopMalifiHOI 6e3neku y cBiTi IHTepHeTY 2. ﬁMOBipHiCHa MmamyHa TeropiHra Moxe IO

Peueii MoXXe CTaTH Tak 3BaHa «MajopecypcHa» (low sajjadoMy Y BuU3HAuMTH aprymeHT X i3 piBHAHHS

resource) abo «JIeTKOBAaroBa» Kkpurrorpadis vy =F(X) 3 1vyke Maioro AMOBIDHICTIO:

(lightweight cryptography, LWC) [2]. Ay P ) 1
3ajauero IIPOEKTyBaHHs 3aco0iB ManopecypCcHOI P{F(Tr(F(X)=F(x)}<——

Kpunrorpadii € 3HaXOKeHHs KOMIIPOMICYy MiX p(n)’

HasiBHUMHM OOMEXEHHSIMH, LIiHOI Ta KPUITOCTIHKiCTIO

Q/ITOPUTMIB  3aXMCTy. Takwii KOMIIPOMIC MOXKHa .
P Y- P . HedopmanbHO KaKyuHW, OJHOCTOPOHHS (YHKLIisI
LIyKaTh $IK Ha OCHOBI CIIPOIEHHs BiJOMUX Tak i

. - . F(x -
po3pobii HoBux Kpumnrorpadiuaux 3aco6iB. Takum (X) nerko obuncmoe cBoe sHaueHHs A GYflb
UMHOM, CBOTOJIHI € aKTyaJbHUMH [JOCJI[PKeHHS 3 AKOro aprymeHTy X , Of]HaK, Jy)Ke BaXKO 3HaHTH
Mo3uLi ManopecypcHoi KpunTorpadii Takux 6a30BUX aprymeHT QyHKLUI 110 ii 3HaUeHH!O.

ne P(1) — nesikuit moninom posmiprocti 1 .



OpHOCTOpOHHST  (YHKLis € LeHTpaJbHUM
MOHATTAM B Kpunrtorpadii, 6arato kpunrorpadiuHux
NpuUMITUBIB 0a3yeTbcst Ha 1i OCHOBi, ane came
icHyBaHHS Takol (yHKLIi 0 [JbOTr0 yacy MaTeMaTU4YHO
He /IoBeJieHO. SIK He [JOBEJIEHO Ta He CIIPOCTOBAHO 30ir
knacis cknagrocti P ta NP (P #NP?),

Linkom MOXJIMBO, 10 pO3B’sI3aHHA Lji€l
npobseMy He iCHye B paMKax iCHYHOUOI MapajurmMu
0OUNCITEHD.

Tomy cripobyemMo mpoaHasi3yBatd mpobsiemy
iCHyBaHHSI OJJHOCTOPOHHBOI (DYHKIIil 3 iHIIOTO OOKY.

B cyyacHux Mogiensix OOUMCIIOBAJbHUX IpOLieciB
BHUKODHCTOBY€ETHCSI JIiHIMHA CTPyKTypa uacy, sKa
HarpaeJieHa BiJj MUHYJIOTO 10 MaibyTHROro. OfHaK B
(yHAaMeHTa/lbHUX 3aKOHaX (i3MKU BiJ K/IaCHUUYHOI
HBIOTOHIBCBKOI JUHAaMiKu 0 Teopil BiJHOCHOCTI Ta
KBaHTOBOI MHAMIKM KaTeropis uacy He MiCTUTb B c00i
BiAMiHHOCTI MK MuHY/IMM i MaiibytHiM [4]. Le
0O3Hayae, 110 TeopeMH, sIKi BipHi IpU 3MiHi 4acy Bif,
“remepiliHBOr0” 10 “MaiibyTHBOr0”, OYAYTH TaKOX
BipHMMM IIpU 3MiHI vacy Bif “TenepiliHbOro” g0
“MUHYJIOT0”.

Bizpasy BBejeMo He0OXi/[HI yTOUHEHHS.

[Mo-nepuie, mMu MaemMo Ha yBa3i He (i3uunHy
KaTeropito yacy, a Jiilie MaTeMaTHyHy.

[Mo-gpyre, OyAeMO PpO3T/IAJATH JIMIIE AWHAMIYHI
cuctemu ([1C), gKi XapakTepU3YIOTbCSI MHOKMHAMU
CTaHiB, BXOZIB i BUXOZiB, a TaKOX ABOMa (YHKLIiSIMU:
nepexofiB i  BuxofiB. OOMEXHUMOCh  Ti/IbKU
interpoeanumu JIC 3 ofgHUM CTymeHeM CBOOOIH, [Jist
SIKUX TIOC/I/IOBHICTb 3MiH CTaHIB B uaci yTBOPIOE B
MPOCTOpi  CTaHIB  CUCTeMH  3aMKHYTY  (¢a30oBy
TPAEKTOPII0 Y BUTJISAAL KoJa [5].

Hali6isbl  pO3MOBCIOMKEHUM  MPeACTaBHUKOM
3a3HaueHux [JIC € aBTOHOMHI KiHLIeBi aBTOMaTH,
30KpeMa, aBTOHOMHi JiHiMHI aBTOMaTu. Came Taki
aBTOMaTH i  BUKODUCTOBYIOTbCSA B  Cyd4acHii
KpunTorpadii.

III. ABTOMATHI NPEOCTABJIEHHSA
KPUNTOrPA®IYHUX ®YHKLLIA

Bbararoobiustounm TmiaxogoM B Kpurrorpadii €
BUKOPHUCTaHHS TeOPeTUKO-aBTOMaTHUX MOZeJIei.

PosrnssHeMo KpuntorpadiuHi MPUMIiTHBY Ha OCHOBI
Teopil JiHIMHUX rocigoBHiCHUX cxeM (JITIC) [6].

O3HAYEHHSA 1. JIIC 3 ' enemeHTamu mam’sri,
I Bxomamu i ™M Buxozamu € KiHI|eBUM aBTOMATOM
nmiHiMHOTO THMy (MiHIAHMM aBTOMaTOM), SIKUN Haf
nonem F'anya GF (q) omucyersea dyHKIi€r0 CTaHiB
(mepexofiB)

S(t +1) =AxS(t) + BxU(b),

(1
i GyHKIIi€r0 BUXOAIB
Y(t) =C xS(t) +D x<U(t),

, (@)
A =ay

ne t —
B by e 3 2 il
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Enementy wmatpuni A B (1) BU3HAuUaOTLCH
KoedillieHTaMM TOpPOJPKyBa/JIbHOIO TMOJIiHOMa, 10
CBiIUMTH TPO TiCHUII 3B’SI30K aBTOMAarHOrO i
TIOJIIHOMIanbHOT O TIpe/iCTaBeHb B osiax ['anya.

Hatinpocrimoro amapatHoto peaisariero JIIIC €
3arajJibHOBIJOMUI  perictp  3CyBy 3  JIHIMHUM
o6epHeHuM 3B’s13koM (P3J103).

O3HAYEHHS 2. AsroHomuoro JIIIC /Nfst wap

monem  GF(2) HasuBaeTbcsi  Taka  JIIIC,

GyHKLiIOHYBaHHST $IKOI He 3a/eXuTb Bif BXiJHUX

CUTHAJTIB i OMTUCYeThCsA (QYHKILIi€I0 CTaHiB (TIepexofiB)
St+1) =AxS(t), GF(2)

3)

AnapaTtHoro peasnizaniero aBroHoMHOI JIIIC €
P3/103, skuii micns 3amycky Jami (QYHKLiOHye Yy
BibHOMY pexkumi 3rizHo (3). ITpu Bubopi Matpuri A
B (3) Ha OCHOBi TpPUMITUBHOTO IOPOJPKYBAa/IbHOIO
noninomy I -Bumipna JITIC Oyne redepysatd M-
MOC/Ii-0BHICTh mepiogy 27 —1, sKa npu BeMkux I
MpPakKTUYHO He  BIiJpI3HSETbCA  Bif  BUIAAKOBOI
TOC/TiJOBHOCTI. Tobro, Taka JITIC byme

TICeB/IOBUMNAKOBUM TreHeparopom uucen (IIBI'Y) B
noni. GF(2)

Taku#i  I[IBI'Y  (Ha3BemMo  1Oro  IpsSMHM)
(GYHKI[iOHY€e TO IIKadi yacy Bif “TerepiliHboro” Ao
“MalibyTHBOr0”.

Mo3Haunmo Touatkoeuii cran JITIC sk S (0) , a
KiHL|eBUl CTaH yepe3 TakTiB poboTu npsimoro IIBI'Y sik
S(n) . Topi nocnigosHicTs oGuwcieHs 3rigHo (3)
MO)KHa KOMIAKTHO 3aMycaTy Tak:

S(n) =F £ (S(0))

“4)

O3HAYEHHSA 3. Ob6epueHoro aBroHoMHOI0 JITIC
Niny Hag onem GF (2) wasupaerscs Taka JIIIC,
(GyHKI[iOHYBaHHSI sIKOI He 3aleXXWTh Bif BXigHHUX
CUTHaJIiB i onuCyeTbCsl (QYHKLIi€r0 CTaHiB (TlepexofiB)

S@) =A;,, xSt +1), GF(2)

)

ArmapaTHoIO pearizallieto 00epHeHOi aBTOHOMHOI
JITIC e TIBI'Y (uHa3Bemo #oro oOepHeHUM), SIKMM
(GyHKI[iOHY€e 10 IIKasi yacy Bif “TerepilmHboro” Ao
“MHHYJIOr0”.

O6epuenuii [IBI'Y renepye enemeHTy B ot 'anya
B o0OepHEHOMYy TIOpsiAKY B TIODiBHSHHI 3 TIPSIMHAM
[IBI'Y. flkujo obepHenuii IIBI'U mouHe rmparjfoBaTi
nicasg npsamoro [IBI'Y, Tozai mMoxxHa 31 cTaHy S(n)

3HOBy moBepHyTHCh B ctan S (0) :
S(0) =Fipy (S(m) .
(6)

He BaXkO 3pO3yMiTH, L0 TOBEPHYTHCh B CTaH
S(0) inmmm criocob6om, HampHK/Iaz, 3a FOMOMOTO0
GbysKii iepexomiB (3), «IyKe BaXKO». TakuM UUHOM,
dyHkiist mepexogie (3), um dymkuis Ffsc B (4), €
OZIHOCTOPOHHBLOMO 1A Iipsimoro [IBI™Y.

Awnajnoriuno, pana  obepHenoro IIBI'Y  opgHO-
CTOpPOHHBOIO (yHKIi€l0 € ¢yHKLis craHiB (5) uu
dyuxuis Finy B (6).

LlikaBo mpoaHami3yBaTH 3B’SI30K MiXK (QYHKLisIMU
Frse i Fipy 3 nosuniii ckmagaocti o6unciess. Sk



BUAHO 3 (3) Ta (6) Ui ¢yHKLUil B MaTeMaTUYHOMY CeHCi
BiZIpi3HAIOTBCS CBOIMU XapaKTepyuCTUUHUMHU
MaTpHLISIMH.

Marpui A Ta Ajny € B3aeMHO 06epHeHNMH,
TO6TO iX F0GYTOK fOpiBHIOE OfvHMYHIA MaTpuni 1 :
AXA, =1,
SIK BiZjOMO, MOC/TiAOBHUN aArOpUTM 3HAXOJPKEeHHS
obepHeHOi MaTpWlli B HaAWTipIIOMy BWIAJKy Mae
. 3 .
yacoBy ckmagHicte O(n~)[7]. Ha mnpaktuui
BUKODHCTOBYKOTHCS  MaTpuiii A gyke TpocToi
CTPYKTYPH, i (haKTUYHO TiepexiJ Bif ofHOI MaTpuri go
iHIII01 BUMarae Jimille BOX LIMK/IIYHUX OrepaLliii 3CyBy
pAAKIB i cToBMIiB MaTpuLb [8].
Takum umHOM, 3ajaua mepexogy Bim L fst g0
Finy i HaBmaku mae mnomiHOMiambHY cKnagHicTh i

HAIeKUTh [0 Kiaacy cknagHocti P . A cami
obunciienHs 3a ¢popmysamu (3) Ta (5) MarOTh TiHIHHY
cknaguicte O (N

Io cyti dynkuii Fre ta Finy € J3epKaIbHUM
BiZjoOpa’keHHsIM OfiHa OZIHOI 1 TX MO’KHA PO3TJ/ISIjaTH SIK
IBi croponu opuiei iHTerposanoi ¢yskuii F . 1 ug
GyHKLisS BXe He € OJHOCTOPOHHBOK TMpU pPO6OTI 3
pi3HMMM 1IKajaMH 4acy.

B [9] oTrpumaHO GyHJaMeHTaJbHUM pe3yJbTar,
SKUA KOPOTKO (DOPMY/IHOETHCSI Y  BUIJISIAI  Takoi
TeOpeMHU: «IICEeB/JOBUIAZKOBI reHepaTOpy iCHYHOTb TOZI
i mie Tofi, KO/ iCHYIOTb OJJHOCTOPOHHI (YHKIIi1».

AK  MOKa3ylTb  BHUIEHABEJEHi  pO3paxyHKHU
3a3HaueHa TeopeMa Oyje  CrHpaBeiMBOI  TpU
BUKOPUCTaHHI /MIlle 0JHOTO YaCOBOr0 HAMpPSIMKY.

IV. JIHINHUA KOHIPYEHTHUNA FrEHEPATOP

Jlinittnuit ~ KoHrpyeHTHHit  reHepatop  (JIKT)
HaJIe)KUThb bifo] HalBigomimmx reHepaTopiB
TICeBAOBUMNALKOBUX UHCe/l. 3BaKalOud Ha IPOCTOTY
peasi3arjii Ta MIBUAKICTH POOOTH HOTO L/IKOM MOXKHA
BifHecTH 70 3acobiB MamopecypcHoi —Kpurtorpadii.
HesBakatoun Ha HU3bKY KpunTocTivikicts, JIKT' mae
JIyKe IIHUPOKYy cdepy 3acTOCyBaHHS, 30KpeMa, B
KOMITi/IITOpax 6araTb0X MOB MPOrpamMyBaHHSI.

JIKT' ¢opmye riceBAOBUMNASKOBe UMCiI0 X 3TiJHO
dhopmyu
x; =(axxj—; +c)modm
™
ze a,c,m._
i=1,2,3,...)

X0 - moyaTKoBe 3HaueHHs (3apojioK, seed).
Hesaxxko nmomituTtu ananorito mix JIKI' ta JITIC.
@opmymu (3) i (7) peani3yoTh TPUMITUBHO-

PeKypCHBHY (PYHKLIiIO 3 OAHUM 3MiHHMM TlapaMeTpoM:
vac T pgna JITIC i X; pns JIKD. O6uucrnenHs 3a

mogynem 1M B (7) aHanoriude O6GuUMC/IEHHIO B IO
Tanya B (3). ITpu npaBuibHOMY BUOOpPi KOHCTaHT B (7)
JIKT' Gy[ie reHepyBaTH JOCTaTHBO JIOBTY i CTAaTUCTHYHO
XOpoLLy MOC/iIOBHICTh qucer, aHaJIoTiuHy
M-nocnipgosHocTi s JITIC.

HOns ananizy kpunrtocriiikocti JIKI'  posrisHemMo
npoliefypy reHepanii uucen B (7) 3 mo3uuii
ckaagHocTi  obumcieHb. SIKIO 3apofiok  XQ €

LILJIOUUCIIOBI KOHCTaHTHU (

CEeKpPeTHUM [/l CyNpOTHWBHUMKa, ToAi cdopmyna (7)
Bi/ITIOBi/ja€ BUMOraM O/IHOCTOPOHBOI (PYHKIII.
Uu MoKHa oOpraHi3yBaTHM TeHepallito uucen 3a
nponomoroto JIKI' B 06epHeHOMY MOPSIAKY?
PosrnsHeMo crioyaTky HaMIpOCTilLIMiI  BapiaHT
JIKT, komu ¢ =0 :
Xx; =(a*Xxj—)modm
®
Iareprperyroun JIKT sK KiHIleBU aBTOMAT B TIOJIi
Fanya GF(m)  pepaxko BuBectw  dopmyiy
reHepariii MCeBJOBUMAJIKOBUX UHCET B 00epHEHOMY
TIOPSIZIKY:
Xj—1 =(ajp, X x;)modm s
(€)]
ne diny — KOHCTaHTa, obepHeHa 10 KoHcTanty d .
@opmynin (8) i (9) € TOBHMMM aHalOramu
Bignosigunx gopmyn (3) i (5) gns JITIC. B 3aramsHOMY
Bunazky, komu € Z0:
Xi—1 =((x; +c)xaj,, +c+w)ymodm |
(10)
ge w=1 abo w=—1 B 3zanexsocti Big
criBBiZHOIIEHHs MiX KoHcTanTamu > €5 1M
Bemmuunay diny B (9) i (10) MOXKHa pO3T/IsiAaTH, K
oOepHeHUii efieMeHT Toisl ['asya BiJHOCHO BeTUYWHH
d | T06TO CMiBBiJHOIIEHHS MK BKa3aHUMH YMC/IaMH
Take:
axa;,, =1modm
Otxe, po ananmizy JIKI' mo)kHa 3acTtocyBaTd BCi

OCHOBHI TeopeTnuHi mnosioxkeHHs1 JIIIC BigHOCHO
OJJHOCTOPOHHIX GYHKLiH, siKi Oy/1 PO3I/ISIHYTI BUILE.

V.MANOPECYPCHI XELU-®YHKLLII

[TepcrieKTMBHUM HarpsiMKOM B c¢epi MiHiaTiopu-
3arii 0OUMC/IIOBANILHUX TPUCTPOIB € po3BUTOK RFID-
texHonori# [1,2]. i TexHosorii 6a3yr0ThCs Ha aBTOMa-
TUUHIM igeHTHdiKaLii 00’ekTiB, kKo  iHdopmauis
rnepefaeTbCsl 3a  JONOMOrOK  pafioCurHaaiB i
30epiraethes B crienianbHUX RFID-MiTKax. OCHOBHUMU
npobseMamMu  TYT € 3abe3neueHHs] I1PaBU/IbHOCTI
repefaui Ta 36epeXxKeHHs KOHimeHIitHOCTI
iHbopMariii, 3anvcaHoi B MiTKH.

[ns  mepeBipKM Li/ICHOCTI Ta ayTeHTUYHOCTI
TOBiZIOM/IEHb MOKHA BHKOPHCTATH XeILyBaHHs, TOOTO
VIiIbHEHHS T109aTKOBOI mocigoBHocTi X  CHMMBOJIIB
noBineHOI foexuan I B nocnigosnicte Y cuMBonis
dixcoranoi gopxuaum I (r <<9) . 3-3a cyrreBux
oOMe>KeHb Ha YacoBi Ta amapatHi pecypcu auist RFID-

TeXHOJIOriH MO>KHA BHUKOPHCTOBYBATH JIULLIe
MaKCHUMaJTbHO «T10JIETIIIeHi» Xelll-a/iTOPUTMH.

Onsa  aHamizy  xew-QyHKLilA TakoX  YacTo
BUKOPHUCTOBYETBCS aBTOMaTHUKI uidivehi [10].
Po3rnsHeMO TIpolielypy  XeIlyBaHHS Ha  OCHOBI

TeopetryHoro arapary JIIIC [6]. B upoMy BUIAQAKy
nocigoeHicte X MOXKHa iHTepIIpeTyBaTh K BXiZHY
TIOCTiZIOBHICTE CUMBOJIB, mif Aiero skoro JIIIC 3
Jesikoro mouatkosoro craHy S(O) mepeiine B cran
S(n) . Maremarnuni IIepeTBOpPeHHsT B IIpoLieci
iTepaTHBHUX 00UMC/IeHb 3AiHCHIOTHCS 3rifHO dhopMynu



(1). OGuncnenwii cran S(1) i Gyge 3HauenHsM
dynxuii xemrypanns H (X)) :
H(X)=S(n),

Taka xem-¢yuknis H(X) 6yze npugatHOIO
TUIBKA [/l IIepeBipKU BIiZICYTHOCTI HeHaBMUCHUX
CIIOTBOPEHb IlepeflaHUX IIOBifoMJleHb, TOOTO ISt
TepeBipKU LIITICHOCTI JJaHUX.

[IpoananizyemMo [eTanbHillle YMOBH KPMIITOCTIN-
KocTi 3asHaueHoi xerm-pynkuii H (X)) | Haiipaxxmpi-
IIOI0 BJ/IACTUBICTIO KpHUnTorpadiuHol Xem-GyHKIii B
tepMminax Teopii JITIC € Take: JIerKiCTb 0OUMCIIEHHS
CTaHy S(n) o 3a[laHHOMY TI0YaTKOBOMY CTaHy
S(0)
nepe6opy) 3Haxomkenns crany S(0) o Bigomomy
CTaHy S(n), [epenOavaeTbCs, M0 CYNPOTHUBHUKY
MOXyYTb OyTH Bifjomi xapakrepuctuudi matpuiii JITIC
(ctpykrypa o0epHeHMX 3B’SI3KiB TpW peami3anii y
Bursisigi P37103). IHummmu  csioBamu, Xell-(yHKLis
H (X)) wmae 6yTi ogrocToponHb0I0 dyHKIieo £ fst

i MpakTUUHy HEMOJK/IMBICTb (OKpiM IOBHOTO

OfiHaK Taka OFHOCTOPOHHS (YHKLis Ma€ Ti/Ka3Ky
(«roTaemMHuit BXif» — trapdoorfunction): TOYaTKOBE
3HaueHHst (seed) IIBI'Y, ToOGTO TIOYaTKOBMM CTaH
S(O) grIC. 3aepsku 3mamxo  S(0)  orpumysau
JAaHUX MO)Ke 3reHepyBaTH CBOIO XelI-(QyHKIF0
H"(X) i TOPiBHATH ii 3 TIepefjaHOI0 Xell-(yHKI[i€0
H((X),

3BuuaiiHo, 3HauenHs S(O) wmae 6ytu 3akpuTUM
IUIsl CYTIPOTHBHMKA, TOOTO Mae cratu I -po3psaHum
cekpetnuM Kmodem K |, sakuii  Bigomumii e
repeZiaBauy Ta OTPUMyBauy JaHuX. TakuM UMHOM, Xelll-
dyuxuis H (X)) wmae 060B’13k0B0 6yTH KITHOUOBOIO.
OkpiM TiBUIIIEHHS] KPUNITOCTIMKOCTI CEeKpeTHUH KU

3a0e3neunTh TAaKOXK iMITO3aXHUCT B  TPOTOKOJAX
ayTeHTH(iKaLlil TOBiJOM/IEeHb.
Bci  HaBeseni  Bumle — MipKyBaHHSI  OyAyTb

CrpaBeyIMBUMH JIMIIIe TPU pOo6OTi B OZIHOMY 4aCOBOMY
HampsIMKy, HalpukiaZ, Bif  «TemepiliHbOro» [0
«MaliOyTHBOrO». AJie, 3 OJJHAKOBMM YCITiXOM MO>KHa
MpaioBaTi i B TMPOTWIEKHOMY YacCOBOMY HAampsMKY:
Bii «TemnepiliHBOrO» A0 «MuHysoro». Topi Bci
MaTeMaTHuHi JTOKa3u CTaHyTb [ZI3epKasibHO
npotunexuumu i xem-yuxuis  H (X)) mae 6ytn
0JHOCTOPOHHKO0I0 yHKIiel0 Finy .
OpHOCTOpOHHA  YHKLis Finy
MiJJKa3Ky: OCTaHHiA CTaH S(n) JITIC, To6TO Came
xem-pyukuii (X)) . 3acekperuru
snauennst (X)) nHemoxinBo, ame ioro MoskHA

3aXMCTUTH 3a JIONOMOro0 I” -po3psiIHOrO CEKPeTHOro
K/IFoUa, SIKUM Ma€ Tepe/laBaTUCh ITC/As OCHOBHOTO
TOBiJOMJIEHHSI.

I Ha 3aBeplleHHs pO3IJITHEMO HaWOiNbII MOBHHUI
CIieHapill 3aXMCTy JaHWX 3a JOIOMOTOH Xell-QYHKIIi,
KOJIM MOYKHAa TIOUEproBO MparfloBaTd B 000X YaCOBHX
HarpsiMKax.

TAKOXX  Mad€

3HAa4YeHHs

Togi MoC/iIOBHICTL XelllyBaHHS AaHUX Oy/ie TaKoo:
CrIOYaTKy XellyeThCs cekpeTHuid kmou K, mami —
OCHOBHE TIOBiZIOM/IEHHS, i Ha 3aBeplIeHHS 3HOBY
XeIlyeTbCA ceKpeTHui Kmou K .

B pe3ynpTaTi MaTMMeMO OJHOCTOPOHHIO Xelll-
(YHKIi10 3 OJHUM 3aKPUTUM CUMETPUUYHUM KJIHOueM, Ta
3 BiJKDUTUMM TIOYaTKOBUM CTaHOM (HY/JILOBUM) i
ocranHiM cranom JITIC, To6to H (X)) |

VI. BUCHOBKMU

Bararo o64uCrOBanbHUX TPUCTPOIB HE MAar0Th
3MOTM TIOBHOL|IHHO peaji3yBaT¥d CK/IaJHI Cyd4acHi
3acobu  3axucty, 10  rnotpebye  po3pobKu
KpHIIT03ac0o0iB 3 BpaxyBaHHsIM OOMEXeHUX DPecypCiB.
[nisi eeKTUBHOTO BUPIlLIEHHS 3a3Ha4yeHol npobsieMu B
poboTi MpoBeieHo AOCITiHKEeHHsSI KPUTITOCTIMKOCTI [ijist
HaWMpOCTIINX TeHepaTOpPiB TCeBJOBUMIAAKOBUX UKCesT
Ta Xem-QyHKL[i Ha OCHOBi aBTOMAaTHUX Mo/esel.
Bapro Bifj3HauuMTH, 10 TEOpPETUYHI pe3yJIbTaTH,
30KpeMa, PO OJHOCTOPOHHI (YHKI[I 3 BpaXyBaHHSM
Pi3HUX YaCOBMX ILKaJ, MOXKYTb OyTH BUKODUCTaHi MpH
TIPOEKTYBaHHi cUCTeM OyZb-sIKOI CKIafHOCTI.
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