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Abstract

The algorithm of block symmetric encoding is based on principles, which were not used at construction of block ci-
phers earlier, is offered. The main idea is that arithmetic operations, which are effectively realized on modern processors,
are used. Blocks of information and private keys are considered as n-bit integers. Above these numbers operations of multi-
plication, division, addition and subtraction modulo 2n, where n - a block size are carried out. )

The offered algorithm has simple mathematical structure and possesses a high speed, as arithmetic operations
modulo 2n  are natural and fast for modern computers and hardware. The algorithm takes into account modern tendencies
of computer evolution, namely: increases of processor’s word width and extensions of machine instructions for efficient big
number arithmetic implementation. ‘

Introduction )

Symmetric-key block ciphers are the very important elements in many cryptographic systems. They are
widely applied to data protection in modern information community. They solve a big number of modern cryp-
tographic tasks. Block ciphers are used for enciphering great volumes of data where the high speed of the algo-
rithm is extremely important. They also applied for enciphering of important confidential information where
using of strengthened methods of protection is required. To modern block ciphers high requirements are put for-
ward. They should possess high speed and universality, support operating modes for different levels of crypto-
graphic security and, accordingly, the different block and key sizes, have simple hardware implementation, etc.

1. »

The majority of known block ciphers are constructed on principles, which have been incorporated by de-
velopers of algorithm DES in the beginning of 70th years. The information block is considered as a set of bits
and partitioned to the separate groups called subblocks. The cipher has iterative structure, on each round repeat-
ing simple logical and arithmetic operations are carried out. Such way achieves confusion and diffusion of a
plain text bits [2]. That structure is oriented, first of all, to the simple hardware implementation. Program imple-
mentations of such algorithms are usually ineffective, as provide execution of a plenty of operations on separate
bits. .
Modern processors are able to carry out arithmetic and logic operations on 32- and 64-bit numbers very
effectively. Besides there are a lot of extended machine instructions for execution of operations above the big
numbers. The word width of processors increases, therefore block ciphers should take into account this tendency.
The offered algorithm uses possibilities of modern computers maximum effectively. P

Information blocks and private keys in algorithm are considered as n-bit integers, where n - length of the
block. So in this algorithm arithmetic operation modulo 2°, which can be efficiently implemented in hardware
and sofiware, are used. All operations are executed under the control of secret key, which are portioned to four

n-bit subkeys.
Operations of multiplication and division modulo 2"
Let Z m={0,1,2,...,m —I} is a set of all positive integer numbers. The operation of multiplication of
numbers 4, B € Z,, modulo m is described by such expression: ,
A- B =C(modm) RO

Let's assume, the result of multiplication modulo m and one of multipliers, for example, number B are
known. Then for finding unknown multiplier A is necessary to perform the operation of division modulo m:

B mod m B mod m B mod m / mod m ) )

From a number theory it is known [3], that the equation (2) has single solution only if a number

1
(—— exists, that satisfying:
mod m
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For calculation of number (—l—) extended Euclidian algorithm [3] can be used. It is known, that its
mod m
implementation for the big numbers is difficult.

If we use the number 2" as m, it is possible to essentially simplify operations of multiplication and divi-
sion modulo m. In the case of such modulus usage, the operation of division (2) provides unique solution when
number K is odd positive integer number, so the condition (3) satisfies.

Known algorithms of multiplication modulo consist of operations, which realize directly multiplication,
and operations, which determine a remainder of division of result (intermediate or final) on modulus value [3].
The feature of implementation of the operation of multiplication modulo 2" is that additional arithmetic opera-
tions are not longer needed for obtaining the rests. It is enough to discard digits of bits which have numbers big-
ger than n. It essentially simplifies implementation of the operation of multiplication modulo 2".

The most known algorithm of multiplication is algorithm of multiplication "in a column” with sequential
multiplications and distribution of carries from low order to high order positions. It allows presenting of big in-
teger numbers multiplication as a sequence of operations on smaller numbers. '

For the implementation of division modulo 2" operation there is fast and simple algorithm too. Let's write
n-bit integers A and B in binary representation where the rightmost bit is the less significant bit. So,

A= {an_I 2 A, ,...,ao} and B = {bH 3B, sssby } The result of multiplication of these numbers modulo 2"
is n low order bits of number C which values are determined as:

(¢, = ayb,,
¢, =aby +ayb,,
1¢, = a,by +ab, +ayb,, 4)

n—

Co = a0y +a,,b +..+agh, .

Let the result of multiplication of these numbers modulo 2" and multiplier B is known. As coefficients
bysb,,...,b,, and ¢;,c,,...,C, | are known, we have the system from n equations with n variables. To com-

ply with a condition (3) number B should be odd integer, that is b, = 1. So it is possible to write a set of equa-
tions for finding bits of unknown number A:

(a, =c,,

ay =c¢; —agb,,
ja, =¢, —ab, —ayb,, (5)
Gy =Ch — a, by —...—agb, .

The process of solution system (5) is reduced to the procedure of sequential definition of digits a;. It is
similar to how it is made during usual division. Difference will consist only that firstly determines digit of the
low order bits, instead of the high order. As b, = 1, the rightmost bit of multiplier A is equal to appropriate bit of
number C. Substituting value a, in the second equation of the system, we can calculate value a;. Then we substi-
tutes values a, and a, in the third equation of the system and find value a,. Similarly it is possible to determine
digits of other unknown bits as... a,.;.

Encryption and decryption

The procedure of encryption consists in conversion of the block of a plain text M into the block of cipher

text C under the control of a private subkeys K;-K,.
The operation of encryption is represented by expression

C= ((((M x Kl )modz” ® KZ )x K3 )modZ" + K4 )m0d2" (6)
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It consists of two operations of multiplication modulo 2", one operation of addition modulo 2", and also
operation of addition modulo 2. It is known that integer multiplication is a very effective "diffusion” primitive
[4]. Thus the operations of multiplication provide confusion and diffusion of plain text M bits. The operation of
addition modulo 2 and subkey K, are used for preventmg known-plamtext attacks, when plaintext-ciphertext
pairs are available.

For restoring the block of plain text M from the block of cipher text C it is necessary to perform inverse
arithmetic operatlons that is: :

=((C K)o/ K OK)K), 0 | %

The operation of encryptlon consists of two operations of division modu]o 2", operation of subtraction
modulo 2", and operation of addition modulo 2.

The necessary and sufficient condition of assured and umque playback of the plain text block M is choos-
ing such subkeys K, and K3, which are odd integers. »

Conclusions

The algorlthm of block symmetrlc encoding with usage of arithmetic operations modulo 2" is offered. All
operations in algorithm are carrying out on entire blocks, which are represented as n-bit integers. Operations of
encryption and decryption use four n-bit private subkeys and a small amount of arithmetic and logic operations.

The algorithm can be effectively realized both on modern computers, and in the hardware. Its construc-
tion allows using additional possibilities of modern processors for fast execution of arithmetic operations on big
integer numbers.

The block size n is not limited and can be selected arbitrary from reasons of required speed and cryptog-
raphy security. Algorithms of bit number arithmetic are universal and can be used for numbers of any sizes. For
effective program and hardware implementation the value n should be multiple to machine word size.
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