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Abstract

In the given report a block cipher is regarded the main feature of which is using only of interchange operation while

~encryption. The model of elements interchange is Rubik’s cube, '

In the process of encryption an information block of 512 bits is considered as a cube with the dimensions of 8x8x8.

A process of encryption lies in carrying out of consequence of such actions: transformation of one-dimensional array
into three-dimensional array, interchange and transformation of three-dimensional array into one-dimensional array. Inter-
changes are realized in this way. A slice parallel to some plane is chosen and a rotation clockwise is done, and at this slice
elements shift to new positions in the array, in other words interchange within the slice is done. For realization of the inter-

' change 16 different slices are chosen within the whole array. '

The length of private key is 124 orders.

Introduction ‘ :

A great progress has been noticed last years in the branch of creation of reliable block ciphers. One of the
directions is the creation of ciphers using Feistale’s network. Another direction is concerned to usage of different
set of mathematical operations [1]. However, even Shannon showed [2] that block ciphers can be constructed
using only two main operations: substitution or replacement, or interchange. In modern ciphers, as a rule, a com-
bination of these operations is used. ' - ;

The report is regarded to a block cipher, which is suggested to realize using only interchange operations.
Interchange of all symbols is possible to achieve using the procedure describing Hamilton’s cycle, but it is diffi-

“cult from the practical point of view. '
It is proposed here to realize the interchange based on the idea of Rubik’s cube.

The description of the cipher

A message to be encrypted is divided into blocks of 512 bits. If the last block has a smaller size, zeroes
are added to it until it has 512 bits.

In the process of encryption each block (one-dimensional array M[/], /=1,2...512) is considered as a cube
with the dimensions of 8x8x8 (three-dimensional array M[i, j, kl, i, j, k =0,1...7). Since the cube has eight cor-
ners, there are eight possible variants of the beginning of forming of three-dimensional array from one-
‘dimensional (picture 1). That is assigned by original iy, ji;, Ay and finite i, Jx» kx coordinate values. Correspon-
dence of number of cube corners (see picture 1) to coordinate values is shown in the table 1.

k k

O = N W h iy~

Picture 1. Three-dimensional array Picture 2. Chosen plane in the three-dimensional array
Besides, at the process of forming of three-dimensional array a different order of coordinate change (P) is
used. For example, if the Py order is chosen, that means that first the i coordinate runs values from in to i , and
then j — from jy to ji, and at last k — from kg to k. Considering this, the reflection is described by the formulas
given in the table 2. -
So there are 8x6=48 variants of forming of a M[;, J» k] three-dimensional array, which are assigned by the
-set of codes KK taken from the table 1 and table 2.
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" Table 1 — Coordinate values for cube corners

Cormners in i jn Jx kry Ky Code K,
1 0 7 0 7 0 7 001
2 0 7 7 0 0 7 010
3 7 0 7 0 0 7 011
4 7 0 0 7 0 7 100
5 0 7 0 7 7 0 101
6 0 -7 7 0 7 0 110
7 7 0 7 0 7 0 111
8 7 0 0 7 7 0 000
Table 2 — The rules of reflection M[/] -+ M[j, j, &]
Coordinates Code K, Formula for Coordinates Code K, Formula for
change order calculation of / change order calculation of
‘ l
Py 001 1+i+8j+64k P 100 1+/+8k+64i
Py 010 1 +i+8k+64) Py - 101 1+k+8i+64]
Pk 011 i+/+8i+64k P 110 1+k+8j+64i

The model by which the interchange of elements in the M[i, j, k] array is done is the model of Rubik’s
are realized in this way. A slice parallel to some plane is chosen and a rotation clockwise is

cube. Interchanges
done, and at this slice elements shift to new positions in the array, in oth

er words interchange within the slice is

done. For realization of the interchange 16 different slices are chosen within the whole array.

Chosen slices are parallel to three planes.
Slice rotation can be realized only clockwise or only counter-cl

They are and. The number of slices paral

lel to every plane is 8.
ockwise, or both clockwise and counter-

clockwise. In the first two cases the number of possible rotations is 3. Four rotations don’t change the position of
elements in a slice. In the third case there are such equivalent rotations:
1 rotation clockwise ~ 3 rotations counter-clockwise;
2 rotations clockwise ~ 2 rotations counter-clockwise;

3 rotations clockwise ~ 1 rotation counter-clockwise.

Therefore, there are two variants of sets of rotations:

the first — 1 and 2 rotations clockwise and 1 rotation counter-clockwise;

the second — 1 and 2 rotations counter-clockwise and 1 rotation clockwise. .

However, the first variant is equivalent to 1, 2, and 3 rotations clockwise, and the second one —to 1, 2,
and 3 rotations counter-clockwise. Therefore, any of them can be chosen for the realization. We will choose a set
of 1, 2, and 3 rotations clockwise for distinctness. :

The rules, according to which new coordinates of the M*[i, j, k] array elements after corresponding slice
rotation are determined, are given in the table 3.

Table 3 — Coordinates transformation rules

. Plane
Number of rotations S, S, Si
1 =79, =i k=T-i, i=k k=1, 7k
7 =T+, i=7-i =T-i, k=T-k T4, k=T-k
3 =105 =7k, k=i J=T-k k=

It is recommended to rotate not less than 16 slices. After rotation of all the given slices the M*[i, j, k] three-
dimensional array transforms into the M[1] onedimensional array.
So the following equality has place:

f=pegoh.

The decryption function f~ - M"[1] » M[!] is a composition of such reflections:

WM - M'[i, j, k] - transformation of a one-dimensional array into three-dimensional one;
gl M'[i, j, k] » M[j, j, k] - additional rotations of slices;

p': Mli, j, k] » M[/] - transformation of a three-dimensional array into one-dimensional one.
That is

738
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To set a p function we are to point out the number of an np cube corners, a P order of coordinates change,
and choose a corresponding function from the table 2.
A g function is set by a collection of {S} plains, to which the chosen slices are parallel, a set of {»n3} num-
bers of slices, a set of {#;;} numbers of rotations, and formulas taken from the table 3.
To set an h function we are to point out the number of an ng cube corner, a P* order of coordinates change,
and to choose a corresponding formula from the table 2.
Therefore, the components of a private key. are: o L.
P hg, Pa {S}: {n_'?}a {nﬂ}ﬁ hg, P
Let us determine the length of the key. Three bit codes K1 and K1* given in the table 3 correspond to the
ng and ng components. P and P* orders of coordinates change are set by K2 and K2* three-bit codes (see table
2). Each plain among the 16 plains of the {S} collection is set by a K3 two-bit code according to the table.3.

Table 3 — Plain codes.

Plain Kscode
S, ’ 01
Sk 10
S 11

To each among the 16 slices from the {ns} set a K4 three-bit common binary code. v

The number of rotations for every slice given in the {np} collection is set by a K5 two-bit common binary
code. ~ ' '
Considering this we have such key structure for encoding:

K KoK 1Ky 1K 1K 0Ky 0K 5. K 16 Ka s Ks 16K, Ko

The key length is 124 bits. In the process of encryption key components are read starting from the left.

Three arrays are needed for program realization: one for storage of the key, the second for storage of a
block with a message, and the third backup array. ' ! .

For decryption the key components are to be read starting from the right and besides Ks; (i=1,2,...,16)
codes are to be replaced by their supplements to 4. ;

For key generation any procedure of generation of a pseudorandom consequence can be used. But at this
consequences meeting such conditions Oare to be discarded:

1) it has at least one K3, (=1,2,...,16) component encoded as 00;

2) it has eight or more Ks, encoded as 00;

3) (Ks; = K ) A Ky = Ky o) A (Ks = (Ks 1) o) ‘

4) (K3,1 = K3,2= L. K3’16) A (K4’1 = K4,2: P K4,16), where (KS,I'H)ADH isa supplement to 4.

According to this method to encrypt and decrypt one bit from 16 to 32 operations are needed (depending
on the key). This means that the encryption based on the given method can be realized more quickly than ones
based on well-known block ciphers. ‘ .
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