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IlepcneKTHBY BUKOPHUCTAHHS TEXHOJIOTII OJI0KYeiiH

BinHNMIBKWIA HA[IOHATHPHAN TEXHIYHUNA YHIBEPCUTET

Anomauin

Y ecmammi posenanymo mexunonoeiio 610kuelin K iHHOBAYIUHO20 IHCMPYMEHmY. 30Kpema, U3HA4eHo CYmMHICmb
ma nepeoymosu po3eumky ONOKYelH, NpuHyunu ma cneyuixky QyHKYIOHY8aAHHA cucmemu, a mMaKoxic cxemy ii
pobomu. Ocobausy ysazy npudiieHo 00Cri0NHCeHHIO npobiemu Oe3nexku i KOHGIOeHyiHoCmi, 3a0e3neyyoyu Hogull
004UCTIIOBANbHULL WA, Oe OAHI MOXCYMb Oymu be3neuno 06podieHi ma Npoarari308aHti, 3aIUULAIOYUCH NPUBATHHUM.
Posxpumo nomenyiiini nepeeazu ma udineno npodoaemu, AKi NHOmpioHo eupiwumu 0is ePeKmueHo20 UKOPUCMAHHSL
yiei mexuHonoaii.

KarouoBi cioBa: xem-(yHKIis, TpaH3akiis, Oesneka, Omokueitn, blockchain, posymui xontpaxTn, smart
contracts.

Abstract

The article considers the blockade technology as an innovative tool. In particular, the essence and background
of the development of blocks, the principles and specifics of the functioning of the system, as well as the scheme of its
work, are determined. Particular attention is paid to the study of security and privacy by providing a new computing
layer where data can be safely processed and analyzed while remaining private. The potential advantages are
highlighted and the problems that need to be resolved for effective use of this technology are highlighted.
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Beryn
[MepcriektuBM BUKOpHCTaHHS TexHoJorii Onokueiin. Blockchain e HoBoro iHpopmartiitHoO
TEXHOJIOTIEI0, sIka Ha0yBa€e pO3BUTKY Ta BUKOPUCTAaHHA y 6araTbox rany3sx. [leprmm 1 HailO1bII
BIZIOMHM TIPUKJIJIOM BUKopucTaHHs TexHouorii Blockchain e kpunrosamtora — Bitcoin [6]. Ha
el yac KpUITOBAJIOTA MEPETBOPUIIACH Y BUHAHUHN IJIATLKHUM 3aci0, BIPTyalbHY BAJIIOTY, AKY
npuiMaroTh BEJHUKI Ta APiOHI MiIPUEMCTBA, KOPIOPALIIi Ta CEPBICH.

Pe3yabTaTtu gocaixxeHHs

Ha cporonHi BenyTh JOCHIDKEHHS Ta 3AIHCHIOIOTH peali3allil0 HU3KU TPOEKTIB 3
BUKOpHCTaHHAM TexHouoril Blockchain y Takux ramyssix, sik 0XopoHa 30poB'sl, 3ac00M MacoBO1
iH(popMmallii, eleKTpOHHE TroJIOCYBaHHs, 30epiraHHs (¢ailliB, cMapT-KOHTPAKTH, CTpaxyBaHHS,
JIep KaBHHI CEKTOp (BUIava MmacnopTiB, 30ip MOJATKIB, pEECTpAIlis 3eMeIbHUX TUISHOK) Ta iH. [5,
7].

Kopmopauiss IBM nocnimkye texHonorito Blockchain i mpamroe Hag cTBOpeHHSM
IPOTPaMHOro 3a0e3MeueHHs], 3a JOMOMOIOK SKOro MapTHEpU 3MOXYTh YKJIajgaTh HHU(poBi
JIOTOBOpH, 10 OyAyTh ¢ikcyBatucs y rimobanbHiii Mepexi. IBM Takox peanizye mpoexT mif
Ha3Bolo Adept, Mera SKOro BIJICTE)KEHHS MIJKIIOYEHUX 10 MEPEki MPUCTPOIB 3a JOMOMOTOI0
texnouorii Blockchain [8, 10].

3aBasSKY ICIIEHTPATI30BaHIN CTPYKTYpP1, BUCOKIH HAAIMHOCTI 1 BiIMOBOCTIMKOCTI, TEXHOJIOT1s
Blockchain moxe OyTu BHKOpUCTaHAa Yy CHCTEMax aBTOMAaTH30BaHOTO TPAHCIIOPTYBaHHS,
JIOTICTUKH, CKJIAJCBKUX CUCTEMaX, XMapHUX OOUYHCICHHAX, a TAKOX B KiOep(i3nyHUX cucTeMax
[13, 14].

Y 2008 p. aBTOp abo rpyma aBTopiB mmix mceBmoHiMoM Satoshi Nakamoto omyGmikyBanm
crartio "Bitcoin: A Peer-to-Peer Electronic Cash System" 3 omucom KoHIeniii i MpUHIUITIB
pOOOTH IUIATIKHOI CUCTEMH Y BHIJISLAI OHOpaHroBoi Mepexi [6]. ¥ 2009 p. Oyno npeacraBieHo
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0COOJIMBICTH 3aMPONOHOBAHOI KOHIIETIIIIT ToJIsiraja B TOMY, II0 OHJIAMH IJIaTeX1 MK KII1€HTaMU
3IHCHIOIOTHCS 0€3 IIEHTPaIbHOI (JIHAHCOBOI YCTaHOBH, SIKa BUKOHYE POJIb IOBIPEHOI CTPYKTYpPH,
3 BUKOPHCTAaHHSIM KpUNTOrpadidyHUX METOMAIB Ta MyOJiYHOT pO3MoniieHoi 0a3u JaHMX, sKa
CKJIaJa€Thes 3 Janioxkka oiokis (Blockchain) [11].

Blockchain — e po3mojinena cTpykTypa JaHuX, SKa CKIaJa€ThCs 3 MOCiIOBHOCTI OJI0KiIB, B
K1/ KOKHHUH OJIOK MICTHTB X€III TOTIEPETHHOT0 OJIOKY, YTBOPIOIOUH, SIK HACIIIIOK, JIAHITIOT OJIOKIB
(puc. 1). Ilepmuit 6ok y manioxKy (6aTekiBCchbKuii 010K, genesis block) posrimsmarors sk
OKpeMHil BMITZ0K, OCKUIBKH B HBOIO BiacyTHid momepeaniii Omok. Blockchain mpamroe sk
posnoaineHa 0a3a JaHUX, fKa 3iHCHIOE OOJIK ycix omepamniid y mepexi. Omnepauii MaroTh
Bi/[3HAUKy dYacy 1 30epiralotbcsi y OJoKax, J€ KOXKEH OJOK 1IeHTH(IKYETbCS CBOIM
kpunrorpadiuaum xeuiem. Blockchain mosuicTio 30epiraersest y koxuHOMYy By3ii mepexi. s
po6otu Blockchain He moTpiOHO 1OBipH MiX By3JlaMK MEPEKi, OCKUIbKU OyIb-SIKHI BY30Jl MOXKE
CaMOCTIHHO MEPEBIPUTH, YK 30ira€Thcst HOTO KOIis 0a3u 3 KOMisIMH, SIKi 30€pIraroThCs B 1HIINX
By3nax [14].

3aronoBok 3aronoBok 3aranoBok
n-ro 6moxy ™\ (n+1)-ro 6noky < (n+2)-ro 6noky
Xell 3aroNnoBKy \‘ Xelll 3aroNoBKy k| Xew saronosky
1 (n-1)-6noky n-robnoky (n+1)-Gnoky
Tpauzaxuii Tpauzaxuii Tpanzaxuii
n-ro 610Ky (n+1)-ro 6noky (n+2)-ro 6moky

Puc. 1. CriporieHa rmociiioBHICTh OJIOKIB

[Mpunnun GyakuionyBanus rexuosorii Blockchain posrisnemo Ha npukiiaai KPUIITOBATIOTH
"0iTkolH". Sk xem-QyHKIIIO KPUNTOBATIOTa OITKOWH BUKOPHUCTOBYE KpUOTOrpadiuHy Xel-
¢ynkmiro SHA-256 [12]. [dns mepeBipkd IUIICHOCTI JaHUX Yy OJIOI BHUKOPHUCTOBYETHCS
JiepeBonoIi0He xenyBanHts (epeBo Mepkiie), sike mpeicTaBIise 0COONIUBY CTPYKTYPY AaHUX, IO
MICTUTH 1H(OpMaLIiI0 Tpo 3A1MCHEH] TpaH3akii. [y HbOTo 3 KOKHOT TpaH3aKIii 0OUNCITIOETHCS
Xell, a TOTIM 3 KOXXHOI Tapu XenriB OO0YMCITIOeThCcs HOBUM Xemr mapu. Lls mpomemypa
MIOBTOPIOETHCS JTOTH, MOKH HE 3AIMIIMTHCSA OJUH Xeml. SIKIIo mapa B Xemly BiJICYyTHS, TO BiH
NIEPEHOCUTHLCSI HAa HOBHH piBeHb 0€3 3MiH (puc. 2).

['pymy TpaH3akIfiif micyisi mepeBipKH 3aMUCyOTh y clienianpHuil 010k (auB. puc. 2). biok
CKJIQ/Ia€ThCA 13 3arofioBKa Ta crucky Tpan3akiiii (Tr A, Tr B, ...). 3aronoBok 070Ky BKIIOYAE X eI
JnaHoro OJoKy, xem monepenHboro 6s0ky (Previous Hash), xemr tpansakmiii (Merkle Root) Ta
JI0/IaTKOBY cly00By iHpopmarito (Nonce, Timestamp). Bigsuauka npo gac (Timestamp) Bka3sye,
KoJu OyB CTBOpEHH OJIOK, 1 Ha/Ja€ JOKa3HW TOTO, IO JaHl B OJOI iCHyBaJIM B MIEBHUH MOMEHT
qacy.
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Puc. 2. Ctpykrypa 010Ky




Jlnst dopmyBaHHS HOBOro OJIOKY By3ja MOTPIOHI JaHI: XEIl TMONepeaHbOTr0 OJIOKY B
nanmoxkky; xem Merkle mis onepartiit, sxi motpiobHO momictut y Oyiok; yac (Timestamp) Tta
oxHopa3zouii ko (NoNnce), BubpaHuii nceBAOBUNIAIKOBUX YHHOM.

J1yist miATBEpHKEHHS KOPEKTHOCTI OJIOKY MOTPIOHO OOYMCIUTH X €I 3ar0JI0BKa HOBOT'O OJIOKY,
SKUW TOBMHEH NOYMHATHUCA 13 3amaHoi KUIbKOCTI HyJiB. JlaHa 3amaya BijoMma, K JOKa3
npaBuwibHOCTI pobotu (proof-of-work), mo 6asyerscs Ha aBOX mNpHHOMIAX: 1) 3poOuTH
MIATBEP/DKCHHS TPaH3aKII 3aTPaTHUMH JJII KOPUCTYBAadiB MEPEKi y BUTIISAI KOMITOTEPHHUX
00uHCIIeHb; 2) 3AiICHIOBATH BUHATOPOTY 3a JIOIOMOTY Y IEPEBIPIli TPaH3aKIIii.

HoBwuii 650K mpuiiMaeThcs IHIIMMHU By3JIaMH MEpPEXi, SKIIO 3HAYEHHS XElly 3aroJioBKa
JopiBHIOE a00 MEHIIE 3aJaHOr0 4YHCa, BEIUYMHA SKOTO TMepiogudHo 3MiHIoeTbes. Komm
pe3ynbTaT 3HaiIeHO, CHOPMOBAHHM OJIOK PO3CHIIAETHCS 1HIIUM BY3JIaM, sSIKi HOTO MEPEBIPSIIOTh.
S0 nepeBipKa npoiIuIa YCHinHo, To 6JI0K T01a€ThCA B JIAHIIOXKOK 1 HACTYITHUH OJIOK TOBUHEH
BKJTIOYATH B ce0e HOTro Xerl.

PoGota, sKy By31HM MOBHHHI BUKOHATH JUIsi CTBOPEHHS HOBOTO OJIOKY, BUMarae 6aratro yacy
Ta 00YMCIIOBANIBHUX pecypciB. Lle 3Hmkye WMOBIpHICTH TOTO, IIO JBa OJIOKH OyayTh 3p0o0iieHi
OJTHOYACHO, ajie TaKa CHUTYyallis BCe-Taku MOKiIuBa. Koim me BimOyBaeTbCs, TO CTBOPIOETHCA
posranyxenns B Blockchain. ¥V takomy Bumnanky By3iu MOXyTh MoYaTH OyJAyBaTd JIAHIFOT Ha
PI3HHX TiIKax.

OO6uuciroBanbHa CKJIAJHICTh MEPEBIPKU TPAH3AKIIM JoloMarae YHUKHYTH 3aJI€KHOCTI Bijl
KUJTBKOCTI BY3JIIB Y MEPEXKi, IKi MOKe KOHTPOJIIOBATH 3I0BMUCHUK. OTXKe, Ha MEPEBIpKY BILTUBAE
TIJIBKM 3arajgbHa OOYMCIIOBaJbHA MOTYXKHICTH BY3diB. OTxke, s 3MiHu iH(opmanii B 6o
3JI0BMHCHUKY IOTPiOHI 3HA4H1 00YHCITIOBAIBHI PECYPCH, IO POOUTH 1€ MPAKTHYHO HEJOLIITHHUM.

Ockinpku komii Blockchain 36epiratoTbess y By3nax po3momiieHOI Mepexi, e poOuTh
texuousorirto Blockchain criiikoro 1o mpoGiiem 3 THMYacoBUM ab0 MOCTIHHHM BiIKIOYEHHSIM
BY3JIiB, TIOB'SI3aHUM 13 3005MU 00s1agHaHHs a00 3B'SI3KY, @ TAKOXK ITiJKIFOYEHHSIM HOBUX BY3IIIB.

[Mepesaru Texuounorii Blockchain. Iepesaru Texuomnorii Blockchain, siki 3abe3mnedytots ii
e(eKTUBHE BUKOPUCTaHHS y cepenoBui [Hrepuer peueii [6, 11-13]:

1) Blockchain € mny6miuHOO po3mojaiieHO0 0a3010 BCIX TpaH3akIiii y Mepexi, ska

HiATPUMYETHCS OJTHOPAHTOBOIO MEPEXKELO;

2) Mmepexka Blockchain criiika 10 3001B, OCKiUJIbKM BOHA (PYHKIIOHYE O€3 €MHOT TOYKH BiJIMOBH;

3) Blockchain e He3MiHHOIO i JTOBrOBIYHOIO PO3MOAUICHOI 0a3010 i, SK TUIbKM TpaH3aKIIii
sanucani B Blockchain, Bonu He MoxyTh OyTH 3MiHEeHI a00 BUIAJICHI;

4) mepexa Blockchain mae Bucokuii cTymiHb MacITabOBaHOCTI;

5) yci Tpan3akiii B mepexi Blockchain 3axuiieni kpunrorpadiuHIME METO1aAMH;

6) Blockchain nae 3smory npucrposim 3aificHrOBaTH Oreparii aBTOHOMHO 0€3 T0BIpEHOT CTOPOHH.

Texuomoris Blockchain mnpomonye pimeHHs npobiemu Oe3meku i KOHQIACHIIHHOCTI y
cepenoBuiili [HTepHeT peueit, 3a06e3nedyroun HOBUM 00UUCIIIOBATLHUN MIap, 1€ JaH1 MOXKYTh OyTH
Oe3reuHo oOpoOsIeH] Ta MpoaHaIi30BaHi, 3AIMIIAIOYUCH IPUBATHUM.

BucHosku

Blockchain e BimHOCHO HOBOIO KOHIICTIIIIEID 3 BUCOKUM MTOTEHIIANIOM, BIAMOBIIHO OTpeOye
JOJATKOBUX JIOCTI/DKEHDb U il €()EKTHBHOIO 3aCTOCYBAaHHS y HOBHMX Taly3sX, TaKhX sK
ki0epdizuuHi cucremu Ta [HTEpHET peueit
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