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SMEHHIIEHHA KIVIBKOCTI IHOOPMATHUBHUX O3HAK
JJIA 3AJAYI JETEKTYBAHHA KOMIPIOTEPHUX ATAK

BinHuIIbKHI HAITIOHATBHUN TEXHIYHUN YHIBEPCUTET

Anomauisn

Memoio pobomu € 3meHuwienHs KitbKocmi iHQOPMAMUSHUX 03HAK 051 0emeKmyeants Komn omepnux amax. Taxe
SMEHULEHHA NOBUHHO mc)euu;umu WEUOKICMb MA MOYHICMb demeKmyeaHHﬂ.
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Abstract

The purpose of the work is to reduce the number of informative features for detecting computer attacks. Such a de-
crease should improve both the speed and accuracy of detecting.

Keywords: computer attacks, computer attacks detecting, informative features, feature selection, NSL-KDD.

Beryn

Komm’rotepni mepexi (KM) cboroiHi NIMpOKO BUKOPUCTOBYIOThCS (DaKTHMYHO B YCiX HAMPSMKAX JKUTTE-
nispHOCTI moauHy. Hi 1718 Koro He cexper, 110 HeHaJle)KHa oprasizauis cucremu 3axucty KM moxe matu
Jly’Ke CyMHI HACJIIKK JIJIsl KOMITaHii Ta 3akJIaiiB, 10 IX eKCIuTyaTyroTh. HaTenep BiomMo Garato pizHOMaHi-
THUX TPUKIIAAIB BTPAT Pi3HUMH KOMITaHISIMU JIECSATKIB THCSY 1 HABITh MUJIHOHIB /I0JIapiB BHACIIIOK BAAJIOl
pearmizanii atak ix KM [1]. Bigomo, mo st JeTeKTyBaHHS KOMIT IOTEPHUX aTaK 4acTO BUKOPHCTOBYIOTh
aHaJII3 POy O3HAK KOMII'IOTepHOTro Tpadiky. /s migBumieHHsT e(peKTUBHOCTI TaKOTO JAETCKTYBaHHS Iy)Ke
BaXXJIMBO HE JIMIIE 3a0€3MEeUUTH BiI0Ip 3 TOCTYIMHOI MHOXHHHU O3HAK HaHiH(QOPMATHBHILINX, a i BU3SHAYUTH
Take iX CHOJy4YeHHS, SIKE JaCTh 3MOTY HAWTOUHIIIIE, HAUTIOBHIIIIE Ta HAWIIBU/IIE 3IHCHIOBATH JIETEKTYBaH-
HSl, BKa3ylO4M HAsBHICTh Ta MPOTHO30BAaHUU BHJ aTakd. TakuM YMHOM, BaXIIUBICTh BiAOOPY O3HAK AJIs 3a-
Jladi IETEKTYBaHHS KOMIT IOTEPHUX aTaK He BUKJIMKAE CYMHiBIB.

OO6rpynTyBanHsi BUOOpY 0a3u 3pa3KkiB KOMIT'IOTePHHX aTaK Ta ii 0CHOBHi 0co0IMBOCTI

Ha nmanwiit MOMEHT € psia pi3HOMaHITHHX 0a3, 0 OMUCYIOTH Pi3HI KOMIT IOTEpHI aTaku. st mpoBeaeHHs
eKCIIEPUMEHTIB 0YJI0 pO3IJIIHYTO, HAUMOMYSPHILTy Ha JaHW MOMEHT, 6a3y curnatryp NSL-KDD [2, 3]. Ls
0aza 3’siBHIIacs 3a IHIIIaTHBOIO aMEPUKAHCHKO1 acolliallii NepCIeKTUBHUX 000POHHUX HAYKOBUX JOCHIKEHb
DARPA, mnsixom aHanizy Ta BrockoHaneHHs 6a3u KDD-99 1 MicTUTh IMPOKK CHEKTP 3pa3KiB BTOPTHEHb,
3MOJIENIbOBAHUX Y CEPEeNOBHILI, IO iMiTye Mepexy BilicbkoBo-noBiTpsaux cun CILIA.

Bbaza NSL-KDD BurizHo Bigpi3HSETbCS THUM, IO, 30KpeMa: HE MICTHTh HAJJIUIIKOBUX 3alUCIB y HaBYa-
JTEHOMY Habopi, y i TecToBOMy HabOpi BiJICYTHE AyOJIFOBaHHS 3aIMCiB, TECTOBUN HAOIp MICTUTH aTakH, II0
BIJICYTHI Y HaBYaJIbHOMY HaOOpi (IO TO3BOJISE MEPEBIPUTH 3MATHICTh KiIacH(ikaTopa BUSIBIATH HOBI, HE
BiJIOMi iOMY paHilie, BUIH aTak).

Bapto 3a3nauntn, mo HaBuanbHMHA Habip Oa3m mictuth 125973 3paszkum (psaku, 3ammcu) TCP/IP —
3’€IHaHb, 110 HECYTh iH(popMaliro mpo 21 pizHy aTaky, a TecToBUl — 22544 3pa3ku, 10 HECYTh iH(OpMAIiro
mpo 37 pi3HUX aTakK.

VYci ataku B NSL-KDD nozineni Ha 4oTupH rpynu [4]:

1. BinmoBa B ob6ciyroByBanHi (DoS, Denial of Service Attack) — 3MOBMHUCHHK MEpPEBaHTAXKYE CHCTEMY
3alUTaMu JJIs TOro, o0 cucreMa He Moria o0poOisaTy seraibHi 3amuth. Jo rpynu DoS atak BigHOCATHCS
pod, land, back, smurf, teardrop, neptune, apache2, udpstorm, processtable Ta worm.

2. HeaBtopuzoBanuit noctyn a0 sapa (U2R, Users to Root Attack) — BUKOpUCTaHHS Bpa3luBOCTEH IS
HECaHKIIOHOBAaHOTO jaoctymy. Hampukman, mepenoBreHHs Oydepa. o rpymm U2R arak BimHOCATBCS
buffer overflow, loadmodule, perl, rootkit, sqlattack, xterm Ta ps.

3. Orpumanns nocrymny (R2L, Remote to Local Attack) — 3710BMUCHUK HaJCHUIAE Yy CUCTEMY TTAKETH, BU-
KOPHCTOBYIOUH BpA3NUBOCTi, UI1 OTPHUMaHHSA JIOKanbHOro pnoctymy. Jlo rpymm R2L  BigHOCATBCS



guess passwd, ftp_write, imap, phf, multihop, warezclient, warezmaster, spy, xlock, xsnoop, snmpguess,
snmpgetattack, httptunnel, sendmail, named ta mailbomb.

4. CkanyBanHsi (Probe, Probing Attack) — ckaHyBaHHs cucTeMu AJisi OTpUMaHHS iH(opMamii mpo ypas-
nuBicTh y Hiid. Jlo rpynu Probe BimHOCATBCS ipsweep, nmap, portsweep, satan, mscan Ta saint.

Koxen 3pa3ok NSL-KDD mae 41 pi3Hi KinbKicHI Ta sKiCHI 03HakH (arpulyTh) f; — fy; Ta 42-a 03HaKa fy;
XapakTepusye craH Tpadiky BiAMOBIIHOTO 3aluCy, SIKUH MOke OyTH a0 HOpMaJIbHHM, a00 aHOMAJIbHHM.
B3zarauni, yci 03HaK# MOXXHa TIOAUIATH Ha TPH TPYIHU: A0 MEPIIOl BITHOCATHCS OCHOBHI XapaKTEPUCTUKU 3'€]1-
HaHHs (Tabn. 1); 1o Apyroi — CTAaTUCTUYHI XapaKTEPUCTUKH TpadiKy, MO OOUYHCIIOIOTHCS 3 BUKOPHUCTAHHIM
JIBOXCEKYHJIHOTO YacOBOTO BiKHA ab0 MPOTSTOM OLIBIIOT0 4acOBOTO MPOMDKKY (Taldil. 2); a 1o CKiamy Tpe-
THOI — 03HAKH yCepEearHI OKpEeMOTo 3’ eHaHHsA (Tad. 3).

Tabmuns 1 — OCHOBHI 03HAKH.

O3Haka Tun Onuc
duration continuous TPHUBAJICTH 3’ €HAHHS
protocol type discrete tun nporokony (UDP, TCP, ICMP)
service discrete MEpEKHHUH NPOTOKOJI Ha BY3JIi IPU3HAYEHHS
flag discrete npanopui 3’egHaHHs (HOpMaJlbHE 3’ €JHaHHs a00 € TOMUJIKA Yy 3’ €ZIHAHHI)
src_bytes continuous KUIBKICTh OIT JaHUX, MEpPEeaHuX BiJl JpKepesa A0 By3ia NIPU3HAYCHHS
dst_bytes continuous KUIBKICTB OIT JaHUX, epeJJaHuX BiJl By3Ja NPU3HAUCHHS J10 JpKepelia
land discrete 1, sK110 3’ €JHAHHS BiJl TOrO )X By3Ja/mopTa abo 0 TOro % By3Ja/lopTa;

0, y IPOTHJIS)KHOMY BUIIAJIKY

wrong_fragment discrete KUIBKICTh HENPAaBHIIbHUX ()parMeHTiB
urgent discrete KUJIbKICTh TEPMIHOBUX TAaKETIiB

Tabmuns 2 — CTaTUCTUYHI O3HAKH.

O3Haka Tun Omnuc
count continuous | KiJIbKIiCTb 3’ €IHAHb 3 THUM K€ BY3JIOM, SIK i IOTOYHE 3’ €IHaHHA 32 OCTaHHI 2 CeK.
srv_count continuous | KUIBKICTb 3’€JIHAHb 3 THUM YK€ MEPEKHHM IPOTOKOJIOM, SIK 1 IOTOYHE 3’ €HAHHS
3a OCTaHHi 2 CeK.
serror_rate continuous | BiICOTOK 3’€IHaHb, IO MAIOTh TOMUWJIKA SYN
SIV_serror_rate continuous | BiZICOTOK 3’€HaHb 3 TOMHIKOIO y makeTi SYN
rerror_rate continuous | BiZICOTOK 3’€/IHaHb, 10 MalOTh NOMMIKU REJ
SIv_rerror_rate continuous | BiZICOTOK 3’€IHaHb 3 MOMIIKOIO y TakeTi REJ
same_srv_rate continuous | BiZICOTOK 3’€/IHaHb, 10 MM OJHAKOBHII cepBic
diff srv rate continuous | BiICOTOK 3’€JHaHb Ha Pi3HI cepBicu
srv_diff host rate | continuous | BiICOTOK 3’€JHaHb BiJ| iHIIMX XOCTIB

Tabmunst 3 — O3HaKK OKpeMoro 3’ €THaHHS

O3Haka Tun Omnuc
hot continuous | KUIBKICTh «raps4Yux» iHIHUKATOPIB
num_failed logins continuous | KiJIbKiCTh HEBAAIHMX CHPOO BXOAY
logged in discrete 1 — sikio Baanmii BXia, 0 — K110 Hi
num_compromised continuous | KUIBKICTh YMOB, IIIO CTABIISTh MBIA3arPO3Y
root_shell discrete 1 — sIKI110 KOpeHeBa 000JI0HKA OTPUMaHa
su_attempted discrete 1 — sikio Oysra komana “su root”, 0 — siKmo Hi
num_root continuous | KUIBKICTh JOCTYIIIB Yepe3 root
num_file creations continuous | KUIBKICTh onepariit ctBopeHHs paitna
num_shells continuous | KiJIbKiCTh 00OJIOHOK 3aIIUTY
num_access_files continuous | KiJIbKICTh onepaitii 3 KOHTPOIIO JOCTYITY
num_outbound cmds continuous | KUIBKICTh HU3XIIHUX KOMaH] y ceaHci fip;
is_hot login discrete | — KO BXi/l HAJICKITB 0 «raps4oro» jucra, 0 — SKIIO Hi
is_guest login discrete 1 — sik1o BXij 37ificHeHo rocteM; 0 — Ko Hi

Hinxix 1o Bindopy indpopMaTHBHUX ATPUOYTIB
[ToBepratounce g0 Hamoi 3a7a4i (BiOOpPY MiHIMAIBHUX MHOXXHH HaiiH(OPMATHBHIIINX O3HAK) BapTO
3ayBa)KUTH, 10 OCHOBHA Ti CKJIAJHICTh TOJISTAE B TOMY, 1110, HABITh PO3YMilO4H CYTHICTH Ta 3HAYUMICTb KO-



KHOT 03HAKH HEMOJJIMBO BigiOpaTu oNTUMalbHE CIIONYyYEHHS 3aaHOi KiIBKOCTI O3HAK, TOOTO Take CIOJy-
YeHHS, Ha SKOMy 0 KiracudikaTop, 0 MOKJIaJcHO B OCHOBY CHCTEMH JETCKTYBaHHS aTak, JEMOHCTPYBaB On
HAWOUIBIY MOBHOTY Ta HAWBHININA BiJICOTOK MPaBUIBHO KiacH(PiKOBaHMX CTaHiB Tpadiky. 3po3ymisio, 110
HECKJIQJHO BH3HAYUTH KOPEJIALII0 Ta 3HAYUMICTh KOXKHOI O3HaKW, MPOTE BimOip MepmmX 7 paHKOBaHUX
03HaK, a0COJIOTHO HE TapPaHTYE, O B3ABIIM JOBUIBHO iHIII 77 03HAK, MU OTPUMAEMO 3aBXKIH TipIIi MOKa3HH-
KM JIeTeKTyBaHHs. [loBHMIA mepe0ip MOMXIIMBHX MIJIMHOKHH O3HAK 33J1aHOT MOTYXKHOCTI JJaB OM BIAMOBIIL HA
Halle NMATAHHA, [IPOTE Yac MOIIYKYy TaKoTo pIllleHHs, € HeNpUHHATHUM. Hanpuknan, mis Bindopy 7 3 41

!
03HaK Tpeda MmepeBipuTH CZI = _4n =22481940 apianTiB; s Bigbopy 10 oznak — 1121099408, a

@a1-n
st 15 — 63432274896. BpaxoBytouH TakoX, IO OCKUTBKH, Y KIHIIEBOMY ITJICYMKY, HAC IIKaBUTh HE KOHK-
PETHUI po3MIp MiIMHOKUHM O3HAK (a Takuid 1X po3Mip, AKHid 3 OHOI CTOPOHU OyB OM MiHIMAJILHO MO>JIH-
BUM, a 3 IHIIOT0, JaBaB OM MaKCUMAaJIbHO MOXKIIHBY | IPHHHSITHY IIOBHOTY Ta TOYHICTB IETEKTYBAaHHS aTakK) —
KUTBKICTh AOCIIIKYBaHUX (Ha JesIKOMY Kiacu(ikaTopi) miAIMHOXKHH CYTTEBO 3POCTAE.

Inest monsirae B TOMy, IO JJISI TOTO, IIOO HE MOTPAIUTH Y EBHUH JOKAIBHAN MakCUMYM IIiJ] 9ac BH3HA-
YEeHHS IIYKaHUX MiJIMHOXUH 03HaK F\,, Fyp, F,y, Fi, Fyp N7 BU3HAYCHHS, BiJIIIOBIIHO, HOPMAaJILHOTO Tpadi-
Ky, abo arak DoS, U2R, R2L Ta Probe BiamosimHo (puc. 1) MOKHA BUNIAIKOBUM YHHOM C(HOPMYBATH 32 JI0-
TIOMOTOI0 TeHepaTtopa G HEBENHMKHI BiJICOTOK (BiJl 3arajbHOI 1X KIJIBKOCTI) pi3HUX MiAMHOXHH (F};) Ta ori-
HUTH JJISi HAX TOYHICTh, TOBHOTY PE3YNbTATIB JUIsS AESKOTO, MPOCTOro Ta mBuakoro kmacudikaropa (Cl).
[Ticns Takoro BigOopy miAMHOXHH cenektop Sel monae 1x Ha OLTBLI MOTYXHI KiacudikaTopu, abo X komOi-
Hariii Cl,, Clp, Cly, Clg, Clp, a 1ani Ha MOAYJIb IPUHHATTS OCTaTOUHOTrO pimenns (DM), skuii 1ae BiAMOBIIb
Q 1110/10 HAJIGKHOCTI 3pa3KiB JI0 MEBHOT'O KJIACY.
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Pucynok 1 — Y3aranpHeHa CTpyKTypa A€TEKTOpa aTak

Sk mokasanu eKCIePUMEHTANBHI JOCHIKSHHS, JOCUTh apHi MBUAKICHI Ta TOYHICHI TIOKa3HUKH Ma€ aj-
roput™ noOynosu aepeB pimeHs J48 (C4.5), Tomy #oro i 6ynemMo BUKOPUCTOBYBATH ISl OLIHIOBAHHS KOPU-
CHOCTI c()OPMOBAHUX ITiIMHOKUH IIyKaHUX O3HAK.

J171s1 Takoro OLiHIOBaHHS MOYKHA BUKOPHCTOBYBATH Psill, HAIPHUKJIIA], TAKUX IIOKa3HUKIB!

1) KUTBKICTBH Ta BiZICOTOK NMpaBUILHO Kiacu(ikoBaHux 3paskis (77);

2) KUTBKICTB Ta BiJICOTOK HEMPaBHJIbHO KiacH(iKoBaHHX 3pa3kiB (FT);

3) #iMOBipHiCTh icTHHHO-TIO3UTUBHUX pe3ynbTaTiB (True Positive Rate, TPR) — iiMOBipHICTb MpaBUIBHOT
knacudikaiii aTak;



4) KUTBKICTh MOMHJIKOBO-HETaTUBHUX pe3ynbTariB (FN) — KiIbKiCTh 3pa3KiB Ha SKUX KJIacu(ikaTop iaeH-
TU]IKYe HOpMaJIbHUHA Tpadik, B TOH 4ac, K peajbHO, TaHUH 3pa30K XapaKTepH3ye aTaKy IEeBHOI TPYyIH d;:

4

FN = ZlCm,i , ie C,, — KUIBKICTP 3pasKiB, Ji¢ OyAb-sIKy 3 YOTHPBOX TPYIl aTaK Oyio JETEKTOBAHO SIK HOp-
i=

MallbHUH Tpadik.

5) #iMoBipHicTh MOMMIKOBO-HeraTuBHUX pe3ynbrariB (False Negative Rate, FPR) — iimoBipHicTh OTpH-
MaHHsI OIOBIIIIEHHS PO BIJICYTHICTh aTakH, SKIIO s ataka €. [le momuiku 1-ro poay: FNR=FN/All, ne All -
3arajibHa KiIbKICTh 3pa3KiB 3'€JHAaHb.

6) KiJbKICTh MOMHJIKOBO-TIO3UTHBHUX pe3ynbTaTiB (FP), ToOTO KibKiCTh 3pa3KiB Ha SKUX Kiacu(pikaTop

4
inenTudiKye ataKy MeBHOI IPYIH «;, B TOil 4ac, sIK peajbHo, Tpadik € HopManbHuM. FP = Con > 1€ Con —
i=1

KUTBKICTB 3pa3KiB, Jie HOpMaJIbHUH Tpadik OyJI0 AETEKTOBAHO K OY/b-AKYy 3 YOTHPHOX IPYII aTak.

7) AMOBIpHICTh TOMHIIKOBO-IO3UTUBHUX pe3ynbraTiB (False Positive Rate, FPR) — iimoBipHicTh OTpH-
MaHHsI OTOBIILIEHHS PO MIEBHY aTaKy, SIKIIO L aTtaka BincyTHs. Lle momunku 2-ro pony FPR=FP/All

8) HMOBIpHICTh icTHHHO-HeraTUBHUX pe3yibTaTiB (True Negative Rate, TNR) — iiMOBipHiCTh paBHUIIBHOT
kiacudikailii HopMalbHUX 3’ €IHAHB;

4
9) KUIBKICTH pe3yNbTaTiB HENPABHILHOTO BH3HAUEHHS TPYNHU ataku: FF = ) Ca,-a,-’ i#j, ne Ca,-aj -
Lj=1
KUIBKICTB 3pasKiB, Ae Ki1acu(ikatop BKa3ye Ha aTaKy TPy d;, B TOH Yac, SIK PeaTbHO Ma€ MICIIe araka rpy-
M aj, TIPH LIbOMY I 7 .
10) wmipa TouHOCTI (TMOKa3ye, SIKY JOJII0 00 €KTIB, MO Kiacu(}ikaTop nepeadavmB SK Taki, [0 BiAHOCSTh-

C
csl 710 JIESIKOTO KJIacy Tependaueno NpaBuibHO): Prec, =—11— | ne g — knac Tpadiky (Mosxke 6yTH a6o

q
qu +FN

HOPMaJIbHNUH, 200 BIAIOBIAATH OAHIN 3 YOTUPBOX Iy aTak), C,, — KUIBKICTb 3pa3KiB, ¢ Kacupikarop He

TIOMUIIUBCS;
11) mipa moBHOTH (TTOKa3ye, SIKY OO 00’ €KTIB, IO PEAIbHO BiTHOCATHCS JI0 JIESKOTO Kilacy Kiacudi-

C
KaTop nependaynB MPaBUWIBHO): Re Cg = —9 .
qu + FP
2~Precq -Recq

, I03BOJISIE 3B’s13aTH TOY-
Pr ec, + Re ¢y

12) F-mipa (cepepte rapMoHiiiHe TOYHOCTI Ta MOBHOTH) 7, =
HICTh Ta IOBHOTY.

Jusa gocnimpkeHHs eeKTHBHOCTI MAMHOXKHMH O3HAK OyJIO HAIMMCAHO MpOorpamy Ha Java 3 BUKOPUCTaHHAM
API o nporpamuoro nponyktry WEKA 3.9.2 (Waikato Environment for Knowledge Analysis — 6e3korro-
BHE CepEeOBHUIIIC AT IHTENEKTYaIbHOTO aHali3y JAaHuX 1 MamuHHOTrO HaBYaHHS WEKA, HanncaHe Ha Java B
yHiBepcuTeTi Baiikaro, HoBa 3enanmis).

PesynbraTi ekcriepuMeHTaIbHIX JAHHUX VIS Pi3HOT KITBKOCTI O3HAK HaBeAEHO y Tabmiwmii 4.

Tabmuus 4

Kinekicts | O3Haku TI FNR FPR FF (%) Fq Prec Rec
03HaK, THI]]
41 1-41 17781 4041 439 283

(78.872%) | (17.925%) | (1.947%) | (1.255%)
41, normal 439 4041 0,805 | 0,696 | 0,955
41, DoS 944 242 0,913 | 0,963 | 0,868
41, U2R 65 2 0,056 | 0,500 | 0,030
41, R2L 2832 6 0,196 | 0,983 | 0,109
41, Probe 483 472 0,802 | 0,804 | 0,800
5 2,4,22,23,30 17410 4662 228 224

(77,226%) | (20,679%) | (1,011%) | (1,082%)
5,normal | 3,4,6,10, 11 138 3322 0,847 | 0,742 | 0,985
5, DoS 2,4,22,23,30 1092 169 0,906 | 0,973 | 0,848
5, U2R 1,3, 14,26,29 42 10 0,490 | 0,714 | 0,373
5,R2L 3,6,7,30,37 2168 43 0,477 | 0,959 | 0,318
5, Probe | 2,4,22,23,30 569 303 0,809 | 0,859 | 0,765




Tabmnuriist 4 — [IpogoBikeHHS

6 5,7, 30, 32, 33, 40 17202 3823 538 931
(76,304%) | (16,958%) | (2,386%) | (4,351%)
6, normal | 1,2,9, 10, 11, 12 606 2868 0,840 | 0,760 | 0,938
6, DoS 5,7, 30, 32, 33,40 932 793 0,878 | 0,887 | 0,870
6, U2R | 1,4, 12, 14,15, 41 43 8 0,485 | 0,750 | 0,358
6, R2L 3,6,7,21,22,37 2264 49 0,441 | 0,949 | 0,288
6, Probe | 4, 6,22, 23,30, 37 622 261 0,803 | 0,873 | 0,743
7 2,3, 4,20, 23, 30, 36 17730 3988 355 471
(78,646%) | (17,690%) | (1,575%) | (2,089%)
7, normal | 1,3, 4, 5,21, 37, 40 179 3535 0,837 | 0,729 | 0,981
7, DoS 1,2, 4,24, 26, 29, 30 1173 269 0,893 | 0,957 | 0,336
7,U2R | 1,3, 10, 11, 17, 22, 39 34 14 0,579 | 0,702 | 0,493
7, R2L 3,6, 10, 21, 25, 29, 38 979 103 0,535 | 0,921 | 0,377
7, Probe | 2, 5,21, 23, 26, 30, 40 251 487 0,855 | 0,817 | 0,396
8 2,4,5, 6,24, 26,29, 30 17234 4220 313 777
(76,446%) | (18,719%) | (1,388%) | (3,447%)
8, normal | 3,4, 5,6, 15, 18, 27, 38 124 3499 0,841 | 0,733 | 0,987
8, DoS 2,9, 14,24, 26, 27, 30, 32 366 217 0,921 | 0,967 | 0,879
8, U2R | 1,3, 10, 14, 15, 16, 36, 39 Iy} 6 0,510 | 0,806 | 0,373
8, R2L 3,12, 18, 29, 30, 33, 36, 41 2003 36 0,535 | 0,970 | 0,370
8, Probe | 1,8, 30,31, 33, 34, 37 594 176 0,826 | 0,912 | 0,755
9 1,2, 4,15, 18, 23, 30, 31, 36 17462 3980 316 786
(77457%) | (17,654%) | (1,402%) | (3,487%)
9, normal | 2, 3, 7, 8, 18, 20, 21, 27, 36 366 2476 0,868 | 0,791 | 0,962
9, DoS 2,3,4, 13, 19, 27, 28, 30, 36 736 285 0,926 | 0,858 | 0,897
9, U2R | 1,7, 12, 14,17, 27, 30, 38 33 3 0,558 | 0,784 | 0,433
9, R2L 3,6, 14, 15, 27, 29, 30, 37, 40 2090 140 0,494 | 0,886 | 0,342
9, Probe | 1,2, 4, 15, 18, 23, 30, 31, 36 635 245 0,802 | 0,879 | 0,738
11 2,4,7,8, 10,21, 22, 23, 27, 28, 30 17728 3803 276 737
(78,637%) | (16,869%) | (1,224%) | (3,269%)
11, normal| 1,3, 4, 5, 10, 12, 16, 22, 27, 37, 40 205 3440 0,839 | 0,734 | 0,979
11,DoS | 1,2,5,8, 15,22, 23, 24, 26, 30 332 330 0,913 | 0,943 | 0,384
11, U2R | 3, 12, 13, 14, 15, 17, 22, 23, 30, 31, 34 40 5 0,545 | 0,844 | 0,403
11,R2L | 1,3,5,6, 10, 23, 24, 28, 33, 37, 41 1787 a4 0,603 | 0,969 | 0,438
11, Probe | 1,2, 4,12, 15, 18, 23, 30, 32, 34, 40 504 468 0,798 | 0,804 | 0,792
15 1,2,3,4,5,8, 11, 14, 18, 19, 22, 29, 30, 37, 38 18344 3335 359 506
(81,370%) | (14,793%) | (1,592%) | (2,244%)
15, normal| 1,2,3,7, 11, 13, 15, 21, 23, 27, 28, 33, 34, 37, 38 346 3158 0,842 | 0,748 | 0,964
15,DoS | 2,3,4,6,8, 10, 13, 15, 16, 22, 23, 29, 30, 37, 40 744 225 0,930 | 0,966 | 0,396
15, U2R | 3,4,5, 10, 11, 12, 17, 21, 22, 25, 30, 37, 38, 40 40 9 0,524 | 0,750 | 0,402
15,R2L | 1,2,3,7, 11, 17, 21, 22, 23, 24, 25, 26, 29, 31, 32 1936 25 0,559 | 0,980 | 0,391
15, Probe | 1,2,3,4,5,8, 11, 14, 18, 19, 22, 29, 30, 37, 38 429 213 0,861 | 0,903 | 0,823
17 1,2,3,4,7,8,10, 11, 13, 14, 15, 20, 22, 27, 30, | 18036 3767 625 116
36,37 (80,004%) | (16,710%) | (2,772%) | (0,515%)
17, normal| 1,2, 3,4, 7, 10, 14, 18, 20, 21, 23, 25, 28, 30, 34, 312 3427 0,834 | 0,733 | 0,968
38, 40
17,DoS | 2,5,6, 11, 13, 17, 18, 19, 23, 26, 27, 29, 30, 32, 703 100 0,942 | 0,985 | 0,902
33,34
17,U2R | 1,2,3,4,5,8, 10, 14, 15, 16, 18, 22, 23, 26, 28, 26 12 0,683 | 0,774 | 0,612
36, 38
17,R2L | 1,3,5,6,8,9, 15, 16, 19, 20, 21, 22, 24, 26, 31, 1958 66 0,547 | 0,949 | 0,384
37,41
17, Probe | 1,2,3,4,6,8, 11, 12, 14, 15, 17, 22, 29, 30, 31, 325 272 0,875 | 0,885 | 0,366
37, 40
19 1,2,3,5, 11, 12, 13, 16, 20, 22, 23, 24, 26, 29, 18473 3198 400 473
30, 32, 34, 40, 41 (81.942%) | (14.186%) | (1.774%) | (2.098%)
19, normal| 2,3,4,6,7,8,9, 15, 16, 19, 20, 22, 27, 30, 32, 324 2974 0,851 | 0,759 | 0,967
33,34, 38, 40
19,DoS | 2,3,5,6,7,9, 12, 13, 14, 17, 22, 23, 26, 27, 29, 551 406 0,933 | 0,942 | 0,923
30, 34, 36,37
19, U2R | 2,3,5,6,8,9, 10, 12, 14, 17, 18, 20, 22, 23, 25, 27 10 0,684 | 0,800 | 0,597
28, 30, 35, 37
19,R2L | 1,2,3,4,5,10, 11, 13, 18, 19, 20, 21, 23, 25, 28, 1688 32 0,634 | 0,979 | 0,469
29,37, 38,39
19, Probe | 1,2,3,4,5,7,9, 11, 13, 18, 20, 22, 26, 27, 28, 338 273 0,872 | 0,884 | 0,860

29, 30, 33, 40




Tabnuus 4 — [TpogoBxkeHHS

20 2.3,5,6,8,9, 12, 13, 16, 17, 19, 21, 23, 30, 31, | 18397 3550 284 313
32,34, 36,37, 41 (81.605%) | (15,747%) | (1.260%) | (1.388%)

20, normal| 1, 2,3, 4,5, 6,8, 10, 13, 17, 19, 21, 22, 23, 28, 248 3371 0,839 | 0,737 | 0,974
35,36, 39, 40, 41

20,DoS | 1,2,5,6, 11, 12, 13, 17, 18, 19, 22, 26, 28, 30, 674 245 0,934 | 0,964 | 0,906
31,33, 34,37, 39, 41

20,U2R | 1,2,3,4,5,6,7, 10, 11, 12, 16, 17, 18, 20, 22, 40 4 0,551 | 0,871 | 0,403
24,26, 30,31, 37

20,R2L | 2,3,5,6, 10, 11, 12, 13, 14, 15, 16, 17, 18, 21, 3008 12 0,557 | 0,946 | 0,394
27,29, 30, 34, 36, 37

20, Probe | 1,2, 3,5, 6,12, 14, 15, 16, 17, 21, 22, 26, 27, 28, 422 182 0,869 | 0,917 | 0,826
29, 30, 37, 39, 41

25 1,2,3,4,5,6,8,9, 10, 13, 14, 17, 18, 21, 22,23, | 18444 3406 310
24, 26, 28, 29, 30, 36, 39, 40, 41 (81.813%) | (15.108%) | (1.375%)

25, normal| 2, 3,4, 5,6,7,8, 10, 11, 13, 14, 16, 17, 18, 19, 348 2988 0,849 | 0,758 | 0,964
20, 21,22, 25, 26, 28, 33, 34, 36, 40

25,D0S | 2,3,5,6,7, 11, 12, 13, 14, 17, 18, 19, 20, 21, 22, 395 235 0,956 | 0,966 | 0,945
23,28, 29, 30, 31, 32, 34, 35, 36, 40

25,U2R | 1,6,7,9, 10, 11, 12, 13, 14, 16, 17, 18, 19, 20, 40 3 0,557 | 0,900 | 0,403
21,24, 26,27, 32, 33, 34, 35, 36, 39, 40

25,R2L | 1,2,3,4,5,8, 11, 16, 17, 18, 21, 26, 28, 29, 30, 2021 16 0,532 | 0,986 | 0,346
31,32, 34, 35, 36, 37, 38, 39, 40, 41

25, Probe | 1,3,4,7,8, 11, 13, 14, 16, 18, 19, 20, 23, 24, 25, 419 344 0,840 | 0,853 | 0,827
28,29, 30, 31, 32, 34, 36, 38, 39, 40

AHaIizyroun OTpUMaHi pe3ylbTaTd, 6a4uMo, 0 3MEHIIEHHS KUIBKOCTI iH)OPMATUBHUX O3HAK J103BOJIH-
JIO TiJBUINUTH TOYHICTh BH3HAYCHHS Kiacy TpaikKy BITHOCHO yCi€i MHOXWHM O3HaK. Haiikparmmmu mig-
MHOXHHAMH, Y BUIIAJKy MiHiMi3awii KiTbKOCTI MOMWIOK 1 pony, BUSIBHIIMCS TaKi:

DoS-2,3,5,6,7,11,12,13, 14, 17, 18, 19, 20, 21, 22, 23, 28, 29, 30, 31, 32, 34, 35, 36, 40;

U2R-1,2,3,4,5,8, 10, 14, 15, 16, 18, 22, 23, 26, 28, 36, 38;

R2L -3, 6,10, 21, 25, 29, 38;

Probe -2, 5, 21, 23, 26, 30, 40.

J1y1 NOpIBHAHHS OTPUMAaHUX PE3YNbTaTiB HaBEAEMO aHAJIOT1uHy TaOmuito (Tabi. 5), A7 O3HaAK, BU3HAYE-
HUX, HapuKIan, y poborax [4 — 9].

Tabnuis 5
Kinbkicte | O3Haku TI FNR FPR FF Fq Prec Rec
03HaK,

20 1,5,7,10,11,12, 13, 14, 18, 20, 21, 22, 23, 24, 26, | 15921 5241 721 661

27,30,31,37[4] (70.62%) (23.248%) | (3.198%) | (2.932%)
20,normal 721 5241 0,751 | 0,632 | 0,926
20, DoS 1538 772 0,830 | 0,879 | 0,785
20, U2R 62 2 0,135 | 0,714 | 0,075
20, R2L 3167 6 0,007 | 0,647 | 0,003
20, Probe 1135 602 0,597 | 0,681 | 0,531
25 1,2,4,5,6,8,10,11, 13, 14, 16, 22, 23,24,27,29, | 17367 4169 249 759

31, 32, 33, 34, 35, 36, 37,40, 41 [4] (77.036%) | (18.493%) | (1.105%) | (3.367%)
25,normal 249 4169 0,811 | 0,694 | 0,974
25, DoS 1087 685 0,873 | 0,899 | 0,848
25, U2R 65 0 0,058 | 1,000 | 0,030
25, R2L 2613 20 0,300 | 0,966 | 0,178
25, Probe 1163 303 0,632 | 0,806 | 0,520
25 1,2,5,8,10,11, 12, 13, 14, 18, 20, 21, 22, 23, 24, 17065 4997 301 181

26,27,28,29,31, 35, 36,37, 40,41 [4] (75.696%) | (22.166%) | (1.335%) | (0.803%)
25,normal 301 4997 0,780 | 0,653 | 0,969
25, DoS 1517 139 0,872 | 0,976 | 0,788
25, U2R 67 1
25, R2L 2774 3 0,225 | 0,993 | 0,127
25, Probe 820 339 0,734 | 0,825 | 0,661
17 3,4,5,6,8,12,17,23, 25, 26, 29, 30,31, 37, 38,39 | 16634 4282 832 796

[5] (73.785%) | (18.994%) | (3.691%) | (3.531%)
17,normal 832 4282 0,776 | 0,675 | 0,914
17,DoS 1618 515 0,839 | 0915 | 0,774
17,U2R 67 0
17,R2L 3002 23 0,104 | 0,884 | 0,055
17,Probe 391 1090 0,732 | 0,650 | 0,838




Tabnuus 5 — [TpogoBxkeHHS

15 3,4,5,6, 12,23, 25,29, 30, 33, 34, 35, 38, 39 [6] 15865 5155 825 699
(70373%) | (22.866%) | (3.660%) | (3.101%)

15,normal 825 5155 0,748 | 0,633 | 0,915
15, DoS 1767 964 0,798 | 0,849 | 0,753
15, U2R 67 0
15, R2L 2893 10 0,164 | 0,966 | 0,090
15, Probe 1127 550 0,607 | 0,702 | 0,534
25 2,3,4,5,6,8, 10, 13, 23, 24, 25, 26, 27, 29, 30, 32, | 17979 3730 443 392

33,34, 35, 36, 37, 38, 39, 40 [7] (79.751%) | (16.545%) | (1.965%) | (1.739%)
25 normal 443 3730 0,816 | 0,713 | 0,954
25,.D0S 944 402 0,002 | 0,939 | 0,368
25,U2R 67 0
25,R2L 2626 6 0,296 | 0,989 | 0,174
25,Probe 485 427 0,809 | 0,819 | 0,300
25 2,3,4,5,6,7,8, 10, 11, 12, 13, 25, 26, 27, 28,29, | 17508 4263 242 531

30, 34, 35, 37, 38, 39, 40, 41 [7] (77.661%) | (18.910%) | (1.073%) | (2.356%)
25, normal 242 4263 0,308 | 0,690 | 0,975
25,.D0S 398 565 0,896 | 0,917 | 0,875
25,U2R 65 3 0,060 | 0,400 | 0,030
25.R2L 2773 9 0,226 | 0,978 | 0,127
25,Probe 1058 196 0,685 | 0,874 | 0,563
25 2,3,4,5, 6,12, 23, 24, 25, 26, 27, 29, 30, 31, 32, 17345 4061 423 715

33,34, 35, 36, 37, 38, 39, 40, 41 [7] (76.938%) | (18.014%) | (1.876%) | (3.172%)
25 normal 423 4061 0,806 | 0,696 | 0,956
25,.D0S 1053 412 0,893 | 0,937 | 0,853
25,U2R 66 1 0,029 | 0,500 | 0,015
25,.R2L 2656 24 0,029 | 0,956 | 0,164
25,Probe 1001 701 0,625 | 0,669 | 0,586
19 3,4,5,6,8, 12,23, 25, 26, 29, 30, 31, 33, 34, 35, 15945 5286 842 411

37, 38,39 [8] (70.994%) | (23.447%) | (3.735%) | (1.823%)
19,normal 842 5286 0,743 | 0,627 | 0,913
19, DoS 1628 458 0,842 | 0,924 | 0,773
19, U2R 66 1 0,029 | 0,500 | 0,015
19, R2L 3064 17 0,069 | 0,870 | 0,036
19, Probe 939 777 0,633 | 0,656 | 0,612
12,DoS | 1,2,3,4,5,6, 12, 23,24, 31, 32, 37 [9] 1289 349 0,846 | 0,874 | 0,820
5,U2R | 1,2,3,10, 16 9] 52 1 0,361 | 0,937 | 0,224
6,R2L | 1,2,3,4,5,10,22 9] 3009 12 0,101 | 0,934 | 0,053
12,Probe | 1,2, 3,4, 12, 16, 25, 27, 28, 29, 30, 40 [9] 494 352 0,320 | 0,846 | 0,796

AHanizyroun naHi Tabmuni, 6a4uMo, 0 HAII MOLTYK MHOXXWH iH(OPMATHBHUX O3HAK BUSBUBCS HE Tip-
LIMM 32 PsiJI iHIUX POOiT.

BucHoBkHn

3anponoHOBaHO MiIXiJ 100 3MEHIIEeHHS po3MipHOCTI iHpopmatuBHuX o3HaK TCP/IP — 3’ennans 6asu
NSL-KDD. B ocHOBY mifxo[y MOKJIAJCHO i7IcF0 BU3HAYCHHS ISl KOXKHOTO THITy aTaKH Ta HOPMATBHOTO
TpagiKy 03HaK, SKi HAWOLIBII BIAJ0 1X XapaKTepu3yIoTh. Y 3arajlbHOMY IUIaHi, 3aJaf049H TOHM 4M 1HIIMH KpHU-
Tepill MPIOPUTETHOCTI, MOXKHA BiAiOpaTH LIyKaHi BiANOBIAHI MIIMHOXUHHU O3HAK. [licisl BU3HAYEeHHS TaKHX
iIMHOXHH, MPOIIOHYETHCS BUKOPUCTATH MOTYXKHIII Kiacu(iKaTOpH, a TAKOXK, MOIYJb, AKHH, y BHIAAKY
HEOJHO3HAYHOCTI BiAMOBiJeH aHCaMOMIO Kiacu(ikaTopiB, MpUAMATUME OCTATOYHE PILIEHHS MIOAO BiACYT-
HOCTi 200 HAsIBHOCTI aTakH Ta HAJEKHOCTI OCTAHHBOI J0 IEBHOI Tpymu. [ miIBHIIEHHS DIBUAKOMII MOIIIY-
Ky MiJIMHOKHH MTPOTIOHYETHCS 3a11ATH OOYHCICHHS 3 BUKOPUCTAHH rpadiqHuX MPOLECcOpiB.
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