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Anomauin

3anpononosano memoo usNaAUEHHA MEPOPUCMUYHUX 3A2PO3 Y MEKCMOBUX NOBIOOMNEHHAX, AKUU 0A3VI0MbCa HA
MOOeNi acoyiamugrHo2o 06pasHo20 MUcieHHs 00U, 3abe3neueno MoHCIUSICIb BUKOPUCAHHA NAPAMEMPIE CKIAOHUX
36’A3KI6 MIdC COBAMU Y PEUEHHAX MEKCMO8020 OOKYMEHmY OA IHOeKCY8anHs meKcmosoi ingopmayii, a maxoxc
SMEHULeHHS PO3MIPHOCI OHIAUHOB0T Kiacugikayii iiHitiHux éekmopis. Po3pobiieno npoepamuuil npomomun cucmemu
MOHImMOpuUH2y 3a2po3, wo basyemuvcs Ha ainegicmuynomy nakemi DKPro Core.

Kuro4oBi c/ioBa: TEKCTOBI MOBIIOMIICHHS, TEPOPUCTUYHI 3aTpO3H, CKIAJHI BiTHOMICHHS, JIHIHHUNA KiacugikaTop,
MallIHHE HaBYaHHS, MOJIEb, 00pa3He acOI[iaTHBHE MUCIICHHSI.

Abstract

The method of determination of terrorist threats in text messages, which based on the model of associative imaginative
thinking of a person, is proposed. It is possible to use the parameters of complex links between words in the text document
sentences for indexing textual information, as well as to reduce the dimensionality of the online classification of linear
vectors. The software prototype of the threat monitoring system, based on the DKPro Core linguistic package, has been
develop.

Keywords: text messages, terrorist threats, complex relationships, linear classifier, machine learning, model,
associative imaginative thinking.

Problem

Hidden content of terrorist threats in the text messages is usually deliberately veiled by using a neutral
vocabulary; also, malicious people often resort to synonymous and metaphorical constructions. Therefore,
recognition of terrorist messages by searching for keywords from a "terrorist dictionary" does not bring the
desired results. Using machine-learning techniques based upon already known cases of "lexical support" for
terrorist threats also does not work if the attackers have agreed on their own original slang ("Gypsy language").

Approach to solution

The proposed approach based upon the model of human figurative associative thinking. Essential natural
processes of intelligence formation and development were reduced to the model of the associative network of
images’ life cycle. There was determined a new concept of linguistic image that represented as the subset of
the set of words that are verbal signs of the image to recognize. The approach provides the definition of the
components of linguistic images, as well as the strength of the links between them based upon the known
methods of linguistic and statistical processing of text information. It proposes to represent the terrorist
messages in the form of graphs / subgraphs of linguistic images that are invariant to verbal signs of those
images. So really, we are looking not for words, but for stable networks / subnets of the links between them.

Brief description of the proposed method

The new method aimed at implementing the proposed approach through the combination of the known
methods of information retrieval and machine learning. Formally, we have a set of documents D =
{dl, ) d|D|}, information about each of them can be obtained only from the document itself without involving

external sources. Also known is C = {cl, ...,c|c|} — a set of categories or abstract labels, each of them may



mark one of the multiple documents from D. Let it be ®:D x C — {0,1} — unknown target function that is
determined from pair (d;, ;) or the document d; belongs of category c; (True) or no (False). The problem is

to construct (classification) the function @, as close as possible to ®. The formally ranked classifier will be
considered the definition of the function CSV;: D — [0,1], that for each document d; returns the categorization
status value d; to ¢;. You can build an exact classifier this way: or immediately construct a function CSV;: D —
[T, F] or compute a similarly ranked function CSV;:D — [0,1], and then define the threshold z; such that
CSV; = 7; considers as T, and CSV; < t; considers as F.

To solve the problem of constructing the function of the classifier of threats @, it is proposed to apply the
possibilities of modern linguistic packages to determine the complex relationships between the sentences of
the text document and to put the obtained numerical parameters in the basis of the procedure for indexing text
information. Unlike the known methods, the proposed method, instead of words (terms), uses the coordinates
of the vector of a separate text document as links between words. New method ensures numerical indicators
of the completeness and accuracy of the threatening documents’ identification.

Expected Results

The proposed method implements on the platform of the Apache UIMA framework and the DKPro Core
linguistic package with Java / Maven / Eclipse software support. The received software prototype of the threat
monitoring system builds a network of linguistic images (meaningful forms of word) based on storing complex
syntactic relationships between the lemmas. Formal analysis of the obtained graph of lexical ontology allows
us to determine the degree of its proximity to the classified space of similar graphs that correspond to known
types of threats.

After performing the main task of the prototype, the formation of a relevant knowledge base to recognizing
text-based terrorist messages based upon the new approach, it leads to development of professional software
to support the threat monitoring system online.
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