Marictepcbka KBanidikauinHa poboTta Ha Temy:

“Po3pobka nporpamMmHoro
3abe3neyvyeHHs1 AN CTBOPEHHS
3axuLLEeHOoro KaHany nepepgadi
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MeTa | 3agayi poboTu

MeTotlo poboTK € nigBULLIEHHA 3axXUCTy nepegadi
OAaHNX B KOMITIOTEPHUX Mepexax 3a paxyHOK
BUKOPUCTaAHHA 404aTKOBOIO LLUNMPPYBaHHS.

Y BignoBigHOCTI 40 NocTaBneHol MeTN B pOBOTI BUPILLYOTLCS
TaKi 3aBOaHHS:

- TEXHIKO-€KOHOMIYHEe OBrpyHTYBaHHA O0UINBLHOCTI PO3pPO6KU
nporpamHoro 3abe3neyvyeHHs;

- BUOip nporpamMHmx 3acobiB Ans BUPILLEHHSI MOCTaBIIEHUX
3aBaaHb;

- po3pobka anropuTMmiB Ta NPorpamMmHuUxX Moaynis;

- po3pobka rpaivyHoro iHTepdENCy Ta TECTYBaHHS
NporpamMHoOro NpoaykTy;



[lepeBarn gogaTky

KombiHOBaHE BUKOPUCTAHHA CUCTEM

LLUMAQPPYBAHHA

BukopuctaHHsa AES B lwndppyBaHHi Tpadiky
BukopuctaHHa SSL B lundppyBaHHi Tpadiky
BukopuctaHHsa wndgpy BepHama B lwundopyBaHHI Tpadoiky

BukopuctaHHa gogaTkoBoro kaHany ansg nepegadi AES-
KIro4a
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[ padp-cxema anroputmy
LIJll/IdeyBaHHFI AES
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byte in[4*Nb], -
byte out[4*Nb], for round = 1
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word > step 1 to Nr-1
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_ 3 ¢ 6 i
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ixColumns(state)
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w[0, Nb-1])
. '
SubBytes(state)
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[ padp-cxema anroputmy
gewnpysaHHa AES
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byte in[4 * Nb], 5
byte out[4 * Nb], for round = Nr - 1 step -1
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W[Nb*(Nr+1)]

\ 4

R !

6
byte state[4, Nb] InvShiftRows(state)
state = in InvSubBytes(state)
AddRoundKey(state, w[Nb *
round, Nb * (round+1) - 1])
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AddRoundKey(state, |
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ApPXITEKTYpa nNporpamHoro

3abe3neyeHHs

GapDetector:
public std::set
=Cluster, sequenceless>
i i seguenceCiri{msg)
Gateway AES_KeyExchange OTP_Processor SSL_Tunnel
Outgaing - public Communicator - public Communicator Incoming Cuigoing
FifoBuffer ] “do_parform{msg) . ::do_parformimsg) FifoBuffer FifoBuffer
public EnqueBufferSender L public EnqueBufferSender
senqueimsg) 3 - h 4 engue(msg)
Incoming Cutgaing public EngueBufferSendar
F 1 — 8 - - rF 3
FifoBuffer FifoBuffer enque(msg)
"
public Communicator public EnqueBufierSender Incoming Qutgoing ~ public Cammunicator |
[ | s:do_performimsg) — engue(msg) ol FifoBuffer FifoBuffer 1] rdo_perform(msg)
i — M A1
GatewayPolicy AES_KeyAgent: ChannelObserver:
public Thread public Thread public Observer
i)
srunf) —recvibufier)  |g— Outgoing KeyQueve | | | OnReadyToRead(buffer)
_ | Delepatee SocketiFile uget_for_presend(keys) Delegatee Connection
» sendiwrite(buffer) “send{buffer) B
| | Incoming KeyQueue |
4 raccept_incoming{msg) [
\\ / h 4
TUKTAR dewice, | SSLServerSacket,
TCP/RAW socket, S5 ClientSocket
File siream /
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[liarpama knacis

| ARPPackage )

public | AESPackage v [ Cluster
Class Class Class
-+ Rawhessage -+ RawMessage ¥ RawMessage
>~ > public public
| v
IP6Package ¥ | public
Class
¥ RawMessage
| EthernetFrame v | IPPackage (¥
Class Class
¥ RawMessage =¥ RawhMessage
public public
| EthSplitter (¥ | IPSplitter ¥
Class Class
- SplitR awBuffer ToMessagesBase = SplitR awBuffer ToMessagesBase
public public
i . AV ;
SphitRawBuffer FoMessagesBase (¥ | RawMessage ¥
Abstract Class Class

¥ Message
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public | Message ¥
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[llarpamma cTaHIB

AES Layer AES Layer OTF Layer
[(AES Keyigent) [Outgoing KeyQueue) {OTP_Processor)

Gateway Layer AES Layer
(Gateway) [AES_ KeyExchange)

From TT
Gateway [

Policy
QD_ Communicator
do_perform{msg) From Ul Thread::muni)

i is_have_fres()]
push_new(key)

EnqueBufferSender
sangueOutgoing gel_for_presend get_me_nexi_
(msg) AESPackage: apa o
" ( _KeyStore,
makePraSend arderlD)

1
11
11 I
I AES package: |
types AES_Key, AES_IV . !

[ }

Communicator
vdo_perform{aes_pkg)

IPPackage/
EthemestFrame/

RawMessage

assign_cluster_id AESPackage/

(orderld, custerld)

Communicator
( ) D »do_perform{msg)

get_for_crypto get_me_next_ . IJIEBSSIng
AESPackage:: outgaing
I {AES_KeySlore,

makeCRData clusteriD)

pop_quea(),
backlog()

EngueBufferSander
sengueCutgoing

(aes_pkg)
I AES package:
[l types CRData T Communicator
O_ _______________ T T T e e e = wdo_perform(aes_pkg)
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BUCHOBKWU

HaykoBa  HOBM3Ha  poboTM  nondrae B
lWndppyBaHHI MepexeBoro Tpadpiky 3a O4OMNOMOroto
AES, wudpy BepHama Ta SSL | BUKOPUCTAHHI
O000aTKOBOro KaHany anga nepenadvi AES-knouva.

B npoueci po3pobku nporpamMHoOro 3abesrneyeHHs
ONs CTBOPEHHA 3axXULLEHOro KaHany Aangd nepenadi
OaHuX Ta O0dOPMIEHHA AOUMSIOMHOI poboTK Ha
npakTuui Oynn 3akpinneHi TeOopeTUYHI 3HaHHA,
BAOCKOHANEHO HaBUYKM MporpamyBaHHA MOBOIO
C++ Ta HaBuMukM  OQOPMIIEHHSI  TEXHIYHOI
OOKYMeHTauil 3 BUKOPUCTAHHSAM TEKCTOBUX Ta
rpadIivHNX pedakTopiB.
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