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MeTa BUKOHaHHA AUMNJIOMHOT PO60TU — € CTBOPEHHS CUCTEMU EAMHOIO BXoay, Lo
3abe3neuntb 6e3neyvHe 36epiraHHA Naponis, Ta NOKpaLIMTbL B3AEMOLI0 i3 KiEHTamMu, 3a
paxyHOK CnpoLLEeHHA aBTopu3aLi’l MK pi3HUMK cepBicamu

OG6’eKTOM AOCNIIKEHHA — € CTBOPEHHA CUCTEMU EANHOIO BXO4Y.

MpeameT JocnigXeHHa — € CUCTeMU EANHOIO BXOAY Ta NPOTOKOIM aBTopu3auil y
NO€AHaHHI i3 CTaHOAPTHUMM MexaHikamn ayTeHTUdoiKaLii KOpuUcTyBauiB.
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AyTeHTuikayia — npoueaypa BCTaHOB/IEHHA Ha/IEXHOCTI KOpUCTyBayeBi iIHhopmallii B CUCTEMI
npea'aBNeHoro HAM igeHTuduikaropa.

ABTOpU3aLis — KepyBaHHS PIBHAMK Ta 3acobamMim A0CTyny A0 NEBHOr0 3axumLLIEHOTO Pecypcy,
Hanpuknaa, aBTomaTM3oBaHa cuctemMa KOHTPOJI AOCTYNy Ta pPecypciB CUCTEMM 3a/1EXKHO Bif
iAeHTndpikaTopa | naposis KopuctyBaya abo HagaHHA NeBHUX NOBHOBaXeHb (0Cco6i, nporpami) Ha
BUKOHAHHSA OesKuX Aiid y cuctemi 06podkn gaHux.
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NON-SSO SCENARIO

Ask for login info, Ask for login info,
authenticates user authenticates user

domaini.com Browser Cookie Storage domain2.com
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Oauth 2.0

Abstract Protocol Flow

1. Authorization Reguest

User

2. Authorization Grant (Resource Owner)

Applica‘[ign 3. Authorization Grant

Authorization
(Client)

4. Access Token Server

5. Access Token Resource

Server
6. Protected Resource

Service API
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Tokens flow

Client

ca(A)eneaa-- Authorization Grant --------- >
<-(B)-----v-nnn-- Access Token -------------
& Refresh Token
S T +
--(C)---- Access Token ---->
<-(D)- Protected Resource --| Resource
Server
--(E)---- Access Token ---->
<-(F)- Invalid Token Error -
decscnccana +
--(G)--mee - Refresh Token ----------- >
<-(H)---veennn-- Access Token -------------
+ & Optional Refresh Token

Authorization
Server

Figure 2: Refreshing an Expired Access Token
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JWT
Encoded Decoded
eyJhbGciOiJIUzIINiIsInRS5c | | {

CI6IkpXVCI9.eylzdWIi0iIxM
JMONTY30DkwIiwibmFtZSI6Ik
pvaG4gRGITI1wiYWRtaW410nR
ydWV9.TIVA950rM7E2cBab30R
MHrHDCEfxjoYZgeFONFh7HgQ

"iss" (Issuer)

"sub" (Subject)

"aud" (Audience)

"exp" (Expiration Time)
"nbf" (Not Before)

"lat" (Issued At)

"Iti" (JWT ID)

e o

1
3

"alg": "HS256",
n.typu c " IWT

"1234567890",
"John Doe",
true

"sub":
"name" :
"admin":

HMACSHA256 (

)

base64Ur1Encode(header) + "." +
base64Ur1Encode(payload),
secret

Header

Payload

Signature
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B3aemMo a1 MK K/TIIEHTaMU

KnneHT
KNneHT
- public key miee |
jwt-library 1.0.0 E B public key
jwt-library 1.0.0
B public key
- secret key

jwt-library 1.0.0

Authorization
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2.1.

Client Types

OAuth defines two client types, based on their ability to
authenticate securely with the authorization server (i.e., ability to
maintain the confidentiality of their client credentials):

confidential
Clients capable of maintaining the confidentiality of their
credentials (e.g., client implemented on a secure server with
restricted access to the client credentials), or capable of secure
client authentication using other means.

public
Clients incapable of maintaining the confidentiality of their
credentials (e.g., clients executing on the device used by the
resource owner, such as an installed native application or a web
browser-based application), and incapable of secure client
authentication via any other means.
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TYPICAL SSO

o Q Either user logs in, or cookie is available

. Sends token
e Redirects to and redirects to

Uses Token Auth Sever (domain3.com) Uses Token
to Authenticate to Authenticate

m o Sends token and redirects o Stores Cookie Redirects to o ‘ m

domainl.com Browser Cookie Storage domain2.com

Stores domain1 Stores domain2
Cookie Cookie

o Browses to o Browses to

User
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[IpeaMeTHO-Opi€HTOBAaHE IIPOEKTYBaHHSI
ta SOLID npuniminm

* Single Responsibility

« Open-Closed

e Liskov Substitution

* Interface Segregation

 Dependency Inversion
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Requests

Controllers

| gl

Services —> Repositories
“—e

Factory, Validators, Facades, etc

l USE l USE

Components Domain
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OCHOBHMMUW OOCTOIHCTBaAMM CUCTEMU EANHOIO BXOAY €E:
3HMKEHHSA KiNbKOCTI NaposiB, HEOOXIAHUX ANA PI3HUX NPOrpamMHMX NPOAYKTIB;
3HMKEHHA Yacy, HeobxigHOro ANna NOBTOPHOrO BBEAEHHA NapOiB;

3HMKEHHA HaBaHTaXeHHS Ha Mepexy, NoB'A3aHOol 3 baraTopasoBuMK npoueaypamm
ayTeHTudikaui;

3HWKEHHI BapPTOCTI IT-cucteMn 3a paxyHOK 3HMKEHHS KiNbKOCTI iHUMAeHTIB |IB, noB'd3aHnx 3
00NIKOBMMY f@aHNMW KOPUCTYBauiB;



