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(57) Pedpepar:

Cnoci®é napanenbHOro Krto4YoBOro rellyBaHHA AaHUX TEOPETUYHO [AOBEAEHOI CTIMKOCTI BKIOYaE
nogaHHsa iHopMauilHMX daHux Yy Burnagi nocnigosHocTi. [loTiM nogatoTb Kwyosi AdaHi K,
relwyBaHHs iHPOPMaLINHUX AaHUX BUKOHYIOTb LUMAXOM MiQHECEHHA [0 CTeneHs 3a MoayremMm 3a
JOMOMOroK MPUCTPOID MIAHECEHHS OO0 CTEneHd 3a Moaynem, 3ajada 3ramMy Kr4da relwyBaHHS
3BOAUTBCA OO 0BYUCIIEHHSA OMUCKPETHOro norapudma B noni NpocToro Yncna, NigHOCATb YUCTIO, siKe €
NPUMITUBHUM KOpeHeM 3a moaynem. Knwoyosi gaHi K nogatoTb y BUMNA4i NOCNIAOBHOCTI CEKPETHUX
yucen, NigHOCATb KOXHEe 3 ( BENWKUX Yucer, ke € NpUMITUBHUM KOPeHeM 3a BignoBigHUM Moaynem
Pj, 4O CTENeHs, AKM € pe3ynbTaToM [0AaBaHHSA 3HaYeHHs eneMeHTa iHpopMaLiiHOI NOCNiAOBHOCTI
M;, 3HAYEHHSA CyMU pesynbTaTiB rewyBaHHS nonepeaHboro enemeHTa iHpopmauinHol NocnigoBHOCTI
Ta 3HAYeHHs CeKpeTHoro vucna kK;.
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KopucHa mopenb HanexuTb A0 ranysi kpunTtorpadiyHoro 3axmcty iHdopmadii i mMoxe OyTu
BUKOPUCTaHa npu po3pobLi MexaHiamMiB 3abe3neyeHHs LiniCHOCTI JaHuX.

Bigomnii cnocib Kno4yoBOro xelyBaHHA TEOPETUYHO OOBEAEHOI CTIMKOCTI - [[laTeHT YkpaiHm Ne
18693 Big 15.11.2006 p., M. kn. G 09 C 1/00, Gion. Ne 11 2006 p.], 9k nonsirae B TOMy, L0
iHpopmauiHi gaHi M nopgatotbcst 'y Burnagi nocnigoBHocTi M={m;, m,... m}, kmo4doBi gaHi K
nodalTbCs Yy BUMMSAAI BENUKOTO CeKpeTHoro uucna Kk, a xewyBaHHA iHpopMaUinHMX AdaHux
BUKOHYETbCS 32 AOMNOMOrOK MPUCTPOK MHOXEHHSA efleMeHTIiB M; iHdhopMauinHoi nocnigoBHocTi M Ta
eniemMeHTiB  KN4oBol nocnigoBHocTi K 3a iTepaTuBHMM NpaBuUNOM MNigHECEHHS OO0 CTeneHsa 3a
MoAynem BEMWKOro MPOCTOro 4ucrna p, KAYoBi AaHi, B noganblloMy OCOOMCTMIA  Kntod K,
BMKOPUCTOBYIOTLCH SIK CTEMiHb CTYNEHSA B iTEpauinHOMY NpaBuIii XelyBaHHS, a 3agaya 3namy Kroya
XellyBaHHA 3BOAMTbLCA 40 06YMCNeHHS OMCKPEeTHOro norapudma B npocToMy noni.

Heponikom uporo cnocoby € HegoCTaTHSA TeopeTMYHa CTIMKICTb BHACNIAOK TOro, WO ANS 3a4aHOoro
3HAYEHHS 4Yucna p He BCi 3HAYEHHs eneMeHTIB iHopMaLinHOT MOCNIAOBHOCTI M; O03BOMSAOTb
OTpPUMaTU NOBHY MHOXWHY BUXiAHMX 3HadeHb (Bigd O 40 p-1) Npy BUKOHAHHI onepadin nigHeCeHHsa a0
Pi3HMX CTENEHIB 3a MOAYMEeM P, OCKIflbKM HE BCi 3HAYEHHS1 enleMeHTIB IHOpMaLiNHOT NOCNIAOBHOCTI
m; € NPUMITUBHMMM KOPEHSAMW 32 MOAYNeM p, WO pobuTb MOXIMBMM ANS 3MTOBMMCHMKA 3MaM 3a
gonomoroto nepebopy BigMIHHOMO Bif NMOBHOro, a TOMy 3aJaya 3ramy He 3BOAUTLCS 4O 0OYMCIEHHS
ANCKpeTHOoro norapmndma B Noni NPOCToro ymcna.

Hanbinbw 6nun3skMM 4o cnocoby, Lo NPONoHYETLCS, € CNOCiO KMHOYOBOro XeLlyBaHHS TEOPETUYHO
poBefeHol cTinikocTi [[MaTeHT YkpaiHnm Ne 50818 Big 25.06.2010 p., M. kn. G 09 C 1/00, 6ton. Ne 12,
2010 p.], skvn nonsrae B ToMy, Lo iHdopmauinHi AaHi M nogatoTe y Burnagi nocnigosHocti M={m;,
m,... M}, KNO4YoBi AaHi K nogalwoTe y BUrNSAAi BENMKOrO CEKpeTHOro yucna k, a xewyBaHHSs
iHopMaLiHUX JaHWUX BUKOHYIOTb LUMAXOM MiAHECEHHS OO CTENeHs 3a MOAYyrneM BENWKOro npocToro
yucra p 3a JOMOMOroK MPUCTPOID MIQHECEHHSA OO0 CTEMEHs 3a MOAyNeM, Benvke cekpeTHe umcno K
BMKOPUCTOBYIOTb $IK MOYaTKOBE 3anoOBHEHHsSI hg, 3agada 3namy Knova XewyBaHHA 3BOAMTLCHA [0
00YMCNEHHS AMCKPETHOro norapudmMa B MPOCTOMY MOMi, MiZHOCATb BENMKE YUCIO (g, SKe €
NPUMITUBHUM KOPEHEM 3a Moaynem p, CTeniHb, A0 AKOro BUKOHYKOTb MNiAHECEHHS, € pe3ynbTaToM
A00aBaHHA 3HA4YeHHs enemMeHTa iHdopMauiHOI MOCAIQOBHOCTI M; Ta pe3ynbTaTy XellyBaHHSA, B
nogansLUOoMy rewyBaHHs, nonepeaHbLoro enemMeHTa iHpopmauinHol NocnigoBHOCTI.

Heponikom Hambnwk4yoro aHamnora € HegocTaTHa obuucnioBanbHa LWBWAKICTb rellyBaHHS,
OCKiNbKW A58 NiAHECEHHSA W-PO3PAAHOro BEMKOro Ynucna g 3a AornoMOrol W-po3psgHoro NpucTporo
nigHeceHHa OO0 cTeneHs 3a mogynem (n=w-qg, q=1) HeobXiAHO BMKOHATK O(q2) onepauin nigHeceHHs
A0 CTeneHs AN KOXXHOro eneMeHTa iHpopmauinHOi NocnigoBHOCTI M.

B ocHoBy kopucHOI Mogeni mocTaBrneHa 3ajadya CTBOPUTU CMOCIO napanenbHOro Kt4yoBOro
relyBaHHA AaHuMX TEOpPEeTMYHO [OBEeOEHOI CTIMKOCTI, AKMA [03BONUTH 3abesneunty nigBuLLeHy
obuncrnioBanbHy LWBUAKICTb FELYBAHHA OaHWX 3a paxyHOK BMKOHAHHS onepavuii nigHeceHHs Ao
CTerneHs 3a 40NOMOror g NPUCTPOIB NiAHECEHHS OO CTENEHs 3a MOAYNEM.

TexHiYHUIA pe3ynbTaT, akui Moxe Oyae OoTpUMaHMIn Npu 34iNCHEHHI KOPUCHOT Mogeni, nonsrae B
NiaBULLEHHI LUBUAKOCTi 004YMCNEHHS rell-3Ha4yeHHs NoBiAoOMMEeHHS.

lMocTaBneHa 3agaya BUPILLYETBLCS 3@ paxyHOK TOro, Wo iHdopmauiiHi gaHi M nogatoTb y BUrnagi
nocnigosHocti M={m;, m,... m}}, nogatTb Knw4oBi AaHi K, rewysaHHSa iHOPMALIMHNUX OaHUX
BUKOHYIOTb LUNAXOM MiAHECEHHS OO0 CTeneHsa 3a MoAyrnemM 3a LONOMOrok NpUCTpo NiAHECEHHs A0
CTerneHsa 3a Moaynem, 3ajada 3ramMy Krouda rewwyBaHHS 3BOAUTBCS OO OOYMCNEHHS ANCKPETHOro
norapudma B noni NPOCToro yucna, MigHoCATb YUCIO, SKe € NPUMITUBHUM KOpEeHeM 3a MOoAynem,
3rigHO 3 KOPUCHOK MOLENII0, KMYOBI AaHi K nogatoTb y BUrMsiAi NOCNIAOBHOCTI ceKpeTHUX uncen {ks,
ka,..., Kq}, migHOCATE KOXHE 3 g Benuvkux uucen g; (=1, 2,..., (), SKke € NpMMITUBHMM KOpPEeHeM 3a
BigNOBIOHUM MoAyneMm p;, OO0 CTeneHs, AKUA € pes3ynbTaToM [OoOaBaHHA 3HaYeHHs enemeHTa
iHdopMaLiiHOT MOCMIAOBHOCTI M;, 3HAYEHHSI CYyMU pe3ynbTaTiB XeLlyBaHHsS NonepeaHbLoro enemMeHTa
iHbopMaLiHOT NOCMiAOBHOCTI Ta 3HAYEHHS CEKpPeTHOro yncna Kk;.

Ha kpecneHHi HaBefeHa cxema MNpUCTPOID, O peanidye cnocid napanenbHOro Kr4YoBOro
rellyBaHHA JaHWX TEOPETUYHO AOBEAEHOI CTINKOCTI.

MpucTpin MiCTUTL NiYMNBHUK 1 BKXiA, SKOro 3'€AHaHO 3 BXOOOM OMNEpPaTMBHO 3anam'dTOBYHOUOro
NPUCTPOIO 2, BKXiO SIKOrO € TPeTiM BXOOOM j-ro NpUCTporo AopasBaHHA 6; (jeN, y € [1; q]). Mepwmm
BXOOOM j-ro NpuUCTpolo gofasBaHHs 6; € Buxig (q+1)-ro npucTpor gofaBaHHA 8, a ApyrMM - BuXig
©noka 30epiraHHsA j-1 YacTMHKU Knoya 3;. Buxig y-ro npuctpoto fopgaBaHHA 6, 3'€egHaAHO 3 MepLUMM
BXOAOM j-rO MPUCTPOD MigHECeHHs [0 CcTeneHa 3a mogynem 7. OpyrMm BXOOOM j-FO MPUCTPOLO
nigHeceHHs 0 CTeneHsi 3a MogyneM 7; € Buxig 6noka 36epiraHHs j-ro 3HadeHHsa moayns 4;, a TpeTiM -
BMXig G6roka 36epiraHHS j-ro NMPUMITUBHOIO enemMeHTa 5;. Buxig j-ro npucTpoto nigHecCeHHsa 4o cTeneHs
3a moayrnem 7;, € j-M Bxoom (g+1)-ro npucTpoo AofasaHHs 8 Ta j-M BUXOAOM BCbOrO NMPUCTPOIO.
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Cnoci6b napanenbHOro KrMYOBOrO rewyBaHHA [aHUX TeOopeTUYHO [0BefeHOl  CTIMKOCTI
BUKOHYETBCA Ha MPUCTPOI Takum 4YuMHOM. B 6nok 3bepiraHHs j-i yacTvHu knoya 3; HaacunawTb
3HaAYeHHS j-i YacTnHM Kntoya k;, B 6110k 36epiraHHS j-ro 3Ha4eHHA Moayns 4 - 3Ha4YeHHs j-ro Mogyns p;,
B O610ok 36epiraHHs j-ro NPUMITUBHOIO efieMeHTa 5; - 3Ha4eHHs1 NPUMITVBHOIO efieMeHTa g; 3a Moaynem
p;. B onepatuBHO 3anam'aAToBylOUMA MPUCTPIA 2 3aHOCATb iHdOpMaUiiHI AaHi, Wo nignaraTb
relyBaHH0, NpeacTaBneHi y BUrnagi nocnigoBHocTi {mMy, m,... m}, a NiYnnbHUK 1 BCTAHOBMIOTL B
NONOXEHHS, WO BignoBigae MNoYaTKOBIM agpeci onepaTMBHO 3anam'sTOBYHOYOro MNpUCTpol 2, Ae
30epiraeTbCs Nepwmnin enemMeHT iHdopmauiiHoi nocnigoBHocTi my. Bwuxig (q+1)-ro npuctpoto
AofaBaHHA 8 BCTAHOBIMIOIOTh PiBHUM HymMt. [ovnHaoTh iTepaTnBHUn npouec. 3 Buxoay nivnnobHuka 1
OTPUMYIOTb agpecy i-ro enemeHTa iHhopMaLinHOi NOCNIAOBHOCTI M; Ta HaACUNAaKTh i 4O onepaTUBHO
3anam'aTOBYOHOro NPUCTPOIO 2, 3 BUXOAY SIKOTO OTPUMYIKOTb 3HAYEHHS i-ro enemeHTa iHdopMaLinHoi
nocrnigoBHOCTI M;, IKe HaACuNaKTb Ha TPETIN BXiA j-ro NPUCTPOI0 AoAaBaHHA 6;. 3a AONOMOroo j-ro
NPUCTPOK0 AO0AAaBaHHA 6; Oo4aloTb 3HAYEHHs i-ro enemeHTa iHOpMaUinHOT NocnigoBHOCTI M,

3HaYEHHS hzi-l)’ sIke OTPUMYIOTb 3 BUXoay (q+1)-ro NpucTpoto AodaBaHHs 8, Ta 3HAYEHHS j-1 YaCTUHM

knoya kj, sike oTpumyloTb 3 BMxody Onoka 36epiraHHs j-i yacTuHM knoya 3;. 3Ha4YeHHs MoKasHWUKa
cTenexs k:; oTpyMaHe 3 BMXody j-ro NPUCTPOK AofdaBaHHA 6; HaAcunalTb Ha NepLinin BXig j-ro

NMPUCTPOI0 MiAHECEeHHs [0 CcTeneHs 3a Moaynem 7, A€ BUKOHYIOTb MiAHECEHHS 3HaYeHHs
NPUMITMBHOTO erleMeHTa g; 3a MOAYMNeM p;, OTPMMaHOro 3 BUXo4y 6rioka 3GepiraHHst j-ro NPUMITUBHOMO

enemeHTa 5;, 40 cTeneHs ki’} , 3@ MOJYreM pj, 3Ha4eHHs SKOro oTpPUMYIoTb 3 BUxoay 6roka 36epiraHHs

j-ro 3Ha4yeHHs moayns 4;. 3HayeHHsA pe3ynbTaTy NigHEeCEHHS OO cTeneHs 3a mogynem h;, oTpumaHe 3
BMXOAY j-rO MPUCTPOI MigHECEHHS OO CTeneHs 3a Moayrnem 7; HagcunawTb Ha j-n Bxig (g+1)-ro
npuctpoto goaaeaHHA 8. 3a gonomorow (g+1)-ro mMpucTpor JofdaBaHHA 8 gopatoTb ( 3Ha4YeHb
pes3ynbTaTiB NigHEeCeHHA OO0 cTeneHs. AKWOo i#l, TO 3MiHIOTb NONOXEHHS NivunbHMKa 1 BigNOBIOHO
agpecu (i+1)-ro enemeHTta iHopMaLiHOT NOCNIAOBHOCTI Ta NMOYMHAKTL HACTYMNHY iTepauito, iHaKwe
3yNUHATL iTepaTuBHui npouec. [licna |- iTepauii 4YacTuUHy pe3ynbTyUOoro rell-3HayvyeHHsa hj
OTPUMaHy Ha BUXOf| j-ro NPUCTPOIO MiAHECEHHS 0O CTeneHs 3a MoAynem 7; HaacunarTb Ha j-i BUXig
BCbOro NPUCTPOIO.

®OPMYIJIA KOPUCHOI MOLENI

Cnoci6 napanensHOro Kr4yoBOro relwyBaHHA AaHUX TEOPETUYHO AOBEAEHOI CTIMKOCTI, KM nonsrae
B TOMYy, WO iHpopmauiiHi gaHi M nogatoTb y Burnsagi nocnigosHocti M={m;, m,, ..., m}, nogaiTb
Knto4oBi AaHi K, relwyBaHHSA iHopMaLiiHUX JaHUX BUKOHYIOTb LUMASXOM MiAHECEHHs 0 CTeneHsa 3a
Moaynem 3a JOMOMOroK MPUCTPOID MiJHECEHHA OO0 CTeneHs 3a MoayneMm, 3ajaya 3namy Krwouya
relyBaHHs 3BOOUTLCA OO OOYMCMNEHHS AUCKPETHOro fiorapudmMy B Nofi NPOCTOro yucna, nigHocATb
4ucno, sike € NPUMITUBHUM KOpPEHEeM 3a MoAyrieM, SKUN BiApPI3HAETbCA TUM, LIO KNoYoBi daHi K
noAaloTb Y BUMMSAAI NMOCNIAOBHOCTI cekpeTHUx uucen [Ki, ko, ..., Kg], niaHOCATL KOXHE 3 ¢ Benmkmx
yncen g; (j=1, 2, ..., q), ke € NPUMITUBHIM KOPEHEM 3a BigMnoBiAHUM MOAYNEeM pj, 4O CTENEHS, AKUA €
pe3ynbTaToOM AOAaBaHHA 3HAYEeHHSA eneMeHTa iHOPMaUiNHOI NOCNIAOBHOCTI M;, 3HAYEHHA Cymu
pes3ynbTaTiB relwyBaHHSA MOMNepegHboro enemMeHTa iHQOpMAaLiHOI MOCNIAOBHOCTI Ta 3HAYEHHS
CeKpeTHoro uucna k;.
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