METOJINYHI BKA3IBKU
10 CAMOCTIMHOI POBOTH CTYJAEHTIB

NMpH BUBYEHHI U CHHUILTIHH
«3BAXNCT INTPOT'PAMHOI O 3ABE3ITEYEHH S1»

cnemanbHOCTI 125 «Kibepbesmeka»
(«be3neka iHGOpMALIMHKUX 1 KOMYHIKAIIHHHAX CHCTEM) )



MiHICTepCTBO OCBITH 1 HAYKH YKpaiHH
Binaunbpkuii HallioHaTbHUN TEXHIYHAN YHIBEPCUTET
®dakynpreT 1HGOPMAMIHHNX TEXHOJIOTIH Ta KOMIT IOTEPHOI THXEHEPIT
Kadenpa 3axucry indopmarrii

METOJINYHI BKA3IBKU
10 CAMOCTIMHOI POBOTH CTYJAEHTIB

NMpH BUBYEHHI U CHHUILTIHH
«JAXHUCT IMTPOTPAMHOI' O 3ABE3ITEYUEHH $1»

cnemanbHOCTI 125 «Kibepbesmeka»
(«besneka 1HGOPMAIIHHNX 1 KOMYHIKAIIIHHAX CHCTEM) )

Biaauns
BHTY
2018



Pexomennosano 10 npyky MeTtonuuHow panor0 BIHHUIBKOTO HalllOHAJIBHOTO
TEXHIYHOTO yHIBepcuTeTy MiHICcTepcTBa OCBITU 1 Hayku Ykpainu (IIpotokon
Ne  Bix 2018 p.)

Penienzenru:

O.I1. BoiiToBHd, KaHaHIAT TEXHIYHUX HAYK, JTOIICHT
B. I1. Maiinantok, kKaHauaT TEXHIYHAX HAYK, JOTICHT
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MeronudHi BKa3iBKY MPU3HAYEHI IS HAZAHHS JOTIOMOTH TIPH CAMPCTIHOMY BHBYEHHI
muCHMIUIHA "3axucT nporpaMHoro 3adesnederts”. CamoctiiiHa podora CTyneHTiB po3ouTa
Ha 3MICTOBHI MOJIyJIi, SIKI MICTSITh ITEPEJTiK BIAMOBITHIX TEM Ta OCHOBHHX TIOHSITh TI0 KOKHIH
TEMI, & TAKOXK TMEPENIK MPAKTHYHUX 3aBHaHb JUIT CAMOCTIHOTO OMPAIFOBAHHS TA  CIIMCOK

KOHTPOJIbHHX 3aruTadb. OCOOIMBO JaHI METOMMYHI BKA31BKA MOXKYTH CTATH Y HATOIl JJIst
CTY/EHTIB 3a04HOI (HOPMI HABUAHHSL.
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BCTYVYII

3 MeTor0 OUTBIT MOBHOTO 1 BCEOIUHOTO 3aCBOEHHS HABUAJIBLHOTO MaTeplajy
CTyleHTaMH y poOocCiii mporpami AHCHHMIUTIHA «3aXUCT TMPrPAMHOTO
3a0e3MeueHHs» TepeadadyeHo BUJ 3aHATh — CaMOCTIWHA pobOorta. JlaHwit BUj
3aCBOECHHS Marepiany mependavae OMpaIioBaHHSA JITEPATYPHUX JIKEPeT,
BUBUCHHSA TyOmikamiii (axoBuX BHWAAHb, TMPUCBIYCHUX PI3HOMAHITHAM
cnocob0aM  3axUCTy MPOrpaMHOro 3a0e3MeueHHsA, a TaKOoXK 3aCTOCYBaHHA
MPAKTHYHX HABHUOK, 3J00yTHX Ha JTAOOPATOPHHMX 3aHATTAX, IS BUPIMICHHS
KOHKPETHHX 3a]a4 y Traiy3l 3aXUcTy 1H(opmarii.

OCHOBHHMI 3MICT CaMOCTIMHOI poOOTH CTYIEHTIB MOJSITae y BUBUEHHI Ta
BUKOPHMCTAHHI CHCTEMH 3HAHb Yy Tally3l TEOpli Ta TPAaKTHKH 3aCTOCYBAHHS
IPTPAMHOTO, TTPOrpaMHO-anapaTHoro 3ade3nedcHAs 1H(POPMAIIHHOI Oe3MeKH y
cepi nmpodecioHanbHOI Ta YIPABIIHCHKOI AISIIBHOCTI, Y BUBUCHHI JTOKYMEHTIB
MPOTPAaMHUX KOMIUICKCIB, AKI 3aCTOCOBYIOTHCA TIPW BHKOHAHHI JJAOOPATOPHUX
poOIT, a TAaKOX Y BHBUCHHI Ta OCBOEHHI METOAMYHHX BKA31BOK JI0 BUKOHAHHSI
nJabopaTopHUX POOIT 1 aHAITI31 BIAMOBITHOI TOAATKOBOI JITEPATyPH.

OCHOBHMMH 3aBIaHHSAMHM BUBUYCHHS JUCHHILIIHN «3aXHCT MPOrPaMHOTO
3abe3neucHHs» € HAOyTTA CHCTeMaTW30BaHOi 1H(dOpMaIli mpo cydacHUH CTaH
cucTeM 3axucTy nporpamHoro 3adesmeueHHs (C3I13), nmerampHMit  aHami3
METOMIB 3NMaMy TmporpamHoro 3abesmeuenns ([13) ta mportwmmii iM; cydacHi
meromu ctBopenHs C3I13, kmacudikamiro 3aco0iB 1 METOMIB  3aXHCTY
POTPaMHOTO 3a6e3MeueHHs, OCHOBHI alTOPUTMH 3aXHUCTY, METOIH 3aXHUCTY BIT
HECaHKITIOHOBAHOTO JOCTYIy JO TpOorpaM, CIocoOW TPOTHAli HECAHKIIIO-
HOBAHOMY KOITIFOBAHHIO, BWKOPHWCTAHHIO, CTATHIHOMY BHBUCHHIO Ta JUHAMIY-
HOMY JOCTIKEHHIO 3aXHICHUX MPOTPaM.

Camocrtiiina po0oTa CTYAEHTIB PO3MAIICHA HAa 3MICTOBI MOy, IIO
BKJIFOUAIOTh MEPENIK BIAMOBLAHMX TeM. [lo KOXHIA 3 TEeM NIPOMOHYETCA
BIIMOBICTH HA P KOHTPOJBHWX 3alWTaHb, a TaKOK BUKOHATH KOHKPETHI
MPaKTAYHI 3aBJaHHS.



1 CHUCTEMMU 3AXUCTY NPOI'PAMHOI'O 3ABE3IIEYUEHHS TA

CIIOCOBMU IX 3JIAMY

Teopemuuni numanns

Tema OcCHOBHI TUTAHHS Jlxepena
3arasnbpHi [TpoGnemu, 10 mpusBenu a0 HeoOxigHocTi | [1, €. 7-8]
noJIoeHHs | 3axucTy [13: mpomMucIoBe MIMUTYHCTBO, Kpa-

C3I13 JIDKKA 1 KOIMIIOBAHHS, HECAHKI[IOHOBAHA MO/IH-
dikams [13; miparcTso.
Crocobn posnopcromkenns [13: FreeWare, | [2, €. 99—
CommercialWare, ShareWare, TrialWare, De- | 106]
moWare, CriptWare, CrippleWare, Nagware,
AdWare, CardWare, MailWare Ta in.
3aranpHa Knacudikamis C3I13 3a metomom ycraHos- | [1, . 20-24]
kimacudika- | JICHHS: HaBICHI, BOYJOBaHI; KOMOIHOBaHI.
mis C3I13 Kmacudikamis C3I13 3a BHKOPHCTOBYBAaHUMH
MEXaHI3MaMHU  3aXHUCTy. CKJaJHl  JIOTI1UHI
MEXaHI3MH, BUKOpUCTaHHs mudpysanns [13;
komO1HoBaHI. Kmacudikamis C3I13 3a npwun-
oM  (PYHKITIOHYBAHHA: TTH(PYBATHHHUKH,
nakyBanbHUKH, C3[13 BII HECAHKITIOHOBAHOTO
komitoBanHsA, C3[13 Bim HECaHKIIOHOBAHOTO
sukopuctannasg, C3I13 Big HECAHKITIOHOBAHOTO
nocmmpkerns, C3I13 Big gammiHTy.
3arajpH1 ANTOPHTMH 3aIUTyTyBaHHA. ANroputMu myta- | [1, ¢. 15-17]
METO/IU Ta mMi. AJTOPUTMH KOMIIpECli JaHuX. AJTOpHUT-
anroputMu | Mu mudpyBanas gaaux. OOUMCICHHSA CKIIA-
3aXUCTY HUX MaTeMaTHYHHWX BHPa3iB. MeToau yTpyn-
HEHHSl Ju3aceMOimoBaHHSA. MeToau  yTpyn-
HEHHSl HaJIaro/DKCHHS. EMyJIsis mpoiecopis
ta OC. HecrangapTai MmeToau pobOTH 3 TIPO-
IPAMHUM Ta arapaTHUM 3a0€3MEUEHH M.
Bukopucranns cnermanizoBanoro [13.
IToxasuuku | [Tokasumku 3acrocoBHocti C3I13: Texwiuwi; | [1, c. 17-19;
3aCTOCOB- €KOHOMIYHI; oprasizamiini. Kpurepii ominto- | 2, ¢. 39-44]
HOCTI Ta BanHsa C3I13: 3axMCT K TaKWi; CTIHKICTH O
KpuTepii JOCITIKSHHS/3]1aMy;,  BIJIMOBOCTIMKICTh  (Ha-
OINHKA JTIHAHICTE); HE3aJEKHICTh Bl KOHKPETHHX
C3I13 peam3amiii OC; CyMICHICTh, HE3PYUHOCTI IS

kopuctysada [13; mobiuni edexTH; BapTICTh;
JTOOPOSKICHICTD.




Tema OcCHOBHI TUTAHHS Jlxepena

3acobum Ta [Tporpamui o6oiouku OC. CepsicHi nporpamu | [1, €. 31-45]
iacTpymerTn | OC. Tlporpamu cTaTMUHOTO Ta AUHAMIYHOTO

ISt anam3y. [lporpamu crarnuHoi 1 AMHAMIYHOI
nojnonanHa | mogudikamii.  [lporpamm  posmakyBaHHS,
CUCTEM aemrdpyBaHHsS Ta KpUNTOAHAM3y. AmNapaTHi
3aXUCTY 3aco0wu, 110 noyermytoTs 31am C3113.

3aeoanHa ona camocmiiiHo20 6UKOHAHHA

1. Momnitopuar podoru C3I13 [1, c. 5-12].

3HaiTH B Mepexi [HTepHET mporpaMu s 31HCHEHHS MOHITOPUHTY 32
CHCTEMaMH 3axXWCTy MporpamMHOro 3abe3nedeHHs (MOHITOPHHT
3BEPHEHB JI0 CUCTEMHOTO peectpy — RegMon, 1o daiinosoi cucremu —
FileMon, wmepexesoi axtuBHOCTI — NetworkMon, BukopucranHs
knasiatypu — KeylLogger, suknuky API-gynkmiii — APIMon).
JlocmiauTi MOKIMBOCTI IIUX MPOTPaM 1 AATH BJIACHY OIIHKY.

2. TlakyBaHHS K METOJ 3aXUCTy Tporpam [1, c. 13-21; 2, ¢. 143-158].

3aBaHTaXWTH JCKiJIbKa MporpaM-makyBajipHHKIB: AsPack, WinPack,
UPX, PeCompact abo iumm, mporpamu 1aeHTHGIKAII TaKyBaHHSI Ta
TIPOTPaMHU-PO3MAKYBATEHUKH.

[ligroryBate 2-3 BUKOHYBaHHMX (aiu pi3HOTO 00CATY 1 BHKOHATH
MaKyBaHHA 1UX (ailmB pI3SHUMH MTaKyBaTbHUKAMHU. [[OpABHATH AKICTH
TaKyBaHHS.

BukopucTtoBytoun mnporpamu 1aeHTH(]IKAIT MMaKyBaHHSA, JOCIITATH
3aImaKoBaHI MPOrpaMu. BIEBHUTHUCH, MO crociO MaKyBaHHS BH3HAYCHO
MPABUITEHO.

BukopucroBytouun MPOrPaMHU-PO3MAKYBATbHUKH, PO3MaKyBaTH
orpuMmaHni 3amakoBadi ¢admu. IlepeBiputyt  poOOTO  3MATHICTH
PO3MaKOBAaHUX MIPOTPaM.

Koumponwvni 3anumanns

1. Bkaszatu MeTy 1 AoBeCTH IOTUTbHICTH Bukopuctanus C3I13.

2. Jlatn xnacudikamiro cuctem 3axucty [13 3a MeTomoM iX yCTaHOBJEHHS Ta
MEXaHI3MOM 3aXHCTY, TKH BOHA BUKOPUCTOBYIOTb.

3. Jlatm 3arajgpHy XapakTePUCTHKY OCHOBHMM METOJAaM Ta ajropuTMam
3aXHCTy MPOTPAMHOTO 320€3MECUCHHS.

4. OxapakTepu3yBaTH MPOTPAMHU-TIAKYBAJIbHAKH Ta TPOTpaMu-IudpaTopH,
HABECTH iX CHJIBHI Ta CIa0KI CTOPOHH.

5. /latm 3araibHy XapakTEPUCTHUKY TMO3UTHBHUX Ta HETAaTUBHHUX (DaKTOPIB
CHCTEM 3aXHUCTY B1J HECAHKITIOHOBAHOTO KOTIIOBAHHH.
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. HaBecTn mepenik moka3HWKiB, SKi BAKOPUCTOBYIOTHCS I PO3POOKH CUCTEM

3aXMCTy MPOrPaMHOTO 3a0e3MEUEHHS.

. HaBectu Ta JAaTH TTOACHCHHA OCHOBHHM KpI/ITepiﬂM, 3a AKHMH OL[iHIOIOTI)CfI

CUCTEMH 3aXUCTY MPOTPaMHOT0 3a0€3MeUeHHA.

Hagectu 3aranbanii mopAgoK 3A41MCHEHHS 3/1aMy 3aXHCTY.
Oxapakrepu3yBaT NPOTPaMU-MOHITOPYA 3BEepHEHb 10  aimis, ix
MPU3HAYCHHS.

Jlati XapakTepuUCTUKY TpOoTpaMaM CTEXEHHS 32 CUCTEMHHUM PEECTPOM, iX
BUKOPHCTAHHIO JISl AHAJII3y CUCTEM 3aXHUCTY.

Oxapaxrepu3yBaTn nporpaMu-MoHiTopu API-BuKHKIB.

Ak MOXyTh OyTH BHKOPHCTAHI MPOTPAMH MOHITOPUHTY TIPH JOCIIHKCHHI
pOOOTH CHCTEM 3aXHUCTY IIPOrPAMHOTO 320€3MeUCHHS ?

B gomy pi3aUIS MiX apxiBaTOpamMH Ta MaKyBaJbHUKAMHU?

SIxkuii IpUHIATL J1i MPOTrpaM-MaKyBaJbHUKIB?

SIK1 MO3UTHBHI 1 HETAaTUBHI PUCH TTAKyBaJIbHUKIB?

HaszBiTh Aekisibka mporpam Juisl MaKyBaHHS BUKOHYBaHUX (haitiiB.

HaeniTe npuknaau nporpam uis 1aeHTHGIKAINT TaKkyBaHHs (aiimis. ke ix
MPU3HAYEHHA?

Slke mporpamHe 3a0e3MeUeHHS BUKOHYE 3J1aM MPOTPaMHUX MPOIYKTIB,
3aXHINEHUX MAKyBaTbHUKAMHU?

Ha3BiTh OCHOBHI METOAM, IO iX BUKOPHUCTOBYIOTH PO3MAKyBaTbHUKH.

Jlimepamypa

. ynateeB A. B. 3axuct nporpamHoro 3a0e3neueHHs. Y. 1 : HaBuajabHUiA

noci6auk / JlymateeB A. B., Kamutyn B. A, Cemepenko B. 1. — Binanms :
BHTY, 2005. — 140 c.

. Cxisipos JI. UckyccrBo 3amutel u B3nmoma mHpopmaruu. / JI. CxispoB —

CII16.: BXB-IleTepbypr, 2004. — 288 c.

.Kammyn B. A. 3axucrt mporpamHoro 3abe3rneueHHsS : JabopaTopHHUi

npaktuky™m / Kammnyn B. A., Jimurpumun O. B., bapumies 10. B. — Binauns :
BHTY, 2016. - 75c.



2 OCHOBHI ITOHATTA OHElfAHIfIHHX CUCTEM, HEOBXIHI
JJIS PEAJIIBALII BAXUCTY ITPOI'PAM

Teopemuuni numanns

Tema OcCHOBHI TUTAHHS Jlxepena
OcHoBHI ®ynukmii OC (miacucremu kepyBaHHs gaaumu, | [1, €. 49-50]
MOHATTSA OPUCTPOAMHU, IEPEPUPIHHUMHU TPUCTPOAMH,
oC ram’ ATTIO, TIPOTIECaM 1 3aJja9aMH ).

BIOS (mpusnauenns BIOS, Tabnuns
napameTpiB BIOS, Bepcii BIOS).
CMOS (npuzHaueHHs, PyHKI 71 TOCTYITY

1o CMOS).

[TepepuBanus (mporpaMHi 1 anaparHi).
Po6oTa 3 JluckoBi ipucTpoi, ix Oyaosa. [2, c. 42-58]
muckamu | [Iporpamui 3aco0u 111 BU3HAUEHHS B [1, c. 53-64]

Ha 13wy~  |mporpamax apxitekrypu EOM ta
HOMY PIBHI |XapaKTEPUCTHK OCHOBHHX MPHUCTPOIB.

Jloriuna Tabmuisg po3aiaiB KOPCTKOTO JTUCKY. [1, c. 78-89]
cTpykTypa |JlocTym 3 mporpam JIo JOT1YHOI CTPYKTYpH
JTUCKY JTICKIB.

Ocnosri API-dyHKIi 18 OTpUMaHHS
XapaKTEPHUCTHK JWCKY.

daitnosi daitnosa cucrema FAT 1 ii ocobmmBoCTI. [2, c. 303—
CHUCTEMU ®aiinosa cucrema NTFS. 319]
API-dynkmii ayis pobotu 3 daiinamu, quckamu, | [1, €. 53-64]
KaTaJIOTaMH TOIIIO.

3aeoanHa ona camocmiiiHo20 6UKOHAHHA

. 3HaliTh B Mepexi [HTEpHET 1 3aBaHTAKUTH TPOrpaMy il 3YMTYBaHHS
BMICTY TOJIOBHOTO 3aBaHTXYBAJbHOTO 3amuCy (HAMPUKIAA, MPOTpaMy
ReadMBR) 1 mnpoanamizyBaTH pe3yJbTaTH pPoOOTH Ili€ei mporpaMud Ha
MPUKJIAl BJIACHOTO KOMII OTEpa:

— TporpaMa Mmo4aTKOBOTO 3aBaHTAKCHHS,
— TabUIA PO3AUTIB AUCKY,
— JIOT1YHA CTPYKTYypa KOPCTKOTO JHUCKY.

. 3HaliTH B Mepeki [HTepHET 1 3aBaHTAKUTH TPOrpaMy il 3YMTYBaHHS
iH(dopMmarii Ha XKOpCTKOMY AWCKY (Hampukian, nmporpamy DiskEXxplorer, -
s daiinosux cucrem FAT 1 NTFS) 1 3a momomororo 1iiei mporpamwu
MpOaHaAII3yBaTH XapaKTePUCTUKH aiimiB HA BIACHOMY KOMII IOTEPI,
tabnumro arpudyTtiB ¢aiinis (y fat-cucremax), tadauiro meradaiiinip Ta
daitnosi motoku (y NTFS).




3. 3a momomoroto omiui «[laHem kepyBaHHS» OTPUMATH XapaKTEPUCTUKH
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14.
15.

16.
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MapaMeTpiB BJIACHOTO KOMIT'IOTEpA 1 BKA3aTH Cepel HUX Ti, AKI MOXHA
BUKOPHUCTATH MJiA TPUB A3KKW MPOTPAMHU [0 TapaMEeTpiB KOMIT IOTEPHOI
cucteMu. [l 1ibOoro MOKHA BUKOpHCTATH nporpamy Sysinfo.

Konmponwoni 3anumanna

JlaT MOHATTSA JOTTYHUX JAUCKIB Ta TPUUWHHA PO3OUTTS AUCKY HA PO3/LIH.

. OxapakTepu3yBaTi TOJOBHHIA 3aBaHTaXXKyBAIbHMHA 3amuc, oro ¢yHKIi Ta

CKJIAIOBI.

. Mo Take Tabmuils po3AIIIB AUCKY, IO TaKe aKTHBHI Ta HEAKTWBHI PO3LUIH,

MEPBUHHI TA PO3MIMPEH1 PO3LITH?

. Sky iH(oOpMaII0 HECYyTh €IEeMEHTH PO3AUIIB JUCKY 1 SIK iX MOYKHA

BHKOPHCTATH IS 3axucTy 1Hpopmarii?

. OxapakrepusyBatu mnporec 3aBaHTakeHHS OC 1 ponb 3aBaHTaKyBaJIbHOTO

3aIuCy.

. @opmart pozmmpeHoro 010Ky napamerpis BIOS.
. @opmaT 3aBaHTaXXyBaJbHOTO 3anucy Ajs (ainosoi cucremu FAT32.
.JIoriuHI HOMEpW CEKTOpIB Ta TEPEPMBAHHS MJIs JOCTYMYy 10 JOTIYHHX

CEKTOPIB.

. Mo Take xnactepu? Illo sBIsSE€ cOOOIO TAHIIOKOK KIACTEPIB, POIMOALIICHUX

(hatimy? Sk BUKOpUCTATH HOTO IS 3aXHUCTY?

OxapakTepu3yBaTH KOPEHEBWM Karajor, PO3TAllyBaHHS 1 PO3MIp, HOTO
0COOIUBOCTI 151 Pi3HUX (haHIOBHUX CHCTEM.

CxJ1aioB1 KOPEHEBOTO KATAJIOTY JUTS PI3HUX (PAIOBAX CHUCTEM.

3 9oro CKJIAmatoThCs AecKpunTopu (aitmis? Sxkumu MOXyTh OyTH aTpuOyTH
charimis? Sk BUKOpUCTATH 1X IJIA 3aXUCTY !

Hapenits 3aco0u mis oTpuMaHHsA AOBIAKOBOI 1H(OpMAINi TPO JAUCKOBY
CUCTEMY.

OxapaxTepm3yirte 3acodm L1t podoTH 3 Katamoramu GaiIoBOi CHCTEMH.
JlaiiTe xapakTepucTHKy 3acobam /uis momtyKy iHdopmarii y katamorax. Sk 1e
MOYXHAQ BUKOPUCTATH JJIs1 TOOYOBH CHCTEMH 3aXHCTY?

[Iporpamui 3acobu s poboTu 3 (paitmamu (3amucyBaHHS, 3UMTYBaHHS,
MTO3HITIIOBAHHSI TOIIIO ).

3acobu aj1s J0CTYMy 10 ASCKPUIITOPIB (haiiiIiB 1 MOKIIUBICTD 1X 3MIHH.

Jlimepamypa

HynateeB A. B. 3axuct nporpamHoro 3abesnedeHns. Y. 1 : HaBuaabHHM
noci6auk / JlynateeB A. B., Kamutyn B. A, Cemepenko B. 1. — Binanms :
BHTY, 2005. — 140 c.

Tanenbaym 3., boc X. CoBpeMeHHBIE ONIEpPalliOHHbBIC CUCTEMBI. 4-¢ 3./ 0.
Tanenbaym, X. boc — CII0.: [Tutep, 2015. — 1120 c.



3 3AXUCT ITPOI'PAM BIJIl HECAHKIJIOHOBAHOI'O

KOIIIIOBAHHSA I BUKOPUCTAHHSA

Teopemuuni numanns

Hs1

Tema OCHOBHI IUTaHHSA Jlxepena
Bunu ta Hecrannaprae ¢popmarysanns quctpudytuBHo- | [1, €. 53-74]
TEXHOJIOT1i r0 HOCIA.

BAXWUCTY BIJ | 3aXHCT MPOTpPaM METOIOM TIPHUB SI3KH J0 JH-
HCK CTpUOyTHBHMX HOCIIB iHhopMarii (iHdopmaris
B mpomikkax; cekropu 3 Bad CRC; diznuni
nedextr Ha Hocli, Bad-cekTopu; HeoqHO3HAYHI
O1TH; “‘TpoTNaIOBAaHHS " TM1/1 PI3HUMH KyTaMH. [1, c. 56-77]
StarForce: 3axucT Bij KOMOBAHHS. [2]
3axucT [TpuB’si3ka 10 MapamMeTpiB KOPCTKOTO AUCKY. [1, c. 108-
1HpopMaIi ITpup’s3ka go BIOS. 117; 3]
UTSIXOM [IpuB’si3ka 10 apXiTeKTypH, epudepii.
npuB’s3ku 10 | [IpuB’sa3ka 10 MIBUAKOI1i KOMIIOHEHTIB
KOMIT'IOTEpa | KoM toTepa (nepud)epiitHuX MPUCTPOIB,
IITBUIKOCTI POOOTH MPOTPAMH B TIIOMY 1
OKpeMHX (pparMeHTIB 30KpeMa).
[TpuB’si3ka 10 JTOTTYHOI CTPYKTYpH
auctrHOyTUBHOTO HOCLs 13,
[TpuB’si3Ka 10 CHCTEMHOTO MPOTPaAMHOTO
3a0e3MeUeHH KOMIT I0Tepa.
OcHoBHI GYHKIIIAIA poOOTH 3 (PaHOBOIO [4, c. 25-82]
CUCTEMOIO.
O6mexenHs | [menTrdikamis 1 aBTeHTHDIKAIIA. [5]
Ha BUKOpHC- | bioMeTpuuH1 ctocobun 3axXucTy.
raHHs 113 3axHCT MUIIXOM 1aeHTH(DIKAITT 32
KJIaBIaTYPHUM TIOUYEPKOM.
[Tporpamuo- | Enextponni kol (EK). [1,c. 117-
amapartHi Twunu EK, npuammnm ¢yHKIIOHYBaHHS Ta 138; 6, c.
METOIN MOKuBOCTI. 3axucT 113 3a momomororo 133-140]
BAXHUCTY SIEKTPOHHMX KITo4iB. CydacH1 €J1eKTPOHHI
KITIOU1B 11CHTA(IKIIII.
Ia1m anapTHi crmocoOu 3axucTy 1H(pOopMaIii.
OO6mexenns | OcHOBHI (pyHKITIT 171 pOOOTH 3 PEECTPOM. [1,c. 136-
Ha BUKOpUC- | BukopucTaHHs peecTpy JUisl 3aXUCTY 139]
TaHHS TPO- | MPOTrPAMHOTO 3a0e3MECUCHHS.
IPaMHOTO 3axuCT 32 TOTIOMOTO JIEMO-BEPCiii Iporpam.
3abe3nedeH- | 3aXWCT 3 BUKOPUCTAHHSAM JOBIAHHKIB.




N

©

10.

11.

12,

3aeoanHa ona camocmiiiHo20 6UKOHAHHA

3HaiiTi B Mepexi [HTepHEeT 1 3aBaHTAXXUTH MPOTPAMH JJTA 3aXUCTY MIITXOM
pi3HOMaHITHUX TpHB A30K (Hampukianx, nporpamy Orien). Jlocmiantu
MOXJIMBOCTI 3aXWCTy 3a JAOMOMOTOI0 ITUX TMPOTPaM, B3SIBIIM B SKOCTI
0o0’exTiB 3axuMcTy BhacHl mnporoamu. IlepekoHaTuch B e€(EKTUBHOCTI
BUKOPUCTAHOTO CHOcO0y 3axUCTy — TEpPeBIpUTH  PpoOOTO3JaTHICTh
3aXHINEHUX MPOTPaM Ha 1HITUX KOMI FOTEPaXx.

Bukonatn po3pobky mporpamu, mo 3AIMCHIOE TPUB SI3KY A0 TapaMeTpiB
BIHUeCTepa (Mojenmi, MAMOJAETl 1 CEpIHHOrO HOMEpy), MapaMmeTpiB
«(pmemkn» (Ha3BU, CEpIHHOrO HOMeEpy, GailoBoi cucTeMH) Ta [0
napaMmeTpiB mpouecopa. [Hpopmalliro mpo napaMeTpH MPUB’ A3KH 3alUCaTH Y
PUXOBaHu cucTeMumid daiin [7, . 22-32].

Bukonatu po3poOky mporpammu, mo 371HCHIOE 3aXHCT MIISAXOM TEPEBIPKH
JaTh 1 KUTbKOCTI 3amyckiB. [H@opwmaii. [Ipo maTty 1 KIJIbKICTH 3amycKiB
30epiraTv y CHCTEMHOMY peectpi [7, €. 22-32].

3naiitn B Mepexi [HTepHET 1H(pOpPMAIIO PO CydacHl amapaTHl CIocoOm
3axHCTy 1H(pOpMAaIIi BITYM3HIHOTO BUPOOHHIITBA: CICKTPOHHI KIHOYI, KITFOUl
inenTudikami, kpunrorpadpiuai Moxyii, [P-mudparopn, nomo3m 3axwucry,
cmaptkaptd. KiacudikyBatu 3HalaeHy 1H(QOpPMAIIO 3a MOXKIHBOCTSAMU
3aXHUCTY 1 00JIaCTIO 3aCTOCYBAHHS.

KonumponwHi 3anumanns

HaBectn xapakTepUCTHKY CydacHWX TEXHOJOTIH 3aXHCTy MPOTPAMHOTO 32
Oe3rmeueHHS B KOTIIOBAHHS.

OxapaxTepu3yBaTH piBHI POOOTH 3 THCKOBOIO CHCTEMOIO KOMIT FOTEPIB.
Hasectn mepemik meromis 3axmcry Big HCK mmisxom mpuB’s3ku 10
JTUCTPHOYTHBHOTO HOCIA.

[Ilo o3Hauae MOHATTSA HECTAaHAAPTHOTO ()OPMATYBAHHA 1 TKUM YHHOM BOHO
BUKOPUCTOBY€eThCs myst 3axucty B HCK? HaBectn mpukimamu.

IIlo o3nauae merTon, mo Oa3yeThcs HA onmuTyBaHHI goBiaHMKA? [llo mMoxe
OyTH JOBIAHUKOM?

Bxaxite MmeToam mocTymy a0 (aiyioBoi CUCTEMH KOMII IOTEpa.

Hasenite 3acobm g oTpwMaHHS MOBIAKOBOI 1H(OpMAINi TPO JUCKOBY
CUCTEMY.

Oxapaxkrepu3yiiTe 3aco0u s poOOTH 3 KaTajgoramu (haiIoBOi CHCTEMH.
JlaiiTe xapakTepucTuKy 3acobam Juisi momyKy iHdopmarii y katanorax. Ak
1€ MO>KHA BUKOPHUCTATH VISl TOOYAOBH CHCTEMH 3aXHUCTY?

[Iporpamui 3acobum mis poGoTu 3 paitnamu (3amucyBaHHS, 3YUTYBAHHS,
MTO3HITIIOBAHHSI TOIIIO ).

OxapakTepu3yBaTd METOIW TPWUB SA3KW 1O BIHUECTEpA SK 3aXUCT BiJ
HECAHKITIOHOBAHOT'O KOIMIOBAHHS,

[Tpur’sazka qo BIOS sik MeTo/ 3aXUCTY Bi KOMIOBAHHS.



13.

14,
15.

16.
17,

18.
19.
20.

21,
22.
23.

24,

Crocobu BU3HAUCHHSA TTAPAMETPIB CUCTEMU. J|aTH KOPOTKY XapaKTEPHUCTUKY
KOXXHOMY 3 HUX.

BumiproBaHHS MPOXYKTHBHOCTI arapaTypy KOMIT FOTEpa K METOJ 3aXHCTY.
[Io Take eNEeKTPOHHI KIIOUl, B YOMY JOLUIBHICTD iX BHUKOpUCTaHHA? fka
oynosa EK?

OxapakTepu3yBaTH BUIN CIICKTPOHHUX KJIFOUIB.

Jlatn xapakTepucTuky crnoco0iB 3axucty [13 3a AOMOMOro0 €IeKTPOHHOTO
KJTFOYa.

Sxi meToam 31amy 3axuCTIB 3a gonomoror EK 1 cmoco6u mpotuaii itomy?
Sk MokHa mABKMIIUTH cTikKIcTh EK 10 371aMy?

OxapakTtepu3yBaTH CIIGKTP MOXJIMBOCTCH CIICKTPOHHMX KJIIOUIB  Ta
MIEPCIICKTHBH Y iX PO3BUTKY.

JlaTh KOPOTKY XapaKTePHUCTHKY CYYaCHHX BIJOMHX KITFOUiB 3aXHCTY .
HaBeniTe nmpaBuiia BUKOPUCTAHHS EICKTPOHHUX KJTFOUIB Ta MOSCHITH iX.

B womy momsarae cyTh 3aXHCTY 32 JOTIOMOT'OI0 OMHUTYBAHHS JOBITHUKIB 1 SKi
IUTIXH HOTO 3M1ACHEHHS?

[TosicHuTH MOXIMBOCTI 3axucTy 113 3a JOMOMOro0 BBEACHHS 0OMEXEHDb HA
BUKOPHUCTAHHS MTPOTPAMHOTO TIPOAYKTY.

Jdimepamypa

HlynateeB A. B. 3axuct mporpamuoro 3abesmeucHHs. Y. 1 : HaBuanmpHHUI
nocioauk / JlynateeB A. B., Kamutyn B. A, Cemepenko B. I1. — Binauns :
BHTY, 2005. - 140 c.

STAR FORCE. Pazpaborunku nporpaMmmHoro obecrnieucHus [EnekTpoHHuit
pecypc]. — Pexxum moctymy : URL :  http://www.star-force.ru/solutions/
software-developers/— Hassa 3 expamny.

Meroam 3axucTy TpOrpaMHOTO 3a0€3MedYeHHs BiJ HECAHKIIIOHOBAHOTO
komitoBaHHsa [Enmextponnuii pecypc]. — Pexmm goctymy : URL
http://www.studfiles.ru/preview/3905114 — Haspa 3 ekpany.

Pymsanes I1. B. Pabora ¢ daimamu 8 Win 32 API / ITasen Pymsiaies — [2-¢
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UJRN/soi_2012 1 4 34,

Cxnapos /1. B. UckyccerBo 3amutsr u B3joma uapopmanmn. — CI16. : BXB —
[Terepbypr, 2004. - 288 c.

Kamnyn B. A. 3axuct nporpamHoro 3abesnedeHHs . JabopaTOpHUH
npaktukyM / Kammyn B. A., Imutpumun O. B., bapumes 0. B. — Binaumns :
BHTY, 2016. - 75c.
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JOCJIIKEHHS

Teopemuuni numanns

4 3BAXNUCT ITPOT'PAMHOI'O 3ABE3ITIEYEHHA BIA JTUHAMIYHOI' O

Tema OCHOBHI IUTaHHSA Jlxepena
bazosi Hecankmionosanwmii qoctyn (HCJI). Cuctrema 3a- | [2, ¢. 6—
MOHATTS xucty Big HC/I. 3nmam nporpamu. OcHoBHi npua- | 11]

[T TIPH peati3alili CHCTEM 3aXHCTY IMPOTrpaM.

OcHosHi ¢yHKIi cucrem 3axucty Big HC/I.

OCHOBHI METOJU JOCIIPKCHHS: CTATUCTHYHI,

CTATHYHI, TUHAMIYHI, CHHTAKCHUYHI.
Inctpymen- | Knacudikaiiist 3aco01B JOCTIAKEHHS. [1,c.32-
Tapii JleKoMMIJIATOPH 1 By3bKOCTEIIA30BaHl Hanaroa- | 43; 2, c.
3JaMHHMKA | )KyBadi. YTHIIITH JUTSI pO3MAaKyBaHHs Ta AaMIminry | 6-11]

MPOIECIB 1 337a4. IX mpu3HaUueHHA. Y THIIITH aHa-

mi3y ¢aitmie. [IicTHAASITKOB] peIAKTOPH 1 pelaK-

TOpH pecypciB. API-IMUTyHy Ta 1HIM yTHIITH

MOHITOPHHTY. [HII YTHJIITH 1 IPOTPaMH.
Bumoru no | JlomiasHICTS Ta HEOOX1THICTD 3aXHCTY Bl [1,c.7-
CHCTEM HECAHKI[IOHOBAHOT'O HAJIAroKEHHS. 10; 2, c.
3axXHUCTy Bix | BuMoru no mporiecy i pe3ynbraty BOynoByBanHs | 11-12]
HCAO 3aXMCHHAX MEXaHI13MIB.

CrpykTypa mporpam, 3aXHUIICHUX BI JTOCITII-

KCHHS. 1HIMam3aTop, KoHd1aeHTTIifHA YacTHHA,

JECIHITIATI3aTOP.
[Iporpamu | HajmaromkyBaui peaqbHOTO Ta 3aXHIIEHOTO [2,c. 65—
JUTSI TAHA- | PEYKUMIB. 66]
MITHOTO Orman 1 kmacudikarisg 1ICHYIOUHX HAIaroKyBah-
HCH HukiB: Softlce, Winlce, OllyDbg Tormpo.
Metoau CnocoOu BUSBJICHHS HAJAro/>)KyBaya peajbHOTo [2, c. 66—
3aXHUCTY BiJ | pekuMy. MeToan 60poThOH 3 HajlaropkyBadamMu | 73]
HC/I 3aXHILECHOTO PEXKUMY.

Pexomenpami Ta MmeToquka “BOMBaHHSA"

KOHKPETHHX HaJlaro/pKyBadis.

Hammcanns “rpukis” (mactok). [lepexorienns

BUKINKIB API-pyHKITH 3 METOIO 3aXHCTY BiJ

HaJIaro/HKCHHS.

JlomaTkoB1 MPUHOMHU aHTHHAIATOKYBATEHOTO

POTrpaMyBaHHS.
Bukopucra | [loHATTS XyKiB Ta QIIBTPYBATBHUX (PYHKITIH. [2,c. 75—
HHA XyKiB | Tunu XykiB. BcTaHOBICHHS Ta 3HATTS XYKIB. 83]

Omuc dynkmii-pinpTpa. MOXIABOCTI XYKIB.
[Tpukaay 3acTOCyBaHHSA XYKIB.




(o]

3aeoanHa ona camocmiiiHo20 6UKOHAHHA

3HaliTH B 1HTEPHETI 1 3aBAHTAXUTH HA CBIA KOMITIOTEP HAJaroKyBau
OllyDbg, o3HalioMHTHCE 3 HOTO MOYJTHBOCTAMH [3]

BukopucroBytoun iHTepHeT-IxKepena [4], 3AIMCHATH AWHAMIYHUN 371aM
3aMpONOHOBAHMUX TPOTPaM.

3poOWTH BUCHOBKM IIOJO0 MOXJIMBOCTEH 3JIaMy TMporpaMm 1 HajaaTa
OPOMO3UINi  IIOAO MOXMJIMBOTO TIOCHJIEHHS 3aXUCTy MpOTrpaMm  BijJ
JOCHIIKEHHS.

BukopuctoBytoun iHTepHET-IKepena [5], po3pobut mporpamy, ska
3MIHCHIOE TIEPEXOTUTCHHSI Oy Ib-IKWX TIOBIAOMJIEHb (32 OakaHHIM).

Koumponwvni 3anumanns

. B womy pi3HUI MIX HATAropKyBadaMy PEaTbHOTO 1 3aXHIINEHOTO PEKUMIB?
. HaBenite icHYIOUl mporpaMu-HANIAroKyBadl PEATbHOTO Ta 3aXHUINEHOTO

pPEXUMIB?

. SIkuM UYMHOM MOXXKHAa BWSBHTH TPHUCYTHICTh B ONEPALIiHIA CcHUCTEMI

HaJIaroKyBauiB?

. SIK1 OCHOBHI1 TIEpEPUBAHHS BUKOPUCTOBYIOTh HaJaroKyBaui?
. HaBenmiTh m0gaTKOBI METOAM 3axXHCTy BI1J HaJaroJXyBadiB pPEajabHOTO

PEKUAMY.

. SIK1 € MeTOaM 3axXUCTy BIJ JOCIIKEHHS MPOTpaM I HAJaroKyBauaMH

3aXMIIEHOTO PEXKUMY?

. SlkuM ymMHOM peami3amis €KBIBAJICHTHHUX TUIOK JOMOMOXKE MPOTHCTOATH

HaJIaro/KyBavam?

. B uoMy CyTHICTB 3aXHCTy 3a JOMOMOI'OIO 3aCMIUyBaHHS KOy ?
. Oxapakrepu3yiiTe Hamaromkysau Softlce.
10.

B gomy, Ha Bamy aymKy, TPOSBISIOTHCS TO3WTHBHI 1 HETATUBHI PUCH
HaJIaroKyBadiB?

Jlimepamypa

NynateeB A. B. 3axuct nporpamHoro 3adesneueHuda. Y. 1 : HaBUalbHUH
nocioank / JlymareeB A. B., Kammyn B. A, Cemepenko B. I1. — Binnuns :
BHTY, 2005. — 140 c.

Kannyn B.A., bapuiies 0. B., Imutpumiua O. B.. 3axuct nporpamHoro
3a0e3neuends. Hapuanbauii mociOHuk. Yactmna 2. — Binauns: BHTY,
2013. - 151 c.

OllyDbg. [Enextponnuii pecype]. — Pexxum moctymy : URL : http://www.
ollydbg.de/ — HasBa 3 expany.

VYpok kpakuara ¢ momomeio OllyDbg. [Enmexrponnuii pecype]. — Pexum
noctyny : URL : http://daxa.com.ua/article/numl/— Ha3pa 3 expany.
Meroanr mepexBara API-BeizoBoB B Win32. [EmekrponnHmii pecypc]. —
Pexxum moctymy : URL : ttps://rsdn.org/article/baseserv/ — Ha3a 3 ekpany.



5 BAXHUCT ITPOT'PAM Bl CTATUYHOI'O JOCIIIKEHHA

Teopemuuni numaHHs

Tema OCHOBHI TUTaHHSA Jxepena
Crpykrypa | CTpyKTypa exe-3arojioBKiB. [1, c. 16-28;
BUKOHYBa- | MokmmBocTi BOYJIOBYBaHHS B €Xe-3arojioBku | 2, ¢. 14-112;
HUX (aiaiB | KpuTuuHOi 1H(pOopMaIi, HeoOxiaHo1 M 3axucty | 4, c. 204-
s OC nporpamM. MexaHi3MH BIPOBAKEHHS 3axXHUCHOTO | 248]
Windows | koay B PE-aiinu.

[Monstts X-xoxy. Bumm X-xkomy 1 cmocobwm
BOymoBYBaHHs. J[esKi ajJrOpUTMH BIPOBAKECHHS.
3ano01kH1 3aX0A1 IIPH BIPOBAKECHHI X-KOIY
Cratuune | [HCTpyMeHTapiii Xakepa UIsl CTaTMYHOro mociia- | [1, . 13-16]
JIOCIT1]I- XKeHHSA. J|eKOMMIUISATOPH, Au3aceMOIepH, IICTHA-
KCHHS IIITKOBI PENAKTOpPM Ta PEIAaKTOPH PECYPCIB.
nporpam ABTOMATHUYHI Ta IHTEPAKTUBHI JM3aCEMOJICPH.
[Ipukmaay IHTEPAKTUBHUX JHU3aceMOJICPIB.
OcHoBHI JlominpHICTP Ta HEOOXimHICTH 3axwcTy  Bin | [1, €. 16-28]
METOIH JIUIS | CTATHYHOI'O JOCI/DKEHHS. Ta iX Kitacu(iKaIis.
3axucTy Bi | OCHOBHI TOCOOM  3aXHMCTy BiJg  CTAaTUYHOTO
auzaceMO- | JOCTI/DKEHHS.  MaHIMYJIOBAaHHA  3arojIOBKaMH
JIIOBAHHS BUKOHYBaHUX (paiiyiB, makyBaHHA, MH(pPYBAHHS,
eMyJIAIsA mporpamMux cepenosuil. Etamu moby-
JIOBH CHUCTEM 3aXHUCTY BLA JOCIIIKESHHS MPOTPaM.
O6dycka- | [lorstrs o6dyckami. Bumu o6dyckarii. [1, c. 30-64]
mist Ak 3a- | Jlekcuuna o6dyckamis, Il suam i MosxnmBOCTI pea-
XUCT B mizamii. O6dyckamis gaHuX, ii BHOAM Ta MOKIIH-
CTaTUYHOTO | BOCTI peam3arii. Bumoru no o6dyckariii mporpam.
JIOCIT - CyuacHuit mporpamManii puHOK 00(yCKaTOPIB.
YKEHHS O6dyckamia rpada MOTOKY KEpyBaHHSA: MaHIMY-

JIOBAHHS (PYHKITISIMH, BUKOPUCTAHHS HEMTPO30PUX
MPEANKATIB, BHECEHHS HEIOCSHKHOTO, MEPTBOTO
ab0 HaJUTMIIKOBOTO KOAY, 3UCTJICHHA IyT, KIOHY-
BaHHsA 0a30BHX OJIOKIB, BHUKOPHCTAHHSI PI3HO-
MaHITHAX TIEPETBOPEHD ITAKITIB.

JlomaTKkoBI METOIM YTPYAHEHHS JIOTIKH 3aXHIIMyBa-
HUX MPOTPaM Ta CocoOu iX peaizaiii.
Bukopucranas 3aco6iB MoBu acembiepa s
MacKyBaHHS ()parMeHTIB 3aXHUCTY.

Emynsmis mpomecopa Ta MyJNbTH33JAYHOCTI  SK
CrocoOM TMPOTHCTOSAHHS CTAaTUYHOMY BUBUYCHHIO
POrpam.




3aeoanHa ona camocmiiiHo20 6UKOHAHHA

1. JlocnimkeHHS CTPYKTYPH BUKOHYBaHUX (aiinis [5, ¢.33-37; 7, ¢. 11-71].

1.1.1TligroTyBaT Ajis MOCIHIKEHHA JEKUTbKAa BUKOHYBAHHUX (paiynB pi3HOTO
PO3MIpy, yHakyBaTH 1l (aityii pI3HUMH MaKyBaTbHUKAMH 1 30€perTH iX.

1.2.3a pgomomororo mporpam Hiew Tta PE Explorer mnpoananizyBatu
CTPYKTYPY MIATOTOBJICHUX BUKOHYBaHWX (paiiyB. 3poOWTH BUCHOBKH
IIOJI0 TOTO, IKUM YMHOM y BUKOHYBaH1 (haiinu BOYIOBYIOTh (PparMeHTH
3aXHCTY MPOTPAMHU-TIAKYBATbHUKH.

2. JlocmimkenHs poboTH AekoMIiiaTopis [5, ¢. 38-46].

2.1.3naiitm B [HTepHETI Tpane3gaTHUit AexkommusiTop 3 MoBu C/CH+
(manpuknan, recStud), MEKOMITUTIOBATH MPOTPaMH, HAIMMCaHI MOBOIO
C++ (3HaiiTh B iHTepHETI a00 BUKOPUCTATH POOOTH, BUKOHAHI B X0l
nabopaTopHux poOIT 3 AWCHUMIUNHKA «TeXHONOoTria TporpaMmyBaHHS.
OImHATH AKICTh JCKOMIIIIOBAHHS, TOPIBHIOIOUH 3T€HEPOBAHUN KOJ 13
MOYaTKOBUM (AJIs IbOTO BUOpaTH (hparMeHT MOUaTKOBOTO KOAY 1 3HAWTH
BIJIMOBIAHMI (PparMEHT y 3reHEPOBAHOMY JEKOMIILISTOPOM ).

2.2.3Haiiti B [HTEpHETI mpane3aatHuid aexkommisTop 3 MmoBu Visual Basic
(mampukiian, VbDecompiler 1 nexinpka mporpam, cTBopermx y Visual
Basic. OmiHuTH SKICTh NEKOMITIJTIOBAHHS, TOPIBHATH SAKICTh IEKOM-
TSI TTpoTpaMm, BiIKOMITITEOBAHUX y Native code 1y p-code.

2.3.3Haiith B IHTEpHeTI mTpare3TaTHUil ACKOMILIATOP 3 MOBH Java
(manmpukian, DecafePro) 1 B3stu 2-3 mporpamu, CTBOPEHI 1HTEpIpe-
tatopom Java (y ¢opmati .jar a6o .class). OmiHATH SIKICTh JEKOM-
MTIOBAHHS, TTOPIBHIOIOYH 3T€HEPOBAHUHN KOJI 13 MOYATKOBUM (JIIS TIHOTO
BHOpaTH (pparMeHT MOYATKOBOTO KOy 1 3HAWTH BIATOBIIHAN (parMeHT
y TEHEPOBAHOMY JIEKOMITUIATOPOM).

2.4.3Hatiti B [HTEpHETI Tparie3gaTHUi aeKkoMmuIaTop 3 MoBu C#, 3HalTH
mporpamMu, peanaizoBani MoBor C#, nekoMmuIroBaTH ixX. OIIHUTH AKICTH
JEKOMIITIOBAHHS, TIOPIBHIOIOYH 3reHEPOBAHMMA KOJI 13 TTOYATKOBUM (IS
1Iboro BHOpaTtH (hparMEHT MOYATKOBOTO KOAY 1 3HAWTH BIJMOBIAHHI
(bparMeHT y TeHEPOBAaHOMY JICKOMITLIATOPOM ).

2.5.3pobutH 3arajgbHUN BUCHOBOK TMPO SKICTh JACKOMIIJIATOPIB PI3HUX MOB
mporpaMmyBaHHsA. Hamatm pekoMeHparii IMOJAO0 METOJIB  3aXHCTy
IIpoTpaM, peaai3oBaHUX PI3HAMH MOBAMH.

3. JlocmimkeHHs poboTH peaakTopis pecypcis [, c. 38-46].

3.1.3naiitn B IuTepHeTi mpanesmatamii pegaktop pecypeiB (PeExplorer,
PeTuner) 1 o3HallOMHTHCh 3 HHMMH, AOCIIIUTH iX MOXKJIHUBOCTI. 3a
JOTIOMOTOI0 PEIaKTOpa PECypPCiB JOCTIIUTH MPOTPaMU-00’ €KTH, BHECTH
JIesIKI 3M1HM 1 CTBOPUTH HOB1 BUKOHYBaH1 (haiJr.

3.2.3pobuTH BUCHOBOK 010 3aXMCTy MPOrPaMHKX 3ac001B BiA Moaudikarii
3acobamu AJ1d pearyBaHHs PECYPCIB.



4. JluzacemOmoBaHHs BUKOHYBaHUX aiims [5, ¢. 48-62; 6, c. 187-262].

4.1 . locmmuty 1HTEpdEHC 1 MOXKIUBOCTI TPOTpaM i AOCTIHKCHHS 1
moaudikamii BukonyBanux koais: IDAPro ta HIEW.

4.2.3HaiiTH IeKUThKa TPOrpaM, 3aXHUIEHUX MapojieM, 0OMEXEHHSIM KIJThKOCTI
3amyckiB  Tomo. KopucTylounch  BWINCHABEACHUMH  MPOTPAMaMH,
HABYUTHCH JU3aCeMOTFOBATH MPOTPAMH.

4.3.JlnzaceMOmoBaTH KOJ MPOTPAMU 1 BIAPEIAryBaTH WOTO TaKUM YHHOM,
1100 3HATH 3aXHUCT.

4.4.3poOuTH BUCHOBKH 11010 €(PEKTHUBHOCTI JAHOTO BUAY 3aXHUCTY: MPUYUHH
HEJIOCTATHHOI CTIHKOCTI Ta PEKOMEHAITIT TI0/I0 HOTO TTOKPAICHHS.

Konmponwhi 3anumanns

1. B yomy J0MIBHICTE 1 HEOOXITHICT 3aXUCTY BiJ CTATHUHOTO JOCII IXKCHHS?
. Knacudiky¥ite MmeToau 3axucTy Bii CTAaTUUHOTO JTOCIIIKCHHS.
3. B yomy CyTHICTP MeTOMy €Myl mpoliecopa 3 TOYKH 30PYy 3aXHCTy
MpOrpaMHOro 3a0e3MmeucHHs ?
4. Slk MOKe TOTIOMOTTH EMYJIAIIS MYJIbTH3aJa9HOCTI y OOPOTHO1 31 CTATHIYHUAM
JOCIT KEHH M ?
. OxapakTepusyiTe CTpyKTypy BUKOHYBaHUX (DaiisiiB.
6. [[lo Take 3aroyioBKM BUKOHYBaHUX (aitmB, skl € ix Buau? Jlmga voro ix
BHKOPUCTOBYE Ofepariiifna cucrema’?
7. lo Take Tabnwms 00'ekTiB (PO3ALTIB BHKOHYBAHOTO (haiiay), Akl 00'€KTH
ICHYIOTH Y TIpOTpamMax BiJ PI3HHUX BUPOOHHKIB?
8. SIx1 € crmocoOu BIpOBaIKEHHS 3aXUCHUX MEXaHI3MIB y BUKOHYBaHI (aiimm?
9. Jlaitte moHATTS X-KOAY Ta HABEIITh BUMOTH J0 HHOTO.
10. HaBemiTe TpWKIIaAN BIPOBADKCHHA X-KOAY Y 3arojlOBKA BHKOHYBaHHUX
¢hatimip. 3a SKAMHU aNTOPUTMAMH BOHHU 3TIHCHIOIOTHCS?
11. [Ilo po3ymitoTh mix Tepminom "obdyckarusa”? Sk 1i Buay Bu 3HaeTe?
12. HaBeniTh OCHOBHI KPOKH )1 3A1HCHEHHS JICKCHYHOI 00(ycKarti.
13. dx1 icaytoTh Buam o0dyckaiii nannx?
14. IIlo Take oO6dyckaiis rpada MOTOKY KepyBaHHS?
15. IIlo o3Hauae MOHATTS MacKyBaHHA nmporpamu’? Ski ioro eranu?
16. k1 maHimymOBaHHS (PYHKIISIMHA JOMIOMAararOTh 3aXHUCTHUTHUCH B1J HECAHK-
IIOHOBAHOT'O JOCHIKEHHA?
17.1Ilo Take mempo3opi npeaukatu? HaseaiTs mpuknamy.
18. fIx nomomarae BHECEHHS HEMOCSKHOTO, MEPTBOTO a00 HANTUIIIKOBOTO KOy
3aXHUCTUTUCH B1JT TOCI JKEHHS?
19. B gomMy CyTHICTb 3UCTIJICHHS TyT?
20. 1o Take xkmonyBaHHs 0a30BUX OJIOKIB?
21. Slxi mepeTBOPEHHS MUKJIIB JOTIOMAraloTh 3amo0ITaHHI0 HECAHKITIOHOBAHOTO
JOCIT KEHHS TIporpam?
22. Slka p13HUIA MK aBTOMAaTHYHUMH Ta IHTEPAKTUBHUMU au3aceMOiepamu’?
23. Slxi meTo 60pOTHOM 3 ABTOMATHYHUMHM TA3aceMOJiepaMy B 3HAETE?

N
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24. Oxapaktepu3yite oOcCOONMMBI MeTomM OOpPOTHOM 3  IHTEPAKTUBHUMH
au3acemMoOyiepami.

25.1loscHicTh, mo Take "nuHamMiyHui Qydens” Ak mpuiioM A7iA 3aXUCTY Bij
JIOCJILKEHHS.

26. B yoMy CyTHICTh METOIOJIOT1T eMyJIAIii mporiecopa’?

27.5x1 € mmsaxum peamszamii eMmyussmii  6araTo3aJauHOCT] AJIA 3aXUCTY BIJ
JOCIILKEHHS?

28.B dWomy mossrae mapajieibHe BUKOHAHHA TUIOK 33/1adl 3 TOYKH 30DPYy
EMYJISIIT MyJIbTH3a0aYHOCTI?

29. Slk1 MO3UTHBHI 1 HETAaTHBHI PUCH METOIIB MPOTUCTOSTHHS qu3aceMOjiepaM BA
MOYKETE Ha3BATH?

Jlimepamypa

1. Kannyn B. A., bapuies 1O. B., Imutpumuna O. B.. 3axuct nporpaMmHOro
3a0e3neueHds. HapuanpHmii mociOHuk. Yactuna 2. — Bimaunsg: BHTY,
2013. - 151 c.

2. Pymsnnes I1. B. Hccnenosanme nporpamm Win32: no amszaccemOiiepa u
otnamguuka — M.: I'opsiuas nunus-Tenekom, 2009. — 367 c.

3. Kacnepcku K. KommbrorepHbie BUPYCHl M3HYTpH W cHapyxu / Kpwuc
Kacnepcku — CI16. : ITutep, 2006. — 527 c.

4. Obdyckamus | 3aImTa MPorpaMMHBIX TTPOIYKTOB. [EnekTpoHHMIA pecypc].
— Pexxum poctymy : URL :  http://citforum.ck.ua/security/articles/obfus/ —
Hassa 3 expany.

5. Kammyn B. A. 3axuct mnporpamHoro 3ab0esnedeHHd @ JabdopaTopHMit
npaktukyM / Kamnyn B. A., Imutpumn O. B., bapumes 1O. B. — Biaaus
: BHTYVY, 2016. - 75c.

6. Pymsanues I1. B. Mccaenoanune mporpamm Win32: no am3accemOiepa u
ornamuuka / Pymsnrnes I1. B. — M. : I'opsiaas ymmans-Tenekom, 2004, — 367
C.

7. Kacnepcku K. Texnnka u punocodus xakepcknx arak / Kpuc Kacrepcku. —
M. : Conon-Ilpecc, 2004. — 272 c.
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6 BAXUCT ITPOI'PAM BIJI 3BHATTS 3 HTAM’ATI

Teopemuuni numaHHs

Tema OCHOBHI TUTaHHSA Jlxepena
[Tonarra AJlpecHuid TPOCTIP MPOrpaM B OTIEPATUBHIN [1, c.84-
JAMTITHTY nam’AaT1. [Topamok 3aBaHTaXeHHS TTPOTPaMH 1 88]

BHJIIJICHHA TTaM'sITi mporiecy. Jloctym no mam'siti
Ta CUCKY TporteciB. OTpUMaHHS TaMITy TIaM'aTi
00paHOro Mporecy. 3HATTSA IPOTPaM 3 TIaM ATI.

Metoan [Tporpamu juist 3HATTS AAMITY 1 3aXHCT BiJ HUX. [1, c.89-
3aXMCTy BiJl | AHTHIAMIIHT Y HYJIbOBOMY Kiblll. JluHaMiuHe 96]
JTAMITIHTY PO3MaKOBYBAHHS.

porpam.

3aeo0anna ona camMocmiiiHO20 6UKOHAHHA

OzHalloMUTHCh 3 TIpOrpaMamMu JUisl 3HATTS JaMIly TPOIECIB 1 3ajaad,
sapanTaxuBmu ix 3 1HTEpHETY (PETOOLS, OllyDump, LordPE Delux,
Process Dumper a6o 1xmmi).

[TimiGpaty aexiabka mporpaM 1 cnoOyBaTH 3HATH TMOBHWUK a00 YaCTKOBHI
JIAMTI TIaM STl ITUX TPOTPaM.

3pobuTH BUCHOBKH 11010 BUOOPY METOIIB 3aXKCTY B/ JAMIIIHTY.

Koumponwvni 3anumanns

Ilo Take mamIr mam'sTi?

Sxuit MOpAI0K 3aBaHTAKESHHS IPOTPaMH 1 BHAIJICHHS TTaM'sSIT1 TIpotiecy?

Sk oTpuMaTH JaMI OTPUMAHOTO TIPOTIeCy?

Sxi MeToau 3axXUCTy BiJ JaMINHTY BH MOXKeTe HazBaTh? OxapakTepH3yiTe
1X.

Sx1 mporpamMm IS 3HATTS TPOTpaM 3 TaM'ATI BH 3HAETE 1 SK BIJ HHAX
3aXUCTUTUCH?

Jlimepamypa

1. JlynatbeB A. B. 3axuct nporpamaoro 3abesneduenns. Y. 1 : HaByaapHUH
noci6auk / JlynateeB A. B., Karmyn B. A, Cemepenxo B. I1. — Binawns :
BHTY, 2005. — 140 c.




I'JIOCAPII

Hecanxkuionosanuit oocmyn (HC/[) — unauthorized access — HeneraibHi mii
moA0 BUKOPUCTAHHA, 3MiHI/I Ta SBHUIICHHA BUKOHYBAHUX MOI[y.]'IiB.

Cucmema 3axucmy 6i0 HeCaHKUIOHO8AHO20 Oocmyny (system of protection
against unauthorized access) — KOMIUIEKC TPOrpaMHUX 3aco0iB, IO
3a0€3MeuyloTh yCKJIaAHEHHS a00 3a00pOHY HEIErajJbHOTO PO3MOBCIOKCHHS,
BUKOPUCTAHHA 1/a00 3M1HY TPOTPAMHUX MPOTYKTIB.

Haoiiinicmv cucmemu 3axucmy (reliability of protection) — 3nmatHICTH
MPOTHCTOATA CMpoOaM TIPOHWKHEHHSA B ajdropuT™M ii poboTwm 1 o0Xomy
MEXaHI3MIB 3aXHCTY.

3nomom npozpamu (breaking program) — mnopymeHHS (GYHKIIOHATBHOCTI
00’€KTIB 3aXHCTY IPOrPaAMHOT0 3a0€3IEeUeHHS.

Oogyckauis (obfuscation) — 1ie 0OUH 3 METOIB 3aXUCTy IPOTPAMHOTO KOy,
SKUH TO3BOJIAE YCKIIAJHUTH MPOIEC PEBEPCUBHOI 1HXEHEPII KOy MPOrPaMHOTO
IPOIYKTY, IO 3aXHINAETHC.

Xyk (Hook) — MexaHi3M TIEpEXOMJICHHS 0COOIMBOIO (PYHKIIEI MOMAINA (TaKuX,
HAMIPUKIIA, SK MOBIIOMIICHHS Bl MaHIMyJIaTopa MuIm ado KIaBlaTypH) IO
TOTO, SIK BOHH Ji#IyTh JO IPOTPAMHOTO JI0IATKA.

unamiune oewmupysanns — nenmmdpyBaHs y Mipy BUKOHAHHS KOHM1ACHITIH-
HOI YaCTUHHU NIPOrPaMH.

Relocation Table — Tabmumi anms HacTporoBaHHs anpec. CKIaaaeThes 31 3HAYCHD
y dbopmati <cermeHT : 3cyB>. J[0 3CyBIB Y 3aBaHTaXyBaJIbHOMY MOJYJIl, Ha SIKHX
YKa3ylOTh 3HAYCHHS B TaONWIl, MICIsA 3aBaHTAXCHHsS NPOrpaMd B IaM ATh
noBUHHA OyTH JI0JJaHa CETMEHTHA aJipeca, 3 AKOi 3aBaHTaKEHa Mmporpama.

Tabnuusa o06’ckmie abo mabauua po3odinie (Object) — CyKymHICTH JaHHX
MEBHOTO TIPHW3HAYCHHS: TMPO EKCIOPTOBaHI Ta IMHOpPTOBaH1 (YHKINI, PO
pecypcH, mpo nepemimieHHs (relocations) 1 T. 1., sIKI KOMIAKTHO PO3MIIICH] Y
BHKOHYBaHOMY (paiimi.

X-K00 — yacTMHa KOAY NOpOrpaMu, AKY MU 30UpaeMOCs BIPOBAIKYBATH Y
porpamMy 3 METOIO 1i 3aXHUCTY.

Jlexcuuna oo6ghyckauyia nonsarae B GopmMaTyBaHHI KOAY MPOTPAMH, 3MiHI HOTO
CTPYKTYpPH TakKWUM YHHOM, MO0 BIH CTaB HeunTaOeIbHUM, MeEHIT 1H(Op-
MATHBHUM 1 BaXKYUM TSI AOCIIDKEHHS TH3aceMOJIepaMH 1 ICKOMIIATOPaMHU.

Cumeonvra o0yckauia — 3amina iMeH 11IeHTA(IKATOPIB (IMEH 3MIHHUX, MacH-
BIB, CTPYKTYp, (YHKIH, mporeayp 1 T. J.) Ha CaMOBLIbHI JOBT1 HaOOpH
CHUMBOIJIIB, SIKI BaYKKO CITIPUMMATH JIFO TUHI.



Oogyckauia oanux — yCKIaaHCHHS PO3YMIHHS JAHHUX IIPOTPAMHM, TOB’sI3aHE 13
TpaHcPOPMaIIi€r0 CTPYKTYP JAaHUX.

Mackysanna npocpamu — 1 Take TEPETBOPEHHS ii TEKCTy, SKE TMOBHICTIO
30epirae (yHKIIOHATBHICTh, ajie POOWTH PO3YMIHHA, 3BOPOTHY IHXKEHEPIIO 1
MOAM(DIKAIIIO TEKCTY MPOTPAMH 3aBJAAHHAM HENPUWHATHO BUCOKOI BAPTOCTI.

3MinHa € Henpo30poIe, SKIO ICHYE AesKa BJIACTUBICTD MO0 IMi€l 3MIHHOI, IKa
BIIOMa B MOMEHT 3aIIyTyBaHHA MPOTPaMU, ajié BAXKO BIIHOBIIOETHCS MICTSA
TOTO, AK 3aIUTyTYBAHHS 3aBEPIICHE.

Henpo3opi npeouxkamu (opaque predicates) — Bupas, 3HauCHHs SIKOT'O BiAOME B
MOMEHT 3alUTyTyBaHHSA TPOTPaMH, ajie BaXKKO BIJHOBIIOBAHE MICHs HOTO
3aBEPIICHHS.

Henocszxkamii ko0 (unreachable code) — ¢parmenT mporpamu, mo HIKOIH HE
BUKOHY€ETHCA.

MeptBuii k00 (dead code) — hparMeHT KOy, 110 Y IPOrpaMi BUKOHYETHCS, alie
HOTO BUKOHAHHS HISIK HE BINTUBAE HA PE3YJIHTAT POOOTH.

Haonuwxoeuii koo (redundant code) — ¢parMeHT KOOy, IO BUKOHYETHCA, 1
pe3ynbTaT WOTO BUKOHAHHS BUKOPHCTOBYETHCSA HAAajl B MpOrpami, aje Takui
KOJT MOXHAa CHIPOCTHTH ab0 30BCIM BHUJAIMTH, OCKIIBKH OOUYMCIIOETHCA ab0
KOHCTAHTHE 3HAUCHHS, a00 3HAUEHHS, YK€ 00UHCIICHE paHiIIe.

Aemomamuuni Ouzacemoénepu — TPOTPaMHI 3acO0M, IO aHAMI3YIOTH KOJ
BUKOHYBaHOTO (aitmy # (PopMyrOTh BIAMOBITHUN HOMY BUXIAHHH TEKCT abo
JICTHHT.

Inmepaxkmueni ouzacemoénepu — nporpamui 3acodu, mo GopMyIOTh BHXITHHI
TEKCT/JICTHHT BWUKOHYBAaHOTO KOJIy TIPOTPaMH TaK camo, SIK Ie PpoOsTh
aBTOMATUYHI Ju3aceMOJIepH, OJHAK BIAPI3HAIOTHCA HASBHICTIO TOTYXXHOTO
KOPHCTYBAIbKOTO 1HTEp(deicy, Mo 3HAYHO MOJICTIIye aHami3 au3aceMOepHOl
MpOTpaMH.

damn nam’ami (memory dump) - e KoIris BMICTY OIEPATHBHOI HaM’sTi, IO
3HAXOJUTHCS HA KOPCTKOMY JUCKY a00 1HIIIOMY €HEPrOHE3AIEKHOMY IIPUCTPOI
mam’ ATi.

Jlamnepu (dampers) — mporpamu ist 3HaHHS JaMITy.
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