
 
 

 

 

 

 

 

 

 

 

   

 

 

" 

 

 

  

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2018



3 

004.056 

          

: 

 

 

-  

 

: 

 

 

 

 

 

  2018 . 

 

"  " 

   

 /  

  ,  . - .   8.   40  

 

     

 "

"  

   

 

 

  

. 

 



4 

 

 

 ........................................ 5 

 ......................................................... 5 

 .................................................................. 6 

 ........................................................................ 8 

11 

 ................................................. 11 

-  ......................... 12 

 ........................................................ 14 

 ..................................................................................... 19 

 ..................................................................... 20 

 ........................................................................ 22 

 ................... 26 

 .................................................................... 28 

 ............................................. 31 

 ...................................... 33 

 ............................................................ 34 

 ................... 35 

 ........................... 36 

 ................................... 37 

 



5 

1  

  

  

 

 

  

 

   

 . 

 "

", "

". 

 

- 

 

-   

 

- ;  

- ; 

- 

 

-   

; 

- 

 . 



6 

 

 

  

 

 

 

 : 

-  

-  

-  ; 

-   . 

 

- 

  , 

 

   

  

  

   

.  

-

  

 



7 

 

   

   

 

 

 : 

  

 

  

    

. 

 

  

 

  

 

  

  . 

  

 

.  



8 

1.3  

 

  ;  

  

 

 ; 

   

; 

  

 . 

 . 

 .   

,  

 

  

 

 

  

. 

 

  

. 

 "  



9 

.  

 

. 

 

.  

  . 

 

. 

 

, 

 

: 

-  

; ;  

-   

-    , 

; 

-   

; 

  

. 

   

 

 

 

 ; 



10 

.  (t)  

 . 

  

 -

64-

3222642326  

 

 . 

 

-

. 

; 

 ; 

. 

 . 

 

 

  "  

 . 

 



11 

2 

 

2.1  

  2.105-95

 

 

1 -  ,  

-  

-  

-  

-  

2   

-  

- ; 

-  ; 

-   ; 

-  

- . 

3 

 



12 

 

2.2 -   

 

. 

 

    

 

 

 

     

.  

  

 

 

 

. 

 

 , 

 

  

-



13 

  

 

 

 

 

 

 

.  

 

 

  

 ). 

 

  

 

                   

 -   

 08-20); 

   ); 

  1   ), 

18  2018  ); 

4 (XX)   9 ); 

    

 

-   

      -   

1 2 3 4 5 6 



14 

 

-    

. 

6 (XX)       

       

 ).  

2018 

 

08-20. .018 .  

 

08-20. .018 . 

  

   

2.3  

  

 

 

-  

-  

- ; 



15 

-  . 

  

 

. 

 

2 .  

  

. 

 

  .  

 2-3  

. 

 5-  

,  , 

  

   1.3 

 



16 

 

 7-  

  

   . 

   

,  

 8-10  

 

  

 

 

 

   

   

  

 

 " " 

   

    

 

-  

  

 

 , 

  



17 

 

 

, 

 

-6, 8]. 

 

 

-

.   

 (URL). 

  

 : 

 

1. ,  -

:   

2.  2-

,  

  : 

3. ,  

 . . 2009. 

 -95. 

 



18 

4. , 

. 2011. 

 -133. 

 

5. V.A. Luzhetskyi, Yurii Baryshev. Methods of Generic Attacks Infeasibility 

Increasing for Hash Functions. The 7th IEEE International Conference on Intelligent 

Data Acquisition and Advanced Computing Systems: Technology and Applications 

 12-14, 2013 Berlin, Germany. P. 661-664 

6.  

. 

. IV . .- . ., 

28- -219. 

 

7. -96. 

.   

 

8. . 

 / 

. 

 

 

9.  

 

  

 

  

10. 



19 

  

10.1  

-  

11. Van der Spiegel J. VHDL Tutorial. URL: 

22.03.2017)  . 

12.  URL: 

http://kanyevsky.kpi.ua/V

22.03.2017)   

2.4  

 

 

  

. 

   

- 

  

; 

- 

 (

 

). 

 

" "  

 



20 

     

  I O. 

 .  

 "

 

 

 

 

 

 

 . 

2.701-84. 

 



21 

:2013 - -

 

  

-

 

. 

  . 

 

 

- 

  

. 

-  

 

; 

-   



22 

 

2.6  

 

-

 

 

 

  

. -

- Microsoft Office Word) 

  Times New Roman  14

. 

 5 

  

 

-



23 

 

 

 

  -

    

  

  

 

 

 

 

 

 

 

 

 : 1.1, 1.2   1.2.1, 1.2.2  

 1.2.2.1, 1.2.2.2  

 

.  

 



24 

 

: 

 

 

  

 

 2) . . . ; 

 

. 

. 

-

 

3.1   

  

r 

 

 K  

 

W  

Blowfish 16 32-448 64 

Camellia 18 128 128 

CAST-128 16 128 64 

DEAL 6 128/192 128 

DFC 8 
128/192/256 

-256) 
128 

 

 3.

. 3     

  " "  

 

http://ru.wikipedia.org/wiki/Blowfish
http://ru.wikipedia.org/wiki/Camellia
http://ru.wikipedia.org/wiki/CAST-128
http://ru.wikipedia.org/wiki/DEAL
http://ru.wikipedia.org/wiki/DFC


25 

" 3.1" 

 

 3.1 

  

r 

 

K  

 

W  

RC5 1-255 0-2040 32/64/128 

TEA 64 128 64 

XTEA 64 128 64 

 

. 

  

  

 " 2.1", 

 2.1    

  " " 2

 

 

 

 

   

       

   

 

http://ru.wikipedia.org/wiki/RC5
http://ru.wikipedia.org/wiki/TEA
http://ru.wikipedia.org/wiki/XTEA


26 

 

2.1   -  

 

-

 

ISO 80000-2:2016

-

  

 " " -  

 

2.7  

2-   (18 

 



27 

 

 
 

 

 

  

  

 4-7  

 

8-10  

 11-12  

.  12-14  

 

15-16  

 

16-17  

 18  

 

  

   

   

 

 



28 

 

 

1. ,   

.  

2. ,   -

 

3.   

. -  

4.  -

336  

5. ,    

 

6.  /   

2000. 288  

7. ,   

: -  

 2005. 229  

8.  

9. ,   

-

 

10. - . 

 

11.     

  -  

12.  ,     

: .  

13.  

. -  

14. .  



29 

15.  

 

16. -

 .  

17.  

. -  346 c. 

18.     

. -  

19. 

 

20.  . 

2001.  

21. 

.  

22. 

 

23. ,   

, 2011. 

 -133. 

24. ,  

. , 2011. . -111. 

25. ,    

. 

, 2009. -65. 

26. 

. 

-2011)

- -

 -170. 



30 

27.   ,    

. 

, 2010  URL: http://www.nbuv.gov.ua 

28.   ,   

.  , 

-64. 

29. 

 

30.  

  

  

 

http://www.nbuv.gov.ua/


31 

  

1. DES. 

2. . 

3. AES. 

4. Threefish. 

5.  ElGamal. 

6.  SEAL. 

7.  . 

8.  ORIX. 

9.   3DES. 

10.  SOBER. 

11.   PIKE. 

12.  Blowfish. 

13.  

 

14.  

-Hellman. 

15.  Serpent. 

16.  MARS. 

17.  RC6. 

18.  . 

19.  

 

20.  . 

21.  . 

22.  . 

23.  Threefish. 

24.  . 

25.  . 

26.  -3. 



32 

27. . 

28.  . 

29.  . 

30. . 

31. - . 

32. . 

33.  -

MD2. 

34. 

. 

35. . 

36.  . 

37.   . 

38.  . 



33 

  

 
 

 
 

 

 

 

 

 

 

 

 

 

 

"  " 

 "   " 

08-20. .018  

 

 

 1   -1  

 125       

 

  

  
 

   

  

 

 

    

   ECTS   

     
(     

     
(    

  

 

 

 

 

 

 

 

 2018  



34 

  

 
 

 

 

 

 ............................................................................................................... 4 

1  ................................................................. 5 

1.1  ...................... 5 

1.2   ...................................................... 7 

1.3  ..............................................................................  15 

2  ........  19 

2.1   19 

2.2  ...................  21 

2.3  ...  22 

3  

 ..............................................................................................  23 

3.1  ..........................................  23 

3.2   ...............  25 

3.3  .............................  27 

3.4  ..........................................  28 

 .................................................................................................... 29 

  .....................................................  30 

 ......................................................................................................  31 

   .....................................................................  32 

   ...........................................................................  35 

   ..............................................................  40 

-1  
 

4 42 

 .    

   

  

08-20. .018.01.101  

    

   

   

 

 
   

 

 
  

 



35 

  

 

 

-

-

  

 

.  

 

. 

   

. 

 

-  ; 

- ; 

-  ; 

-  

; 

- ; 

- . 

.     

 

5 

 

08-20. .018.01.101  

 



36 

  

 

 

  

 

 

 

 

 

   

  

 

 

 

  " 

 1 -1   

 "  " 

   

1.   

 

. 

 

 

 

-  

-  

-   

 

 

 

  

 

; 

 128  

 

 

 

01  2018  

__________  

. 



37 

.   

 

 

  

 

 

 

 

 .  

___________  

__________________ 2018  

 

 

 

 

 

 

 

  " 

 "  " 

08-20. .018  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2018 



38 

  

  

 

  

 ".  

 

. 

 

 

 

1. ,   

  

2.  

Source Code in C.   816    

3. Schneier B. Applied Cryptography, Second edition: Protocols, 

Algorithms, and Source Code in C. New-York: Wiley Computer Publishing, John 

Wiley & Sons, Inc. 1996. URL: 

http://www.cse.hcmut.edu.vn/~tuananh/courses/Grid/Schneier 

5  

5  

-  

-  128  

5.2.  

- ; 

-  ; 

-  

; 

- . 

 

6   

6

 

 

https://ru.wikipedia.org/wiki/%D0%A8%D0%BD%D0%B0%D0%B9%D0%B5%D1%80,_%D0%91%D1%80%D1%8E%D1%81


39 

6.2   

-   

- ; 

- 
; 

-   . 

7  

   7 . 

     

1 . 01.02.18 15.02.18 
 

2 
 

.  
16.02.18 01.03.18 

 1 

3 

 

2.03.18 16.03.18 

2 

4 
 

17.03.18 1.04.18 
, 

3 

5 . 02.04.18 20.04.18 

 

3 

6 
 

. 
21.04.18 22.04.18 

 

3 

7 
. 

20.04.18 22.04.18 
 

 



40 

8  

 

-  

-   

- . ; 

-  

- 
.   

 

 

 

       01. 02.2018.  

   22.04.2018. 

 

1 -1  . .  


