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Anomauia

B pobomi posensinymo ma 0emanvHo Npoananizo8aHo 8paziusicms CMe2aHoSpapiuHux aieopummis 60y008y6aHs.
yugposux 6o0sinux 3naxie 8 PDF ¢aiinu, a came na ocrnosi keanmysammsi.
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Abstract

The paper considers and analyzes in detail the vulnerability of the steganographic algorithms for embedding digital
watermarks into PDF files, in particular quantization.
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Beryn

VY cyyacHOMYy CBIiTi cTeranorpadiqai METOIH IUPOKO 3aCTOCOBYIOThCS B cucTeMax Oesneku. [Ipu npomy
3a0e3reyeHHs IUTICHOCTI Ha ChOTOJIHI € HEe MEHIII aKTYaIbHOIO 33/1a4€10, HixK 3a0e3reueHHs KoH(iIeHIiitHOCTI
iHpopmanii. L{udposi BoIsHI 3HAKW CHOTOJHI € JIFOYAM IHCTPYMEHTOM JJisi 3aXHCTy aBTOPCHKHUX MpaB
pi3HUX H(POBUX JOKYMEHTIB, OTKE MOTPEOYIOTh aHAJII3Y Ta BIOCKOHAJICHHSI.

MeTo10 po00oTH € aHAITI3 BpAa3ITUBOCTEH cTeraHorpadiYHUX alTOPUTMIB ISt BOYTOBYBaHHS IH(PPOBUX

BOJISHUX 3HAKIB.

Pe3yabTaTtu gocaixkeHHs

CroromHi MeToau nMdpoBOi creraHorpadii MIMPOKO BHUKOPUCTOBYIOTHCS JJIsl 3aXMCTy iH(popmarii Ta
iHpopMmaliiiHoi 6e3meku. B ix ocHOBY moxiazieHo Moaudikalito qudpoBUX KOHTEHHEPIB — CTETOKOHTEHHEPIB
3 METOI0 HEMOMITHOI'O BIPOBADKEHHs MEBHUX OiTOBUX MOCHioBHOCTeH. OCHOBHI HampsMH 3aCTOCYBaHHS
creraHorpadiyHux aJTOpPHUTMIB: HAJICWIJIAHHS CTErOMNOBiJOMIIEHB, BOY/IOBYBaHHS IU(POBUX BOJISHUX 3HAKIB
(IB3) (watermarking) Ta inentudikamiiaux womepis (IH) (fingerprinting), BOymoByBaHHS 3aroJiOBKiB
(captioning) [1]. LIB3 31e0iapM10r0 BUKOPHCTOBYIOTH 3 METOI0 3aXHCTY aBTOPCHKHMX IIPAaB Ta YHHKHEHHS
HE3aKOHHOTO KOTIIOBaHHS i BUKOpUCTaHHS wuu¢poBoi inpopmauii. [IB3 MoxyTe OyTH MOMITHUMH Ta
HenoMiTHUMHU. 3a HagikHicTI0O [[B3 momiistroTh Ha KpUXKi, HamBKpuxKi Ta Hamiiai. Hamiiai [[B3
BUKOPHUCTOBYIOTBCS y CUCTEMaX 3aXHCTy iHQOpMAIiT BiJl HecaHIiOHOBaHHOTo KomiroBauHs. [Ipu isomy 1[B3 y
PDF ¢aiinax moBuHHI OyTHM HENMOMITHUMU JUIS JIFOJWHH, 00 3a0€3MEUNTH HAIEKHY SKICTh, IO OCOOJIIMBO
BXIIUBO JUISI BUKOPUCTAHHSA. TOMY MiHIMI3allisl Bi3yallbHUX BHUKPHBIEHb a00 3aCTOCYBaHHS MACKyBaHHS €
OJIHIEI0 3 OCHOBHHX YMOB JUIs NMPAaKTUYHOI peaiizanii creraHorpadiqyHoOTo auropuTMy sl BOYJIOBYBaHHS
HB3. Bunminsrors gexinbka crioco0iB BOymoByBanHs [IB3. AIuWTHBHI METOIU OCHOBaHI Ha J0JaBaHHI 10
BUOpaHOi MiAMHOXKMHHU BIJUTIKIB OPHUT1HAJIBHOTO LU(PPOBOrO KOHTEHHEpa 3reHepOBaHOl MOCIiZOBHOCTI
TNICEBJIOBHIIAIKOBUX 4YHCEN. B anropurMax B3IUTTS y OPUTIHAIBHUI KOHTEWHEp BOYIOBYETHCS IIEBHE
iHpopMaLiiiHe TOBIAOMJIEHHS 3HAa4HO MeHIoro obcary. IlepeBaroro Takux METOHAIB € JOMYCTHMICTb
HE3HaYHUX BUKPUBJICHb y OPUTIHAIBHOMY KOHTEHHEPI, a TAKOXK MOXKIHUBICTH BOYJOBYBaHHS IIEBHOT KOPUCHOI
iHdopMallii, ska € HaJiHHINIAM MIATBEPHKCHHSAM IIpaB BJIACHOCTI Ha i1H(OpMAIliI0, HIXK IOCIITOBHICTh
TICEeBIOBUTIAKOBUX dncen [2].

IcHyroui MeToaW, 1m0 BUPIMIYIOTH 33/Jady 3aXMCTy aBTOPCHKOIO MpaBa HUIAXOM BOynmoByBaHHA L[B3,
MOXXKHa PO3IUTMTH Ha ABI TpymH [2]: Tpyma METOIIB, SKi MPUXOBYIOTH iH(GOPMAIliI0O B MPOCTOPOBIKM 00acTi
300pakeHHsI Ta METOaM, IO BOymoByIoTh [IB3 B wacToTHy o0macth. MeTomu mepimioi rpymyd BOYIOBYIOTH
iHpopMaLio Oe3nocepenHbO B MEPBHHHY 00JacTh JaHWX (ailmy, mo poOuTh iX HECTIMKMMHU A0 OaraTbox
CIIOTBOPEHb, OCOOMMBO A0 Kommpecii 3 BTpaTamu. Lle mpu3BOAMTH 10 YaCTKOBOTO YHM HAaBiTh MOBHOTO



3HUIIeHHS BOynoBaHoro LIB3. Binbm cTilikumu 70 pi3HOTO poAy CIIOTBOPEHb Ta KOMIIPECii € MeToau Apyroi
rpynd. Jlo BiIOMHX METOHIB BIAHOCATHCS METOAM Ha OCHOBI BHKOPHCTaHHS IUCKPETHOTO KOCHHYC
neperBopenHs (JKII), muckperHoro meperBopenust @yp’e (JIID), BeliBneT-iepeTBOpPEeHHS, NEPETBOPEHHS
Kapynena-JloeBa Ta iH. [2]. Haii6Gimpm mnommpenumu neperBopeHHsSMH B creranorpadii € JHKII Ta
BEHBIICTIIEPETBOPEHHSI, TOMY 11O KPiM MOKIIMBOCTI BUKOPHCTAHHS B CTETaHOTpaiyHUX HEPETBOPEHHSIX, BOHU
e(heKTHBHO BUKOPUCTOBYIOTHCS ITiJ] 9ac YIIIbHEHHS 300payKeHb.

Y pobGoti [3] 3ampomoHOBaHO METOJ NPUXOBYBaHHS iHGoOpMaIi 3 pO3MMUPEHHSM CIIEKTpa, IO
BUKOPHUCTOBYE BEUBIET-TIEpETBOPEHHS; B poboti [4] — MeTox BOynoByBaHHs iHpoOpMaLii 31 30epekeHHIM
ricrorpaMn KOHTEiHepa, SIKMil rapaHTye HOro TOYHE BIATBOPEHHS; B POOOTI [5] AOKIagHO PO3TISHYTO
3aCTOCYBaHHS, aHali3 Ta OLIHKY creraHorpadiunux mertoaiB Ha npukiaai PDF ¢aitmis. YV poborax [6-8]
BUCBITJICHO Pi3Hi METOM BUSBJICHHS MpuxoBaHoi iHpopmarii y PDF daiinu.

Takox Oyno posrasayTto BOyanoByBanHs LIB3 B PDF ¢aiinu 3a momomororo MeToay po3MIMPEeHHS CIEKTpa
B pobori [9]. ¥ [10] 3amporonoBaHo HOBHT MeTon BOyaoByBaHHs (B3 Ha ocHOBI mepeTBOopeHbs KOH(POPMHOT
anrebpu. byno po3rmsHyTO 1 aHai3 BIacTUBOCTeH 3 morsay BOynoyBanHs LIB3 y PDF daiinu y po6oTi [11].
OTxe, iCHYIOTh alTOPUTMH, IO 3a0€3MEeUYIOTh YCIIIIHEe NPUXOBYBaHHs iH(opMmamii Ta 1oaaBaHHs HGPOBUX
BoasHUX 3HaKkiB y PDF ¢aiimu. Pazom 3 TuM, mepeBakHa OUIBIIICTh PO3POOIEHUX METO/IB MpHU3HAYEHA IS
Bukopuctanus y PDF ¢aiimu 6e3 crucHennsa. I[lpu npomy He Oyna posrisiHyTa mpobrnema ctBopeHHs PDF
(haiinum ans npuxoByBaHHs iHQOpMAIii Ta ToJaBaHHs HUPPOBUX BOASHUX 3HaKiB y PDF daiinu 3i cTHCHEHHAM
6e3 Brpar (loseless). OTke, 3aNMINAIOTBCS AKTyaJlbHHUMH PO3POOJICHHS Ta TpaKTHYHA peanizaiis HOBHX
creraHorpaigHuX METOJIB, IO MOXYTh OyTH 3aCTOCOBaHi Ui BUKOPHCTaHHS SK KOHTeiHep noxionux PDF
(haiiniB.ABOX PI3HMUX IMOBIJIOMJICHb NPU BHKOPHUCTAHHI OJHOTO 1 TOTO X CEAHCOBOTO Ta MPHUBATHOTO KIIOYA,
TOMY aKTyaJbHUM 3JIUIIAETHCS MATAHHS 1 MIBUIICHHS CTIHKOCTI IIUX METOIB IIM(DPOBOTO MiANMKUCYBAHHS.
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