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In the modern society, the main productive force, the most important strategic resource that
ensures its further development, is information. That is why the information, as well as any other
resources that need special protection. Next to the term “information security”, the term
"information security"is widely used. Information security describes the process of creating
circumstances that provide the necessary information security, and the achieved state of this level of
security reflects information security [1, 2].

Issues of information security have acquired special significance in the modern conditions of
widespread use of information automated systems based on the use of computer and
telecommunications tools [3-8]. While ensuring information security, threats caused by deliberate
(criminal) actions of citizens have become absolutely probable. The first news of unauthorized
access to information have been associated, generally, with the hackers (“electronic thieves"). In the
last decade, information security violations have been increasing with the use of software tools, as
well as with the use of the Internet. Infecting computer systems with computer viruses is also a very
common threat to information security.

So, due to the increasing importance of information resources in the life of modern society, as
well as the likelihood of numerous threats in terms of their security, information security issues
require more and constant attention. The systemic nature of the impact of a large set of different
circumstances on information security, which also have a different physical nature, cause different
consequences and pursue different goals, lead to the need for a systematic approach to solving this
issue.

The relevance of the research is to increase and improve information security and software.

Information security (IB) is a state of the security level of the information environment, and
information protection is an activity aimed at preventing leakage of protected information,
unintended and unauthorized impacts on protected information, that is, the process aimed at
achieving this state [9]. The main goal of implementing an IB of any object is to implement an
information security system for this object.

Understanding information security as "the state of the level of protection of the information
environment of society, ensuring its formation, development and use in the interests of
organizations and citizens", it is legitimate to establish threats to the security of information, their
sources, methods of their implementation and goals, other circumstances and actions that violate
security. Naturally, it is necessary to consider measures to protect information from criminal actions
that cause damage.

Information security threats are understood as possible events or actions that may lead to
information security violations. The types of threats to information security are very diverse and
have many classifications. For the type of object of influence, threats are divided into threats to
information itself, activities to ensure the information security of the object and the object's
personnel. After a more detailed consideration of information threats, they can be classified into
threats: to confidential information carriers, their location (placement), information exchange
systems (transmission channels), as well as information stored in electronic (documented) form on
various information carriers.

One of the most common variants of information security principles is shown in figure 1.
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Fig. 1. Principles of information security

Therefore, the action of the object's IB threats is aimed at creating probable channels for
the leakage of information to be protected, the reasons for its leakage, and directly at the leakage
of this information.

When developing the necessary tools, measures, and methods to protect information, a
large number of different factors must be taken into account.

Information as an object of protection, in principle, can be presented on various technical
media. These carriers can also be even people from the service staff and users. Information can
be processed by computer systems, transmitted over communication channels, and displayed by
various devices. It may differ in its significance. Objects that are subject to protection and that
may contain information are not only computers and communication channels, but also
buildings, premises, and the surrounding area. The qualification of hackers, as well as the
channels and methods used for unauthorized access to information, may differ significantly.

An example of security application is the protection of files with test questions and answer
options by cryptographic algorithms, which are necessary for checking students ' knowledge by
computer testing [10-12].

So, the main principles of information security are the following [13]:

- complexity;

- openness of algorithms and security mechanisms;

- systems;

- ease of use of protective measures and tools;

- reasonable sufficiency;

- continuity of protection;

- flexibility of management and application.

All measures to ensure the security of computer systems by methods of implementation are
distinguished by:

- moral and ethical;

- legislative (legal);

- hardware-software;



- physical;
- organizational and administrative.

So, in the latest realities, the security of information resources can only be ensured by a
comprehensive information security system, which must be planned, continuous, specific, targeted,
reliable, and active. The information security system should be based on a set of types of personal
security that can carry out its functioning both in everyday situations and in critical situations.
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