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-~ Main functional units of
electronic reporting

« Internet Connection
- Software

- Report

- Digital Key
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STRUCTURAL SCHEME

Main Components



STRUCTURAL SCHEME

= Main components of the structural
l scheme of the electronic reporting
system
Software —
User
Software

Internet
The server of the controlling

| ———
° ° L] °

body
Internet o
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The server of the J
controlling body
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PRECEDENT DIAGRAM

Main modules of the diagram



Import a key file into the
program

Connect to the server of the

result file

-

Import report file in XML format p - - -

controlling authority to obtain the f « - »

PRECEDENT DIAGRAM

Precedent diagram consists
of three main modules

* Import a key file into the program

* Import report file in XML format

» Connect to the server of the
controlling body

The full diagram is shown
on the next slide.
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ecord key and certificate data
in a MySQL database

=<includess>

<<ncludes=

reating a profile on the received
data

<<ncludez

Import a key file into the Sending a certificate request to

the CMP server

===3 Certificate parsing

<<include=z s<ncludes=

Overlaying an electronic digital Sending a signed report to the
signature on the report server of the controlling body

Checking the report for
----- correctness of filling in the
cbligatory requisites

w<includes: i cdncludes=

Receiving of Receipt Ne1 on the - : LN
o ot il eceiving of Receipt Ne2 with the
beginning of verification and result of processing

processing of the report

Connect to the server of the
controlling authority to obtain the f----
result file

§
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ALGORITHM
OF THE SYSTEM

The full algorithm show )
/
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Check for updates -

and availability profile

ooy

ALGORITHM OF THE SYSTEM

Carrying out
software updates

Downloading
libraries and
initializing data

Y

Initialization of
the graphical
interface of the
program

organization

EDS from the
ACCK server

Receiving

Y

Mail settings
boxes

Y

Filter Vas iiter by date and
settings fsubmission period
repors reports
No

.
o

/ Add pre-created
report files

Fy

Add a mailbox and view

or add existing reports

o
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‘ Work with reports

Expon package
in XML format

Delete reports from
the software

©

Sending reports
to the server ofl
controlling bodies

Y

h 4

View and print receipt
reports in . pdf

Receipt of
receipts from the
server of
controlling bodies

View existing,
processed, and
processed reports

Receipt of
receipts

The end

Sending reports and
receipt of receipts

£
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AUTOIT

A programming language

.



‘ SciTE Editor

ali=1 co=1INS (CR+LF)

AUTOIT

o C:\Program Files (x86)\Autolt3' UNAdvanced\ b izard.au3 - SciTE-Lite

File Edit Search View Tools Options Language Buffers Help

DB & & Bl X >|Qa

GUICtrlSetState (-1, $GUI_DISABLE
GUICtrlCreateGroup (™™, -99, -99, 1, 1) ;close group

GUICtriCreateGroup ("Timeout™, 230, 450, 200, 50)
$idTimeout = GUICtrlCreatelnput(”", 240, 470, 100, 20, $ES_NUMBER

GUICtrlCreateGroup (™", -99, -99, 1, 1) ;close group

$1dBTINPREVIEW = GUICtrlCreateButton("sPreview", 10, 510, 100
GUICtrlSetTip(-1, "Show the MessageBox"

$1dBTNCOPY = GUICtrlCreateButton(“"sCopy”, 120, 510, 100)
GUICtrlSetTip(-1, "Copy the generated Autolt code to the Clipboard"
$idBTNEXIT = GUICtrlCreateButton("sExit", 230, 510, 100
GUICtrlSetTip(-1, "Quit the program”

$idButton = $idOptOK

GUISetState() ; will display an empty dialog box

; Run the GUI until the dialog is closed

While 1
$iMSG - GUIGetMsg ()
Select
Case $iMSG $GUI_EVENT_CLOSE Or $iMsSG $1dBTNEXIT

Exit

Case $iMSG $1dOptOK
$idButton = $idOptOK
GUICtrlSetState ($idOptFirst, $GUI_CHECKED
GUICtrlSetState ($idOptFirst, $GUI_ENABLE)
GUICtrlSetState ($g_idOptSecond, $GUI_DISABLE
GUICtrlSetState ($g_idOptThird, $GUI_DISABLE)

Case $iMSG = $g_idOptOkCancel
$idButton = $g_idOptOkCancel
GUICtrlSetState ($idOptFirst, $GUI_CHECKED
GUICtrlSetState ($1dOptFirst, $GUI_ENABLE)
GUICtrlSetState ($g_idOptSecond, $GUI_ENABLE)

GUICtrlSetTip(-1l, "Optional Timeout in seconds. After the timeout has elapsed the message box will be automatically closed."

Autolt and SciTE

Autolt is a language for automating -
tasks in Windows. Includes a GUI
framework that allows to use

simple scripts with typical .
graphical components in scripts.

Autolt is distributed with a SciTE-
based IDE. The compiler, helper
utilities, and reference materials
are fully integrated, making the
editor the default environment for
developers using Autolt.
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SOFTWARE
DEVELOPMENT

Developing and testing all modules of the program
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CMS Version

Alice’s message CMS version

CRYPTOGRAPHIC MODULE

Alice’s digest algorithm

Encapsulated Content Info .

Content Type 1 °

id-data
Content
Alice’s data
e Signed Data Format ASN.1ANDPKCS # 7
Alice’s certificate F N
Alice's CA";ertiﬁcatc :

Certificate revocation lists (CRLs)

ASN.1 is a standard that describes the structure of-

Alice’s CA CRLs . .
- messages received using cryptography. The
TS Vervon o standard p7s file has an ASN.1 structure.
Alice’s CMS version private
Signer 1o ‘ key Standard PKCS # 7 / p7b file structure:
Alice’s certificate SN and issuer .
OR Alice’s subject key identifier Pt O version
:)‘5.@,1 "":l.-’f they ) O digeStAlgoritth
Alice’s signature algorithm oy
Sianod Attrbures Alice’s data e contentinfo
" Content Type: id-data Alice signs data and « certificates
M Digest $ i 0
ice’s Signing Time, ||| LA «  signerinfos
Sigrat ire A gorithnf
| Alice’s signature algorithm
Sighature Value
Alice’s signaturw

Alice’s message (in CMS)



‘ Software interface

GRAPHICAL INTERFACE 17

- X

Opraxizaus (PisuyHa ocoba):

3594310738 90O KOPOBAHb ONEKCAHOP CEPTIVIOBI v . . .

PinbTp ANR 3BITIE:
IMnopToBaHi/Hapicnaki npoTArom ao 15.09.2020 ~ @

38iTM T8 KBUTaHUI -

@ . = ..

Koa ®opmu MNepioa Cran N2 ssity [ara/uac

Main parts of interface

Work with the profile of the organization
(individual). )
Window filter with imported and transmitted
reports.

Functionality for working with reports.



"Notification of receipt of reports”

After the successful transfer of reports to the
server of regulatory authorities, the attached

report changed color from white to yellow, and

an arrow appeared when you click on it to open a

tree of messages and received receipts for

viewing and saving.

N/ SOFTWARE TESTING 18

Opranizaua {disuHa ocobia):
3554310738 <0 KOPOBAHL ONMEKCAHORP CEPTIMOBI +
PiNbTp ANA SBITE:

IMnopToBaHi/Hamicnani npotarom | Micaun  « | g0 15092020 -

3BT TA KBWTEHL

B ® =

Kog dropmi Mepion Cran Nz ssity Hata/vac
W F1301302 092020 1 1 15.09. 2020 15:55:52

Kemtanuia N1 09 2020 15.09.2020 15:49:32

‘ Testing receipt of reports




¢

* *  THANKS

Does anyone have any questions?

CREDITS: This presentation was created by Alexander Koroban.



