services are Google AppEngine, VMWare Pivotal Cloud Foundry, Red Hat's
OpenShift, Heroku and more.

Finally, the closest type of service to system administrators is IaaS.
Infrastructure as a service in its facilities and characteristics is closest to owning your
own «hardware» and virtualization. In the case of IaaS, you get cloud processors,
memory, disks, and networks, from which you later create virtual routers and
configure the network topology as you need.

The logic of choosing the right type of cloud service is to find a balance
between setup speed and system flexibility. It is unlikely to sharpen SaaS exactly for
your business processes, but it is also almost impossible to build a ready-made
solution based on laaS in a couple of hours. It is also worth noting the need to build
multi-vendor solutions, which in the case of SaaS and PaaS can be very difficult.

And it’s necessary to mention one more of the cloud models, without which the
review would not be complete, namely VPS and Dedicated servers. Formally, this
service also falls into the IaaS class, but has significant differences. The essence of
the service consists in the provision by the customer of virtual or dedicated physical
servers for rent at very low prices.
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BUSIBJIEHHS ®IIIUHTOBUX IHOOPMAIIIMHUX PECYPCIB

®dimuHr — ue nomyaspHa (opma aTakd COLIANbHOI 1HXKEHEepii, Mpu sKid
3IOBMHUCHUK OOMAaHIOE KEpTBY, BHIaluun cebe 3a iHmy ocoby abo pecypc.
EnekrpoHHi nucTH 1 TOBIAOMJIEHHS 31 IIKIAJUBAMHU  BKIQJACHHSIMH  abo
ckommpomeToBanumMu URL-anpecamu, 1m0 mnepeHanpaBisiioTh Ha MIKIUIUBI BeO-
CaiiTH, € ONMHWUMHU 3 HAWMOMIMPEHIIINX BEKTOPIB aTak, SIKi BUKOPHUCTOBYIOTHCS TpPHU
¢immHry. TexHosmoriuyHuil nporpec HajaB ¢imepaM OUIbII JOCKOHATI 1HCTPYMEHTH
JUISL 3alyCKy HeOe3NmeyHuX 1 BUTOHUEeHHX arak. Y 3BiTi Phishlabs mpo TenmeHii B
obnmacti Qimuury 3a 2018 pik [1] 3ramyerbcsa, mo 1l (DIIMHTOBUX aTak
NEePEMICTHIIMCS 3 IPUBATHUX 0C10 Ha mignpuemMctna. 1o 1ie ripie, y ¢imepiB Tenep
€ nmoctyn a0 6e3komToBHUX SSL-ceprudikariB. Maiike 1mojoBuHa BCiX (IIIMHTOBUX
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BeO-caiiTiB B naHuii vac BukopuctoBye mnpoTtokon HTTPS, saxuit Oy ognum 3
OCHOBHMX 1HJUKATOpiB JIETITUMHOCTI BeO-caitiB  [2]. B iHmomy 3BiTi,
onyonikoBanomy APWG B nepmiomy kBaptaii 2019 poky, ToBOPUTHCS, 0 KUIBKICTh
¢imumHroBHX arak 30utbimiIaca Ha 30% B MOPIBHSAHHI 3 TONEPEAHIM KBAPTAJIOM 1 L0
OCHOBHMMH LUIAMH Oynu ciy:x0u «lIporpamue 3abe3rneueHHs K MOCIyra» i1 BeO-
nomira [3].

3a OCTaHHE JECATWIITTA JOCHIAHUKH 1AeHTU(DIKYBaau 1 KiIacupiKyBaIu
0COOJIMBOCTI, 110 MPOSABISAIOTHCSA 3 BEKTOPIB (PIIIMHIOBUX aTaK PI3HUMHU CHOCOOaMH.
B nmesxkux crarTsaX O3HAKM KIACHU(IKYIOTBCS 3 TOUKH 30py THIy araku, JesKi
KJI1acu(iKyrOThCS Ha OCHOBI TOTO, SIK 1 JIe BOHH 3 ABIISIOTHCS y BEKTOpi ataku [4], [5].
OpnnHak, HACKUTBKM BIJIOMO, HIXTO HE JaB CHCTEMaTW4yHOi Kiacu@ikarii, ska
He3aJIe)KHa BiJ IMAXOMIB IO BUSBJIICHHS 1 OXOIUIIOE BCl MOJKIIMBI OCOOJMBOCTI, SIKi
MOXYyTh OyTH J00yTI 3 BEKTOpIB arak. Bekropu ¢immHry, Hampukiaa BeO-calT,
URL-anpecu, npenctaBisitoTb cO0010 creliani3oBaHi CTpiukyd. ToMy, Taki kKareropii
MOBHU YM JIOT1KM K CHHTAaKCHC, CEMaHTHKa 1 MparMaTtuka MOXYTh OyTH €(PEeKTUBHO
BUKOpHUCTaHl g kinacudikaiii ix arpuOytiB. [loOymoBa kimacudikarii mnorpedye
JETAIbHOTO Oy 1H(OPMAIIMHUX JKEPEN, PO3yMIHHS MOTEHIINHUX TpoOieM Ta
MOXKJIMBOCTEH, a TaKOX CHUCTEMaTH4HOro 1 AeTajabHoro miaxoay. Kmacudikaris, o
npe/cTaBlieHa Ha PUCYHKY |, Ma€ OCHOBHI KOMIIOHEHTH BEO-CTOPIHKHA B SIKOCTI
npyrux piBHiB. KoKHMI KOMIIOHEHT Jaji po30MBAEThCS HAa TaKl TPYIU: CHHTAKCHC,
CEMaHTHKa 1 MparMaTHka.

DyHKIIT
BeO-calTy
Ha ocHoBi Ha ocnosi
ITOCWJIAHb BE0-CTOPIHOK
Cemantnyni | CunTakcuuHi || [Tparmaruasi Cemantnuni || Cunrakcuudi || [Iparmaruui

Pucynok 1 — Burnsig knacugikariii caifTiB Ha OCHOBI MOCHJIaHb Ta BEO-CTOPIHOK

CuntakcuuHi (YyHKIII BEKTOPY 3ayiekarh Bijg ¢dopmary 1 CHHTAKCUYHOI
kopekTHOocTI Bektopy URL-anpecm um BeO-caiity. Hanmpukian, y mnpaBUiIbHO
nooynoBaHiii URL-aapeci noMeH BepxHLOTO piBHSA (.com, .net, .ua) 3’SBISE€THCS
auiie oguH pas. OmHak 1e He 3aBkAu Tak y Bunajaky mkigiuBoi URL-agpecu. 1s
npobsieMa 3B’sa3aHa 3 cuntakcucom URL-anpec, Tomy po3misiiaemo MO3HIII0 JOMEHY
BEPXHBOTO PIBHS SK CHHTAKCHUYHY OCOONMBICTBH. JlOCHiKyroun BMICT BeO-CailTy,
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MOXKEMO TMiJpaxyBaTH yCI TErH, MIO0 SBISETbCA MI€ OJHOI CHHTAKCUYHOIO
0COOJIMBICTIO.

CemanTruH1 (QYyHKIIT 30CEpEeKeHI HAa 3HAYEHHI Ta IHTEPIPUTAIlll TEKCTOBOTO
BMicTy B URL-aapecax Ta BeO-caiitax. [IpuknagoMm cemMaHTUYHOI (QYHKINIT 1J1s1 BEO-
caity Moxke OyTu 3HaueHHs enemeHTiB HTML, Hanpukiaa KiIbKICTh MPUXOBAHUX
00’ €KTIB.

[Iparmatuyni (yHKIIT HE MarOTh MPSIMOTO BIJHOIIEHHS 10 CHUHTAKCUCY YU
cemantuii URL-anpecu um BeO-caiity. Hampukian, BiIKIIOYEHHS HAaTHCKaHHS
mpaBoi KHONKM MHWIINI Ha BeO-calTax — 1€ METOM, IO BUKOPHCTOBYETHCS
3IOBMUCHUKAMH JUISI TIOMIEPEIDKEHHS TEeperisaay 1 30€peKeHHS BUXITHOTO KOy
KopucTtyBauaMmu. Lle He Mae BigHOIIEHHS Hi 10 cuHTakcucy Bmicty HTML, Hi go #foro
CeMaHTHKU. TakuM YMHOM, 1€ BIJHOCHUTHCA O KaTeropii mparMaTU4HUX (YHKIIIH.
[HmMMu mpukiagamMu mparMaTUYHUX (YHKIN € BIIOMOCTI IPO peecTpariio BeO-
CaiTy, TepMiH i1 BeO-CalTy 1 T.1.

[Ipencrapneno kinacudikailiro CauTiB JJIsl BUSBJICHHS (illIMHIoBoro Bmicty. Ha
BIIMIHY BiJ] TTOAUTY (DIIIIMHTOBOTO PECYPCY 3a BEKTOPOM Ta THUIIOM (DIIIIMHTOBOI aTakKw,
naHa Kiacugikallis OXOIII0E 0COOIMBOCTI, K1 MOXYTh OyTH JOOYTI 3 BEKTOPY aTaKH.
MaiiOyTHss poOoTa BKIIOUAE TIOMIYK CHOCOOIB BHU3HAYEHHS OYIb-IKOTO THITY
(IMMHTOBUX CaWTIB SKHAWUIIIBUIIIIE.
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