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Анотація 

Представлено аналіз методик викладання кібербезпеки в університетах США на основі досвіду Purdue Uni-

versity. Розглянуто моделі освітнього процесу. Виділено важливі аспекти для покращення викладання дисциплін 

та описано досвід їх впровадження на кафедрі захисту інформації ВНТУ. 
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Abstract 

The cyber security teaching methodology at US universities using Purdue University's experience analysis is pre-

sented.  Educational models are shown. The essential aspects of curriculum learning improving are determined and 

their integration experience at VNTU's information protection department is described. 

Keywords: cybersecurity, pedagogic, assessments. 

 

Introduction 

Ukrainian educational system is in the middle of changes from post-Soviet educational model towards 

"western" model that is caused by both Ukraine's integration to EU and rationality. The need of changes in 

the field of cyber security is even more dire – recent state of Ukrainian foreign relations make it one of the 

world's hottest information warfare spots. At the same time one of the most successful and developed educa-

tional models according to number of Nobel prizes winners [1] is USA's educational system. Therefore, it 

should be carefully analyzed and the factors making the difference are to be integrated within Ukrainian uni-

versities, such as Vinnytsia National Technical University (VNTU) which providing cyber security curricula 

for students over last 20 years. Purdue University's cybersecurity program is considered as one of the USA's 

most advanced [2]. Moreover, Computer and Information Technology Department of Purdue University is 

one of the world oldest departments dedicated IT teaching and as such having the biggest experience in the 

field. Therefore, the experience and models must be adapted to VNTU's curricula in order to perform ab-

ovementioned educational model transformations.  

The goal of this research is to facilitate cybersecurity teaching using the respective experience used at 

Purdue University. 

 
Research results 

Bare curriculum changes won't produce results without teaching methods alterations and students adapta-

tion to these methods. Consequently, the teacher-student relations and tasks of both counterparties are as 

important as courses content. The most intense cooperation between them appeared during the laboratory and 

practical works as well as during knowledge assessments, where students play active role. According to Pur-

due University's experience the most productive is constructivist's approach, where students are opening the 

field of knowledge by themselves and teacher playing role as a guide. This allows reaching deeper students 

involvement into the studying process. When student passively involved the transition between different 

ideas might be considered as kind of magic or just as given things. While they actively seeking the answers 

taking the paths of these ideas inventors did – they are able to experience the feeling of wonder those is 

present for any inventing activity and the building the picture of the area by themselves, so they would see if 

some peace of knowledge is lacking and desiring to find it collaborating as a team with each other and a fa-

culty members. As a result students gain solid ground of the knowledge and develop soft skills those are 

needed in almost any field of future work [3]. 

Another important aspect of studying is adoption of Bloom's taxonomy and its revisions [4] according to 



  

which some kinds of thinking activities are mo complex than others. The revision [4] states them in the fol-

lowing order: remember; understand; apply; analyze; evaluate; create. 

The exact order is quite discussable topic, but the idea that remembering is not meaning understanding, 

and respectively understanding doesn't mean the ability to apply the knowledge not mentioning multiplying 

them is obvious and need to be considered during practical tasks and assessments activities  

Developing adversarial mindset is essential for performing cyber security specialist's job tasks, because 

by anticipation of adversary's future steps will help not only prevent malicious actions, but to uncover adver-

sary identity. Honey pots planting is the example of such anticipation skills application. 

Above mention steps were implemented during courses "Cyber Security Monitoring and Audit" [5, 6], 

"Software Development Security" of the master's curricula and some elements were integrated as a part of 

"Database Designing", "Operating Systems Protection" and "Specialized Processor-based Information Pro-

tection Systems" at bachelor's curricula at VNTU's information protection department for students studying 

125 - Cybersecurity program. The result of integration shows increase in student involving and lectures at-

tendance of master students.  

Conclusion 

The demands of reforming cyber security teaching methods caused need in international collaboration and 

this experience absorption. Pedagogical aspects covered in this report and essential for preparing cyber secu-

rity specialist and they may be perceived to be quite obvious and simple to follow, but its implementation 

showed to be much trickier than it seemed. Their implementation needs a lot of planning to balance tasks 

difficulty and future jobs demands. 
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