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Anomauin

Ipeocmasaeno ananiz memooux suxkiadanns kioepbesnexu ¢ ynieepcumemax CILIA na ocnosi oocsidy Purdue Uni-
Versity. Poseasymo modeni oceimubo2o npoyecy. Budineno easxcnusi acnexmu 0nst NOKpawenns, 6UKIAOAHHS OUCYUNLIH
ma onucano 00ceio ix 6npoaddicens Ha kageopi saxucmy ingopmayii BHTY .

KarouoBi ciioBa: kibepOe3neka, rnejarorika, KOHTpPOJIb 3HaHb.

Abstract

The cyber security teaching methodology at US universities using Purdue University's experience analysis is pre-
sented. Educational models are shown. The essential aspects of curriculum learning improving are determined and
their integration experience at VNTU's information protection department is described.
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Introduction

Ukrainian educational system is in the middle of changes from post-Soviet educational model towards
"western" model that is caused by both Ukraine's integration to EU and rationality. The need of changes in
the field of cyber security is even more dire — recent state of Ukrainian foreign relations make it one of the
world's hottest information warfare spots. At the same time one of the most successful and developed educa-
tional models according to number of Nobel prizes winners [1] is USA's educational system. Therefore, it
should be carefully analyzed and the factors making the difference are to be integrated within Ukrainian uni-
versities, such as Vinnytsia National Technical University (VNTU) which providing cyber security curricula
for students over last 20 years. Purdue University's cybersecurity program is considered as one of the USA's
most advanced [2]. Moreover, Computer and Information Technology Department of Purdue University is
one of the world oldest departments dedicated IT teaching and as such having the biggest experience in the
field. Therefore, the experience and models must be adapted to VNTU's curricula in order to perform ab-
ovementioned educational model transformations.

The goal of this research is to facilitate cybersecurity teaching using the respective experience used at
Purdue University.

Research results

Bare curriculum changes won't produce results without teaching methods alterations and students adapta-
tion to these methods. Consequently, the teacher-student relations and tasks of both counterparties are as
important as courses content. The most intense cooperation between them appeared during the laboratory and
practical works as well as during knowledge assessments, where students play active role. According to Pur-
due University's experience the most productive is constructivist's approach, where students are opening the
field of knowledge by themselves and teacher playing role as a guide. This allows reaching deeper students
involvement into the studying process. When student passively involved the transition between different
ideas might be considered as kind of magic or just as given things. While they actively seeking the answers
taking the paths of these ideas inventors did — they are able to experience the feeling of wonder those is
present for any inventing activity and the building the picture of the area by themselves, so they would see if
some peace of knowledge is lacking and desiring to find it collaborating as a team with each other and a fa-
culty members. As a result students gain solid ground of the knowledge and develop soft skills those are
needed in almost any field of future work [3].

Another important aspect of studying is adoption of Bloom's taxonomy and its revisions [4] according to



which some kinds of thinking activities are mo complex than others. The revision [4] states them in the fol-
lowing order: remember; understand; apply; analyze; evaluate; create.

The exact order is quite discussable topic, but the idea that remembering is not meaning understanding,
and respectively understanding doesn't mean the ability to apply the knowledge not mentioning multiplying
them is obvious and need to be considered during practical tasks and assessments activities

Developing adversarial mindset is essential for performing cyber security specialist's job tasks, because
by anticipation of adversary's future steps will help not only prevent malicious actions, but to uncover adver-
sary identity. Honey pots planting is the example of such anticipation skills application.

Above mention steps were implemented during courses "Cyber Security Monitoring and Audit" [5, 6],
"Software Development Security” of the master's curricula and some elements were integrated as a part of
"Database Designing", "Operating Systems Protection” and "Specialized Processor-based Information Pro-
tection Systems" at bachelor's curricula at VNTU's information protection department for students studying
125 - Cybersecurity program. The result of integration shows increase in student involving and lectures at-
tendance of master students.

Conclusion

The demands of reforming cyber security teaching methods caused need in international collaboration and
this experience absorption. Pedagogical aspects covered in this report and essential for preparing cyber secu-
rity specialist and they may be perceived to be quite obvious and simple to follow, but its implementation
showed to be much trickier than it seemed. Their implementation needs a lot of planning to balance tasks
difficulty and future jobs demands.

REFERENCES

1. All Nobel Prizes. URL.: https://www.nobelprize.org/prizes/lists/all-nobel-prizes (accessed 05.03.2021)

2. Cybersecurity URL.: https://polytechnic.purdue.edu/degrees/cybersecurity (accessed 05.03.2021)

3. K. Neubauer and others. Teamwork Makes the Dream Work: Purdue' s IMPACT Course
Transformation Faculty Learning Community. Purdue University Purdue e-Pubs. 2018. URL:
https://docs.lib.purdue.edu/cgi/viewcontent.cgi?article=1036&context=impactpres (accessed 05.03.2021)

4. David R. Krathwohl. A Revision of Bloom’s Taxonomy: An Overview. Theory into Practice, Volume
41, Number 4, Autumn 2002. P. 212-218. URL.: https://www.depauw.edu/files/resources/krathwohl.pdf (ac-
cessed 05.03.2021).

5. Yurii Baryshev and Olesia Voitovych. IT audit course development for cybersecurity curricula students
using USA's methodology. "Tadopmariitiai TeXHOMOTIi Ta KOMIT IOTEpHE MOJICTIOBAHHS"; MaTepialn CTaTeH
MixHapoHOI HAYKOBO-TIpakTHYHOI KOH(epeH i, M. IBano-DpankiBcbk, 18-22 tpaBHs 2020 poky. IBaHO-
®pankisebk, 1. Fomineir O.M., 2020. C. 135-136 URL: http://itcm.comp-sc.if.ua/2020/zbirnyk2020.pdf
(accessed 05.03.2021).

6. Y. Baryshev. Analysis of USA cybersecurity teaching methodology implementation at Vinnytsia Na-
tional Technical University. Marepianu XLIX nHaykoBo-TexHiuHOi KOH(epeHIii miapo3ainie BHTY,
Binnung, 27-28 KBITHSA 2020 p- URL:
http://ir.lib.vntu.edu.ua/bitstream/handle/123456789/29416/9456.pdf?sequence=3 (accessed 05.03.2021).

Bapuwee FOpii Bonooumuposuy — . T. H., IOIEHT KadeapH 3aXucTy iHpopMarii, GpakyrpTeT iHPOpMAaLiHHIX
TEXHOJIOTIH Ta KOMIT'IOTepHOT iHmkeHepii, BIHHUIbKUI HAlllOHABHUN TEXHIYHUN yHiBepcuteT, Binnuis, e-mail: yu-
riy.baryshev@vntu.edu.ua

Xenoc Hikonv — poBiTHUN BUKIIaa4d 3 KibepOesneku, pakyapTeT KOMIT IOTEPHHUX Ta iH(GOPMAIIHHAX TEXHOJIOT1H,
nmoyTiTeXHiYHuK iHCTUTYT / LleHTp OCBiTHM Ta mOCHipkeHb B ramy3i iHdopmamiiiHoro 3abe3medeHHS Ta Oe3leKH
(CERIAS), Yuisepcuret Ilepapto, Bect-Jladaitert (Inmiana, CIIIA), email: nhands@purdue.edu

Yurii Baryshev — PhD. (Eng), Associated professor of Information Protection Department, Faculty of Information
Technologies and Computer Engineering, Vinnytsia National Technical University, Vinnytsia, email : yu-
riy.baryshev@vntu.edu.ua

Nicole Hands — Clinical Assistant Professor of Cybersecurity, Computer and Information Technology Department,
Polytechnic Institute / The Center for Education and Research in Information Assurance and Security (CERIAS), Pur-
due University, West Lafayette (Indiana, USA), email: nhands@purdue.edu



