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YAOCKOHAJIEHHSA MEXAHI3MIB BE3IIEKH DRM-CUCTEMMU HA
OCHOBI MOJJUPIKOBAHOI'O AJITOPUTMY HOTP TA IHTETPOBAHUX
3ACOBIB BJIOKYBAHHSA JOCTYITY

YV cyuacnux ymosax oumamiunoco po3sumky H@OOPMAYIIHO-KOMYHIKAYIUHUX MEXHONO02I Ma IHMEHCUBHO20 3DOCMAHHS
006¢52i6 eNeKMPOHHO20 KOHMEHMY 3A80aAHHs 3aDe3NeUeHH sl 3aXUCTY A8MOPCLKUX NPAs i YnpasiinHa 00CHYNom 00 Yyugposux pecypcie
Habyseae 0cobausoi snawywocmi. TlowupenHs mepedicesux cepsicis, XMapHUX niame@opm, MyIbmuMeOiiHux cucmem i MOoOLTbHUX
3ACMOCYHKI8 CMBOPIOE O00AMKOBI MONMCIUBOCHI O POSNOBCIOONCEHHS KOHMEHMY, ale OOHOYACHO — NIOBUWYE DPUSUKU 1020
HeCaHKYIOHOBAHO20 KONito8anus, mooudikayii ma euxopucmanus. Ceped MONCIUBUX ULIAXIE PO38 A3AHHA BUABTIEHUX NpOOIeM €
suxopucmannsa cucmem DRM (Digital Rights Management), ski 3a6e3neuyioms KOMNIEKCHUL, 6a2amopiéHesull MexaHism KepyeaHHs.
docmynom 00 Yyugpoeozo KOHMeHMYy, 3aCMOCO8yI04lU MAaKi IHCMpPYMeHmU, AK WUQPYEaHHA, MOKeHI3ayis, NapoIbHa asmeHmu@ikayis
ma iH. [lpome Kibep3nouunyi noCmiiHo po3podaIOmb 0edani CKIAOHIWI cnocodu 06xo0y mexanizmie 3axucmy DRM-cucmem, 30kpema
WIAXOM KNOHYBAHHS ANAPAMHUX KA04ie abo KOMIpomemayii npocpamuux KOMROHEHMI8, w0 peanizyioms KOHmpoas docmyny. ¥V
36’A3KY 3 yum y pobomi npononyemucs po3pobra epexmuenoi DRM-cucmemu, sika 6yoe onepamugho peazysamu Ha HOGIMHI 3a2po3u,
wiisixom inmeepayii 3 6acamopisHesumu cucmemamu OIOKY8AHHS OOCMYNY Ma UKOPUCMAHHA 00Hopa3oeux naponie (OTP) ons
Oounamiyno 3mintoeanux USB-kmouie 6esnexu Ha ocHogi yoockonanenozo aneopummy Hashed-Based One-Time Password (HOTP).
3anponornosana cucmema 610Ky8aHHA docmyny peanizyeamume 6a2amopieHesutl MexaHizm MOHIMOPUHEY, AKULL 3a6e3nedye BUAGIEHHS
nomenyiiino nebeneynoi aKMUSHOCMI Ma AEMOMAMUYHE NPUNUHEHHs 0OCIYNY V pasi euaenenHs 3azposu. Ii gymxyionansmicmo
OXONIIO8ATUME 3AXUCH 8I0 HECAHKYIOHOBAHUX CNPO6 asmeHmuikayii, agmomamuyne O10KY8aAHHA NICIA NePeBUUEHH OONYCMUMOT
KITbKOCME NOMUTIOK 6X00Y, d MAKONC 8UKOPUCAHHA b6azamoghakmopHoi asmenmuikayii 0na 6ioHoenenHs docmyny. Y ceoro uepey,
yoockonanenuti HOTP-aneopumm, inmeeposanuii y pobomy USB-xnouie Gesnexu, 3abesneuysamume Cymmese NiOSUUJEHHSI DIGHS
saxuwgenocmi DRM-cucmem winsaxom gopmysannsi 00HOpA306ux NApoie nio 4ac KoJNiCHOI cnpobu 0ocmyny, wjo iCMOMHO 3HUICYE
timosipnicmb ix nepexonients abo nosmopro2o suxopucmanns. Kpim moeo, mexamizm Ounamiunozo oHOBNEHHs CEKPEmHO20 Koud
NICSL 3A8ePULCHHSL KOJICHOT cecii cmeoprosamume 000amKOSULl Wap 3axucniy, YCKIAOHIOOYY peanizayilo amak, CHPSIMOSAHUX HA
xomnpomemayiio USB-kaouis.

Knwuoei cnoea: «ibepoesnexa, DRM-cucmema, USB-xnmou, HOTP-aneopumm, cucmema OI0OKY8aAHHA OOCMYNY,
agmenmugikayis.
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ENHANCING SECURITY MECHANISMS OF A DRM SYSTEM BASED ON A MODIFIED HOTP
ALGORITHM AND INTEGRATED ACCESS BLOCKING TOOLS

In the context of the dynamic development of information and communication technologies and the intensive growth of electronic content
volumes, the task of ensuring copyright protection and access control to digital resources has become particularly important. The widespread
adoption of network services, cloud platforms, multimedia systems, and mobile applications creates additional opportunities for content distribution,
however, it simultaneously increases the risks of unauthorized copying, modification, and use. Among the possible approaches to addressing these
issues is the use of DRM (Digital Rights Management) systems, which provide a comprehensive, multi-layered mechanism for managing access to
digital content by employing tools such as encryption, tokenization, password-based authentication, and others. However, cybercriminals
continuously develop increasingly sophisticated methods to bypass DRM protection mechanisms, including cloning hardware keys or compromising
software components responsible for access control. In this context, the present study proposes the development of an effective DRM system capable
of promptly responding to emerging threats through integration with multi-level access-blocking systems and the use of one-time passwords for
dynamically changing USB security keys based on an enhanced Hashed-Based One-Time Password (HOTP) algorithm. The proposed access-blocking
system implements a multi-level monitoring mechanism to detect potentially dangerous activities and automatically terminate access upon threat
detection. Its functionality includes protection against unauthorized authentication attempts, automatic blocking after exceeding a predefined number
of failed login attempts, and the use of multi-factor authentication for access recovery. Furthermore, the enhanced HOTP algorithm integrated into
the USB security keys significantly improves the security of the DRM system by generating one-time passwords for each access attempt, thereby
greatly reducing the likelihood of interception or reuse. Additionally, the dynamic updating of the secret key after each session provides an extra
layer of protection, complicating attacks aimed at compromising USB keys.

Keywords: cybersecurity, DRM-system, USB-token, HOTP-algorithm, access blocking system, authentication.
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©  Cainiea Oubra, [pucsoxuuii JImurpo, besnanuit Kepuio, ITy3apaHoBcbkuit Lt

[ocTaHoBKa Mpo0/IeMH Y 3araJibHOMY BHIJISATI
Ta 1i 3B’9130K i3 BasKJIMBUMHM HAYKOBMMH YH NPAKTUYHUMH 3aBJaHHAMHI

Ha cygacromy erani DRM-cucremu BHCTYNaOTh BaXKIIMBUM 3aCO00M 3a0€3ME€4E€HHS KOHTPOIO JOCTYILY A0
iHpOpManmifHIX pecypciB 1 3aXHCTy OO’€KTiB iHTENIEKTyaJbHOI BIIACHOCTI BiJ HECAHKI[IOHOBAHOTO TIEPETIIALy,
KOIIi0BaHHA, MO (]iKaIii Ta IHIIUX Jiif, 0 BUXOAATH 32 PAMKH BCTAHOBJICHUX BUPOOHUKOM IPaBWII 200 JileH31HIX
ymoB. KitouoBi ¢ynkuii DRM-cucremn 3abe3rneuyroTh iHTErpamilo MexaHi3MiB aBTeHTH(iKalii, mudpyBaHHSI Ta
OJIOKYBaHHSI TOCTYILY, IO 03BOJISIE PealizyBaTH KOMIUIEKCHHUI 3aXMCT M(POBOro KOHTEHTY Ta MiHIMi3alii pH3HKiB.
BopHouac cTpiMKe 3pOcTaHHsS HOBUX Kibep3arpo3 OOYMOBIIOE TOCTiHHY HEOOXIAHICTh yIOCKOHAJICHHS MEXaHi3MiB
DRM-cucreM, BIPOBaPKEHHSI CyYaCHHUX METOMIB 3aXHCTy Ta aJalTHBHUX CHUCTEM KOHTPOJIO JOCTYITy 3 METOIO
MABUINEHHS CTIHKOCTI Mat(opMu 1O HOBITHIX THMIB aTak. Y 3B’S3Ky 3 UM OCOONHMBOI yBarm moTpeOyroTh
JOCITIKEHHS, CIPSIMOBaHI Ha CTBOPSHHS HOBUX a00 BIOCKOHAJICHHS HAsIBHUX alropuTMiB podotu DRM-cucremu, 1o
0a3yI0ThCs Ha iHTerpallii CydacCHHX MEeTO/iB 6araTopakTopHOi aBTEHTHU]IKAIIII Ta CHcTeM OJIOKYBaHHS JOCTYITy. Takum
YHHOM, Y MeXax M€l poOOTH MOUIMBHO IMpOaHATi3yBaTH HASBHI MeTOOM 3a0e3ledeHHs 3aXUCTy iH(OpMAaIiiHUX
pecypciB y DRM-cucremax, po3riissHyTH ocoOnuBocTi BukopuctanHs USB-kirodiB Oe3rmeky Ta anropuT™Mu reHepaii
OJTHOPA30BHX MAPOJIiB, PO3POOUTH aNTOPUTM POOOTH TMHaMigHO 3MiHIOBaHUX USB-KITI04iB Ha OCHOBI YAOCKOHAIEHOTO
anroputmy HOTP, crBOopuTH amanTHBHY cHcTeMy OJIOKYBaHHSI JOCTYMy JJIsl NMPOTHAIl 3arpo3am Oesmewi, Ta
MPOTECTYBATH PEali30BaHy CHCTEMY JJIs OI[IHFOBAHHS ii €()eKTHBHOCTI Ta BiIMOBITHOCTI BUMOTaM.

AHaJi3 1ociaKeHsb Ta Nyoaikamni

YHpoIoBK OCTaHHIX POKIB AKTUBHO 31HCHIOIOTHLCS TOCTIKCHHS, CIPSIMOBaHI Ha 3MillHEHHs 6e3neku DRM-
CHUCTEM Ta ONTUMI3alilo iX ¢yHKIioHyBaHHS. Tak, y poGoti [1] aBTOpM 3anmpONOHYBaJIM MPOTOKOJ Y3rOJKEHHS
aBTeHTH(iKOBaHUX KIo4iB 1t DRM-cucrem, sikuii 3a0e3neuye aHOHIMHE Ta 3aXHILEHe BCTaHOBJIEHHs ceciii y DRM-
cHUCTeMaX i3 HU3BKMMH KOMYHIKAIIHHUMH BUTpaTaMu. Y IOCTIDKCHHI [2] mpoaHami3oBaHO CydYacHi MiAXOTH IO
moOymoBu DRM-cucteM Ta 3miiCHEHO KPWUTHYHE OIIIHIOBAHHS IX TEXHIYHHUX MOXKIMBOCTEH, PIBHSA THYYKOCTI Ta
0oOMekeHb 0[O0 He3MiHHOCTI. ABTOpu poOotu [3] 3amilicHunu ommc pizHuX THUNiB DRM-cucrem, a TakoX HaBelH
NPUKIaAA X BUKOPHUCTAaHHS. Y paMKax XocmipkeHHs [4] aBTopamu Oyino po3poOieHO epEeKTUBHHN MeXaHi3M
posnoainy kmodiB 1 DRM-cucreM, o BpaxoBy€e BUMOTH A0 O€3IEKH Ta HE NPU3BOJNTH 10 3POCTAHHS 3arajbHUX
BuTpat. Y poboti [5] mpoaHamizoBaHO 0co0nMMBOCTI (GyHKHiIOHYBaHHS DRM-cucTeM, pO3IISHYTO MEXaHi3MH
3a0e3neueHHsT 3aXUCTY U(PPOBOr0 KOHTCHTY BiJ aKTyalbHHX Kibep3arpo3 Ta 3ampOIOHOBAaHO MiIXiJ A0 MOOYI0BH
DRM-pilieHb, 010 IPYHTYETHCSI HA BAKOPUCTAHHI METO/IIB IITYYHOTO IHTEJIEKTY y MoeaHaHHi 3 anroputMamu AES ta
ECC muis popmyBaHHs JieH3iHHUX Kito4iB. ABTOpH npatii [6] po3poOuiti miaxig 4O pO3MOBCIOMKEHHS U(PPOBOTO
KOHTEHTY B mopTaTuBHMX DRM-cucremax i3 BUKOPHUCTaHHSIM CMapT-KapT, sIKMW 3abe3redye pealizallilo B3a€MHOI
aBTeHTHU(IKaIli{ Ta BCTAHOBJICHHSI 32aXUILEHOTO CeaHCy 0OMiHy AaHMMH. Y poOoTi [7] mpeacraBiieHO aBTeHTH(DiKOBaHHI
MIPOTOKOJI KOHTPOJIIO JIOCTYILY, SIKMi 30epirae mpaBo KOPHUCTyBaya Ha aBTOPU30BAHE PO3IOBCIOPKEHHSI KOHTEHTY JUIS
CHCTEMH yTIpaBITiHHA IuppoBuME IpaBamu — DRM. ABTopu mpari [8] 3anmpornoHoBa y HaliitHy cxemy aBTeHTH(IKaii
3 BHKOPHCTaHHAM OioMeTpuyHHX NaHUX aisd1 DRM-cuctem. ¥ mocmimkeHHi [9] mpoaeMOHCTPOBAHO PO3POOIICHHHA
aHOHIMHHI TpoTokon aBTeHTH(ikarii Eland, skuit edexruBHO iHTerpoBammii y DRM-cucremu Ta 3abe3medye
ONTUMAIIFHUHN OallaHC MiX piBHEM O€3MeKH Ta MPOMYKTHBHICTIO poOoTh cucteMu. ABTopH mpami [10] 3xaificHmmm
KpHUIITOAaHaNi3 MPOTOKoIy aBTeHTH(iKamii 11t DRM-cuctem, mo 0a3yeTbcs Ha BUKOPUCTaHHI OIOMETPUYHUX JaHUX.
Ha migcraBi oTpuMaHMX pe3yJbTaTiB MPEACTABICHO MOPIBHSUIBHUN aHaji3, SIKHH OXOIUTIOE OI[IHIOBAHHS
00YHCITIOBAILHUX BHUTpAT Ta IOKa3HMKIB OE3NeKH, 10 HaJla€ 3MOTY BCTAHOBUTH ONTHMAJIbHE CIIBBIJIHOLICHHS MiX
MIPOJYKTUBHICTIO Ta PIBHEM 3aXHCTY CHCTEMHU.

He3Baxaroun Ha BEJIHMKY KIIBKICTh IOCII/KCHB, CIPSAMOBAHHX Ha IMiaBuIleHHs Oe3meku DRM-cuctem,
cy4acHl KiOEp3JIOBMHUCHUKH TPOJIOBXKYIOTh BHKOPHCTOBYBATH INMUPOKHMH CIEKTP CKIAQIHHUX aTakK, cepel sSKUX —
MiAPOOIEeHHS amapaTHUX KIIOYiB, KOMIPOMETAIlisl MPOrpaMHUX MOIYJTIB KepyBaHHSA IOCTYIIOM Ta iHII MeTOau
HeWTpamizamii 3aXHCHUX MeXaHi3MiB. 3a Takux o0ctaBuH epexTnBHa DRM-crcTeMa HOBHHHA IEMOHCTPYBAaTH BUCOKY
THYYKICTB Ta 3AaTHICTH /10 MIBUIKOI aJanTailii, BIIPOBaKYFOUH OLIbII MPOTPECUBHI MEXaHI3MU 3aXUCTY. 3 OTILIIY Ha
e, y poOOTi NpOMOHYeThCs IMIABHUIIMTH piBeHb 3axuineHocTi DRM-cuctemu KepyBaHHS JOCTYIOM IIUIIXOM
BUKOPHUCTAaHHS JUHaMivHO 3MiHIOBaHMX USB-kitouiB Ha ocHoBi MonepHizoBanoro HOTP-anropurmy B noenHaHHi 3
PO3LIMPEHOI0 CHCTEMOIO OJIOKYBaHHS JOCTYIIY.

DopMyJIIOBAHHS Lijed cTaTTi

MeTo10 podoTH €: po3poOKa KOMIUIEKCHOTO PIIlIeHHS, IO MOETHYE BUKOPUCTAHHS TWHAMIYHO 3MiHIOBAaHHX

USB-kmodiB i3 BrockoHaneHuM anroputvom HOTP, 3a6e3nedyroun miaBuimeHni piBeHb 3axumerocti DRM-cuctemu.
BukJiag ocHOBHOTo MaTepiaiy

CyuacHi 3arpo3u ginst DRM-cucrem ¢opmyroTs moTpeOy B 3aCTOCYBaHHI PO3TOPHYTHX Ta THYYKHUX ITiTXO/IB
0 TOOYIOBH apXiTeKTypH IXHBOTO 3aXHCTy, a TaKOXX y IIOCTIHHOMY BJOCKOHAJCHHI MeEXaHi3MiB MpPOTHAIl
KiOeppusnkaM. BuKOpHCTaHHS OJHOPAa30BMX JMHAMIYHMX TApOJIiB Yy TOE€IHAHHI 3 amapaTHUMHU 3acobamu
aBreHTHdIKaii, 30kpema USB-xitouamu Ha ocHoBi anroputMy HOTP, € nepcnekTHBHUM HampsMoM, IO CTBOPIOE
TIepeyMOBH JJIs1 IMiIBUIICHHS piBHs Oe3meku DRM-cuctem.
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Anroputv HOTP € omaumM i3 0a30BHMX MEXaHi3MiB T€HEPYBaHHS OJHOPA30BHUX MApOJIiB, MO (OPMYIOTHCS
IUIIXOM 3aCTOCYBaHHsI XelI-pyHKIII 0 CEKPEeTHOTO KJIoYa Ta 3HA4YCHHs JIYWIbHUKA aBTeHTHGiKaniil. s inrerpauii
HOTP B USB-kimroui Oe3mneku, siki 3aCcTOCOBYIOThcss B DRM-cuctemax, HEOOXiHO alanTyBaTH ajJrOPUTM 10 YMOB
JMHaMI4HOI ayTeHTU]iKallii, 3a0e3MeunBIIH MTIATPIMKY 3MIHFOBAaHHX KJIFOUIB Ta CTIHKICTH O CIPO0 IXHHOT0 KJIOHYBaHHSI.

MopudikoBanmii anroputM HOTP nys anapatHux TOkeHiB Oe3rnexku mnepenodadae, 1m0 MpH KOXHIN cipobi
nocryny a0 DRM-cuctemun USB-kirou reHepye OIHOpa3oBHH Mapojib Ta Mepefae HOro A MPOXOJKEHHS
ayTeHTH(]IKaIil, XapaKTepU3yIOYHCh ITPU IIbOMY TaKMMHU KJIIFOYOBUMH OCOOIMBOCTSIMH:

— aBTOMaTHYHEe (POPMYBaHHS OIHOPA30BHX ayTEHTH(]IKAIIHHNX TOKEHIB B PEXHMi peaiabHOro dacy. Koken
3auT Ha MPOXOKEHHA aBTeHTH(iKamii 3 BukopucTaHHsM USB-kimoua iHimitoe mpouenypy (opMyBaHHS HOBOTO
onHOpa3oBoro mapoisi 3a gomomororo mportokomy HOTP. Temepamis OTP 3milicHIOEThCS NIIIXOM 3aCTOCYBaHHS
VHIKaJIFHOTO 3HAYCHHS JTIYMIBHUKA Y TOETHAHHI 3 CEKPETHUM KIIIOUEeM, KU 30epiracTbcs B 3aXUIIEHOMY CETMEHTI
maM’sITi arapaTHOro TOKEHa;

— MeXaHi3M aBTOMaTH4YHOI poTalil CEKPEeTHOro KJtoya, o BUKOPUCTOBYETHCS ais renepanii OTP. Peamizanis
3aIpPOIIOHOBAHOTO OHOBJICHHSI MOXKE 37[ICHIOBATUCS 3 PEryJISIPHOIO TEPIOJUYHICTIO a00 Micisl JOCSTHEHHS! BU3HAYEHOT
KUIBKOCTI YCITIITHKX ay TeHTH(IKaliHUX 3alMTIB, IO MiJBUIIYE 3araJIbHUI piBeHb KpunTorpadiuHoi CTIHKOCTI cHCTEMU;

—3aXHCT BiJ HecaHKIloHOBaHOro komitoBaHHs. KoxkeH USB-TokeH Mae yHIKalIbHUHA CEKpEeTHHH
ineHTH(IKaTOp, IO MOB’S3aHUI 13 HOro amapaTHOI apXiTEKTYPOIO Ta YHEMOJKJIMBIIIOE CTBOPEHHS TOYHMX KOIMIH 1
3aCTOCYBaHHs KJIIOYa Ha 1HIIOMY O0JaTHaHHI.

OcHOBHI eTany poOOTH BAOCKOHAJICHOTO aJlTOPUTMY BKIIOYAIOTh!

— BCTAaHOBJICHHS TTOYaTKOBOTO 3HAUYCHHS JIYMIBHUKA Ta CEKPETHOTO KII0Ya, SIKMH 3aCTOCOBYETHCS IS
CTBOPEHHS OHOPA30BUX I1APOJIiB;

— TeHepallifo OJHOPA30BUX MAPOJIIB IUIIXOM 00UNCIICHHS XEIy Bifl 3HAYECHb JIYHIFHUKA Ta CEKPETHOTO KITI0Ya;

—Imepefady OXHOpa3oBHX maposell ans aBreHTH(ikamii: USB-kimou mepenae 3reHepoBaHUA OTHOPa30BUI
napois Ha cepep DRM-cuctemu miist #oro Bepudikarii;

— OHOBJICHHSI mapamMerpiB Oesmeku. [licis KokHOT ycminmiHOi ayTeHTH(iKauii MpUBaTHUN KIIOY 1 TOTOYHE
3HAYCHHSI JIIYMIIbHUKA 3MIHIOIOTHCS BiJIIIOBIJHO /IO BU3HAUYSHUX MPaBHIL. 30KpeMa, NPUBATHUI KIF0Y MOYKE OHOBIIOBATUCS
i3 3actocyBanHsM aroputMmy HMAC abo Ha ocHOBI Xem-(yHKIii, 1110 00po0JIsie HOro nonepeaHe 3Ha4eHHsI.

BaxnuBo MiIKpecHUTH, IO KOPEKTHE BHKOpUCTaHHsA JuHamivyHux USB-kimrouiB y DRM-cepenoBumii
MOXJIMBE JIMIIE 32 YMOBH CHHXPOHHOI pOOOTH KJIOYa Ta cepBepa, Ha KoMy 30epiraroTbesi HaHi Juisi Bepudikamil
OJTHOPA30BUX MAPOJIiB.

Ha ocHOBI HaBeJeHOT KOHIIETIIi OIMMIIEMO OCHOBHI €Taru poOOTH anropuTMy (QYHKIIOHYBaHHS AWHAMIYHO
3mirroBaHnX USB-kirodiB Oe3nexu, mo QyHKIIIOHYIOTh i3 BUKOPUCTAaHHAM MOKpamieHoro anropurmy HOTP.

Kpok 1. [TouaTkoBe HanmamTyBaHHS Ta akTuBanis USB-kiroua.

[pu mepmomy migkmrodeHHI USB-Kir0Y TpoXomuTh MpoleAypy iHimiami3alii, mij Jac sSKoi TeHepyeThCs
MOYaTKOBE 3HAYCHHS CEKPETHOrO KiIfoYa Ta JiymiabHHKA. Lli maHi 30epiraroTbes y 3aXWIIEHIH maM’sTi Kiroda i
MepeslatoThCs Ha CepBep JJIsl MOaJbII0] CHHXPOHI3alll.

Kpok 2. Bubip xem-¢ynkuii s HOTP.

Ha anapatHoMy Hocii 0OupaeTbest THI Xeui-(pyHKIIIT, sika TpaHCPOpMYe BXiJHI JlaHi B OJIHOPA30BUii MapoJb.
BaxnBoro yMOBOIO (DYHKIIIOHYBaHHS € BCTAHOBJICHHS aHATIOTTYHOr0 ajroputMy Ha 6oii DRM-cepBepa, 1110 rapaHTye
LUTICHICTh Npoliecy aBTeHTU]iKalii Ta CyMICHICTh 000X KOMIIOHEHTIB CUCTEMH.

Kpok 3. [IpoxomkeHHs mapoibHOT ayTeHTHdiKalii KopucTyBaya.

Hapmanus moctymy mo DRM-cuctemu 3MiHCHIOETBCS MMICHS YCIINTHOTO MPOXODKEHHS ayTeHTH(iKarii, 1o
no3BoJIsie po3omokyBaTi USB-kimiou Ta 3amyctuty nporec rerepamnii OTP.

Kpoxk 4. I'ereparist 0THOPa30BOTO MAPOIISL.

[icnsa ycmimHOr0 TpoxokeHHs aBTeHTH(iKamii USB-KkiIrou 3amyckae alnroputM reHeparii 0JXHOPa30BOTO
napoJisi 3 BAKOPUCTAHHIM [MOTOYHOTO 3HAUYEHHs cekpeTHoro kioua (K) ta miuniapauka (C).

Kpox 5. BusHaueHHs akTyalbHOTO 3HAYCHHS JTIIYNJIbHUKA.

AnapaTHu TOKEH 3YUTY€ 31 CBOET BHYTPIIIHBOI TaM’sITi 3HaUSHHS JIiumibHUKa (C), 0 J03BOJIsIE BUSHAYUTH
MOTOYHY CECiI0 JIOCTYITY.

Kpoxk 6. Bu3HaueHHS yHIKaIbHOTO 3HAYECHHS CEKPETHOTO KIII0Ya.

ArnapaTHuil TOKEH 34UTY€E 31 CBOET BHYTPILIHBOI IaM’sTi yHiKaJlbHe 3Ha4eHHs cekpeTHoro kimova (K), o
3MIHIOETBCS MICIISI KO)KHOTO BUKOPHCTaHHSI.

Kpoxk 7. ®opmyBaHHs 0HOpa30Boro naposis 3a anropurmom HOTP.

VY anroputmi HOTP oxnHOpa3oBuii napoiib (GOpMy€eThCs HUISIXOM XelIyBaHHs 3HaueHHs JiiunnbHuKa (C) i3
cekperHuM kiroueM (K), npumipom: OTP = HMAC — SHA — 256(K || C).

Kpoxk 8. Hagcumanus ogaopazoBoro napois 10 DRM-cucremu.

CdopmoBannii omHOpa3oBUi Maposb nepenacThesi Ha DRM-cepBep yepes 3axuieHuid kKaHam 3B’s3Ky abo
Cremniaai30BaHUi MpOrpaMHHH iHTEepdeic, o MiHIMI3y€e PU3UKH KOMIIPOMETAIII] i Jac mepeadi.

Kpox 9. Bepudikaitist o1HOPa30BOro mapoJro Ha cepBepi.

ITicns orpumanHs omHOpazoBoro mapoito DRM-cucrema iHilitoe mpouenypy iHoro Bepuikarii Huisxom
3icTaBJICHHS 13 3HAUYSHHM, CPOPMOBAaHMM Ha cepBepi Ha OCHOBI cekpeTHOro Kitova (K) Ta 3HaueHHs gidnibHuKa (C).

Kpox 10. [TpoxomxeHHs ycnimHoi aBTeHTU]IKaLil.
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VY pasi ycmiiHoi HepeBipKu cepBep BUKOHY€E OHOBIICHHS 3HaueHHs1 tiumibHuKa (C) Ta cekperHoro kio4a (K),
3aKpimieHux 3a KoHKpeTHUM USB-TokeHOM, 110 3a0e3neuye MoAabIInii JoCTyl KOpUCTyBada 10 3axuieHnx DRM-
pecypciB.

Kpoxk 11. OnoBnenns kpunrorpadiynoro kiaroya Ha USB-ToxkeHi.

Micns miaTBepkeHHs: aBTeHTHyHOCTI USB-Kitod reHepye HOBe 3HadeHHs cekperHoro kimouda (K) 3a
JOTIOMOTOIO CTiiiKoro KpunrorpadigHoro Mexanizmy, Hanpukian anroputmy HMAC. Tak, HOBUIl KITIFOY MOXe OyTH
copmoBannm Hactynuum yunom: K' = HMAC — SHA — 256(K || OTP).

Kpox 12. OHOBIEHHS NIYAIHHAKA.

3naueHHs JiuwibHUKAa (C) IHKpEMEHTYeThCs, L0 3a0e3ledye YHIKaJIbHICTh HACTYITHOTO OJHOPa30BOTO
napoJist Ta 3anodirae moBropHoMy Bukopucranaio OTP.

Kpox 13. Ilepenaya oHOBIEHUX 3HaUY€Hb HA CEpPBEP.

CepBep DRM 30epirae OHOBJICHI 3HAUCHHS CEKPETHOTO KJIOYA Ta JIYWJIBHUKA JUisi cuHXpoHizarii 3 USB-
KITFOUEM.

Kpoxk 14. MexaHi3M BiJHOBJICHHS MICJIsl BTPATH CUHXPOHI3aIL].

Y Bunanky poscuHxposizanii Mixk USB-kitouem i cepBepoM (Hanpukiaj, yepe3 HeBAaly aBTeHTH(IKaIio)
cepBep MOXE€ BUKOHATH MEPEBIPKY KiJTBKOX MOXIIMBHX 3Ha4eHb JiumibHUKA (C £ n), 100 BU3HAYMTH BiJIOBIIHUH
OTP Ta cunaxponizyBatucs 3 USB-ximrouem.

Kpoxk 15. 3amobiranHs MmoBTOPHOMY BUKOPUCTAHHIO OJHOPa30BUX MApOIIiB.

DRM-cucrema 3abe3meuye OnokyBaHHS Oynp-sSKMX crnpoO mmoBTOpHOTO 3actocyBaHHs OTP, mo
YHEMOXKIIMBITIIOE BUKOPUCTAHHS MIEPEXOIUICHHUX MTApOJIiB Ta MiHIMI3Y€ PU3UK KOMIPOMETALli] CHCTEMH.

Kpok 16. 3axucr Bin knonysanus USB-kiouiB.

Koxxen USB-kir04 MICTHTh IHTErpOBaHHMI amapaTHUil ineHTH(IKaTOp, SKUH BHKOPHCTOBYETBHCS IiJ Yac
¢dopmyBaHHs 3HaueHHs K i reHepanii ynikanbHux OTP. 3aBasku 1bOMY BUKOPHCTaHHS MifpoOsieHUX abo
CKOIIHOBaHMUX HOCIIB 3 IHIINM iJeHTH(}IKATOPOM CTa€ HEMOXKIHBUM.

Kpok 17. briokyBanns USB-kimto4a micist KilbKoX HeBIaIuX crpoO aBTeHTH]iKalii.

VY pa3si, sxuo OTP He npoxoauTh nepeBipKy MPOTIroM BU3HAYEHOI KiJIbKOCTI crpod, goctyn go USB-kimtoua
THMYacOBO MPU3YNIUHSIETHCS, 10 MiHIMI3y€e pU3MKHU aTak TUMy brute-force.

Kpox 18. PerynsipHe OHOBJIEHHS CEKPETHOTO KIIIOYa.

DRM-cuctema pazom i3 USB-kiiroueM MepioAWYHO iHIIi0€ TeHEepaIlilo HOBOro cekpeTHoro kiroua (K) mms
KOKHOI KOPUCTYBAIBKOI cecii, 3a0e3Mmeuyodn J0IaTKOBY CTIHKICTh IO KOMIIPOMETAIIl Ta 3armo0irafouu moBTOPHOMY
BHUKOpHUCTaHHIO 3acTapimux OTP.

Kpoxk 19. Ckunanns napaMeTpiB y BUMAJKy BHSBJICHHS MOTEHIIHHOT 3arpo3H.

SIkmio BUsABJIEHO 03HaKU kKommnpomeranii USB-kiroua abo HeCaHKIIOHOBAHOTO BTPYUYaHHSs, CEKPETHUH KITF0Y 1
3HAYCHHS JIIYMJIbHUKA CKUIAOTHCS 10 MOYATKOBOTO CTaHy, a00 USB-kif0u mepexoauTh y 3a0JIOKOBAHUI PEKUM 10
3aBEpILEHHS TOBTOPHOI MPOIeIypH aKTHUBAILIil.

Kpoxk 20. XKypHantoBaHHS ceciii Ta KOHTPOJIb OE3MEKH.

DRM-cucTema 3aiHCHIOE peecTpariito BCix ceciit goctymy, Bukopuctanux OTP Ta onepaiiit USB-kitoua 3
METOIO BUSIBJICHHSI aHOMAJIBHOI aKTUBHOCTI, SIKa MOXE BKa3yBaTH HA MOXJIMBI CIIPOOM HECAaHKIIOHOBAHOTO JOCTYIIY.
Amnaii3z c()opMOBaHUX )KYPHAIIB CIpHUsIE 3MIIIHEHHIO HATIHHOCTI Ta MiABUIIEHHIO cTiiikocTi anmroputmy HOTP.

JonatkoBuM komroHeHTOM DRM-pinieHp € cucremMa KOHTPOJIIO JIOCTYIYy, sSKa 3a0e3nedye MpOTHAIIO
HECAHKI[IOHOBAHOMY BHKOPHCTAHHIO 3aXHIIEHMX HU(MPOBUX pecypciB. [i (yHKIioHANBHICTH Tepenbadyac He nmIe
0OMeXeHHS TOCTYILy, a i cBoedacHe BUSBIICHHS Ta pearyBaHHs Ha CIIPOOHM MOpYIIEHHsS Oe3reKu ado 3JI0BKUBAHHS
NpaBaMu.

3 iCHIMO TMOKPOKOBHH ONMUC POOOTH PO3POOJEHOrO AITOPUTMY CHUCTEMH OJIOKYBAaHHS JIOCTYIY, SIKHA
OXOIUTIOE MOHITOPHHI ayTeHTH(IKaliHHUX 3alMTIB, YNPABIiHHS [OTOYHHMH CEaHCaMH Ta MEXaHI3MH HpPOTHIIT
KOMIIpOMeETAIlii CuCTeMHU.

Kpox 1. 3amyck Mmomyns 610KyBaHHS.

Ha erami 3amycky DRM-cucremun BinOyBaeThcs iHimiamizamis MoIyJsi OJOKyBaHHSA, KN 3abe3medye
BIZICTE)KEHHS CIIPO0 JI0CTYITY Ta BEJICHHS JKypHaIy Jiif KOpHUCTYBayiB.

Kpoxk 2. MoHiTopuHr c1ripo0 10cTyIy 10 CHCTEMH.

VYci 3amuTi 10 MOmyns aBTeHTHU(IKALIT MiUIAral0Th aBTOMATUYHIA peecTpallii, BKIOYHO 3 YCIIIIHUMH Ta
HEBJIAJIMMH BXOJIaMH, 110 JIO3BOJISIE 3/IICHIOBATH MOJAIbIINN aHaNi3 CTaHy Oe3leKu.

Kpoxk 3. BcranoBieHHs1 MeXXi HEKOPEKTHHX 3aIIMTiB HA aBTEHTU]IKAILiI0.

Jist 3aXHCTY BiJl HECAHKI[IOHOBAHOTO JIOCTYIY 3aJa€ThbCs MAaKCUMajibHA KUIBKICTh JOMYCTHMHX HEBJAINX
cnpoO Bxoay B cucteMy. ITicist nepeBHIIEHHS [[LOTO MOPOTY CUCTEMa aBTOMAaTHYHO OJIOKYE JOCTYII.

Kpoxk 4. Anaii3 aHOManbHO{ aKTUBHOCTI.

Ilicns 3aBepiieHHS KOXHOTO HHWKIYy ayTeHTH(ikamii, cHcTemMa 3AIHCHIOE aHali3 aKTHBHOCTI 3 METOI0
BHSIBJICHHSI aHOMAaJIbHHUX MATEPHIB, [0 MOXYTh BKIIFOYAaTH BUKOPHUCTAHHS HETUIIOBMX MepekeBUX ineHTudikaropis (IP-
azapec) abo crpoOu MiAKIIOUEHHS 3 HECAaHKI[IOHOBAHUX/HEBIJOMHUX TIPUCTPOIB.

Kpok 5. ABromarnyne OOKyBaHHS OOJIKOBOTO 3amucy Hicisl JOCSATHEHHS MaKCHUMAaIbHO JIOITYyCTHMOL
KUTBKOCTI HEBJIAJIMX CIIPOO BXOJY B CHCTEMY.

Herald of Khmelnytskyi national university, Issue 3, 2026 (365) 21



Technical sciences ISSN 2307-5732

V¥ pazi nepeBUIICHHS BCTAHOBJICHOT KiJIbKOCTI HEBJIAHMX CIPOO aBTeHTH(DIKAIT O0JIIKOBHIA 3aIHC OJIOKYEThCS
Ha JIesIKUil BCTAaHOBJIEHUH yac.

Kpok 6. [npopmyBaHHSs KOpHCTYyBaya 1po OJIOKYyBaHHSI.

KopucryBauy HajacuiaeTbcs BIINOBiJAHE IMOBIJOMIICHHS, y SKOMY 3a3HA4YarOThCS NPUYMHH OOMEXKEHHS
JIOCTYITy Ta HAJAKTHCS IHCTPYKIIIT IIOI0 MOAANBIITNX Jii I BIAHOBJICHHS pOOOTH.

Kpok 7. Bepudikariis koprcTyBaya 3a JOMOMOTor OaratodakropHoi ayTeHTH]IKalii M yac BiTHOBICHHS
JIOCTYILY IO CUCTEMH.

[o 3aBeprieHHI Tpoueaypu OIOKYBAaHHS AOCTYIy CHCTEMa BHMArae IiITBEpPIKEHHS OCOOH 3a IOTIOMOTOI0
OaratodakTopHOi ayTeHTH(IKaIil, HANPHUKIAA, i3 3aJydeHHIM BepuUQIKaifHUX KOMIB, HAIICIAHUX depe3
aNbTEepHATHBHI KaHAJHN 3B S3KY.

Kpox 8. [ToBTOpHa mepeBipka aBTEHTUYHOCTI TiCIIS BiTHOBIICHHS JOCTYITY IO CHCTEMH.

[Micns po30IOKyBaHHS MAOCTYIMy JO CHCTEMH KOpPHCTYBadeBi HEOOXiTHO 3HOBY IIPOWTH MPOIEIypy
aBTeHTH(IKaI{, HAPUKIIa, 13 BAKOPUCTAHHSAM OJHOPA30BOT'O MapoJIs.

Kpok 9. XKypnantoBaHHs oIl TOCTyILy.

CucteMa 3/iICHIOE PEECTPAIII0 BCIX CECil Ta KIFOYOBUX i, MO JO3BOJSE MPOBOJUTH MONANBIIMNA aHAII3
AKTHBHOCTI Ta CBOE€YACHO BUSIBIISITH MOXJIMBI 3arpo3u Oesmer.

TecTyBaHHS € HEBIJ'€MHHMM €TaNOM >KUTTEBOTO LMKy PO3POOKH CHCTEMH, 3a0e3mnedytoun il (yHKIIOHAIbHY
KOPEKTHICTb, BIAMOBIAHICTh BCTAHOBJICHUM BUMOTaM Ta CTIHKICTh IO SKCIUTyaTaI[ifHUX HaBaHTAXKCHb.

VY mexax mepeBipkn DRM-cuctemu, mo BHKOPHCTOBYE OUHaMidHe OHOBIeHHS USB-KimtodiB, MexaHi3M
HOTP-aBrenTudikanii Ta MoayIb OJIOKyBaHHS JOCTYILY, IPOBEJEMO TECTYBAHHS, AK€ IOJIATAE y:

— IepeBipIIi MPaBUIHHOCTI (pOPMYBaHHS Ta BaNiIaIlil OAHOPA3OBUX MAPOIIB;

— aHauizy B3aemonii 3 USB-kimtouamu A7 3YUTYBaHHSI CEKPETHHUX ITapaMeTpiB Ta MiATPHUMAaHHSI CHHXPOHI3aIi1
JIYHJIBHUKIB;

— JIOCITI/DKEHH] Tpane3JaTHOCTI MeXaHi3My OJIOKYBaHHS IOCTYIly B yMOBax IEPEBHIIECHHS IOITYyCTHMOI
KUTbKOCTI TIOMUJIKOBUX CIIPOO;

— OI[IHIOBAHHI MPOIYKTHBHOCTI CUCTEMH 32 IMIJBUIICHUX HABAHTA)KCHD,

— aHaJIi31 KOPUCTYBALBKOTO iHTep(eicy 3 MeTO0 3a0e3NeUeHHs HOro 3pyYHOCTI Ta KOPEKTHOI pPOOOTH.

Jlnst miaTBepIKEeHHs Mpalie3laTHOCTI 3anpornoHoBaHoi DRM-apxiTekTypu Ta OLiHIOBaHHA Ii CTIMKOCTI 110
aKTyaJIbHUX KiOep3arpo3 OyJio MpoBeleHO KOMILUICKCHE TECTyBaHHS KIIOUOBHX KOMIIOHEHTIB PO3pOOJICHOT CUCTEMH.
OcHoBHa yBara OyJia Mpu/IiJicHa MepeBipil KOPEKTHOCTI pobotu MoaudikoBanoro aaropurmy HOTP, anamizy yacoBux
XapaKTepUCTHK TPOIECY aBTeHTH(]iKalii, BH3SHAYCHHIO CTIMKOCTi 10 TakKMX aTak sk brute-force ta replay, a Takox
JOCIIKEHHIO  €()eKTHBHOCTI MOAYyJsi  OJIOKYBaHHS JIOCTYIy B yYMOBaxX IIJIBUIIEHOTO HAaBaHTAXKCHHS.
ExcnepuMmeHTanpHe cepemoBuie BKIowano cepBep DRM-cuctemu, amapatHi USB-kimrodi 3 peanizoBaHHM
ynockoHaneHuM airopurMom HOTP Ta mporpamuuii Momyins, KMl iMITy€ KOPUCTYBAIbKi 3aIlUTH Ta MOTCHIIIHO
IIKiITABY aKTHBHICTh. OTpUMaHi pe3yabTaTH TO3BOJIIN BCEOITHO OIIHUTH IMOBEIIHKY CHCTEM.

Ha mepmiomy etami Oyjo mepeBipeHO KOPEKTHICTh TeHepallii Ta Bajigarii OJHOPA30BHX MApOJIiB MHpHU
MOCJTIIOBHOMY 301IbILIEHH]I 3HaYEHHS JIiunmibHIKa. OTpUMaHi pe3ysibTaTh 3acBiquniu cradinbae hopmysanns OTP Ge3
BUIAJKIB po3cuHxpoHizaii Mmixk USB-kiroueM Ta cepBepoM y Mexax TpuBanux ceciii aBreHtudikauii. Ha pucynky 1
BiZI0Opa)keHO 3aJISKHICTh Yacy reHepallii 0HOPa30BOTrO MapoJis BiJl KIJIbKOCTI OJJHOYACHHUX 3aIUTIB: KpUBA Mae Maiixe
JHIHHUN XapakTep i3 He3HAYHUM 3POCTaHHSIM 3aTPUMKH IPH 301IbIICHH] HABAHTAXXCHHSI, a CepeHil Yyac popMyBaHHs
OTP yTtpuMyeThcss B MEXax OJMHHIL MUTICEKYHJ, IO BiANOBIJa€ BUMOraM JO IHTEPAKTUBHHUX CHUCTEM KepyBaHHS
JOCTYTIOM.
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Puc. 1. 3anexuicTs yacy renepanii oqnopasosoro napo.js (OTP) Bing kinbkocTi oqHOUYACHHX 3aNHUTIB
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O1iHIOBaHHS MPOTYKTUBHOCTI pOOOTH CHCTEMH TPH 3pOCTAHHI KIIBKOCTI OJTHOYACHUX 3aIUTIB KOPUCTYBadiB
IoKasaio, M0 iHTerpaiis AWHAMIYHO 3MiHOBaHMX USB-kirouiB Oe3mekw HE NMPU3BOAMTH JO ICTOTHOI Aerpamarii
xapakrepuctuk. Ha pucyHKy 2 BinoOpakeHO 3aJeXHICTh CEpeJHbOTO 4Yacy IMOBHOIO IMKIY aBTeHTH]ikawii Bij
KIJIBKOCTI IapaJieNIbHUX 3aIHTIB.
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Puc. 2. 3anexHicTh cepelHBOro Yacy MNOBHOTO NUK.TY aBTeHTH(iKawii Bix KiTbKkocTi mapaieabHUX 3aNATIB

31 3pOCTaHHSIM HAaBaHTAXKCHHS [0 YMOBHO TPAaHMYHUX 3HAUEHb CIIOCTEPIraeThCsl IUIABHE 301IbLICHHS
3aTPUMKH, OJJHAK MaKCUMAaJIbHUH Yac BIINOBI/II 3JIMIIAETHCS B MEXKaX, NPUHHATHUX AJISI TPAKTUYHOTO BUKOPUCTAHHS
B peasibHuX DRM-cucremax.

Pe3ynpraTH IOCHIIKEHHS AEMOHCTPYIOTHh IIABHIICHHS piBHA 3axuineHocti DRM-cucrem ympaBiiHHS
JOCTYIIOM Ha OCHOBI MOAM(IKOBAaHOTO AalTOPUTMY IHHAMIYHO 3MIHIOBaHHX KIIOUiB O€3MeKH Ta pPO3pOOIIeHOi
aJanTUBHOI CHUCTEMH OJIOKyBaHHS JocTymy. IIpoTe akTyalbHUM € JOCH/DKCHHS IIOA0 BHKOPHCTaHHS
KpHIITOrpaiqHNX MPOTOKOJIB HOBOTO IIOKOJIHHS, BKIIOYAIOYM alTOPUTMH Ha OCHOBI ENINTHYHHX KPHUBUX Ta
KBaHTOBO-CTiliki cxemu aBTeHTHikamii. Ix inTerpamis y crpykrypy USB-kmiouis Moske 3a6e3MeUnTH T0AATKOBUI
PiBEHB 3aXHUCTy B YMOBaX 3pOCTaHHS OOYHCITIOBATEHIX MOIINBOCTEH 3JIOBMUCHHUKIB.

BuCHOBKH 3 1aHOT0 A0OCTiTKEHHSI
i mepcneKTHBH MOJAJIBIINX PO3BIIOK Y JaHOMY HanpsiMmi

VY nmaHoMy AOCHI/DKEHHI OyJI0 3ampOMOHOBAHO apXiTekTypy 3axuineHol DRM-cuctemmu, 1mo 0a3yeThcs Ha
3actocyBanHi aAuHaMivHaux USB-kitouiB Ge3neku 3 iHTerpaiieto yjgockonanesoro aaropurmy HOTP Ta kommiekcHoi
CHUCTEMH KOHTPOJIO W OJIOKYBaHHS JOCTYIy JMJisi 3ano0iraHHsi HEaBTOPU30BAHOMY OTPUMAaHHIO JOCTYIy 10
KOH(iICHIIITHOTO KOHTEHTY.

BrpoBamkenns moaugikoBanoro anropurMy HOTP y USB-kimodi 3HaYHO MiABHINYE piBeHb 3aXHIICHOCTI
DRM-apxitektypu. lle mocAraerbcs mUIIXOM AWHAMIYHOI TeHepamii OJZHOPAa30BUX IApOJIiB, BUKOPHUCTAHHS SKHX
MiHIMi3y€ pU3UK HECAHKIIIOHOBAHOTO ITEPEXOIUICHHS 200 MOBTOPHOTO 3aCTOCYBAaHH O0JIIKOBUX Ta aBTEHTHA(DIKAIIHHIX
naanx. KpiM Toro, 1omaTtkoBuii 3aXucHUME eekT Big aTak Ha USB-kirodi 3a0e3meuyeTbess TMHAMIYHIM OHOBIICHHSIM
CEKPETHOTO KIFOYa MicIs KOXKHOT 3aBEPIICHO] cecil.

Po3pobiiena cuctema OJOKYBaHHS IOCTYIMy mepeadadae OaraTOpiBHEBUI KOHTPOJIb, BHUSIBICHHS ITi103Pia0i
aKTMBHOCTI Ta aBTOMAaTUYHE pearyBaHHs Ha TOTEHLIiHI 3arpo3u. BoHa BrilO4Yae MexaHi3MH OpPOTHIIT
HECAHKIIOHOBAaHUM crpo0am aBTeHTH(iKalii, aBTOMAaTHYHE OJOKYBAaHHS MiCJs MIEPEBUIIEHHS JOITyCTUMOI KiTBKOCTI
HEBAAINX CHpoO BXOLy B CHCTEMY, a TaKOX 3acCTOCYBaHHS OaratodakTopHOI aBTeHTH}IKamii ams Oe3nedHoro
BiTHOBJICHHS JIOCTYITy. Pa3oM 3 TuM, OKpeMy yBary MpHIiUICHO aHaTi3y MOBEAIHKOBUX XapaKTEPUCTHK KOPHCTYBadiB
Ta JIWHAMIYHIN ajanrarii moporis CIparfoBaHHsS CUCTEMH.

ITpoBenene TecTyBaHHS MiATBEPAMIO ePEKTUBHICTH 3aIIPOITIOHOBAHUX PIllIEHb: CHCTEMa JIEMOHCTPYE CTaOLIbHY
po0OoTy 1pu 30UIbIIEHHI HABaHTa)KEHHS1, MIHIMAJIBHI 4acOBi 3aTPUMKH i/l Yyac TeHepalii Ta NepeBipKH OJHOPa30BUX
napoiiB. MexaHi3Mm OJIOKyBaHHs JOCTYITy KOPEKTHO pearye Ha HECaHKIIOHOBaHi Jii, a MpoIec peCHHXPOHI3alii Mix
cepBepoM Ta USB-KkimtoueM BitOyBa€eThes BUAKO 1 0€3 BTpaTH Mpare31aTHOCTI CHCTEMH.

3ampornioHoBaHUi TiaXig a0 po3podkn DRM-cucrem i3 BukopucTaHHAM agantuBHHX USB-KkmouiB Ta
IHTEJIeKTyanbHOI CHCTEMH OJOKYBaHHS HiATBEP/KYE CBOIO €(DEeKTHUBHICTH y IiABHIICHHI 3arajJbHOTO piBHS O€3IeKH,
3a0e3neueH i CTIHKOCTI M0 aTak Ha KIIIOYi Ta YHEMOXJIUBIEHHI crpo0® o0XO0qy MeXaHi3MiB KOHTPOJIO JOCTYIIY.
Pesynbratn po6OTH MOXYTh OYTH 3aCTOCOBaHI W y MIMPIIOMY KOHTEKCTI, 30KpeMa Ui CHCTeM, IO HOTpeOyIOTh
HaJilHOTO Ta 6araTOpiBHEBOTO 3aXKUCTY JaHUX a00 MPHUCTPOIB.
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