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Abstract. The human factor remains one of the key vulnerabilities in modern cybersecurity, which emphasises
the importance of analysing user behaviour in risk management systems. This study presents a comprehensive
mathematical model for personalised risk assessment of digital user behaviour, followed by interactive visualisation to
support operational decision-making. The aim of the research was to create a model that allows for accurate analysis
of individual and situational vulnerability factors, prediction of risky behaviour, and adaptation of protective measures
in real time. For the model implementation, a combination of Bayesian analysis, Markov decision-making processes,
regression methods, and modern data visualisation tools was used. As a simulation-based, the model was tested on 500
artificially generated user profiles reflecting different levels of digital literacy and behavioural responses to phishing
scenarios. The results showed that individualised training significantly reduces the risk of phishing attacks — in some
cases by 40%. The built model achieved a prediction accuracy of 85%, demonstrating high efficiency even when taking
into account behavioural exceptions. It was found that stress, time constraints, and difficult conditions increase the
probability of errors by 25%. At the same time, regular interaction with simulated threats makes it possible to build
stable skills — the so-called “risk memory” — which reduces the number of errors over time. The model integrated
both behavioural parameters - level of knowledge, stress tolerance, user experience — and external factors, including
the threat complexity and workload intensity. This allows for dynamic adjustment of security strategies. Use of
Markov modelling allowed optimising training processes, reducing losses by 65%. Interactive dashboards provided
individualised vulnerability monitoring and rapid response to potential threats. The practical value of the proposed
approach lies in the possibility of its integration into corporate security systems and use in educational and telemedia
programmes to improve cybersecurity
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Introduction

Cybersecurity is one of the key areas of information pro-
tection in the modern digital world. The number of attacks
on information systems keeps growing, and the level of
threats requires constant improvement of methods to pre-
vent and stop these attacks. One of the main weaknesses
is still the human factor - the social, psychological, and
behavioural traits of users that directly affect security. Ac-
cording to the ENISA (European Union Agency for Cyber-
security) (2024), more than 70% of cybersecurity incidents
happened because of user mistakes or social engineer-
ing attacks in 2024. The report also says that these types
of incidents grew by 38% compared to 2022. The Verizon
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Business (2024) Data Breach Investigations Report gave
similar results and confirms that human-related risks re-
main the main cause of security breaches.

Modern security systems, like cryptography, intru-
sion detection systems, and multifactor authentication,
help reduce risks, but these technologies cannot totally
get rid of the human factor. H. Ahmad et al. (2024) inves-
tigated the effectiveness of multi-layered security sys-
tems and found that even with strong technical barriers
in place, social engineering remains the primary cause
of most successful attacks. The authors emphasise that
raising user awareness and training in safe behaviour

Trofymchuk, V. (2026). Interactive visualisation and analysis of risks with a human factor. Information Technologies and
Computer Engineering, 23(1), 35-45. doi: 10.31649/vitce/1.2026.35

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0000-0002-9756-0244

Interactive visualisation and analysis of risks with a human factor

have a long-term effect that exceeds the benefits of pure-
ly technical solutions.

Y. Qin et al. (2025) analysed the effectiveness of user
training policies for preventing social engineering attacks
under resource constraints. The authors showed that the
optimal distribution of training interventions can increase
user resistance to manipulation and significantly reduce
the likelihood of successful compromise without increas-
ing costs. The study also confirmed that even minimal ad-
aptation of training policies can shape more stable user
behaviour patterns, which in the long run reduces the risk
of social engineering attacks.

The study by A. Alshehri (2024) explored Al-powered
adaptive cybersecurity awareness training in the industrial
sector. The author showed that using intelligent algorithms
to personalise the training process increases the effective-
ness of forming stable, secure user behaviour and reduces
the response time to potential incidents. The study empha-
sises that adaptive learning based on artificial intelligence
is an effective tool for strengthening the human factor in
cyber defence and for systematically reducing risks asso-
ciated with social engineering attacks. N. Sugunaraj (2024)
created a hybrid model that combines regression analysis
and machine learning methods to continuously update
user risk profiles. The results showed a reduction in errors
by almost 30% and the model’s resistance to changes in in-
put data, making it suitable for long-term use in corporate
monitoring systems.

The use of Bayes-oriented structures makes it possible
to obtain more realistic risk assessments compared to clas-
sical static analysis schemes. ]. Wang et al. (2020) proposed
a Bayesian approach to cyber risk assessment by extending
the FAIR model and formalising the relationships between
technical parameters and user behavioural factors. The au-
thors showed that such a network allows for more accurate
assessment of uncertainty and formal probabilistic con-
clusions with limited or incomplete input data. The study
confirmed that.

Finally, K. Ahmed et al. (2024) proposed a deep learn-
ing-based method for the joint extraction of cyber entities
and relations from unstructured cybersecurity text. This
approach demonstrates that automated information ex-
traction can support cyber threat analysis by organising
heterogeneous security data into structured representa-
tions. The authors indicate that such methods enhance the
analytical capabilities of cyber defence systems and facili-
tate more effective threat modelling in complex and evolv-
ing digital environments.

Even though cybersecurity research is growing rapidly,
some problems remain. Most models still do not mix per-
sonal user traits — like knowledge, experience, and ability
to handle stress — with outside factors such as how hard
the attacks are, how much work people have, or changing
conditions. Systems that can train users in real time and
adjust protection strategies are not well-developed. Also,
interactive visuals and dashboards are usually used only to
watch what is happening, not to help predict and manage

risks directly. The goal of this study was to create an in-
tegrated mathematical model for personalised cyber risk
assessment. The model took into account both user behav-
iour and external factors, adapted training and protection
strategies in real time, and used interactive visualisation to
support decision-making.

Materials and Methods

The study involved simulation modelling of user behav-
ioural responses to phishing attacks using generalised pro-
files. Parameterised scenarios were created in the Python
environment using the SimPy framework for event-based
modelling and the NumPy and pandas libraries for gener-
ating user attributes and interaction rules. A total of 500
hypothetical users (aged 18-60) were generated with dif-
ferent levels of digital literacy, stress resistance, and previ-
ous experience in countering cyber threats. The approach
to formalising the mathematical model was based on previ-
ous experience in constructing optimisation models in re-
lated studies by the author (Trofymchuk, 2025). These sce-
narios replicated typical behavioural patterns described in
leading scientific studies on phishing response (Ahmad et
al., 2024) and allowed the evaluation of the proposed
mathematical model under various levels of risk exposure.
The modelling considered user reactions to different types
of phishing attacks, including mass phishing e-mails, spear
phishing with personalised messages, and social engineer-
ing through fake technical support requests. The method-
ology for evaluating the impact of these attacks on behav-
ioural parameters was based on the approach proposed by
M. Zaoui et al. (2024).

Statistical analysis of the simulation outputs was per-
formed in the Python environment using the scipy.stats
package. The analysis followed standard reliability crite-
ria: p-values with a significance threshold «=0.05 and 95%
confidence intervals were calculated to verify differences
between groups. Regression analysis and the least squares
method were used to calibrate model parameters by mini-
mising the difference between predicted and simulated risk
values and by estimating the impact of each factor - user
awareness, attack complexity, and environmental condi-
tions - on the overall probability of a successful attack.

The optimisation of training strategies was implement-
ed using the Value Iteration algorithm (via the mdptool-
box library), which identified the sequence of awareness
training and defensive actions that minimised the total
expected loss J(r1) and determined the time points when
introducing protective measures would yield the highest
effect. Model sensitivity to key parameters was examined
using a one-factor-at-a-time (OFAT) approach combined
with Monte Carlo simulations (10,000 random samples per
run). This allowed testing how changes in awareness, at-
tack complexity, or environmental stress affected the cal-
culated risk and adapting the risk management framework
to different operational profiles of an organisation.

The development of a mathematical model for assess-
ing cyber risks associated with the human factor was a key
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element of the study. User awareness (U) was defined as the mental impact (E) represented stress conditions such as
simulated level of cybersecurity knowledge and training, workload, time pressure, and policy support. The schematic
attack complexity (A) described the technical and psycho- representation of the proposed mathematical model of a
logical sophistication of phishing attempts, and environ- successful security breach P is presented in Figure 1.

[ Awareness (U) j

[ Attack complexity (A) j;{

Risk (R)

}<—[Environmental impact (E)j

Figure 1. Diagrammatic representation of the mathematical model

Source: compiled by the author

It shows the relationship between the key varia-
bles — user awareness (U), attack complexity (A), and en-
vironmental impact (E) — and the resulting probability of
a successful security breach (P). To ensure interpretability
and reproducibility of the model, the parameters require a
clearly defined scale and explanation of how the numerical
values are set. This step makes it possible to link the visual
structure of the model with the following mathematical
formulation and to justify the ranges of a, B, v, § and other
coefficients used in the equations:

P=f(U,A,E)=a-e*+y-5-E. (1)

Parameters y and § represent sensitivity to external
contextual variables such as stress or fatigue and were
tuned based on behavioural deviations introduced into
simulation environments. The term “behavioural excep-
tions” in this context refers to unpredictable deviations
from typical user behaviour patterns - for instance, a dig-
itally literate (Anderson, 2020) user failing to recognise a
phishing threat due to psychological fatigue. These excep-
tions were incorporated into the model by adjusting either
a or &, allowing the model to remain adaptive in unstable
behavioural conditions. All parameter values were vali-
dated using simulation-generated datasets and calibrated
through iterative modelling of hypothetical user-phishing
interactions reflecting real-world scenarios.

The proposed user risk assessment model is based on an
exponential decrease in risk due to the level of awareness,
but unlike classical models, it takes into account the influ-
ence of the environment and cognitive factors through the
variable E. Additionally, the parameter o is introduced, which
allows flexible adjustment of the model for different attack
scenarios, which increases the accuracy of risk prediction.

P=a-e®+y-§-E+pln(1+1), (2)

where I, - is the intensity of attacks in period t (the number
of hacking attempts, phishing emails, social attacks, etc.); p
is the coefficient of user sensitivity to attacks (determines
how much an increase in attacks increases the likelihood
of compromise). If a user receives a lot of phishing attacks,
even with high awareness U, the user may eventually make
a mistake. The logarithmic relationship In( 1+1) reflects

the effect of the accumulating pressure of attacks — at
first, the risk increases rapidly, but gradually stabilises.
The value of I, can be obtained by normalising the num-
ber of recorded incidents in security monitoring systems
(e.g., SIEM logs) (NIST, 2020) over a specific time window.
This allows the model to dynamically reflect variations
in the threat landscape and to adapt to sudden spikes in
attack intensity. The parameter p characterises the user’s
reactivity to increasing attack pressure. The model sup-
ports adaptive calibration of this parameter based on user
characteristics such as digital literacy, stress resilience, or
previous exposure to cyber threats. For instance, users with
limited technical skills or high susceptibility to stress may
be assigned higher values of p to reflect increased vulner-
ability. In simulation scenarios, p ranges between 0.05 and
0.2, representing different behavioural response profiles.
Consideration of user experience:

P=a-pU+X)+y-6-E, ©)

where X — user experience (the ability to recognise attacks
based on previous training or personal experience with cy-
ber threats).

In this model, experience is seen as a static behaviour-
al parameter that boosts the user’s awareness (U) when as-
sessing the likelihood of a security breach. The value of X is
estimated based on the results of the user’s participation in
cybersecurity training and recorded responses to previous
threats — for example, the success of recognising phishing
messages or avoiding interaction with suspicious content.
Quantitatively, this variable is expressed as a dimension-
less coefficient ranging from 0 (no experience) to 1 (high
level of experience) and is calibrated according to prede-
fined assessment scales. This approach allows the results
of individual training to be included in the risk assessment
model without complicating it with time parameters. If a
user has already encountered attacks, the attacks are less
likely to be exposed to the user in the future, even if the
user’s awareness has not formally changed. In traditional
learning models, exposure was considered static, but in
practice, experience X is accumulated and makes it possible
to avoid future threats.

MDP (Markov Decision Process) is used to model the
dynamics of changes in the state of user awareness. Let
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§={S,, S,;---, S, } — be a set of states, where corresponds to
the minimum level of awareness and S, - to the optimal one.
The transition between states is determined by a function:

PGS

(t+1)

1S, a), “)

where a, - is an action, for example, participation in a train-
ing module; S- current state of awareness; S, | — next
potential state. The transition function reflects the proba-
bility that a user will transition to a new state given a cer-
tain action, taking into account both individual character-
istics (level of basic awareness, cognitive biases, emotional
state) and external factors. The transition probabilities are
calibrated based on simulated scenarios covering different
user profiles. For example, for users with a low level of initial
awareness, participation in a short training course may have
less of a transition effect than for users with an average level
of awareness, which is reflected in lower values for the first
category. The model also takes into account behavioural ex-
ceptions - situations where the user exhibits an unexpected
reaction, such as reverting to a lower state due to stress or
overconfidence. Such exceptions are modelled by entering
individual values into the transition matrix, which describe
non-standard trajectories of state changes.

In this way, the model does not predict deterministic
improvement after each action, but integrates the probabil-
istic nature of user learning, allowing for the assessment of

human-related risks in dynamics. The optimal strategy 77 min-
imises the total risk, which is determined by the loss function:

J(M=E[XT_ v (S, a), ©)

where y (S, a,) is the immediate “penalty” or loss, and y is
the discount factor. This formula reflects the strategic goal
of finding a sequence of actions that, on average, minimis-
es the human factor’s impact on cyber risks. It also allows
the model to adapt to changes in user behaviour, limiting
excessive generalisation and increasing the accuracy of
real risk assessment in a dynamic environment. The loss
function can be calibrated based on empirical data or sim-
ulations, allowing for the specifics of the model’s applica-
tion context, including organisational priorities, security
policies, and acceptable residual risk levels.

For numerical evaluation, iterative algorithms such as
Value Iteration are used to determine the optimal policy
for transitions between states. The Markov decision-mak-
ing process was used to optimise the sequence of training
and defensive actions. Figure 2 illustrates the state transi-
tions of user awareness levels under the influence of dif-
ferent training modules and adaptive security strategies.
This diagram visually represents how the system deter-
mines the most effective path to reduce potential losses
and strengthen user resistance to social engineering and
phishing threats.

Figure 2. Diagram of the Markov decision-making process
Note: S - training cycle; S, - training module; S, -~ monitored awareness state after training; Ss — stabilised awareness state with reduced
vulnerability; a, — baseline system; a, - interactive dashboard; a, - strategy optimisation

Source: compiled by the author

Figure 2 demonstrates the logical flow of user state
changes during the learning process. Each state corre-
sponds to a level of awareness, while transitions are trig-
gered by training modules or by optimisation actions
identified through the Markov decision process. This vis-
ualisation makes it possible to understand how the model
selects adaptive responses to changing threat levels and
user behaviour patterns. In contrast to the traditional
Markov process, this model takes into account psychologi-
cal factors, such as stress during an attack or the impact of
training on user behaviour, which increases the accuracy of
risk prediction:

e-V(1-Up)

P(St41lSt,a) = (6)

1+e B’
where U, is the user’s knowledge level at time ¢; E, is the
user’s stress level at time t; y, § are the parameters of sen-
sitivity to learning and stress.

A key feature of the proposed mathematical model is
its ability to adapt to rapidly changing cybersecurity con-
ditions and user behaviour. This adaptability was achieved

by introducing dynamic parameters that can be recalibrat-
ed when new behavioural data or threat statistics become
available. The model was designed to update risk estima-
tions in near real time using both simulation outputs and
observed interaction data from monitoring systems.

To enable this, the study integrated Bayesian infer-
ence as the main mechanism for updating the probability
of user vulnerability. In this research, the hypothesis Hwas
defined as “a user is vulnerable to a specific threat type”
(e.g., phishing), while the observed data D represented user
actions such as clicking on suspicious links or reporting an
attack attempt. The posterior probability P(H|D) was calcu-
lated using the standard Bayesian formula:

P(H|D)-P(H) (7)
P(D)

P(H|D) =
where P (H]) is the prior probability of vulnerability, deter-
mined by simulated user characteristics (digital literacy,
previous exposure to phishing, stress resistance), P (H|D) is
the likelihood of observing the user’s action given vulnera-
bility, and P (D) is the normalising constant.
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In this study, prior probabilities were initially set ac-
cording to the generated user profiles: levels of digital lit-
eracy and stress tolerance followed predefined probability
distributions, while previous exposure to cyber threats was
modelled as a categorical variable with three levels (none,
moderate, extensive). Likelihoods P (H|D) were estimated
by running repeated phishing scenarios in the simulation
(mass phishing, spear phishing, and fake technical support
requests) and recording user responses to each. Each new
simulated or observed interaction updated the posterior
vulnerability score P (H|D), which was then used to adjust
the overall risk.

To account for the variety and relative severity of dif-
ferent attack types, the Bayesian estimate was combined
with weighting factors representing the impact of each
threat category:

P(H|D)-P(H)

P(H|D) = 2

Low S, ®)
where w; are weights assigned to each attack type i (e.g.,
phishing, spear phishing, social engineering) according to
its prevalence and potential impact, and S, is the user’s vul-
nerability score to that attack type after Bayesian updating.
These weights were set based on the simulated threat en-
vironment, giving higher priority to frequent and high-im-
pact attacks. This combined approach enabled the model
to dynamically refine vulnerability predictions by merging
prior user characteristics with updated behavioural obser-
vations and adjusting for the current mix of threats. As a
result, the risk assessment remained context-aware and
adaptive, avoiding static assumptions and better reflecting
real-world conditions.

Results and Discussion

Interactive visualisation of risk modelling results

The developed model was tested on simulated user be-
haviour scenarios, which made it possible to analyse how
the risk of successful attacks changes depending on user
awareness, attack complexity, and external factors. To
make the results easier to interpret, the outputs of the
model were presented through interactive visualisation.
This visualisation shows how the probability of a success-
ful attack changes under different conditions and helps

security specialists quickly evaluate the effect of training
and external stress factors on user behaviour. The interac-
tive dashboards created in this study support personalised
risk analysis for both user groups and individual profiles.
Data can be filtered by threat type, initial awareness level,
or workload conditions. The graphs update automatically
when new monitoring data becomes available, which keeps
the analysis relevant and helps security teams react faster
to changes in the threat landscape.

The conducted simulations showed that an increase
in user awareness (U) led to a noticeable decrease in the
probability of a successful attack. When the awareness
level rose from 1 to 3 within the experimental model, the
likelihood of compromise dropped from roughly 46% to
24%. This outcome demonstrates that even a moderate im-
provement in users’ ability to recognise suspicious activity
can almost halve the overall risk of a successful phishing
attempt. The obtained results highlight the practical im-
portance of adaptive training systems that enhance users’
resistance to social engineering techniques.

Example of risk calculation using the model (formula (1))
to show how the model can be applied in practice, consider
an organisation where the average user awareness level is
U=2.0, the attack complexity is A =0.6, and the external im-
pact (stress, workload) is E=0.4. Then the risk is calculated as:

P=0.5-e7022x20+0.3-0.6+0.2-0.4.

The obtained value P=0.33 (33%) represents the esti-
mated probability of a successful attack under these con-
ditions. This example shows how the model integrates be-
havioural and external factors to provide a clear numerical
risk level, which can guide decisions about training inten-
sity and preventive actions. To verify the model and illus-
trate how the calculated risk changes with different levels
of user awareness, additional simulations were performed
using formula (1). In these simulations, the baseline pa-
rameters for attack complexity and environmental impact
were fixed at A=0.6 and E=0.4, while the user awareness
level Uvaried from 1.0 to 3.0 in increments of 0.5. For each
value of U, the probability of a successful security breach P
was calculated, showing how higher awareness reduces risk
when other factors remain constant (Table 1).

Table 1. Dependence of risk on the level of user awareness

Awareness level (U) Risk (P), %
1.0 45
15 38
2.0 32
2.5 27
3.0 23

Source: compiled by the author

Table 1 clearly shows a steady decline in residual risk
as user awareness increases, supporting the effectiveness
of adaptive training modules designed to improve cyber-
security posture. This trend quantitatively confirms that

increasing user awareness (U) from low to high levels
leads to a consistent reduction in the predicted probabil-
ity of compromise. The tabulated values show an almost
linear risk decline, which makes it easier to calibrate
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training intensity: when awareness rises from 1.0 to 3.0,
the modelled residual risk decreases from 45% to 23%.
Such results illustrate how awareness acts as a primary
mitigating parameter in the proposed model and can be
directly used to plan security training strategies. Based
on a series of simulations, a graph was built (Fig. 3)

showing how the residual risk P changes with different
values of user awareness U when the other parameters
are kept at average levels. The graph shows a steady de-
crease in risk as U increases, confirming that improving
user awareness is one of the most effective strategies for
reducing cyber risk.

Risk (P), %

—®

2 2.5 3

Awareness Level (U)

Figure 3. Residual risk P as a function of user awareness U
Source: compiled by the author based on simulation results of the proposed model

In addition to the line graphs, the results of the
simulation were further analysed using heat maps that
showed the distribution of user vulnerability under dif-
ferent conditions. Figure 4 demonstrateu a heat map of
residual risk as a function of user awareness U (hori-
zontal axis) and environmental stress E (vertical axis).

Colour intensity indicates the predicted probability of a
successful attack. The heat map highlights the highest
risk zones where awareness is minimal and stress is max-
imal. As U increases, risk values drop sharply, even under
strong external pressure, underscoring the value of adap-
tive awareness-building interventions.

Graph 2: Risk Heatmap

-0.5
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3.5
0 2 4
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40

Risk (p), %
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Figure 4. Heat map of residual risk depending on user awareness and stress factors (simulated data)

Source: compiled by the author

These visualisations helped to clearly identify high-
risk areas — for example, user groups with low digital lit-
eracy and high stress levels, as well as scenarios where
the complexity of attacks was above average. Timeline
charts were also used to show how risk changed over
time under the influence of adaptive training modules
(Fig. 5). On average, the residual risk started to decrease
within 10-14 days after the beginning of the training

interventions, confirming the effectiveness of adaptive
awareness improvement.

The modelling results also showed that adaptive
configuration of the analytical environment enabled per-
sonalised risk assessment for both user groups and indi-
vidual profiles. Filtering by threat type and initial aware-
ness level (U) made it possible to identify segments with
the highest predicted vulnerability and track how the
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indicators changed after training interventions, as con-
firmed by the visualisation results shown in Figures 4-5.
Thanks to the automatic updating of the analytical

= N W b U
o O o o o

Residual Risk (P), %

o

0 5 10 15

environment when new monitoring data is received, the
indicators obtained remain relevant and support rapid da-
ta-driven decision-making.

20 25 30 35

Days since start of training
------------ Residual Risk (P), %

Figure 5. Time series showing residual risk reduction during adaptive training (simulated data)

Source: compiled by the author

Overall, the integration of heat maps, timeline views,
and adaptive dashboards provided a clear way to connect
the results of the mathematical model with practical de-
cision-making in cybersecurity, as it enabled direct inter-
pretation of modelled risk dynamics and identification of
conditions requiring prioritised intervention. This visual-
isation approach does not simply describe the conceptu-
al importance of visual representation but demonstrates,
through simulation results, how the implemented tools
support continuous risk monitoring and proactive security
management based on data-driven insights.

To make the model not only descriptive but also ac-
tionable, it was extended with two calculation procedures.
The first procedure finds the optimal decision strategy - it
chooses which security actions (such as training modules
or stricter controls) should be applied to reduce the expect-
ed risk over time. The second procedure updates the esti-
mated probability that a user will remain vulnerable as new
behavioural data appears. Here, the prior probability P (H)
means the initial belief that a user H is vulnerable to a cer-
tain type of threat (for example, phishing). Each time new
data D about the user’s actions is observed, this estimate is
updated to a posterior probability P (H|D).

Algorithm 1. Value Iteration for finding the best secu-
rity policy

initialize V(s) =0 for all states s
repeat until convergence:
for each state s:

V(s) =max a [r(s, a) +vyv *3¥ P(s'|s, a) *V(s")]

Here: s— the current user state (e.g., awareness level);
a — an action (e.g., run a training module); r (s, a) - imme-
diate risk/cost when taking action a in state s; y — discount
factor (gives less weight to future risk); P(s’ls, a) — proba-
bility of moving to a new state s’ after action a. When the
values V(s) stop changing, the action that maximises the
expression gives the optimal policy — the best sequence of
actions to minimise future cyber risk.

Algorithm 2. Bayesian update of vulnerability probability

for each observation D:
P(H|D) = (P(D|H) * P(H)) / P(D)

Here: P (H) - initial (prior) probability that a user is
vulnerable; P (HID) - likelihood of seeing the observed be-
haviour if the user is vulnerable; P (D) - normalisation fac-
tor; P (HID) — updated (posterior) probability after seeing
the new data.

Explanation. This algorithm uses Bayes’ rule to re-
fine the assessment of user vulnerability after each new
behavioural fact. Essentially, the model compares the
data obtained with the behaviour of the user considered
potentially vulnerable and adjusts the previous assess-
ment. Thus, after each iteration, the system obtains a
more accurate assessment that gradually better reflects
the actual behavioural dynamics. Together with the first
algorithm, this forms a closed loop: the system does not
simply record risks, but constantly refines the level of vul-
nerability and adjusts the intensity of training or protec-
tion for a specific user accordingly. This approach avoids
static assumptions and makes the model more sensitive
to changing conditions. As a result, the risk information
obtained becomes not only an analytical assessment, but
also a practical guideline for choosing the most appropri-
ate actions to enhance security. Implementation of the
Value Iteration algorithm for policy optimisation showed
that the cumulative expected loss J(71) could be lowered to
about 65% of its initial level when security actions such as
training intensity adjustments were chosen dynamically.
This finding indicates that combining Bayesian probability
updating with Markov decision processes supports proac-
tive and personalised cyber-risk management.

Statistical analysis and interpretation

of simulation results

The statistical analysis of the simulated data revealed sev-
eral stable patterns that explain how the proposed risk
model behaves under varying conditions. All scenarios
were generated synthetically; therefore, the reported val-
ues originate from controlled virtual experiments rather
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than from real user groups. This approach made it possi-
ble to test the mathematical framework under reproduc-
ible and clearly defined parameters. Table 2 summarises

the principal numerical outputs of the 500-profile simula-
tion dataset and highlights how awareness, workload, and
adaptive training influence predicted risk levels.

Table 2. Summary of the principal numerical outputs of the 500-profile simulation dataset

Indicator Value 95% Cl p-value
Risk reduction when user awareness (U) increases by +0.5 18-22% [16-24%] <0.001
Simulated reduction of attack probability after adaptive 400 0
training (increase U from 1 - 3) 40% [36-44%] <0.001
Risk increase under high workload/stress 25% [21-29%)] <0.01
Prediction accuracy after Bayesian update 85% [82-87%] <0.001

Source: compiled by the author

One of the key findings is the consistent reduction of
residual cyber risk when adaptive training is introduced
into the model. An increase in the user awareness param-
eter U by 0.5 units on the predefined scale (from low to
higher awareness) resulted in an average 18-22% decrease
in the predicted probability of a successful phishing attack
while other factors such as attack complexity (A) and en-
vironmental stress (E) remained unchanged. This result
confirms that awareness plays a decisive role in mitigat-
ing social-engineering-based threats. Simulated scenarios
that introduced elevated workload and stress demonstrat-
ed a 25% average rise in the probability of compromise.
This pattern indicates that non-technical factors such as
time pressure and cognitive overload substantially increase
vulnerability and should be explicitly considered when de-
signing organisational security strategies. The Bayesian
updating mechanism incorporated into the model achieved
a risk-prediction accuracy of approximately 85% after it-
erative recalibration with new behavioural events. In the
simulation, accuracy was calculated by comparing predict-
ed risk values with the synthetic “true” attack outcomes
generated for each profile. Continuous parameter tuning
for U, A, and E allowed the model to remain stable and reli-
able even when new synthetic data were introduced.

These results underscore the importance of consider-
ing both technical and non-technical factors in the devel-
opment of cybersecurity strategies. The model’s ability to
provide accurate, data-driven insights, even in the pres-
ence of fluctuating variables, highlights its potential for
practical application in real-world scenarios. In summa-
ry, the statistical analysis validates the model’s capacity
to predict risk dynamics with high accuracy and provides
valuable insights into how user awareness, workload, and
adaptive training impact cyber risk. These findings sug-
gest that a holistic approach, incorporating both behav-
ioural and environmental factors, is essential for effective
risk management and the development of personalised
security strategies.

Previous studies have recognised the benefits of adap-
tive user training, but were based primarily on static as-
sumptions about user behaviour (Bonneau et al., 2012).
B. Schneier (2015) emphasised the importance of the human
factor, but the author’s work did not offer a mathematical

model that would allow for quantitative updating of risk over
time. In contrast, in the presented study, the user’s status is
updated dynamically, depending on new data, which avoids
fixed prior assumptions. M. Bada et al. (2015) demonstrated
that educational interventions can reduce the risk of phish-
ing attacks by up to 50%, but in the model, user vulnerability
remained constant. In the proposed approach, this param-
eter is revised at each step of the simulation using Bayesi-
an updating, which more accurately reflects the impact of
training, stressors, and external conditions on behavioural
risks in a real-world environment.

The study by A. Alshehri (2024) focused on the appli-
cation of artificial intelligence algorithms for adaptive user
training in industrial environments. The authors showed
that a personalised approach to managing training inter-
ventions makes it possible to increase resistance to attacks
and forms more stable patterns of user behaviour when
interacting with risky digital scenarios. At the same time,
the current study demonstrated that the use of adaptive
learning models is an effective strategy for countering so-
cial engineering threats, even in high-load environments.

K. Kamatchi & E. Uma (2025) proposed a federated
learning-based approach for detecting insider threats, with
a focus on data privacy. However, the authors’ study does
not address personalised user training or behavioural pa-
rameter tuning. In contrast, the proposed model accounts
for personalised influence by calibrating parameters U, A,
and E at both group and individual levels, which improves
model stability under increased stress conditions. Overall,
the combination of personalised parameter tuning, Bayes-
ian updating, Value Iteration, and interactive visualis-
ation enables an adaptive risk assessment framework and
demonstrates a higher potential risk reduction in simula-
tion-based scenarios compared to earlier static approaches.

The ENISA Threat Landscape 2024 report indicated
that a significant proportion of successful cyber incidents
are caused by human-related factors, including cognitive
overload, time pressure, and user fatigue, even in systems
with advanced technical protection mechanisms. Howev-
er, the report is descriptive in nature and does not provide
quantitative models for dynamically assessing or updating
behavioural risk at the individual user level (ENISA, 2024).
In the authors’ work, M.]. Hossain et al. (2025) proposed an
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explainable Al-based framework combined with synthetic
data to improve the transparency of intrusion detection
systems in NextG network infrastructures. While the ap-
proach enhances interpretability at the network level, it
does not address behavioural risk modelling or adaptive
user training influenced by stress or awareness dynamics.
L. Huang et al. (2011) demonstrated that learning-based
security systems are vulnerable to adversarial manipu-
lation when attackers adapt the behaviour to the defen-
sive model. This limitation highlights the importance of
adaptive mechanisms capable of recalibration over time,
which are incorporated in the proposed approach through
Bayesian updating and dynamic policy optimisation. In
the systematic review of current cybersecurity awareness
and education tools/programs by L. Zhang-Kennedy &
S. Chiasson (2020) it was concluded that many awareness
programs remain largely static and insufficiently personal-
ised, reducing the long-term effectiveness. In contrast, the
proposed model introduces personalised parameter tuning
and continuous adaptation based on behavioural feedback.

S.M.A. Shah et al. (2019) analysed social engineering
threats and noted that many countermeasures fail because
of insufficiently accounting for human psychological and
behavioural factors. The authors’ work, however, does not
propose a formal quantitative model for integrating these
factors into dynamic cyber-risk assessment. A. Tversky &
D. Kahneman (1974) showed that human decision-making
under uncertainty is systematically influenced by cognitive
heuristics and biases, particularly under stress and time
constraints. These findings provide a theoretical founda-
tion for incorporating behavioural variability into cyber-
security risk models that involve human interaction. A
structured approach to measuring user security awareness
was proposed by I. Arpaci & K. Sevinc (2021). The authors
demonstrated that behavioural assessment is a critical fac-
tor in evaluating the effectiveness of cybersecurity train-
ing programs. However, the researchers’ work focuses on
awareness measurement rather than on dynamic risk adap-
tation, which is addressed in the proposed model.

The results confirm the effectiveness of the proposed
model in various simulation conditions. The analysis
showed that taking into account user awareness, load, and
adaptive learning allows for stable cyber risk assessments.
This indicates the feasibility of using this approach for fur-
ther research and practical development of human-centred
security systems.

Conclusions

This study presented an integrated mathematical model
for assessing cyber risks associated with the human factor.
The model combines Bayesian updating of prior probabili-
ties with Markov decision processes, allowing for dynamic
reflection of changes in user behaviour and adjustment of
risk forecasts in response to new behavioural and exter-
nal data. This integration provided higher risk assessment
accuracy and model adaptability to real-world conditions,
which is important for organisations where risk changes

rapidly, and the behavioural component dominates over
technical factors. The simulation results demonstrated a
clear correlation between user awareness, external stress
factors, and residual compromise risk. Increasing aware-
ness from low to high was accompanied by a decrease in
the probability of a successful phishing attack from ap-
proximately 45% to 23%. In the example with average
awareness levels and average values for attack complexity
and external influence, the model showed a probability
of compromise of about 33%. Dynamic analysis over time
also showed that residual risk began to decrease signifi-
cantly within 10-14 days after the application of adaptive
learning interventions. This confirms the practical effec-
tiveness of the optimised training strategy and demon-
strates that even with limited resources, investments in
behavioural change can yield significant results in a short
period of time.

An additional value of the study is that the pro-
posed model provides not only risk assessment, but also
the ability to manage the dynamics of its change. Unlike
traditional static approaches, the presented work imple-
ments an adaptation mechanism that allows the model to
learn from new behavioural data and predict the effects
of training interventions before these interventions are
implemented. This made it possible to assess not only the
current state of cyber risk, but also the potential effec-
tiveness of future interventions, which is a key advantage
of this work. In addition, the results obtained indicate
that such adaptive mathematical models can be used not
only by technical security teams, but also by risk manage-
ment specialists and organisational management when
planning cybersecurity policies. The proposed approach
creates a structured and sound quantitative basis for se-
lecting awareness-raising strategies, prioritising budget
decisions, and predicting the expected effect of behav-
ioural interventions before such interventions are imple-
mented. This enhances the practical value of the model
and confirms its applicability in real-world organisational
settings where decisions need to be made quickly, based
on data, and in accordance with acceptable risk levels. Fu-
ture research could include expanding the set of behav-
ioural parameters, testing the model on large real-world
datasets, and developing hybrid solutions that combine
transparent mathematical models with deep learning
methods. Such developments could increase resilience to
new classes of attacks, improve prediction accuracy, and
strengthen adaptive risk management strategies in the
face of increasingly complex cyber threats.
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IHTepakTMBHA Bisyanisauia Ta aHania pusukie
3 YPAXYBAHHSIM NIOACHKOrO YMHHUKA

BikTopis Tpodpumuyk

MaricTp, Buknagay

HepxaBHunin yHiBepcuTeT «KUIBCbKMIA ABIALLIMHNA IHCTUTYT»
03058, npocn. Jlloéomumpa MNysapaq, 1, m. Kuis, YkpdaiHa
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AHoTauig. JIIAChKII YMHHKUK 3aIUINAETHCS OJHIEI0 3 KIOUOBUX BPasIMBOCTEl y Cy4acHOMY KiGepcepemoBullii, 1o
MiIKpeC/II0€ BaKIMBICTh aHaIi3y MOBeLiHKM KOPUCTYBAUiB y CUCTeMaxX yIpaBliHHSA puU3uKamMu. Y 1IbOMY JOCTiIKeHH]1
MpeCTaBIeHO KOMILIEKCHY MaTeMaTUYHy MOJe/b IJis TIepCOHasi30BaHOoil OLiHKM PU3MKIB, MOB’I3aHMX i3 LMGPOBOIO
MOBE/IiHKOI0 KOPUCTYBauiB, 3 MOAANbIIOI iHTEPAKTMBHOIO Bisyasisalli€io s MiATPUMKU ONepPaTUBHOTO MPUIAHSITTS
pimeHs. MeTo0 JOCTiIKeHHS OYJI0 CTBOPEHHST MOAETI, SIKa JO3BOJISIE TOUHO aHaIi3yBaTy iHAMBIIyaIbHi Ta CUTYaIliliHi
YMHHMUKM BPas3aMBOCTi, IPOrHO3YBAaTM PMU3MKOBAHYy MOBEJIHKY Ta afalTyBaTM 3aXMCHi 3aXOAM B PEXMMI peasibHOTO
vyacy. i peanisarnii Momeni O6ys0 BUKOpMCTaHO KOMOiHAlit0 6alieCciBChbKOrO aHajizy, MapKOBCbKMX IIPOIECiB
TIPUITHSITTSL pillleHb, perpeciiiHMX MeToHiB i cyuyacHMX 3acobiB Bisyamizanii maHux. SIK OCHOBY CUMYJSIiITHOTO
MOZeTI0BaHHSI, MOZIeb Oy/I0 MpoTecToBaHO Ha 500 MITYYHO 3reHepoBaHMX MPOdIIsX KOPUCTYBAUiB, [0 BiT06paskaloTh
pi3Hi piBHiI UMbPOBOI TPaMOTHOCTI Ta MOBEAIHKOBMX peakliii Ha QimmHroBi cieHapii. Pe3ynbraTu mokasaau, 10
iHgMBimyanizoBaHe HaBYAHHS KOPUCTYBAUiB CyTTEBO 3HMXKYE pU3MK (QimmHroBmx artak mo 40 %. CTBopeHa MoOIenb
JOCSIT/Ia TOYHOCTI TIPOTHO3YBaHHSI Ha DPiBHI 85 %, NeMOHCTPYIOUM BUCOKY e(eKTMBHICTh HaBiTh i3 ypaxyBaHHSIM
MOBeJiHKOBUX BUHSTKIB. By/lI0 BCTAHOBJIEHO, 1[0 CTPeC, 0OOMeXXeHHS Yyacy Ta CKIaJHi YMOBY MigBUIIYIOTh iMOBipHIiCTb
MMOMMJIOK TIpubAN3HO Ha 25 %. BogHouac perynasipHa B3a€MOZIs i3 CUMY/IbOBAaHMMM 3arpo3amMu crpusie GopMyBaHHIO
CTiliKMX HAaBMYOK — TaK 3BAHOI «IMaM’sITi Ha PU3UKM», 1[0 3MEHIIYE KiJIbKiCTh TOMMJIOK 3 yacoM. Mopesb iHTerpye sik
MOBe/IiHKOBI MapaMeTpy — piBeHb 3HaHb, CTPECOCTIlKiCTh, JOCBiH KOPUCTyBaua, — Tak i 30BHIIIHi YMHHUKHU, BKIIOYHO
3i CKJIQHICTIO 3arpo3 Ta iHTEHCMBHICTIO HAaBaHTa)XeHHs. Lle 703BoJIsIE AMHAMIUHO HalalITOBYBATM CTpaTerii 3aXMUCTy.
BukopucTaHHS MapKOBCbKOI'O MOJIe/IIOBaHHS a0 3MOI'y OIITMMi3yBaTy HaBYya/lbHi IPOLeCH, 3MEHIIMBILM BTPATY Yacy
Ta pecypciB Ha HABYAaHHS KOPUCTYBaviB Ha 65 %. IHTepakTMBHI iHhopMaIliiiHi maHesti 3a6e3meyniv iHauBigyanisoBaHuit
MOHITOPMHT Bpa3aMBOCTeN Ta IIBUIKE pearyBaHHS Ha IOTEHIIiiHi 3arpo3u. [IpakTMyHa LIiHHICTh 3alIPONIOHOBAHOTO
MiJX0Ay TOJISITa€ Y MOXIMBOCTI #0r0 iHTerpalii B KOpPIopaTUBHI cucTeMy 6e3reku Ta BUKOPUCTAHHS B OCBIiTHIX i
TeJeKOMYHiKaliifHuX mporpamax Jijsl migBuUIeHHs dPoBOi rpaMOTHOCTI

KniouoBi cnoBa: maremaTuuHe MOMEIIOBAHHS; Bisyamisauis maHux; 6aieciBCbKMIi aHasli3; MapKOBCHKI IPOLECH;
coljiasbHa iHXkeHepist
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