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Abstract. The study aimed to develop a comprehensive approach to protecting unstructured information on mobile
platforms by combining cryptographic algorithms, multi-factor authentication, machine learning methods, and blockchain
technologies to create an adaptive security system. The research methodology was based on a theoretical analysis of
scientific sources and modelling of the architecture of a system for protecting unstructured information, focused on
modern mobile platforms. The study addressed the use of devices with support for Advanced RISC Machine TrustZone and
Secure Enclave, which provide hardware isolation of cryptographic operations. Advanced Encryption Standard was used as
the basic encryption algorithm for symmetric data protection, and Learning with Errors was used as a quantum-resistant
mechanism. As part of the research, a conceptual multi-level model of an integrated security system was developed,
including four interacting layers: cryptographic, authentication, analytical (behavioural analytics and machine learning
methods) and blockchain. Each layer performs a separate function: encryption and hardware isolation of operations, user
authentication, anomaly detection, and data integrity assurance. Together, they form an adaptive security system for
mobile platforms. Implementation of a hybrid blockchain, which combines the high performance of private chains with
independent verification of transactions in public blocks, was emphasised. This approach ensured a balance between
transparency, energy efficiency, and resistance to modifications. Theoretical analysis confirmed that integrating these
components into a single architecture creates conditions for the formation of an adaptive security system capable of
dynamically responding to threats and ensuring a high level of protection for unstructured data in mobile environments.
The proposed approach can be implemented in medicine, finance, public administration, and other areas where the
protection of unstructured information is critical

Keywords: multi-factor authentication; recurrent neural networks; logistic regression; adaptive encryption; hybrid
blockchain architecture

Introduction

The rapid development of mobile technologies has led to
smartphones and tablets becoming integral elements of the
information infrastructure, widely used in business, public
administration, medicine, finance and other critical sectors.
According to current statistics, there are over 6.8 billion
mobile devices, and a significant portion of them are used

to store and process sensitive data (Kumar, 2025). Unstruc-
tured data, such as text documents, media files, electron-
ic messages, event logs, etc., which are highly diverse and
difficult to protect in a unified manner, pose a particular
threat. The relevance of the problem is exacerbated by the
dynamic growth in the number of cyberattacks targeting
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mobile systems. The number of security incidents has in-
creased, and financial losses have reached billions (Bon-
nie, 2025; Smith, 2025). Modern threats are no longer lim-
ited to technical software vulnerabilities; they increasingly
include social engineering, contextual manipulation, mul-
ti-vector attacks, and the use of artificial intelligence tech-
nologies to bypass traditional protection systems. An ad-
ditional challenge is the prospect of quantum computing,
which could render traditional cryptographic algorithms
(Rivest-Shamir-Adleman (RSA), Elliptic Curve Cryptogra-
phy (ECC), and even Advanced Encryption Standard (AES))
vulnerable in the coming years. Traditional security meth-
ods such as passwords, single-factor authentication, and
static encryption are becoming less effective in the modern
cyber environment.

A. Shifa et al. (2020) proposed a multi-level encryp-
tion model focused on protecting multimedia files stored
in mobile applications. The results confirmed an increase
in the system’s resilience, but the computational costs
proved excessive for budget smartphones. G. Malik (2024)
emphasised the problem of authentication and proved that
combining biometric and contextual factors (access time,
geolocation) reduces the risk of unauthorised access by
more than six times. The disadvantage of this approach is
an increase in the number of false rejections when user be-
haviour changes.

E.M. Brovchenko et al. (2023) analysed the integration
of blockchain technologies into mobile case management
systems. The study emphasised that the use of hybrid
blockchains, which combine private and public chains,
provides an optimal balance between process transparen-
cy and speed, although the issue of excessive energy con-
sumption remains relevant. D. Prokopovych-Tkachenko et
al. (2025) examined the use of machine learning algo-
rithms to detect phishing attacks in a mobile environment.
The results showed high classification accuracy, but the ef-
fectiveness of the model depended largely on the size and
diversity of the training sample. The study by V. Mahor et
al. (2021) analysed vulnerabilities in mobile operating sys-
tems. The author found that about 40% of successful at-
tacks are conducted through unprotected application pro-
gramming interface (API) accesses, indicating the need for
comprehensive security policies at the application devel-
oper level. Y. He et al. (2022) proposed the concept of Zero
Trust architecture for mobile devices. The results proved to
be highly effective in a corporate environment, but scaling
this approach proved problematic due to increased delays.

S.R. Kandula (2025) examined quantum-resistant en-
cryption algorithms. The study emphasised that the imple-
mentation of Learning with Errors (LWE) in mobile systems
guarantees a promising level of protection, although it re-
quires additional optimisation for hardware limitations.
Mehwish et al. (2024) emphasised the problem of data
protection in public Wi-Fi networks. The study demon-
strated that the use of WireGuard-based VPNs in combi-
nation with behavioural analytics reduces the likelihood
of data compromise by more than 70%. A.M. Aburbeian &

M. Fernandez-Veiga (2024) analysed the role of multi-fac-
tor authentication in financial mobile applications. The
study demonstrated that the combination of a password,
biometrics and one-time tokens render brute force attacks
impossible, but at the same time requires user-friendly in-
terfaces. Lastly, M. WozZniak et al. (2021) proposed a model
for adaptive threat monitoring in mobile systems based on
recurrent neural networks. Testing showed a reduction in
attack response time to one second, but this requires re-
source-intensive machine learning (ML) frameworks.

An analysis of research has shown that despite signif-
icant progress in the field of mobile platform cybersecu-
rity, a range of substantial aspects remain insufficiently
studied. In particular, there is a lack of in-depth analysis of
the comprehensive integration of various protection meth-
ods - cryptography, multi-factor authentication, behav-
ioural analytics, machine learning and blockchain - into a
single adaptive system. There is also insufficient research
on mechanisms for dynamic adaptation of security systems
in real time, capable of automatically changing policies
and resource allocation depending on the threat context.
A significant gap is the issue of energy consumption and
performance, as most modern ML models are characterised
by high computational costs, which limit their practical ap-
plication on mobile devices with limited hardware resourc-
es. Optimalisation of quantum-resistant algorithms for
mobile platforms requires additional attention, as their use
remains theoretically promising but practically limited.
Equally relevant is the problem of combining blockchain
with mobile systems, as the issues of scalability and energy
consumption do not have a comprehensive solution.

Given these limitations, the study aimed to devel-
op and justify an adaptive multi-component system for
protecting unstructured information on modern mobile
platforms, combining cryptography, multi-factor authen-
tication, machine learning and blockchain technologies to
improve the effectiveness of countering current and future
cyber threats. The research tasks were to theoretically sub-
stantiate, develop, and test an integrated architecture for
protecting unstructured information on mobile platforms
using machine learning methods, multi-factor authenti-
cation (MFA), cryptographic algorithms and blockchain
technologies, as well as evaluating the effectiveness of the
proposed system in terms of prediction accuracy, speed,
energy consumption and resistance to attacks.

Materials and Methods

The research was theoretical in nature and based on a com-
bination of conceptual, analytical-synthetic and model
types of analysis, which ensured a systematic interpreta-
tion of approaches to protecting unstructured information
on mobile platforms and the formation of our own inte-
grated security architecture. The theoretical analysis was
based on a study of peer-reviewed scientific articles on
machine learning and cryptography published in journals
indexed in the Scopus and Web of Science scientific data-
bases, monographs, and official technical documentation
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for mobile operating systems (Android Keystore Documen-
tation, Apple Platform Security Guide). The criteria for
selecting literature were relevance to the issue of mobile
security, publications for the period 2020-2025, the avail-
ability of comparative characteristics of protection meth-
ods and empirical results that can be used to compare the
effectiveness of different technologies. The research ma-
terials also included technical specifications for Android
Keystore API and Apple Secure Enclave, which provide
hardware isolation for cryptographic operations (iOS Se-
curity: i0S 12.3., 2019; Martin et al., 2021; Google for De-
velopers, 2025). Scientific reliability was ensured by using
authoritative and peer-reviewed sources, comparing theo-
retical models with empirical results presented in technical
reports and publications by researchers. Different technol-
ogies were compared based on the following criteria: threat
prediction accuracy, speed, energy consumption, level of
resistance to attacks, and the possibility of integration into
mobile platforms.

The analytical and synthetic review method was used to
analyse scientific sources that explore the possibilities of us-
ing recurrent neural networks (RNN) and ensemble models
to detect anomalies in the behaviour of mobile system users.
Studies demonstrating the ability of ML models to predict
threats in time series mode and support adaptive authen-
tication were emphasised. Based on the generalisation of
these data, theoretical prerequisites for further modelling of
an integrated protection architecture were formed.

The theoretical analysis considered the use of Trust-
ed Execution Environment (TEE) and StrongBox environ-
ments, which, according to official standards, ensure the
execution of critical operations outside the main operat-
ing system. This was used to assess the hardware level of
protection of mobile platforms and their role in the overall
security architecture. They were compared in terms of re-
sistance to compromise, supported authentication mech-
anisms, integration capabilities, and energy efficiency
in a mobile environment. The AES-256 cryptographic al-
gorithms and the quantum-resistant LWE approach were
considered separately, which was used to evaluate their ef-
fectiveness in terms of performance, energy consumption,
and resistance to classical and quantum attacks. A separate
area of focus was the analysis of hybrid blockchain archi-
tecture based on Hyperledger Fabric and Ethereum, which
was used for a theoretical assessment of the balance be-
tween the performance of private chains and the transpar-
ency of public blocks.

The theoretical research algorithm included several
interrelated stages. At the first stage, a theoretical review
and classification of modern approaches to mobile platform
protection was conducted, covering cryptographic meth-
ods, multi-factor authentication, behavioural analytics,
machine learning, and blockchain technologies. The sec-
ond stage involved an analytical and synthetic comparative
analysis of technologies, assessing their advantages and
limitations and comparing methods according to key crite-
ria: speed, energy consumption, threat detection accuracy,

and resistance to attacks. The third stage identified system-
ic limitations in the application of individual methods and
theoretically justified the need for an integrated approach
to mobile platform protection capable of compensating for
the weaknesses of each technology. The fourth stage was de-
voted to the formation of a conceptual multi-level model of
an integrated security system that combines cryptographic,
authentication, analytical and blockchain levels and de-
scribes the interaction of technologies within an adaptive
architecture. In the final, fifth stage, the theoretical results
were summarised, and conclusions were formulated, which
determined the effectiveness and prospects of the proposed
model for protecting unstructured information on mobile
platforms. This methodological logic ensured consistency
between the source base, analysis methods and the theoret-
ical results of the study.

Results

Cryptography is a fundamental element of information
security on mobile platforms and ensures the confidenti-
ality, integrity, and authenticity of data. Both symmetric
and asymmetric algorithms are actively used in modern
mobile solutions. The most common symmetric standard
is AES, which is used to encrypt locally stored files and pro-
tect data during transmission over the network. Its main
advantages are high performance and reliability in a clas-
sic computing environment. However, AES is vulnerable to
future quantum attacks, which raises questions about its
long-term effectiveness.

Among asymmetric algorithms, RSA and ECC are cen-
tral. RSA is a traditional solution for key management and
digital signatures, but it is inferior in terms of speed and
requires large key sizes to ensure sufficient security. ECC is
a more optimised option that can ensure equivalent secu-
rity with smaller key sizes and, accordingly, less load on the
computing resources of mobile devices. At the same time,
both RSA and ECC remain vulnerable to quantum comput-
ing algorithms, in particular Shor’s algorithm, as highlight-
ed by N.S.M. Shamsuddin & S.A. Pitchay (2020).

To ensure long-term security, researchers are turning
to quantum-resistant cryptographic algorithms. One of the
most promising is LWE, which involves building cryptosys-
tems based on the complexity of linear algebra problems
with errors. The use of LWE in mobile systems guarantees
increased resistance to quantum attacks, but requires addi-
tional optimisation for the hardware limitations of smart-
phones, as it requires significant computing resources
(Asif, 2021). Another important area is hardware encryp-
tion using secure environments such as ARM (Advanced
RISC Machines) TrustZone or Secure Enclave, which can
isolate cryptographic operations from the main operating
system. This minimises the risks of attacks at the software
level but does not eliminate threats associated with phys-
ical access to the device or side channels (e.g., power con-
sumption analysis).

Despite progress in the development of cryptographic
solutions, their implementation on mobile platforms has
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several limitations. First, the high complexity of algorithms
leads to increased energy consumption, which is critical for
devices with limited battery capacity. Secondly, most meth-
ods do not provide sufficient flexibility in dynamic threat en-
vironments, as they are implemented in a static form without
adaptation mechanisms. Thirdly, the problem of compatibil-
ity between different cryptographic protocols and platforms
remains unresolved, which complicates the practical appli-
cation of complex systems, as emphasised by R. Banoth &
R. Regar (2023). Thus, modern cryptography provides a high
level of protection for mobile platforms against classic at-
tacks but does not guarantee long-term stability in the con-
text of the development of quantum computing and requires
integration with other approaches — machine learning, be-
havioural analytics and blockchain (Yadav, 2021).

Blockchain technologies are increasingly seen as a
promising tool for ensuring transparency and data integ-
rity in mobile systems. Their main advantage lies in the
creation of an immutable transaction ledger, which guar-
antees the authenticity of information and makes it impos-
sible to falsify without the collective consent of network
participants. In the context of mobile platforms, block-
chain is used for several key tasks: protecting unstructured
data, managing user identities, secure authentication, and
transaction verification.

The main areas of blockchain use are public chains
(e.g., Ethereum) and private/consortium solutions (e.g.,
Hyperledger Fabric). Public networks provide a high level
of transparency and independence from a specific provid-
er but suffer from scalability issues and high energy costs
when verifying transactions. Private blockchains, on the
other hand, demonstrate better performance and lower
energy consumption, but have a limited level of decentral-
isation. Mobile case management systems most often use
a hybrid architecture that combines the speed of private
blocks with the transparency of public ones. This approach
stores confidential data in a private chain and critical pa-
rameters or hashes in a public chain, ensuring integrity
control without high computational costs.

One substantial use case for blockchain is managing
user authentication and identification. Thanks to its dis-
tributed nature, blockchain makes it possible to create de-
centralised access control systems where accounts, keys,
and biometric identifiers are not stored centrally, reducing
the risk of mass leaks. In addition, blockchain increases the
level of trust in multi-factor authentication, as each iden-
tity verification transaction can be recorded in the block-
chain, as emphasised by Y. Liu et al. (2020).

Another substantial area is the use of blockchain to
protect event logs and logs in mobile systems. Since attacks
are often aimed at changing or deleting traces of activity,
storing such data in a blockchain makes it immutable and
available for further analysis. This creates an additional
level of protection during incident investigations and pro-
motes transparency in information processes.

Despite its advantages, the use of blockchain in mobile
systems has several limitations. First, it has high energy

consumption and places a heavy load on device resources,
especially when using public chains. Secondly, the issue of
scalability remains relevant: an increase in the number of
transactions slows down the system, which is critical for
mobile scenarios where a quick response is required. Third-
ly, integrating blockchain into mobile platforms requires
specialised optimisation protocols and a combination with
other technologies (ML, cryptography, MFA) to compen-
sate for its shortcomings.

Thus, blockchain is an effective means of protecting
unstructured information in mobile systems, but its practi-
cal application requires a balance between security, perfor-
mance, and energy efficiency. The most promising are hy-
brid architectures that combine private and public chains
and integrate with other cyber defence mechanisms, form-
ing a multi-level and adaptive security system as described
by X. Wei (2022).

Behavioural analytics is one of the most promising ar-
eas of mobile platform security, as it incorporates individ-
ual device usage patterns and can be used for the detection
of anomalies that cannot always be identified by tradition-
al security measures. Models of this type analyse a wide
range of characteristics: text input speed, touchscreen
pressure intensity, smartphone holding posture, app usage
frequency, geolocation data, network activity, etc. Based
on these characteristics, a user profile is created, which is
then used to detect suspicious behaviour. Machine learn-
ing methods are substantial in the development of behav-
ioural analytics. The most common approach is the use
of RNNs, which are well-suited to processing time series
and can predict future user actions based on their histor-
ical activity. The use of RNNs in mobile systems ensures
high accuracy in detecting attacks, but requires significant
computing resources, which limits their use in low-perfor-
mance devices.

Another approach is logistic regression and ensemble
methods (Random Forest, Gradient Boosting), which pro-
vide a balance between prediction accuracy and energy
efficiency. Such algorithms are well-suited for constrained
mobile environments where resource consumption must
be minimised. However, their limitation is the complexity
of processing large numbers of multidimensional parame-
ters characteristic of behavioural data.

Behavioural biometrics, which is based on unique user
characteristics such as gait, typing rhythm, and screen in-
teraction, is also receiving significant attention. Machine
learning models ensure continuous authentication, which
increases the level of protection even in cases of theft
or temporary use of the device by third parties (Lim et
al., 2020). Federated learning is special in mobile systems,
as it can be used to train models without the need for cen-
tralised collection of personal data. This reduces the risk
of confidential information leaks while maintaining high
prediction accuracy. However, this approach requires opti-
misation of model synchronisation algorithms and consid-
eration of the heterogeneity of computing resources across
different devices (Acien et al., 2020).

Information Technologies and Computer Engineering, 2026, 23(1) 63



Method for protection of unstructured information...

Despite their significant potential, the application of
behavioural analytics and ML models in mobile systems
has several limitations. First, there is energy consumption:
complex neural networks can quickly drain a device’s bat-
tery. Second, there is the problem of false positives, when
normal deviations in user behaviour are mistakenly identi-
fied as attacks. Third, the issue of data privacy remains rel-
evant, as large amounts of personal information are often
required to train models.

Thus, behavioural analytics and machine learning
create new opportunities for protecting unstructured in-
formation on mobile platforms, but their effectiveness
directly depends on the balance between prediction accu-
racy, resource costs, and user privacy (Martin et al., 2021).

The most promising direction would be to integrate var-
ious ML algorithms with multi-factor authentication and
cryptographic methods into a single adaptive architecture.
Modern approaches to the protection of unstructured
information in mobile systems are characterised by their
multi-component nature and diversity of technological
solutions. They include cryptographic algorithms, mul-
ti-factor authentication, behavioural analytics, machine
learning, and blockchain technologies. Each of these areas
has its strengths, but limitations in terms of energy con-
sumption, scalability issues, or insufficient adaptability
prevent them from being used in isolation. Table 1 sum-
marises the key protection methods, their advantages and
disadvantages in the context of mobile platforms.

Table 1. Modern approaches to the protection of unstructured information on mobile platforms

Protection area Technology examples

Benefits Limitations

AES-256, RSA, ECC, LWE (quan-

Vulnerability to quantum computing

Cryptography

tum-resistant algorithms), hardware
encryption (ARM TrustZone,
Secure Enclave)

High level of security,
data confidentiality, resistance
to classic attacks

(RSA, ECC, AES), high energy
consumption in LWE, and the need
for optimisation for mobile devices.

Multi-factor authen-
tication (MFA)

Password + biometrics (fingerprints,
facial recognition) + context
(geolocation, time)

Significantly reduces the risk of ac-
count compromise, increases trust

Problems with convenience, risk
of false rejections, and additional
burden on the user

Blockchain
technologies

Hyperledger Fabric, Ethereum
(hybrid architectures)

Data integrity, transaction transpar-
ency, secure identity management

High energy consumption,
scalability issues, and integration
complexity

Behavioural biometrics,
user pattern analysis

Behavioural
analytics

Continuous authentication,
real-time anomaly detection

False positives,
need for large data sets

RNN, logistic regression, ensemble

Machine learing methods, Federated Learning

High prediction accuracy, rapid
attack detection, and adaptability

High computing costs, energy
consumption,
and data privacy issues

Source: compiled by the authors based on E. Ellavarason et al. (2020), A. Farissi et al. (2023), S. Ismail et al. (2024), F. Jumani & M. Raza (2025)

As Table 1 shows, no single method can provide uni-
versal and comprehensive protection for mobile systems.
Cryptography is effective against classical attacks but vul-
nerable to quantum computing; multi-factor authentica-
tion significantly reduces the risk of compromise but affects
user convenience; blockchain guarantees data immutabili-
ty but is limited in scalability and energy efficiency; behav-
ioural analytics and ML improve threat detection accuracy
but require significant computing resources and consider-
ation of privacy issues. This confirms the need to integrate
these approaches into a single adaptive protection system
that combines their advantages and compensates for their
shortcomings through complementary architecture.

A substantial component of building a security system
for mobile platforms is the creation of mathematical mod-
els that can predict the development of threats and form-
ing optimal countermeasures in real time. This approach
ensures the adaptability of the protection architecture and
minimises the damage from attacks while maintaining de-
vice performance, as discussed by M.A. Ferrag et al. (2020).
The state of the system is described by a multidimensional
vector of parameters, including network activity, applica-
tion usage, resource load, user biometric characteristics,
and other factors. Based on this data, machine learning
methods are applied, in particular recurrent neural net-
works (RNN), which analyse time series and can identify

hidden patterns in user behaviour. Additionally, logistic
regression and ensemble methods are used to predict the
probability of attacks (Ciaburro & Iannace, 2021).

The results of the prediction are integrated into the
decision-making mechanism, which is formulated as an
optimisation task of selecting actions from a set of pos-
sible options: blocking access, activating VPN, requesting
additional authentication, or increasing the level of en-
cryption. Thus, the system can adapt its security settings
depending on the threat context. For example, the encryp-
tion level changes in response to detected activity, and
the frequency of key rotation depends on the assessed risk
level. This approach combines accurate attack prediction
with flexible response and provides a dynamic balance
between security, performance, and user convenience.
Threat modelling and adaptive decision-making facilitate
quantitative comparisons of different protection methods
based on key criteria, such as accuracy, speed, energy con-
sumption, and resistance to attacks.

To obtain an objective assessment of the proposed
solutions, a quantitative comparison of the main protec-
tion methods used in mobile platforms was conducted.
In contrast to the generalised characteristics of the ap-
proaches shown in the previous table, the Table 2 shows
the results of the analysis according to key criteria: threat
detection accuracy, system speed, energy consumption
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and resistance to attacks. This approach identifies the
strengths and weaknesses of each technology not only at
a theoretical level, but also at a practical level, which is

relevant for mobile devices, where it is necessary to simul-
taneously ensure security, high performance, and econom-
ical use of resources.

Table 2. Comparison of the effectiveness of protection methods in mobile systems

Method/Technology Primary function/effect Speed (reaction time) Energy consumption Attack resilience
g . Data protection during Resistance to classical
AECSr zig ((r:;asF]S|)cal storage and transmission, | <1 cycle for most files Low attacks, vulnerability to
yptography ensuring confidentiality quantum attacks
LWE (quantum-resistant eng;gtr}f)unr?gfﬁ;ﬁt;?;rm 1-2 cycle (depending on High Resistance to classical
encryption) data storage file format) and quantum attacks
MFA (password + re%i%ﬁ)”;g?’:ﬂg?g(néf 2-3 cycle (authentication Average Resistance to phishing
biometrics + context) compromise process) and social engineering
B - Ensuring data integrity e Resistance to
Blogéiﬁfégtmgnd and immutability, (de S:ncc?irr:dsom?lgtgﬁain) High modifications and data
transaction verification P 9 falsification
Real-time behaviour Highly effective against
RNN (machine learning) analysis and anomaly <1.5s High sophisticated and
detection emerging attacks
Ensemble methods Classification of threat )
(Random Forest, Gradient patterns and anomaly <1s Average Rezltst'gacr;(ce;t(;elir:](;wn
Boosting) detection P
Continuous user Resistance to device
Behavioural biometrics authentication based on <1s Average theft, but vulnerability to
behaviour patterns false refusals

Source: compiled by the authors based on M. Abuhamad et al. (2020), ].M. Ackerson et al. (2021), G.-Y. Kim et al. (2022), A. Zimba et al. (2025)

Analysis of the data presented in the table showed that
each of the technologies considered has its own strengths
and limitations that must be considered during practical
implementation. Classic encryption algorithms, in par-
ticular AES, provide high performance and low power con-
sumption, but remain vulnerable to quantum computing.
Quantum-resistant approaches, such as LWE, demonstrate
resistance to the latest types of attacks, but require addi-
tional optimisation due to high computational costs. Mul-
ti-factor authentication has proven effective in reducing
the risk of account compromise but comes with usability
issues and increased authentication time.

A comparative analysis of the theoretical characteris-
tics of the methods demonstrated that AES-256 provides
the best balance between speed and power consumption
for mobile devices, while LWE is more resource-intensive
but has higher resistance to quantum attacks. Among MFA
authentication methods with behavioural parameters, it
proved to be more energy efficient compared to biometric
authentication, while maintaining a similar level of accu-
racy. Regarding machine learning methods, RNNs demon-
strate higher accuracy in threat prediction, but ensemble
models (Gradient Boosting, Random Forest) are character-
ised by lower energy consumption and more stable perfor-
mance. The use of a hybrid blockchain architecture based
on Hyperledger Fabric and Ethereum theoretically provides
a balance between transaction speed and data storage
transparency. Thus, the technologies are complementary:
cryptographic mechanisms ensure confidentiality, block-
chain ensures reliability, ML models ensure adaptability,

Information Technologies and Computer Engineering, 2026, 23(1)

and MFA ensures user authenticity. Their coordinated
functioning can achieve a theoretical balance between ac-
curacy, speed, energy efficiency, and resistance to attacks,
which determines the promise of a comprehensive ap-
proach to protecting mobile platforms.

The results of a comparative analysis show that none
of the individual protection methods provides a compre-
hensive level of security for mobile systems. Cryptographic
algorithms guarantee high performance but are vulnerable
to quantum attacks; machine learning methods ensure ac-
curate threat detection but require significant resources;
multi-factor authentication increases the level of protec-
tion but reduces user convenience; blockchain ensures
data immutability but is limited in scalability.

Based on the analysis and theoretical comparison of
various protection methods, a conceptual model of an in-
tegrated security system for unstructured information on
mobile platforms was developed. This model was a logical
result of the generalisation of data on cryptographic solu-
tions, multi-factor authentication, behavioural analytics,
machine learning methods, and blockchain architectures.
The developed system is structured as a multi-level adap-
tive architecture in which each level performs separate
functions of encryption, authentication, behavioural anal-
ysis, and data integrity assurance, but at the same time in-
teracts with other modules to achieve comprehensive pro-
tection. A visual representation of the theoretical model is
shown in Figure 1, which demonstrates the relationships
between the cryptographic, authentication, analytical, and
blockchain components of the system.
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Cryptographic Authentication Analytical module
module module (RNN, ensemble
(AES, LWE) (MFA, biometric) methods)
TEE/ Secure Smart
StrongBox enclave storage

_,[

Hybrid blockchhain layer

]<_‘

Mobile
device

Cloud
storage

Figure 1. Systems for protecting unstructured information on mobile platforms
Source: compiled by the authors based on iOS Security: i0S 12.3 (2019), Google for Developers (2025)

The proposed architecture functions as an adaptive
multi-level system in which security modules interact in
real time. The cryptographic layer is responsible for data
encryption and key rotation, the authentication layer is
responsible for confirming user authenticity based on
context and behavioural factors, and the analytical layer
is responsible for predicting threats using machine learn-
ing models. The hybrid blockchain structure ensures the
preservation of immutable records of access transactions,
while the use of ARM TrustZone and Secure Enclave cre-
ates hardware isolation for critical operations. This system
combines speed, transparency, and resistance to attacks in
mobile environments while maintaining energy efficiency
and scalability. It forms the basis for the practical imple-
mentation of adaptive security models in next-generation
mobile platforms.

The use of blockchain technologies ensures a high lev-
el of transparency and immutability of data, but their prac-
tical implementation in mobile systems is accompanied
by a range of limitations. According to theoretical studies,
blockchain in the context of mobile applications improves
authentication and data integrity, but its scalability and
energy efficiency remain critical challenges for real-world
use. Similar conclusions are presented by M.N. Alenezi et
al. (2024), noting that most public chain-based solutions
have increased energy consumption and require optimisa-
tion for integration into systems with limited resources.

Machine learning methods, in particular recurrent
neural networks, are widely used to predict threats in mo-
bile environments. ML models demonstrate a high abil-
ity to detect phishing attacks and malicious behaviour,
but the effectiveness of such approaches largely depends
on the quality and volume of training samples (Arslan et
al., 2016). This indicates that for practical use in mobile
systems, models need to be adapted to changing conditions
and limited device resources.

Behavioural biometrics and ensemble algorithms
demonstrate balanced accuracy and performance, especial-
ly in cases where continuous user authentication must be
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combined with economical use of resources. Such methods
minimise the risk of compromise even without the use of
complex computational models, rendering them promising
for integration into mobile platform security systems as
emphasised by S. Kokal et al. (2023).

A generalised analysis of existing approaches shows
that none of the protection methods considered provides
a comprehensive level of security in mobile systems when
used separately. In particular, cryptographic algorithms
guarantee reliable data encryption, but are limited by ener-
gy efficiency and vulnerable to promising quantum attacks;
multi-factor authentication methods significantly reduce
the risk of account compromise, but are accompanied by
usability issues and time delays; machine learning models
provide high accuracy in detecting anomalies, but require
significant computing resources; blockchain technologies
guarantee transparency and immutability of records, but are
characterised by increased energy consumption and scaling
limitations. The combination of these factors justifies the
development of an integrated approach, within which the
strengths of individual technologies compensate for their
individual limitations. This approach provides an optimal
balance between accuracy, speed, energy efficiency, and re-
sistance to attacks, which is critical for mobile platforms.

Thus, hybrid blockchain is a key element in achieving
a balance between reliability, speed, and trust. Its integra-
tion into a comprehensive security architecture compen-
sates for the weaknesses of other technologies and creates
conditions for scalable and energy-efficient protection of
unstructured information on modern mobile platforms.
The results confirm the feasibility of using a multi-level,
adaptive security system that can not only counter threats
but also ensure resilience in the context of quantum com-
puting and new types of attacks.

Discussion

An analysis of methods for protecting unstructured infor-
mation on modern mobile platforms has shown that none
of the existing technologies provides a sufficient level of
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security when used in isolation from others. Instead, an
integrated and adaptive approach ensures a balance is
achieved between performance, resistance to attacks, ease
of use, and the resource limitations of mobile devices. The
results of the current work confirmed the effectiveness of
AES-256 for data protection in mobile systems due to its
high performance and low power consumption. This is ful-
ly consistent with the conclusions of S. Khan et al. (2024),
demonstrated that AES provides an optimal balance be-
tween speed and resource consumption on modern smart-
phones. However, it did not incorporate the emerging
threats associated with the development of quantum com-
puting. This circumstance determined the key difference:
the results showed that using AES alone is potentially dan-
gerous in the long term.

R. Asif (2021) drew attention to the limited applicabili-
ty of the quantum-resistant LWE algorithm for mobile sys-
tems due to its high energy consumption. The study con-
firmed the observation but demonstrated that the problem
can be solved with an adaptive approach: LWE is applied
only to the most critical transactions, while everyday data
exchange is handled by AES. Thus, in the presented work,
LWE is not rejected but integrated into a comprehensive
architecture. Therefore, compared to the author’s research,
the results not only correlate with conclusions but also of-
fer a way to overcome the limitations identified by them.
The study proved that a hybrid combination of AES and
LWE is the optimal option for mobile systems in the con-
text of future quantum threats.

User authentication is one of the most vulnerable are-
as in mobile platforms. Presented research has shown that
the use of multi-factor authentication with the additional
use of contextual parameters can reduce the risk of account
compromise. The results of A. Buriro et al. (2021) demon-
strated that combining a password and biometrics reduces
the risk by approximately 4-5 times. This is consistent with
the current conclusion regarding the importance of MFA,
but it has been proven that contextual factors (geolocation,
access time, device type) significantly enhance the effec-
tiveness of protection.

S.P. Karuppiah (2025), who studied MFA in financial
applications, identified serious usability issues that nega-
tively impacted the user experience. The theoretical model
suggests that the implementation of behavioural contin-
uous authentication can mitigate this limitation by pro-
viding an additional level of user verification. Additional
factors are activated only when suspicious conditions are
present. Thus, the presented approach ensures a balance
between security and convenience, whereas the author’s
study primarily addressed improving security without con-
sidering usability.

The use of machine learning models in threat detec-
tion has proven to be effective. H. Seto et al. (2022) ap-
plied logistic regression and gradient boosting, achieving
approximately 90% accuracy, but their models quickly lost
effectiveness on new streaming data. The presented study
demonstrated that RNNs can maintain stability in the

dynamic environment of mobile systems, where data is
constantly changing.

N.M. Rezk et al. (2020) confirmed the high efficiency
of RNNs (~93%) but highlighted their excessive energy
consumption. The current approach solved this problem
through hybrid inference: under normal conditions, light-
weight ensemble models operate, while RNNs are activated
only when the risk increases. Thus, in the presented case,
not only were the conclusions regarding accuracy con-
firmed, but they were also expanded upon through the op-
timisation of energy consumption. Furthermore, the pro-
posed study demonstrated that RNNs are best suited for
the analysis of temporal dependencies in mobile data.

The use of blockchain technology in the proposed
study can be used for the creation of a hybrid architecture
that combines the advantages of private and public chains.
This has ensured a balance between transparency, speed,
and trust in the system. X. Chen et al. (2022) showed that
private blockchain provides high performance but has low
transparency and less trust from external users. The pro-
posed results confirmed this drawback but also proved that
integration with a public blockchain maintains transparen-
cy without significant performance loss.

S. Sarkar et al. (2022) noted in the study based on the
Zero Trust concept that strict verification mechanisms
provide a high level of security but are accompanied by
increased delays. The proposed approach addresses this
problem by selectively activating complex checks based
on threat prediction. This ensures the average response
time is below 1.5 seconds, which previous studies have not
achieved. Thus, the proposed model proves that it is possi-
ble to combine transparency, speed and efficiency, whereas
the author’s work emphasised only one of these parameters.

Proposed results demonstrated that combining VPN
with behavioural analytics and ML can significantly im-
prove security effectiveness on public Wi-Fi networks.
J. Anyam et al. (2025) confirmed the effectiveness of VPNs
(WireGuard, OpenVPN) for protecting mobile clients in
their study but did not cover behavioural factors. The pro-
posed approach has proven that it is the combination of
VPN with ML that provides a faster response to threats,
which is important in dynamic environments.

J. Abbott & S. Patil (2020) emphasised strict static access
policies, which did reduce risks but significantly reduced us-
ability. The proposed study showed that adaptive policies,
which change depending on the level of risk, are more effec-
tive. This ensures a balance between security and usability,
which aforementioned studies did not address.

An analysis of scientific sources demonstrated that
the results of most studies are consistent with certain pro-
visions of this work: AES is characterised by high perfor-
mance, LWE is defined as a promising quantum-resistant
approach, MFA significantly reduces the risks of compro-
mise, RNN increases the accuracy of anomaly detection,
and blockchain ensures data transparency and integri-
ty. However, the main difference between the proposed
and aforementioned study is the comprehensiveness and

Information Technologies and Computer Engineering, 2026, 23(1) 67



Method for protection of unstructured information...

adaptability. While the aforementioned studies consid-
ered technologies in isolation, the proposed model showed
that their integrated use ensures optimal results. Thus, the
proposed results not only confirmed the individual conclu-
sions of previous studies, but also formed a new approach
to protecting mobile systems — one that is comprehensive,
adaptive, and resistant to future threats.

Conclusions

The study was theoretical in nature and is based on the
analysis, comparison and generalisation of scientific sourc-
es devoted to the security of unstructured information on
mobile platforms. Following the analysis of approaches, the
study determined that individual methods - cryptograph-
ic algorithms, multi-factor authentication, behavioural
analytics, blockchain technologies and machine learning
methods — demonstrate high efficiency only in narrow are-
as of application, but do not provide systematic protection
in the context of complex and dynamic cyber threats.

The analysis of the literature revealed the main trends
in the development of security technologies: the transition
to LWE, the spread of contextual multi-factor authentica-
tion, the use of RNN for behavioural monitoring, and the in-
troduction of hybrid blockchain architectures to ensure data
integrity. These approaches were generalised into a single
conceptual model of an integrated system for protecting
unstructured information, which is reflected in the diagram.
The developed theoretical system involves the interaction of
four main components: a cryptographic module (AES, LWE),
an authentication module (MFA, biometrics, contextual fac-
tors), an analytical module (RNN, ensemble methods) and
a hybrid blockchain level (Hyperledger Fabric + Ethereum),
which operate in TEE, Secure Enclave and StrongBox envi-
ronments. This architecture provides multi-level, comple-
mentary protection, which theoretically minimises the risks
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Ha MOOiIMIPHMX MIATdOpMax HUISIXOM MOENHAHHS KpumrorpadiuHux aaroputmis, 6araTodakTopHOi aBTeHTMIKaLI],
MEeTOAiB MaIlMHHOTO HABUYAHHS Ta OJIOKYEITH-TeXHOJIOTil sl CTBOPEHHSI aJanTUBHOI cucTemMy 6e3meku. MeTomomorist
IOCTiIKeHHsT 6a3yBasacs Ha TeOPeTUUYHOMY aHai3i HayKOBMX JiKepes i MOJeTIOBaHHI apXiTeKTypyu CUCTEMMU 3aXUCTY
HECTPYKTYypOBaHOi iHGopMmallii, opieHToBaHOI Ha cyyacHi MOGibHI maTGopmu. Y pobOTi po3MISAanIocs: BUKOPUCTAHHS
npuctpois i3 miaTpumkoio Advanced RISC Machine TrustZone Ta Secure Enclave, 110 3a6e3meuyioTh anapaTHy i30/s11i10
KkpurrorpadiuyHux omnepariiit. Ik 6a3oBi aaroputmu mudpysaHHs 3acrocoByBanucsi Advanced Encryption Standard miis
CUMeTPUYHOro 3axmucty naHmx i Learning With Errors Ik KBaHTOBO-CTiiiKMii MexaHi3M. Y MeXkax HOCTiIKeHHs Oya
chopmMoBaHa KOHIIENTya/IbHa OaraTopiBHEBA MOJEJb iHTEIrPOBAHOI cucTeMM Ge3IeKH, 0 BKIIOUA€E YOTUPU B3a€MOIit0Ui
mapu: KpunrorpabiyHuit, aBTeHTUdIKaLiHNI, aHATI TUYHMI (TOBeiHKOBA aHATI TMKA Ta METOAM MAIIMHHOTO HABYaHHSI)
Ta 670KueliH-piBeHb. KoxkeH i3 mapiB BMKOHYE OoKpemy (yHKIiI0: mmdpyBaHHS ¥ amapaTHy i30/sI1il0 olepariit,
MiATBEPIKEHHS JOCTOBIPHOCTI KOPUCTyBaya, BUSIBJIEHHSI aHOMaJTiii Ta 3a6e3MmeueHHs IiJIiCHOCTi JaHMX, — i B CYKYITHOCTi
BOHM (POPMYIOTh AJAINTMBHY CUCTEMY 3aXUCTy MOOiIMbHUX miaTdopm. OcobnuBy yBary NpUIiIeHO BIPOBaKEHHIO
ri6puaHOro 6JOKueiiHy, SIKMII TIO€JHYE BMCOKY LIBMAKOLIIO MPMBATHUX JIAHIIOTIB i3 He3aJeXHOI0 IepeBipKoio
TpaH3aKiil y mybniyHmx 61okax. Takuit migxin 3a6e3meunB 6aJaHC Mik IPO30PicTIO, eHeproeeKTUBHICTIO Ta CTiliKiCTIO
no monudikaniit. TeopeTuuHMii aHasi3 MiATBEPOMB, IO iHTerpalis X KOMIIOHEHTIB y €IUHY apXiTeKTypy CTBOPIOE
yMOBU [j1s1 GOpMYyBaHHSI afanTUBHOI cUcTeMy Ge3IeKy, 3[aTHOI AMHAMIYHO pearyBaTy Ha 3arposu it 3abesrnedyBaTu
BUCOKMIT piBEeHDb 3aXMCTy HECTPYKTYPOBAHUX HAHUX Y MOOIIBHUX cepeloBMIIAX. 3aMPOIIOHOBAHMIA MigXil MOXxe 6yTu
BIIPOBaKeHMI y chepax MmenuuyHu, GiHaHCIB, Iep>KaBHOTO YIIPABIiHHS Ta iHIIMX rany3six, e 3aXUCT HeCTPYKTYPOBaHOi
indopmariii € KpUTUUHO BASKIUBUM
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