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Abstract. The transformation of contemporary corporate IT infrastructures has rendered conventional cybersecurity
models ineffective, prompting a shift to the Zero Trust Architecture (ZTA); however, its practical implementation is
complicated by a rigid reliance on static access control rules. The purpose of this study was to develop an innovative
method for dynamic trust assessment in ZTA that effectively combines the high accuracy of automated network anomaly
detection with decision-making transparency. To calculate a continuous trust score based on a simulated corporate
network traffic dataset, the Extreme Gradient Boosting ensemble machine learning algorithm was applied, while the
SHapley Additive exPlanations (SHAP) additive explanations method was used to explain the generated decisions.
Experimental verification demonstrated the high effectiveness of the proposed Policy Engine, which achieved an F1-
score of 1.00 on the test set. The model successfully distinguished legitimate from anomalous requests with a zero false-
positive rate, identifying cyberattacks such as privilege escalation and access from atypical locations. Global feature
importance analysis using the SHAP framework confirmed that the type of network connection and device security status
are the most significant risk predictors, which fully aligns with the core principles of ZTA. Furthermore, local analysis
proved the system’s ability to instantly generate detailed, human-readable text explanations for each access denial,
indicating the specific reason for blocking. Due to this level of detail, analysts can directly understand the triggering
logic of automated defence systems without the need for time-consuming manual correlation of disparate event logs.
The practical significance of the study lies in the creation of a transparent and adaptive tool that can be integrated into
modern Security Operations Centres to significantly reduce “alert fatigue” and minimise the Mean Time to Resolution
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Introduction

The paradigm of information security has undergone a
fundamental shift. F. Mensah (2024) examined this tran-
sition in enterprise cybersecurity, emphasising that con-
ventional perimeter defences systematically fail against
emerging threats. The researcher concluded that the dis-
solution of the corporate perimeter-driven by cloud mi-
gration and remote work necessitates a strict transition
to Zero Trust principles to mitigate insider and advanced
persistent threats. The foundational framework for this ap-
proach was formulated by S. Rose et al. (2020) under the
National Institute of Standards and Technology (NIST).
Their comprehensive guidelines established the core Zero
Trust Architecture (ZTA) principle of “never trust, always
verify”, mandating continuous authentication and granu-
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lar authorisation for every access request regardless of net-
work location.

However, despite its theoretical robustness, the prac-
tical implementation of ZTA faces significant operational
barriers. O. Borchert et al. (2025) investigated the practical
deployment of NIST ZTA architectures in large-scale en-
terprise systems. Their study identified that administra-
tors face extreme complexity when managing thousands of
static “if — then” rules, inevitably leading to rigid policies
and operational disruptions. This was further corroborated
by A. Pigola & F. de Souza Meirelles (2025), who conducted
an empirical study on managing critical challenges during
ZTA implementation. They highlighted that the reliance
on static configurations creates an operational bottleneck,

Palamarchuk, A. (2026). Method of dynamic trust assessment in Zero Trust Architecture based on explainable artificial
intelligence. Information Technologies and Computer Engineering, 23(1), 83-93. doi: 10.31649/vitce/1.2026.83

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0009-0005-4485-9399

Method of dynamic trust assessment...

preventing organisations from effectively balancing strict
security measures with a seamless user experience. Fur-
thermore, K.M. Adamson & A. Qureshi (2025) performed
a systematic review of “Zero Trust 2.0” advances and chal-
lenges. Their extensive analysis confirmed that integrat-
ing dynamic risk assessment with legacy IT environments
remains one of the most significant architectural hurdles
for contemporary enterprises. To map the current knowl-
edge and research gaps, C. Buck et al. (2021) executed a
multivocal literature review on ZTA implementations. The
researchers specifically pointed out that existing access
control models lack contextual awareness, explicitly call-
ing for research into continuous, behaviour-based trust
evaluation mechanisms.

Addressing the need for continuous validation, the
Identity Management Institute (2024) analysed the prin-
ciples of dynamic trust scoring within Identity and Access
Management (IAM). Their report demonstrated that ef-
fective security enforcement requires calculating user risk
in real-time by continuously ingesting broad contextual
indicators such as device health, geolocation, and unu-
sual login patterns. To automate this complex contextual
analysis, M. Rana (2025) explored the enhancement of ZTA
using artificial intelligence (AI) algorithms. The research
illustrated that while AI can autonomously detect subtle
deviations in user behaviour, the deployment of such intel-
ligent systems is heavily hindered by the lack of transpar-
ency in their automated decision-making processes.

This introduces the critical “black box” problem inher-
ent to advanced machine learning. M.H. Kabir et al. (2022)
investigated the application of explainable artificial in-
telligence (XAI) within secure smart city platforms. Their
findings emphasised that high-performance deep learning
models act as opaque “black boxes”, making it nearly im-
possible for security analysts to understand the rationale
behind specific automated blocking actions. Expanding on
this limitation, C.I. Nwakanma et al. (2023) reviewed XAI
methodologies specifically for intrusion detection and
mitigation systems. The researchers noted that the lack

of interpretability in Al-driven tools generates deep scep-
ticism among Security Operations Centre (SOC) teams,
which drastically reduces the practical utility of these sys-
tems during active incident response. To bridge this gap,
S. Patil et al. (2022) evaluated various XAI frameworks de-
signed for Intrusion Detection Systems (IDS). Their study
established that combining the adaptive predictive power
of machine learning with explicit, human-readable expla-
nations is essential for achieving both automated security
strictness and operational accountability.

Thus, a critical gap exists in current literature: there is
an urgent need for a ZTA solution that replaces static rules
with dynamic machine learning (ML) algorithms while
retaining the transparency required for rapid security au-
diting. The purpose of this study was to enhance the effi-
ciency and transparency of ZTA by developing a method for
dynamic trust assessment based on explainable artificial
intelligence. To achieve this goal, three key objectives were
defined. First, to analyse the limitations of existing static
policy engines and “black box” ML models in ZTA; second,
to develop a dynamic Policy Engine architecture that uti-
lises the XGBoost algorithm for calculating a continuous
trust score and integrates the SHapley Additive exPlana-
tions (SHAP) method to provide real-time explanations for
access control decisions; third, to experimentally validate
the proposed method using a synthetic dataset represent-
ing realistic corporate network traffic.

Materials and Methods

General methodology and system architecture. The
methodology proposed in this study aims to transform
the conventional static Policy Decision Point (PDP) of a
ZTA into a dynamic, intelligent agent, a concept support-
ed by A. Mousa et al. (2021). The research approach relied
on a quantitative experimental design that integrates en-
semble machine learning methods with game-theoretic
explainability frameworks. The proposed system archi-
tecture operates as a continuous loop comprising four se-
quential stages (Fig. 1).

[Context Vectorisation]

> [Risk Inference]

[Explanation] -

Figure 1. Operational pipeline of the dynamic trust assessment process

Source: created by the author

The process begins with Context Vectorisation, where
raw log data and user context are transformed into a struc-
tured numerical feature space. This is followed by Risk
Inference, which involves calculating the probability of
malicious intent using a gradient-boosted decision tree
model. Subsequently, the system performs trust score cal-
culation to derive a continuous trust metric that facilitates

granular access control decisions. Ultimately, the explana-
tion generation stage computes feature attribution values
to provide semantic interpretability of the decision, ensur-
ing transparency for security operators.

Synthetic dataset generation. To address the lack of
publicly available cybersecurity datasets due to privacy reg-
ulations (e.g., General Data Protection Regulation — GDPR)
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and ensure experimental reproducibility, a specialised sto-
chastic simulation algorithm was developed to generate a
synthetic dataset representing realistic corporate network
traffic. The simulation was implemented using the Python
programming language. The generation logic was designed
to model realistic corporate network traffic patterns over a
defined temporal horizon (Schummer et al., 2024). The re-
sulting dataset, denoted as D consisted of N=10,000 unique
access requests. To reflect the natural class imbalance in-
herent in intrusion detection scenarios — where legitimate
traffic vastly outweighs malicious activity — the dataset was
stratified with the following distribution:

Class 0 (normal behaviour): 90% of samples
(N.,.. = 9,000). These records simulated legitimate em-
ployee activities characterised by standard working hours
(09:00-18:00), recognised IP ranges (Corporate VPN (Virtu-
al Private Network), Office LAN (Local Area Network)), and
compliant device health statuses.

Class 1 (anomalous behaviour): 10% of samples
(N,.... = 1,000) These records simulated specific attack
vectors and policy violations, including: (a) temporal
anomalies: access attempts occurring during deep night
hours (e.g., 03:00 AM); (b) location anomalies: requests
originating from high-risk networks, such as Tor exit
nodes, public Wi-Fi without VPN, or unknown proxies;
(c) device compromise: requests from devices with out-
dated operating systems, missing security patches, or
signs of unauthorised root access (jailbreak); (d) privi-
lege escalation: attempts by users with standard privi-
leges (e.g., “Sales”) to access critical administrative end-
points (e.g., database backups).

Feature engineering and vector space. The raw data
generated by the simulation was transformed into a feature
matrix X € R™Y, where M - number of features. The feature
space includes both categorical and numerical variables,
defined as follows (Hu et al., 2026):

1. User role (x,): a categorical variable representing the
organisational role of the subject (e.g., “Developer”, “HR”,
“Sales”, “Admin”). This feature establishes the baseline of
expected behaviour and access rights.

2. Time of request (x,): a cyclical numerical feature
representing the hour of the day h € [0, 23].

3. Work hours indicator (x,): a binary derived feature
introduced to explicitly capture temporal context. It is de-
fined as:

= {1, if x* € [9,18] n

0, otherwise

4. 1P location type (x,): a nominal variable categorising
the network source context. Categories range from trusted
(“Corporate VPN”) to untrusted (“Unknown proxy”).

5.Device health status (x,): a critical parameter for
Zero Trust, reflecting the security posture of the requesting
device. States include “Patched” (compliant), “Unpatched”,
“No antivirus”, and “Rooted”.

6. Target endpoint (x,): the specific API resource or
system component being accessed.

Data preprocessing involved Label Encoding for categori-
cal features (x, x, x, x,), mapping each text label to a unique
integer. This transformation was necessary for the decision
tree-based algorithm to process qualitative data. Conse-
quently, this step ensures that the semantic information of
the categorical attributes is preserved and effectively con-
verted into a numerical format suitable for model training.

Mathematical formalisation of the XGBoost mod-
el. The core risk assessment engine is built upon the XG-
Boost (Extreme Gradient Boosting) algorithm. XGBoost
was selected due to its robust performance on tabular data,
scalability, and ability to handle non-linear interactions
between features without extensive normalisation (Hu et
al., 2026). Mathematically, the model is an ensemble of K
Classification and Regression Trees (CART). For a given in-
put vector x,, the predicted output score y, is the sum of the
scores predicted by each individual tree f,:

V=0 x)=3,f,0,f,€F, @)

where F - space of functions containing all possible regres-
sion trees (Jiang et al., 2020).

The model is trained in an additive manner. At each
iteration ¢, a new tree f, is added to minimise the objective
function £®:

LO = ¥ 0@y + @) + Q) )
where [ - differentiable convex loss function that measures
the difference between the prediction y, and the target y.
In this study, the Binary Logarithmic Loss (LogLoss) was
employed:

[y, p)==1y log(p) +(1-y)log(1-p)]. “)

Q(f,) - regularisation term that penalises the complexity of
the model to prevent overfitting. It is defined as:

Q) = ¥T + SAlloll?, )

where T — number of leaves in the tree, and w — vector of
scores on leaves.

A key advantage of XGBoost is its use of a second-order
Taylor expansion to approximate the loss function, which
enables faster convergence and higher accuracy compared to
conventional gradient boosting methods (Jiang et al., 2020).
In addition to computational speed, the algorithm incorpo-
rates a built-in regularisation term that effectively penalises
model complexity, thereby preventing overfitting on imbal-
anced security datasets. Consequently, this mathematical
robustness ensures that the Policy Engine maintains high
detection precision while meeting the low-latency require-
ments of real-time Zero Trust environments.

Explainable AI framework: SHAP values. To address
the “Black Box” problem inherent in complex ensemble
models and ensure compliance with the “verify” princi-
ple of Zero Trust, the SHAP framework was integrated. It
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calculated the contribution of each feature to the final pre-
diction. For a specific prediction f(x) the SHAP value ¢, for
feature j was calculated as the weighted average of its mar-
ginal contributions across all possible subsets of features S:

() = Tsemin PR (S U D - £, (6)
where F - set of all input features, and) f (S) - expected
output of the model given the subset of features S. This
study utilised TreeSHAP, a variant of the algorithm opti-
mised for tree-based models (such as XGBoost). TreeSHAP
reduced the computational complexity from exponen-
tial to polynomial time (O(TLD?), where T — number of
trees, L - maximum number of leaves, and D - maximum

depth), making it feasible for real-time explanations in a
security environment.

Experimental metrics and evaluation. The dataset
was split into a training set (80%) and a testing set (20%)
using stratified sampling to preserve the class ratio. This
ensured more accurate model training, as it received a
balanced representation of all categories in the data. The
model performance was evaluated using standard cyber-
security metrics, as detailed by Y. Hu et al. (2026). These
metrics are defined in Table 1, which allows for comparing
different models based on clearly established performance
criteria. The metrics include both the primary indicators
and additional ones, such as the confusion matrix, which
helps to visualise different types of classification errors.

Table 1. Performance evaluation metrics

Metric Description
Precision Ratio of correctly predicted anomalies to the total predicted anomalies (measures false alarm rate)
Recall Ratio of correctly predicted anomalies to all actual anomalies (measures detection rate)
F1-score Harmonic mean of Precision and Recall, providing a balanced metric for imbalanced datasets
) . Tabular visualisation of classification outcomes: true positives (TP), true negatives (TN),
Confusion matrix false positives (FP), and false negatives (FN)

Source: compiled by the author

The resulting probability P (anomaly) is converted into
a dynamic trust score using the equation:

TrustScore= (1 — P (anomaly)) * 100. (7

This score serves as the quantitative basis for the
automated decision-making process. Specifically, if the
trust score falls below a predefined threshold (e.g., 60),
the system triggers an immediate access denial and si-
multaneously generates a SHAP-based explanation for
the event. This mechanism ensures that every blocking
action is both instantaneous and transparent, aligning
with the dynamic trust evaluation principles advocated by
the Identity Management Institute (2024) and Y. Mao et
al. (2025). Thus, the proposed methodology provided an
effective approach to dynamic trust assessment in a ZTA,

integrating powerful machine learning tools and ensuring
the necessary transparency of decisions through explana-
tion mechanisms.

Results and Discussion

Quantitative analysis and interpretability

of model performance

The primary objective of the experimental phase was to
empirically validate the capability of the XGBoost-based
Policy Engine to distinguish between legitimate access
requests and security anomalies. The model was evaluat-
ed on a stratified test set containing 20% of the generated
data (N, =2000). The classification performance metrics
indicated exceptional accuracy. As illustrated in the Con-
fusion matrix (Fig. 2), the model achieved complete class
separation on the synthetic dataset.

Confusion matrix

Real class
Reality : anomaly  Reality : normal

Prediction : normal Prediction : anomaly

-1,750
- 1,500
- 1,250
- 1,000
—-750

189 - 500

- 250

-0

Predicted class

Figure 2. Confusion matrix of the XGBoost model on the test dataset

Source: created by the author
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Quantitative analysis of the confusion matrix reveals
the following:

v True negatives (TN): 1,811. The model correctly
identified all legitimate user requests. This metric is crucial
for User experience (UX), as it ensures that employees are
not blocked from performing their daily tasks (zero false
positive rate).

v True positives (TP): 189. The model successfully
detected all simulated attacks, including subtle anoma-
lies like “after-hours access” and “privilege escalation at-
tempts”.

v False negatives (FN): 0. The system did not miss
any potential threats, ensuring the integrity of the security
perimeter.

Consequently, the model achieved an F1-Score of 1.00
and an Area Under the Receiver Operating Characteristic

(ROC) Curve (AUC-ROC) of 1.00. While such complete met-
rics are characteristic of synthetic environments with de-
terministic patterns, they fundamentally demonstrate that
the gradient boosting algorithm successfully approximated
the complex, non-linear decision boundary required for
the Zero Trust policy without being explicitly programmed
with static “if-then” rules. This high level of classification
accuracy validates the feasibility of using the proposed
model as a reliable Policy Engine, capable of automating
threat response with minimal risk of false positives.

To bridge the gap between model accuracy and ac-
countability, the SHAP framework was applied to analyse
the global impact of features. Figure 3 illustrates the SHAP
summary plot, which ranks features by their mean absolute
SHAP value (mean(|¢,))). This visualisation helps to under-
stand the “logic” the AI has learned.

ip_location_type | —
device_heatt | ——

api_endpoint

user_role |
is_work_hour -

time_hour I

|

0.0 0.5

1.0 15 2.0

T

mean(|SHAP valuel) (average impact on model output magnitude)

Figure 3. Global feature importance (SHAP summary plot)

Source: created by the author

Global feature analysis revealed distinct patterns in
risk assessment. First, ip_location_type emerged as the
strongest predictor of risk, indicating that the network con-
text — such as requests originating from “Tor exit nodes”
or “Unknown proxies” — serves as the primary vector for
anomaly detection. This validated the assumption that
in a borderless network, the connection source remains a
critical signal. Second, device_health demonstrated a sec-
ondary but significant impact, confirming that the secu-
rity posture of the endpoint (e.g., operating system patch
level, presence of antivirus) directly affects the trust score,
thereby effectively enforcing “Device compliance” policies.

base value

Ultimately, features such as api_endpoint and user _role
acted as contextual modifiers. For instance, accessing a
sensitive endpoint like /api/admin is not inherently mali-
cious, but when combined with a lower-trust role such as
“Sales”, the calculated risk score significantly increases.

The most significant contribution of this proposed
method is the ability to explain individual decisions in re-
al-time. Figure 4 demonstrates a SHAP Force Plot for a spe-
cific anomalous request selected from the test dataset. The
visualisation provides a semantic breakdown of the predic-
tion function f =8.17 (which corresponds to a probability
P(anomaly) ~ 1.0).

higher 2 lower
f(x)

8 17
12

\Qca“"“ vyee

Figure 4. Local explanation (SHAP Force Plot) for a specific anomalous request

Source: created by author

The visualisation identifies specific risk drivers (rep-
resented by red bars), clearly indicating that the features

ip_location_type = 6.0 (corresponding to a high-risk network)
and device_health = 3.0 (corresponding to a compromised
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or unpatched device) were the primary contributors
pushing the prediction towards the “Anomaly” class. In
contrast, the mitigating factors (blue bars) show that al-
though the user possessed a valid role (user_role = 1.0)
and accessed a standard endpoint (api_endpoint = 7.0),
these positive signals were insufficient to outweigh the
critical risk indicators.

This granular level of detail allows SOC analysts to
immediately answer the question “Why was this user
blocked?” without manual log correlation. By providing in-
terpretable insights directly alongside the alert, the system
significantly reduces the Mean Time to Resolution (MTTR)
for incident response teams. Furthermore, this transpar-
ency fosters greater trust in automated blocking decisions,
addressing the “black box” scepticism often associated

with Al-driven security tools (Nwakanma et al., 2023). This
approach not only improves incident response efficiency
but also ensures transparency and explainability of deci-
sions, which is critical for increasing trust in automated
security systems.

Comparative analysis with alternative approaches

To substantiate the selection of the XGBoost + SHAP archi-
tecture, a theoretical comparison was performed against
other common approaches used in IDS. This analysis fo-
cused on key operational criteria, including detection accu-
racy, interpretability, and real-time processing capabilities.
The comparative summary, presented in Table 2, highlights
the specific advantages of the proposed method in bridging
the gap between performance and transparency.

Table 2. Comparative analysis of trust assessment approaches

Feature Static rules (Legacy) Deep learning (DNN) P(;?gggi:t":%:g?)d
Accuracy on complex threats Low High High
Interpretability High Low (black box) High (SHAP)
Adaptability None (Manual updates) High (auto-learning) High (auto-learning)
Computational cost Very low High (GPU required) Moderate (CPU friendly)

Source: compiled by the author based on theoretical analysis and empirical data obtained during the study

The detailed analysis revealed critical distinctions be-
tween the proposed architecture and conventional meth-
ods. Compared to rule-based systems, static engines offer
high interpretability but fail to scale, as they cannot cap-
ture complex, non-linear interactions — such as condition-
al access based on both IP reputation and device health -
without manual intervention. In contrast to Deep Learning
models (e.g., DNNs or RNNSs), which suffer from the “black
box” problem and require computationally expensive ap-
proximation methods like LIME, the proposed XGBoost
model allows for exact explanations via TreeSHAP and
often demonstrates high performance on tabular log data.
Furthermore, while Random Forest is a robust algorithm,
XGBoost utiliies gradient-based optimisation to iterative-
ly correct errors, typically resulting in higher precision for
detecting subtle, rare anomalies that are critical in cyber-
security contexts.

Computational efficiency and scalability. In a re-
al-time Zero Trust environment, latency is a critical factor.

The proposed architecture leverages the efficiency of de-
cision trees. The inference time for a single request using
the trained XGBoost model was measured at approximately
<5 ms on a standard CPU. The calculation of SHAP values
adds a computational overhead (models 20-50 ms per re-
quest), which is acceptable for high-security transactions
but might require optimisation for high-frequency trading
or ultra-low-latency networks. The system demonstrated
linear scalability: as the volume of logs increases, the infer-
ence time remains constant, making it suitable for deploy-
ment in large-scale cloud environments.

Advanced performance metrics analysis. To further
validate the robustness of the classifier beyond standard
accuracy metrics, the ROC and Precision-Recall (PR) curves
were analysed. These metrics are particularly critical in
cybersecurity contexts where the cost of False Positives
(blocking a legitimate user) and False Negatives (missing
an attack) can be asymmetrical. The performance of the
classifier is visually represented in Figure 5.

1.0
Q
5 08
(0]
Z 06
K7
[} -
T 04 PP
L -
g -
g 02
00.---""
0.0 0.2 0.4

~— ROC curve (area = 1.00)
0.6 0.8 1.0

False Positive Rate

Figure 5. Receiver operating characteristic curve

Source: created by the author
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The ROC curve exhibits an “ideal” right-angle shape,
with an Area Under the Curve (AUC) of 1.00. The curve hugs
the top-left corner, indicating that the True Positive Rate
(Sensitivity) remains at 100% even as the False Positive Rate

approaches zero. This confirms that the model’s predicted
probabilities for anomalies are distinctively separated from
normal traffic probabilities. Additionally, the trade-off be-
tween precision and recall is illustrated in Figure 6.

1.0
0.8
0.6

0.4

Precision

0.2

0.0
0.0 0.2 0.4

— Precision-recall curve

0.6 0.8 1.0

Recall

Figure 6. Precision-recall curve

Source: created by the author

Figure displays the precision-recall curve. In imbal-
anced datasets (where attacks are rare), this metric is often
more informative than ROC. The curve remains flat at the
top (precision = 1.0) across the entire range of recall. This
signifies that the system generates zero false alarms - a
critical requirement for reducing “alert fatigue” in SOC op-
erations. While such perfect convergence is attributable to
the deterministic nature of the synthetic training data, it
theoretically validates the XGBoost algorithm’s capacity to
model the defined security policies without error.

Proposed deployment architecture

Based on the experimental success, reference architecture
is proposed for deploying this XAI-driven Policy Engine
within a production environment, as illustrated in Figure 7.
The design strictly adheres to the NIST SP 800-207 guide-
lines, ensuring compatibility with standard Zero Trust log-
ical components (Rose et al., 2020). Specifically, the archi-
tecture enhances the conventional PDP by embedding the
machine learning Risk Engine to enable dynamic real-time
access adjudication.

User .,  APlgateway Soc

request (PEP) dashboard
Trust score > 60
(allow)
Policy engine
(PDP) Trust score < 60
(deny)
Data XGBoost SHAP
preprocessing > model . — T BN

Figure 7. High-level architecture of the XAI-driven Zero Trust system

Note: PEP - Policy Enforcement Point
Source: created by author

The operational workflow ensures a seamless tran-
sition from raw telemetry to enforced security decisions.
The process initiates at the Log Aggregator stage, which
continuously collects and normalises raw telemetry data
from distributed API gateways and identity providers. This
aggregated data is then passed to the preprocessing lay-
er, where categorical attributes — such as user roles and
IP addresses — are converted into numerical vectors in

real-time, ensuring compatibility with the machine learn-
ing algorithms. Subsequently, the ML inference engine uti-
lises the pre-trained XGBoost model to analyse the feature
vectors and calculate a probabilistic Risk Score. If the de-
tected risk exceeds the predefined safety threshold, the XAI
explainer (based on SHAP) is triggered to compute feature
attribution values, thereby identifying the root cause of the
anomaly (e.g., “unusual geolocation”). Based on the final
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trust score, the Policy Enforcement Point (PEP) executes
the decision by either blocking or allowing the request at
the gateway level. Ultimately, all events are visualised on
the admin dashboard, which displays the access decision
alongside the generated explanation, providing security
administrators with actionable insights. This architectural
flow ensures that security measures are applied instanta-
neously while maintaining full transparency of the deci-
sion-making logic.

The results obtained in this study demonstrated the
efficacy of integrating XGBoost with SHAP values for dy-
namic Zero Trust access control. To validate the signifi-
cance of these findings, it is essential to compare them
with existing research in the field of intelligent intrusion
detection and trust evaluation. The perfect classification
metrics achieved in current experiment (F1-Score 1.0)
align with and surpass trends observed in similar studies
using tree-based ensembles. For instance, P. Schummer et
al. (2024) implemented a Random Forest-based anomaly
detection system, achieving an accuracy of approximately
94.3%. While their approach was effective for general traf-
fic analysis, the current use of XGBoost provided a more ro-
bust handling of the subtle feature interactions inherent in
synthetic security logs. Furthermore, H. Jiang et al. (2020)
proposed a PSO-XGBoost model that optimised hyperpa-
rameters to detect minority attack groups with high pre-
cision. Presented study corroborates their conclusion that
gradient boosting frameworks offer superior performance
on tabular network data compared to conventional meth-
ods. However, unlike Y. Hu et al. (2026), who focused heav-
ily on feature dimensionality reduction to improve speed,
current approach prioritised the integration of interpret-
ability without sacrificing the raw predictive power of the
full feature set.

A critical component of presented architecture is the
continuous trust score, which replaces static binary au-
thorisation. This approach was consistent with the findings
of Y. Mao et al. (2025), who argued that Attribute-Based Ac-
cess Control (ABAC) is insufficient without dynamic risk
perception. Their study on a “Zero Trust access control
model” utilised a similar concept of real-time trust evalua-
tion but focused on blockchain-based consensus for policy
decisions. In contrast, current research demonstrated that
for high-throughput corporate environments, a centralised
ML-based engine offered lower latency while maintaining
the necessary security granularity. Similarly, A. Mousa et
al. (2021) emphasised the importance of context-aware
service computing. These findings extended their research
by identifying that specific context features, such as ip_lo-
cation_type and device_health, were the most significant
drivers of trust, a correlation that validated the “never
trust, always verify” principle in practical scenarios.

The integration of SHAP values addressed the “black
box” limitation highlighted by A. Nash et al. (2024) in
cloud-native risk assessments. While Y. Sowjanya et
al. (2025) successfully applied Explainable AI to IoT
healthcare systems to enhance transparency, current study

adapted this paradigm to general enterprise network securi-
ty. The generated explanations (e.g., distinguishing between
a high-risk IP and a low-trust device) provided the contex-
tual nuance that F. Federici et al. (2023) identified as lack-
ing in conventional perimeter-based defences. By providing
semantic interpretability, presented system fulfilled the re-
quirement for “decision traceability” advocated by X. Liao et
al. (2025) in their study on power network defence, proving
that XAI is not just a theoretical addition but a functional
necessity for reducing the MTTR in SOC operations.

Ultimately, the obtained results indicate that the XG-
Boost-based architecture is highly applicable to standard
IT infrastructures. The low inference latency observed in
current deployment architecture suggests that this mod-
el can scale to handle the traffic volumes described by
A.A. Alquwayzani & A.A. Albuali (2024) in military un-
manned aerial vehicle systems, provided that the log ag-
gregation pipeline is sufficiently robust. Furthermore, this
adaptability makes the proposed system highly relevant
for securing virtualised environments, complementing
the dynamic scaling detection methods in Network Func-
tion Virtualisation (NFV) developed by L. He et al. (2021).
In summary, this study confirmed that the convergence of
gradient boosting and game-theoretic explainability cre-
ates a policy engine that is not only more accurate than
conventional Random Forest implementations but also
more transparent than deep learning alternatives, effec-
tively bridging the gap between security strictness and op-
erational usability.

Conclusions

This paper presented a dynamic trust evaluation mod-
el based on XAI. The obtained results fully validated that
integrating ensemble machine learning with game-the-
oretic explainability frameworks effectively resolves the
longstanding dichotomy between security strictness and
operational transparency. To achieve this, a specialised
stochastic simulation was developed to generate a realistic
dataset of corporate network traffic, thereby overcoming
GDPR-related privacy constraints. The research methodol-
ogy involved transforming raw telemetry into a structured
feature space and training an XGBoost classifier to distin-
guish legitimate requests from security anomalies. The
model demonstrated high classification performance on
the test set, achieving an F1-Score of 1.00 and an AUC-ROC
of 1.00, proving its ability to internalise complex, non-lin-
ear access logic without relying on brittle static rules. Fur-
thermore, the integration of the SHAP framework success-
fully converted the “black box” probabilistic outputs into
human-readable semantic explanations.

The experimental outcomes explicitly demonstrated
the effectiveness of the proposed dynamic trust assess-
ment method. The XGBoost-based policy engine success-
fully evaluated access requests in real-time, effectively
distinguishing legitimate traffic from simulated anoma-
lous events, such as privilege escalation and unauthorised
access from untrusted networks. Concurrently, the SHAP
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integration yielded precise global and local interpretabil-
ity results. Global analysis identified the network connec-
tion source and the endpoint device’s health status as the
most critical predictors of risk. Locally, the system proved
its capability to generate instant, human-readable root-
cause analyses for every blocked request. From a practical
perspective, this architecture offers a viable blueprint for
next-generation Security Operations Centres. By clearly
explaining the rationale behind automated blocking de-
cisions, the system directly mitigates the operational bot-
tleneck of “alert fatigue” among analysts, demonstrating a
strong potential to reduce the MTTR for access incidents
by orders of magnitude. In conclusion, the transition to
Al-driven Zero Trust is not merely a technological upgrade
but a fundamental shift in security philosophy. This study
demonstrated that with the right application of XAl, intel-
ligent systems can be made both powerful and accountable,
paving the way for autonomous, self-defending networks.
Despite the obtained results, this study acknowledged
several constraints that must be considered. First, the ex-
perimental validation was conducted on a synthetic data-
set. While the generation process was designed to mimic
realistic patterns, real-world corporate traffic contains
significantly higher levels of noise and unpredictable user
behaviours that might reduce the model’s precision. Sec-
ond, the study focused primarily on tabular metadata (logs)
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Palamarchuk

MeTopa AMHAMiIYHOrO OLiHIOBAHHSA foOBipU B apxiTekTypi Zero Trust
HQ OCHOBI NOSACHIOBAJIBHOIO LUTYYHOIrO iHTENEKTY

AHppiii Manamapuyk
Bakanasp
BiHHMLbKMI HOLLIOHOMBHMIA TEXHIYHWIA YHIBEPCUTET

21021, Byn. XMenbHMLbKe woce, 95, M. BiHHMuS, YkpaiHa
https://orcid.org/0009-0005-4485-9399

AHoTauiga. Tpanchopmariiss cydacHux KopropatuBHux IT-iHdpacTpykTyp 3pobmia Tpaguiiiiini mozeni Kibep6esneku
Hee(DeKTMBHMMM, 3YMOBUBIIM Tepexis IO apXiTeKTypu HynboBoi moBipu (Zero Trust Architecture, ZTA), mpore ii
MpakTUYHa peasisallisi YCKIaJHIETHCS >KOPCTKOIO 3aJIeXKHICTIO BiJl CTaTMYHMX IPaBUI KOHTPOJIIO IOCTyIy. MeToro
LbOTO IOCTiIKeHHSI Gysna po3pobKa iHHOBAIifHOTO MeTOLy OMHAaMIUHOTO OIiHIOBAHHS JOBipM B apXxiTeKTypi Zero
Trust, sikuit epeKTUBHO MOENHYE BUCOKY TOYHICTh aBTOMATM30BAHOTO BUSIBIEHHSI MepeskeBMX aHOMAJIii i3 MPO30picTIo
MIPUIHATTS pilieHb. 17151 po3paxyHKy 6e31epepBHOTO MMOKa3HMKA OI[iHKM IOBipM Ha 6a3i 3M0eb0BaHOTO HaboPy JaHUX
KOPIIOPaTMBHOTO MepexkeBoro Tpadiky 6ya0 3acTOCOBAaHO aHCcamOlIeBUit aarOpMTM MalIMHHOTO HaBYaHHSI Extreme
Gradient Boosting, a iJis1 MOsSICHEHHSI 3TeHepPOBaHMX PillleHb — MeTOZ, aAUTUBHMX osicHeHb SHapley Additive exPlanations
(SHAP). ExcriepuMeHTanbHa IepeBipKka MPOJEeMOHCTPYBajga BMHSITKOBY e(heKTUBHICTh 3allpOTIOHOBAHOTO MeXaHi3My
nonituk (Policy Engine), skmit mocsir mokasHuka Fl-score 1,00 Ha TecToBiit Bubipui. Momenb ycmiliHO po3pisHmIa
JIETITUMHI Ta aHOMaJIbHi 3aMUTH 3 HYJbOBUM PiBHEM XMOHOIMO3UTUBHUX CIIPALIOBaHb, ifeHTHiKyoun Taki Kibepataku,
SIK ecKaJiallisi MpuBilieiB Ta MOCTYN 3 HETUIIOBUX JIOKaliii. [706asbHMII aHasli3 BaskJIMBOCTI O3HAK 3a JIOMOMOTOI0
¢dpeitmBopKy SHAP miiTBepAuB, IO TUIT MePeXKeBOro MiJKII0UeHHS Ta CTaH 6e3I1eKy PUCTPOIO € HAMO1IbIIT 3HAUYLITMMMU
MpeIuKTOpaMM PU3UKY, 110 TOBHICTIO Y3TOIKYEThCS 3 6azoBumu npuHumunamm ZTA. Kpim Toro, JOKaJbHMIT aHasi3
JIOBiB 3[aTHICTb CUCTEMU MUTTEBO TeHepyBaTH JleTa/IbHi, 3p03yMiJli JIOAMHI TEKCTOBI MOSICHEHHSI [II1 KO>KHOI BiJMOBU
y IOCTYIIi, BKa3yI0Uy KOHKPeTHY NMPUUYMHY 6J0KyBaHHS. 3aBASKM Takiil neTasnizalii aHaMiTUKY OTPUMYIOTh MOK/IMUBICTD
6e3mocepeaHbO PO3YMIiTH JIOTIKY CIIpAI[IOBAHHS aBTOMAaTM30BaHMX CUCTEM 3aXUCTY 6e3 HeOOXiTHOCTi TPMBAIOTO PYYHOTO
KOpeIIOBaHHS PO3Pi3HEHMX XXypHaliB mofiii. [IpakTMuHa LiHHICTh OOCTi/[KEHHS TOJSIra€ y CTBOPEeHHi IMPO30pOro Ta
aZaTnTMBHOTO iIHCTPYMEHTY, SIKMI1 MOyKe 6yTM iHTerpoBaHMii y CyuacHi LieHTpU omnepariii 6e3meKu AJisi CyTTEBOIO 3HVKEHHS
«BTOMM Bif] CIIOBillleHb» Ta MiHiMi3allii cepeIHbOTO Yacy BMUPillleHHS iHIUAEHTiB

KniouoBi cnoBa: ki6ep6esmneka; maiuye HaByauusa; SHAP; XGBoost; BUsIBIIEHHS] aHOMaJTiii; afalTUBHMI 3aXUCT
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