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Abstract. The relevance of the present study is determined increasing complexity of cyber threats and the limited
effectiveness of traditional detection methods, which necessitates the implementation of intelligent behavioural
approaches using modern algorithmic and language models. The purpose of this study was to generalise and conceptually
reinterpret approaches to automated user behaviour analysis in cyber threat detection systems from the perspective of
algorithmic solutions and architectural principles of their construction. The study, based on theoretical analysis, a systemic
approach, and comparative analysis, demonstrates that user behaviour analysis is an effective approach to cyber threat
detection, capable of complementing and surpassing classical signature-based methods through the identification of
context-dependent anomalies and multi-stage attacks. Comparative analysis of approaches to User and Entity Behaviour
Analytics established a transition from a focus on individual actions to comprehensive analysis of interactions between
users and technical components, which increases the accuracy of threat detection and reduces the number of false-
positive alerts. Systemic analysis of the architecture of contemporary cybersecurity platforms showed that the integration
of large language models ensures unified processing of structured, semi-structured, and unstructured data, modelling of
long-term inter-event dependencies, and development of contextual behavioural models in real-time. Conceptual analysis
and analytical evaluation indicated that combining behavioural analysis with large language models creates adaptive,
scalable, and risk-oriented cybersecurity systems capable of early detection and proactive response to contemporary cyber
threats while maintaining explainability, security, and regulatory compliance. The findings may support the design and
implementation of intelligent cybersecurity systems in security operations and monitoring centres, security information
and event management systems, and platforms for security orchestration, automation, and incident response

Keywords: User and Entity Behaviour Analytics; large language models; artificial intelligence; machine learning;
data-driven approach

Introduction

The relevance of the study is determined by the rapid in-
crease in the complexity of contemporary cyber threats,
which increasingly exhibit multi-stage, adaptive, and
covert characteristics and cannot be effectively detected
through conventional signature-based and rule-based ap-
proaches. This situation emphasises the need for automat-
ed analysis of user behaviour as a key element of cyberse-
curity systems. The development of large language models
creates new opportunities for contextual analysis of large
volumes of structured and unstructured security data, cor-
relation of events, and identification of latent patterns of
malicious activity. Their practical application, however,
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requires scientifically grounded algorithmic and architec-
tural solutions capable of ensuring scalability, real-time
operation, accuracy of results, and compliance with infor-
mation security requirements.

In contemporary cybersecurity research discourse,
considerable attention is directed towards automated anal-
ysis of user and entity behaviour as a key mechanism for
detecting complex and low-visibility threats. I. Sokyrka et
al. (2025) examined behavioural analytics in authentica-
tion tasks, demonstrating that machine learning can sup-
port the development of dynamic user profiles based on be-
havioural patterns, thereby increasing system resilience to
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credential compromise. The researchers emphasised that
behavioural features, rather than static attributes, ensure
the adaptability of protective mechanisms in a changing
environment. A similar idea was developed by O. Suprun &
N. Karpenko (2025), who focused on the analysis of user
behaviour as an instrument for reducing the risks of insider
threats. The researchers investigated the use of behaviour-
al analysis for insider threat detection and emphasised the
importance of constructing baseline models of “normal”
activity for each user or role. The study indicated that even
minor deviations from established behavioural patterns
may signal malicious or compromised actions that remain
unnoticed by signature-based systems.

In the international context, R.K. Mohanty (2025) sys-
tematised deep learning approaches to user and entity be-
haviour analytics and confirmed their effectiveness in the
correlation of heterogeneous events and the construction
of context-dependent models capable of generalising com-
plex causal relationships. The researcher described neural
network architectures in detail, including recurrent and
graph-based models, which allowed effective consideration
of temporal dependencies and relationships among events,
users, and resources. A practical dimension of this issue
was presented by M.I. Mihailescu et al. (2023), who imple-
mented behavioural analysis in cybersecurity systems to
detect hidden threats that evade conventional methods.
The researchers observed that the correlation of user ac-
tions across time and space enabled the identification of
multi-stage attacks that do not manifest through isolated
events. The study presented examples of the integration
of behavioural analysis into existing cybersecurity sys-
tems and indicated that this approach substantially reduc-
es the number of false-negative detections. The research
emphasised the practical value of behavioural analytics
as a complement to conventional detection mechanisms.
A. Wairagade & S. Ranjan (2025) conducted a comprehen-
sive comparative analysis of conventional and modern ma-
chine learning algorithms for cyber threat detection based
on behavioural user data. The researchers demonstrated
that the effectiveness of detection depends not only on the
selection of a model but also on the behavioural features
and the method of their aggregation within a temporal
context. The results indicated that models capable of ac-
counting for event sequences and non-linear dependencies
ensure a reduction in false-negative detections compared
with conventional approaches, which makes them suitable
for practical implementation in systems designed to detect
complex attacks.

Another systemic approach was presented by G. Shar-
ma et al. (2024), who proposed a comprehensive concep-
tual framework of User and Entity Behaviour Analyt-
ics (UEBA) oriented towards the integration of machine
learning with contextual knowledge about users, enti-
ties, and execution environments. The researchers em-
phasised that isolated event analysis is insufficient for
contemporary threat scenarios, whereas the combina-
tion of behavioural, role-oriented, and temporal contexts

enables the development of more robust models of nor-
mal and anomalous activity. The study highlighted the
importance of correlation among multi-level data sourc-
es and the adaptability of models to the evolution of
behaviour, which directly connects UEBA with architec-
tures of the new generation of Security Information and
Event Management (SIEM) and Extended Detection and
Response (XDR) systems. A.G. Desetty (2024) examined
the potential of the combined application of machine
learning and UEBA for detecting hidden threats that are
not susceptible to conventional signature-based detec-
tion. The researcher noted that integration of behaviour-
al analysis with clustering algorithms and time-series
modelling enables the construction of multidimensional
profiles of normal entity activity, which ensures early de-
tection of latent attacks and insider threats. In the report
by A. Trivedi et al. (2025), emphasis was placed on the role
of User Behaviour Analytics (UBA) in countering insider
threats, and behavioural patterns were considered a criti-
cal indicator of deviations from normal employee activity.
The researchers demonstrated that UBA, particularly in
combination with modern machine learning methods, is
capable of developing dynamic behavioural models that
adapt to changes in user activity and identify early signs
of sabotage, data leakage, or indirect system compromise.
This emphasises the necessity of a comprehensive behav-
iour-oriented approach to the construction of security
systems that extend beyond simple event monitoring.

Analysis of previous studies indicates that the majority
of research in the field of User and Entity Behaviour Ana-
lytics focuses either on comparative evaluation of individ-
ual machine learning algorithms or on conceptual descrip-
tions of UEBA and UBA architectures, without sufficient
attention to their software integration into operational
cyber threat detection systems. Several studies address
behavioural analysis in isolation from streaming event
processing and operational response mechanisms, which
limits the practical applicability of the proposed approach-
es. Existing research also provides limited consideration
of the combination of contextual analysis of user behav-
iour with temporal correlation of events in environments
characterised by high dynamism and heterogeneous data
sources, creating a gap between theoretical models and the
requirements of contemporary Security Operations Centre
(SOC)-oriented systems.

The purpose of this study was to theoretically gener-
alise algorithmic and software-architectural approaches
to automated analysis of user behaviour in cyber threat
detection systems. The following tasks were formulated
to achieve this purpose: analyse and systematise scientif-
ic approaches to modelling user and entity behaviour in
the context of cybersecurity, considering the evolution of
threats and the increasing complexity of information en-
vironments; and theoretically justify the relationship be-
tween behavioural analytics algorithms and software-ar-
chitectural principles in the construction of cyber threat
detection systems.
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Materials and Methods

The study is theoretical and conceptual, grounded in a
comprehensive analysis of contemporary approaches to
behavioural analysis in cybersecurity and the integra-
tion of large language models into relevant analytical
ecosystems. Research materials included studies from
2022-2025 addressing UBA, UEBA, and the operation of
contemporary SIEM-, Security Orchestration, Automation
and Response (SOAR)-, SOC-, and XDR-oriented systems.
The methodological foundation of the study consisted of
a set of interrelated theoretical methods applied sequen-
tially according to the logic of the research tasks. Theo-
retical analysis served as an instrument for in-depth con-
ceptual interpretation of key concepts and approaches in
the behavioural analysis of cyber threats. Its application
was determined by the need to distinguish clearly be-
tween behavioural and signature-based approaches and
to provide theoretical justification of the capabilities of
contemporary large language models (LLMs). The analysis
addressed behavioural anomalies as context-dependent
deviations from normal activity patterns and the archi-
tectural principles of LLMs, including mechanisms that
model long-term dependencies among security events.
Systematisation was applied to structure theoretical ap-
proaches to behavioural analysis in cybersecurity, ena-
bling a coherent comparison of UBA and UEBA concepts
within a unified analytical framework. It identified objects
of analysis, levels of context, and functional capabilities
of each approach, while examining relationships among
users, technical entities, and services.

Comparative-analytical evaluation was employed to
assess various approaches to behavioural analysis and the
algorithms used for cyber threat detection. Its use was mo-
tivated by the need to identify conceptual and functional
differences between UBA and UEBA, and between LLMs and
classical machine learning or deep learning methods. Anal-
ysis considered characteristics such as scale of context, ca-
pacity for processing heterogeneous data, and potential in-
tegration of behavioural, network, and textual signals. The
comparative assessment enabled the identification of key
advantages and limitations of each approach and outlined
trade-offs among accuracy, computational complexity, and
explainability of decisions.

Conceptual generalisation provided a holistic inter-
pretation of the role of behavioural analytics and LLMs
within contemporary SOC ecosystems. Behavioural anal-
ysis and LLMs were treated as an intelligent analytical
layer that ensures contextual interpretation of security
events, correlation of heterogeneous signals, and reduc-
tion of false-positive alerts. Theoretical modelling was
applied to describe algorithmic approaches to cyber threat
detection using LLMs, including static and dynamic anal-
ysis of events. LLMs were interpreted as multi-level fea-
ture extraction mechanisms capable of forming semantic
representations of logs, commands, and event sequences,
integrating them into contextual models of user and sys-
tem behaviour. They supported real-time streaming event

processing, functioning as the core mechanism for contex-
tual encoding and anomaly scoring, which enabled com-
prehensive detection of complex multi-stage attacks.

Analytical evaluation had a descriptive character and
was applied to examine the Analytical evaluation had
a descriptive character and was applied to examine the
practical suitability of LLMs-based approaches, including
system effectiveness and performance. Analysis addressed
key criteria such as threat detection accuracy, processing
latency, throughput, and adaptability to new attack sce-
narios. The study summarised deployment characteristics
across edge, cloud, and hybrid infrastructures to identify
optimal architectural approaches for real-time implemen-
tation. Limitations, risks, and ethical considerations were
analysed, including explainability of LLMs’ decisions, bias
in training data, and potential misuse of models in defen-
sive and offensive contexts. Systemic generalisation sup-
ported the analysis of privacy and regulatory compliance
with reference to international standards and regulatory
frameworks, including the General Data Protection Reg-
ulation (GDPR) (Regulation (EU) No. 2016/679, 2016) and
ISO/IEC 27001:2022 (2022). Structural-logical modelling
systematised relationships among architectural solutions,
algorithmic approaches, risks, and mitigation measures.
The study acknowledged limitations, including low ex-
plainability of LLMs decisions, possible bias in training
data, the requirement to process confidential information,
and the risk of misuse of models for cyber-attacks.

Results
User behaviour analysis as a component
of contemporary cybersecurity systems
In cybersecurity, behavioural anomalies are considered de-
viations from established or expected patterns of actions of
users, service accounts, or software agents within informa-
tion systems. In contrast to signature indicators of attacks,
which rely on previously known patterns of malicious ac-
tivity, behavioural anomalies are contextual and dynamic,
and they form based on statistical, temporal, semantic, and
structural characteristics of interactions between actors
and the system. Such anomalies may appear as atypical
time intervals of access, unusual sequences of commands,
changes in the frequency or volume of operations, or dis-
ruption of typical relationships among security events. A
distinctive feature of behavioural anomalies is their rel-
ative character: an action may be normal for one user or
role but suspicious for another. This requires constructing
personalised or role-oriented behavioural models that in-
corporate historical data, business process context, and
the system environment. Behavioural analysis extends be-
yond classical incident detection. It functions as a tool for
identifying potential threats at the pre-compromise stage,
when malicious activity has not yet produced explicit tech-
nical markers (Hakonen, 2022).

The concept of UBA emerged as a response to the
limitations of conventional monitoring systems that pri-
marily focus on network or system events without deep
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consideration of the behavioural context of users. UBA in-
volves developing profiles of normal user activity derived
from authentication logs, resource access records, actions
within application systems, and other telemetry data. Sub-
sequent analysis focused on identifying deviations from
these profiles that may indicate credential compromise,
insider threats, or preparation for an attack. Further evolu-
tion of this approach led to the development of the UEBA
concept, which expands the object of analysis beyond
human users to include various entities of information

infrastructure, including servers, virtual machines, con-
tainer environments, Internet of Things (IoT) devices, and
service accounts. UEBA treats the system as a complex
socio-technical ecosystem in which interactions between
users and technical components form multidimensional
behavioural graphs. This approach enables the detection
of anomalies not only at the level of individual actions but
also within the structure of relationships among actors and
events (Khan et al., 2022). For clarity, the differences be-
tween UBA and UEBA are presented in Table 1.

Table 1. Comparative characteristics of UBA and UEBA

Characteristic UBA

UEBA

Object of analysis Users

Users and technical entities

Data types

Access logs, user actions

Access logs, network events, system telemetry

Level of context Individual

System-wide and inter-entity

Primary objective

Detection of user anomalies

Detection of complex, multi-step attacks

Source: compiled by the author based on A.W. Mir & K.R. Kumar (2022), V. Malik et al. (2024)

Analysis of Table 1 demonstrates the evolution of ap-
proaches to behavioural analysis in cybersecurity and differ-
ences in the scale and complexity of threat assessment. UBA
focuses on the individual user and immediate actions, which
enables effective detection of simple anomalies such as un-
authorised logins or unusual operations, yet its capabilities
remain limited in cases of complex multi-stage attacks or
interactions among multiple actors and system processes.
UEBA expands the analytical focus by incorporating tech-
nical entities and system telemetry, which enables analysis
of inter-entity dependencies, identification of correlations
among events, and prediction of complex threats. Therefore,
UEBA provides deeper contextual analysis and supports pri-
oritisation of responses to complex attacks, which reflects
the tendency of contemporary cybersecurity systems to-
wards integration of behavioural and system analysis to in-
crease detection effectiveness and minimise risks.

Behavioural models are effective in detecting threats
that lack clearly defined signatures or rely on legitimate
access mechanisms. Such threats cover insider misuse, in
which a legitimate user or employee of an organisation per-
forms actions beyond their functional responsibilities. Be-
havioural analysis enables identification of gradual chang-
es in activity profiles that may indicate preparation for data
exfiltration or sabotage. Another class of threats involves
attacks using stolen credentials, such as credential stuffing
or account takeover. In these scenarios, technical access
parameters may appear legitimate, but behavioural char-
acteristics such as login time, geographical origin of access,
and sequence of actions differ from historically established
norms. Behavioural models also detect lateral movement
within corporate networks, where an attacker gradually
expands access privileges while imitating legitimate ad-
ministrative activity. Behavioural analysis plays a further
role in detecting complex multi-stage attacks, including
Advanced Persistent Threat (APT) campaigns, in which
individual actions may appear harmless, yet their cumula-
tive structure and correlation form a malicious scenario. In

such cases, behavioural models act as an integrative mech-
anism, combining fragmented security signals into a uni-
fied semantic representation of the threat (Brandao, 2025).

Within cybersecurity centres, particularly SOC, auto-
mated analysis of user behaviour functions as a core ele-
ment of the intelligent layer responsible for security event
processing. Conventional SIEM systems aggregate, nor-
malise, and correlate logs, but without behavioural con-
text, they often generate significant numbers of false-pos-
itive alerts (Saraiva & Mateus-Coelho, 2022). Integration
of UBA and UEBA modules reduces informational noise
by prioritising events based on risk-oriented behavioural
assessments. Within SOAR ecosystems, automated behav-
ioural analysis triggers orchestration of incident response
processes (Aljumaily et al., 2025). Behavioural risk scor-
ing may initiate automated response scenarios, including
forced transition of a user into restricted access mode, ad-
ditional authentication procedures, or initiation of deeper
investigation. Behavioural analysis thus serves not only as
a detection instrument but also as an active component of
adaptive security management.

Analysis of operation principles and cybersecurity
potential of large language models

Large language models rely on the Transformer architec-
ture, which differs fundamentally from recurrent and con-
volutional approaches through the use of the self-atten-
tion mechanism as the principal instrument for sequence
processing. Self-attention enables parallel modelling of
dependencies among all elements of an input sequence
regardless of positional distance, which is critically im-
portant for analysis of long-term and structurally complex
contexts. In cybersecurity, this capability enables the inte-
gration of events distributed across time and space into a
unified semantic model of an attack or user behaviour. A
central component of the Transformer architecture is mul-
ti-head attention, which enables the model to focus on mul-
tiple aspects of input data simultaneously. In the context
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of cyber threat analysis, the model may process temporal
patterns of access, semantics of commands, network at-
tributes, and role characteristics of users in parallel. Posi-
tional encoding compensates for the absence of recurrent
structure and enables the model to preserve information
about the order of events, which is essential for the recon-
struction of multi-stage attack scenarios. The pre-training
stage plays a decisive role in the development of general-
ised knowledge within the model. During this stage, LLMs
are trained on extremely large corpora of data through
self-supervised tasks such as prediction of the next token
or reconstruction of missing fragments (Xu et al., 2025).
This process forms a latent space that encodes syntactic,
semantic, and contextual dependencies. In cybersecurity
applications, such representation enables the transfer of
general linguistic and structural knowledge to specialised
domains, including the analysis of logs, network protocols,
and technical descriptions of attacks.

One advantage of large language models lies in their
ability to operate uniformly with heterogeneous data types
that have conventionally required separate analytical pipe-
lines. In cybersecurity, structured data include event logs,

system telemetry, network traffic flows, and access meta-
data, whereas unstructured data include textual messag-
es, electronic correspondence, incident reports, technical
documentation, and open-source threat intelligence. Large
language models integrate these sources into a unified se-
mantic space through transformation into token sequences
followed by contextual analysis (Thelwall, 2025).

In contrast to conventional approaches that require
separate models and feature mechanisms for structured
and unstructured data, large language models provide a
shared representation of information in which numeri-
cal, categorical, and textual attributes can be interpreted
within a single architectural framework. This characteris-
tic substantially simplifies correlation of security events,
for example, the comparison of anomalous network ac-
tivity with textual descriptions of suspicious messages
or communications within support systems. Thus, Large
language models function as a universal interface among
different data layers within cybersecurity systems (Ali &
Ghanem, 2025). For the generalisation of the character-
istics of processing different data types in the context of
LLMs, a comparative presentation is provided in Table 2.

Table 2. Comparison of data type processing in conventional methods and LLM in cybersecurity

Examples in .
Data type cybersecurity Conventional approaches LLM approach
Statistical models, rules (threshold rules, signature rules,
Structured SIEM logs, NetFlow SIEM correlation rules, expert-defined if-then rules Contextual encoding

in intrusion detection systems)

Semi-structured JSON, XML, APl logs

Feature engineering

Unified tokenisation

Unstructured Email, reports, chats

NLP models separately

Shared semantic space

Note: JSON - JavaScript Object Notation, XML - eXtensible Markup Language, NLP — Natural Language Processing, API — Application

Programming Interface

Source: compiled by the author based on F.N. Motlagh et al. (2024), W. Kasri et al. (2025)

The table demonstrates a fundamental transformation
in approaches to data processing in cybersecurity due to
the integration of large language models. Conventional an-
alytical methods differ according to the structure of data:
structured data are processed through statistical models or
rule-based systems, semi-structured data require manual
feature engineering, whereas unstructured data were pre-
viously analysed through isolated NLP models. This sep-
aration complicated the integration of results and creat-
ed a gap between different information sources. The use
of LLMs enables a unified analytical approach to all data
types, forming a shared contextual and semantic space in
which structured, semi-structured, and unstructured infor-
mation are analysed simultaneously and in relation to one
another. Such an approach enables correlation of behav-
ioural and technical signals in real-time, increases the ac-
curacy of detecting complex threats, and reduces the time
required for the integration of heterogeneous data sources.
Therefore, cyber defence systems become more flexible,
scalable, and contextually adaptive.

Contextual modelling represents one of the key prop-
erties of large language models in tasks related to user

behaviour analysis. Classical models usually operate with
fixed observation windows or aggregated statistical fea-
tures, whereas LLMs can construct long-term contexts that
encompass sequences of user actions across different sys-
tems and time scales. This capability enables analysis of
the evolution of behaviour rather than only instantaneous
deviations. Within UEBA scenarios, contextual modelling
means that each new action is interpreted with reference
to previous events, the role of the user, the type of resource,
and the current state of the system. Access to confidential
data, for instance, may be legitimate within one business
process but appear anomalous when combined with an
unusual login time or earlier unsuccessful authentication
attempts. LLMs allow such complex dependencies to be
formalised without rigid rule specification, which increases
the adaptability of the system to new and previously un-
known threat scenarios (Fuentes et al., 2025).

Comparison of large language models with classical
machine learning and deep learning methods demonstrates
fundamental differences in approaches to the construction
of cyber defence systems. Classical machine learning (ML)
models, such as support vector machine or Random Forest,
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require careful feature selection and typically operate effec-
tively within narrowly defined scenarios. Deep neural net-
works, including Long Short-Term Memory or Convolutional
Neural Network, are capable of modelling complex depend-
encies, yet they are often limited by data type and contextual
scale. Large language models provide universality and scal-
ability of analysis by combining the capacity to process di-
verse data types with the modelling of long-term contextual
dependencies. Such models are more suitable for detecting
complex, multi-stage, and low-visibility attacks. Their appli-
cation requires substantial computational resources and in-
troduces new challenges related to explainability and quali-
ty control of results (Huang et al., 2023).

Thus, the theoretical perspective indicates the neces-
sity of hybrid approaches in which LLMs are integrated
with classical analytical methods to maintain a balance
between accuracy, performance, and interpretability. Large
language models form a new paradigm in cybersecurity.
They shift the analytical focus from isolated event analysis
towards deep contextual understanding of user and system
behaviour, which opens prospects for the development of
adaptive and proactive cyber threat detection systems.

Algorithmic approaches to automated cyber threat
analysis using LLMs

Static analysis of malicious software and security logs
conventionally involves the evaluation of objects with-
out their actual execution, focusing on internal structure,
code features, or properties of events. Within the context
of large language models, this approach acquires a new
analytical dimension, since LLMs can transform bytecode,
system logs, configuration files, and textual messages into
a unified semantic space of tokens. The model can there-
fore identify latent indicators of malicious activity that are
difficult to detect through conventional signature-based or

statistical methods. Such indicators may include atypical
combinations of API calls, anomalous sequences of events
in access logs, or indirect signals of code injection into le-
gitimate processes (da Costa et al., 2022).

From an algorithmic perspective, LLMs perform
functions of multi-level feature extraction, ranging from
low-level analysis of command syntax and semantics to
identification of global behavioural patterns of process-
es and users. Tokenisation of logs followed by contextual
encoding enables the model to construct representations
that incorporate temporal dependencies, object types, and
relationships between them. Static analysis that uses LLMs
is often combined with classical analytical approaches,
including signature databases and heuristic techniques,
which increases detection accuracy and reduces false-pos-
itive alerts (Wang et al., 2024).

Dynamic analysis involves the examination of object
behaviour during active operation, including process exe-
cution, user interaction with systems, and network activity.
Integration with LLMs enables modelling of behavioural
patterns in real-time and identification of deviations not
only from historical user profiles but also from expected
patterns of system activity. LLMs analyse sequences of ac-
tions, correlate them with semantically similar scenarios
accumulated during pre-training, and can anticipate po-
tentially malicious actions before they lead to system com-
promise. At the algorithmic level, dynamic analysis that
incorporates LLMs relies on streaming analytics and incre-
mental updating of the contextual model. Each new event
modifies the latent representation of behaviour, which
enables the model to adjust risk assessment immediately
(Rahman, 2024). This approach supports effective detec-
tion of atypical patterns, including deviations in command
sequences or interactions between users and systems that
remain difficult to identify through static analysis (Fig. 1).

User or process event | Tokenisation [ Contextual encoding by LLM
Anomaly scoring > Threat ranking / SOAR trigger

Figure 1. Stream processing of user events using LLMs in cybersecurity systems
Source: compiled by the author based on A.M. Mustafa (2024), A. Karras et al. (2025)

The diagram highlights the sequential integration of
textual and behavioural analysis in real-time for the de-
tection of cyber threats. The process begins with an event
generated by a user or process that is recorded in logs or
telemetry, after which the data undergoes tokenisation
that transforms heterogeneous information (structured,
semi-structured, and unstructured) into a unified rep-
resentation. The next stage, contextual encoding by LLMs,
forms multidimensional semantic representations that in-
corporate not only the current event but also the history
of interactions, behavioural patterns, and system context.
These representations support anomaly scoring, which

enables assessment of the probability of malicious activity
or deviations from normal behaviour. The final stage, threat
ranking and the SOAR trigger, ensures prioritisation of re-
sponse actions and automation of security measures. The
diagram emphasises the integration of LLMs within the an-
alytical workflow, which combines the precision of semantic
analysis with the operational speed of behavioural monitor-
ing and ensures scalability and adaptability of the system
to new and unknown threats. The scheme illustrates how
contemporary models integrate data of different structures
and heterogeneous signals into a coherent representation
of cyber threats in real-time (Ibrahim & Kashef, 2025).
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LLMs provide the capacity to classify attacks not only
through explicit technical indicators but also through com-
plex analysis of behavioural and semantic characteristics.
The model compares behavioural patterns of users and
entities with historically recognised classes of attacks, in-
cluding phishing, malware execution, privilege escalation,

lateral movement, Distributed Denial of Service (DDoS),
and other threats. Contextual understanding enables LLMs
to differentiate legitimate deviations from malicious ac-
tions even when information is incomplete or logs are par-
tially missing. Table 3 presents the classification effective-
ness for illustrative purposes.

Table 3. Potential LLMs in detecting classes of cyberattacks based on behavioural indicators

Attack class Typical behavioural indicators LLMs potential
Phishing Unusu;'y;?:;E‘g‘;?f;it(:ﬂcisﬁ:sences’ Semantic modelling of content and sequences
Malware execution Abnormal process activity, atypical API calls Contextual classification of commands and calls
Lateral movement Unusual resource access, role changes Correlation between events over time and entities
Privilege escalation Sudden acquisition of elevated privileges Detection of atypical scenarios from historical data
DDoS Increased traffic from users or services Analysis of temporal and network patterns

Source: compiled by the author based on G. Esposito (2025), H. Razavi et al. (2025)

Table 3 illustrates how large language models trans-
form the approach to detecting different classes of cy-
ber-attacks by shifting the analytical focus from simple
observation of behavioural indicators towards contextual
and semantic analysis. Conventional approaches rely on
pattern recognition or anomaly detection within logs and
network flows, which limits the capabilities of security sys-
tems in cases of complex or multi-stage attacks. The ana-
Iytical potential of LLMs lies in the capacity to integrate
heterogeneous signals, including textual, behavioural, and
system data, into a unified contextual model. Such integra-
tion enables recognition of complex patterns, correlation
of events across different entities, and forecasting of attack
progression. This capability increases the accuracy of ear-
ly detection of phishing campaigns, malicious processes,
lateral movement, and privilege escalation, and supports
analysis of network anomalies in real-time. Synthesis of
these observations indicates that LLMs enable more flex-
ible, adaptive, and context-oriented detection of cyber-at-
tacks, which strengthens the ability of security systems to
counter both known and emerging threats and represents a
central factor in contemporary cyber defence.

Complex multi-stage attacks, including Advanced
Persistent Threats (APT), represent a significant area of
research interest. These attacks are characterised by long-
term and concealed execution of malicious activity that
frequently relies on legitimate user accounts and infra-
structure mechanisms. Detection of such threats requires
the construction of global contextual models that integrate
information from multiple sources and time scales. In this
context, LLMs function as an integrative algorithm that
combines local signals, historical patterns, and semantic
relationships between events into a unified representation
of risk (Shakil et al., 2023). Thus, algorithmic approaches
that employ large language models integrate static and
dynamic analysis, attack classification, and detection of
complex multi-stage scenarios within a single analyti-
cal system. This integration considerably increases the

effectiveness of identifying hidden threats and reduces in-
cident response time.

Software architecture

of automated behavioural analysis systems

The software architecture of automated behavioural anal-
ysis systems demonstrates a high level of modularity and
orientation towards scalability, which supports efficient
processing of large streams of security data from mul-
tiple sources. Conventional pipeline architectures pro-
cess data sequentially from initial collection to final risk
evaluation, which ensures clear traceability of each stage
and supports integration of heterogeneous analytical al-
gorithms. Each module within this architecture performs
a strictly defined function, including pre-processing, to-
kenisation, contextual encoding, anomaly detection, and
attack classification. This structure enables isolated op-
timisation of algorithms and effective monitoring of sys-
tem performance. Microservice-based architectures in-
crease flexibility in system deployment and maintenance
because each service corresponds to a specific functional
component, such as log interpretation, LLMs integration,
or anomaly score generation. Microservices also support
parallel scaling of critical components that process the
largest volumes of data and facilitate integration of new
analytical algorithms without restructuring the entire
system (Guduru, 2025).

Events in complex multi-user and multi-plat-
form environments are generally processed through an
event-driven approach, in which each event (log entry,
network packet, or system message) activates corre-
sponding reactions within computational modules. This
model reduces processing delays and ensures rapid re-
sponse to atypical actions, which is particularly impor-
tant for multi-stage attacks and dynamic scenarios of
malicious activity. The conceptual scheme that combines
these architectural patterns may be described as follows:
the pipeline structure ensures sequential data processing,
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microservices distribute computational tasks across mod-
ules, and the event-driven mechanism activates reactions
in real-time (Vieira, 2025).

Integration of large language models into SIEM, SOAR,
and XDR platforms requires careful design of data flows,
interaction formats, and algorithms for prioritisation of an-
alytical results. LLMs enrich events with additional seman-
tic context, increase the accuracy of anomaly scoring, and
support the identification of complex multi-stage attacks.

Within SIEM modules, LLMs automatically correlate events
from different sources and construct global graphs of user
and entity behaviour. Within SOAR platforms, analytical
outputs function as triggers for automated response sce-
narios, whereas within XDR environments, they integrate
with analytical consoles and endpoint detection modules
that maintain a unified threat context (Mareedu, 2025).
Table 4 presents examples of the roles performed by LLMs
within different platforms.

Table 4. Role of large language models across cybersecurity platform

Platform LLMs role Example functions
SIEM Contextual event correlation Detection of latent attack patterns, anomaly scoring
SOAR Automated response Triggers for scenarios, recommendatl‘ons for access restriction,
report generation
XDR Endpoint and analytics integration Synthesis of behavioural patterqs from endpoint data, prediction
of potential attacks

Source: compiled by the author based on R. Boddu & S. Lamppu (2024)

Table 4 emphasises that large language models
strengthen the platform architecture of cybersecurity by
integrating analytics, automation, and forecasting. They
enable SIEM systems to detect hidden patterns of attacks,
allow SOAR platforms to automate response actions and
generate recommendations, and support XDR systems in
synthesising data from endpoints and forecasting potential
threats. Therefore, large language models transform pro-
tection systems into context-oriented, adaptive, and pro-
active cybersecurity instruments.

Within contemporary infrastructure, the volume of
security data may reach hundreds of thousands of events
per second, which requires the application of distributed
computational solutions. System scalability is ensured
through horizontal expansion of microservices, the use of
cluster-based solutions for event stream processing, and
parallel execution of LLMs on specialised computational
nodes. Distributed processing involves not only paralleli-
sation of computations but also effective management of
contextual model states, replication of critical data, and
synchronisation of anomaly scoring results. This archi-
tecture maintains high prediction accuracy even in geo-
graphically distributed infrastructures, multithreaded at-
tack scenarios, and peak loads on SIEM, SOAR, and XDR
platforms (Pitkar, 2025).

Phishing attacks and social engineering manipula-
tion involve linguistic and semantic techniques designed
to deceive users and obtain confidential information or
unauthorised access to resources. Key indicators include
atypical structures of electronic messages, including gram-
matical and stylistic deviations, recurring semantic pat-
terns, use of emotional or terminological pressure, and
substitution of domains or links. Conventional systems an-
alyse such characteristics through signature verification,
reputation databases, and simple rules based on the pres-
ence of specific keywords. These mechanisms frequently
fail to detect complex adaptive campaigns. Large language
models construct multi-level semantic representations of
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messages that include not only surface lexical information
but also deeper contextual dependencies. The model there-
fore identifies unusual word combinations, metaphors, dis-
guised calls to action, and hidden emotional signals that
frequently occur in phishing and social engineering cam-
paigns. Context modelling at the level of documents and
dialogue histories enables LLMs to detect suspicious mes-
sages even when known signatures or reputation data are
absent (Putra et al., 2024).

Analysis of social engineering involves not only the
identification of individual suspicious messages but also
the detection of recurring manipulative patterns that form
coherent influence scenarios targeting users. The complex-
ity arises from the fact that attacks are distributed across
several stages and interconnected communications that
may initially appear as ordinary message flows. Large lan-
guage models integrate temporal, semantic, and social con-
texts and construct multidimensional behavioural models
of attackers. At the algorithmic level, this process involves
analysis of sequences of tokenised messages, construction
of interaction graphs between senders and recipients, and
identification of patterns within the structure and frequen-
cy of communications. Large language models generate la-
tent representations that encode hidden manipulation pat-
terns and differentiate targeted campaigns from random
anomalies within communication streams (Amer, 2025).

The effectiveness of phishing detection increases
significantly through the correlation of textual analysis
of messages with the behavioural patterns of users and
security events within the information system. Atypical
opening of attachments or navigation through links, com-
bined with previously identified linguistic characteristics
of a message, increases the accuracy of risk assessment.
Within this analytical framework, LLMs function as an
integrative analytical core that combines semantic infor-
mation from texts, behavioural characteristics of users,
and security metadata within a shared multidimensional
space. The outcome consists of event ranking according
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to risk level and generation of recommendations for au-
tomated response or preventive communication (Putra et
al., 2024; Amer, 2025).

Contextual analysis of communications functions as
a central instrument in countering social engineering at-
tacks. Large language models evaluate the meaning of
messages within the context of communication history,
user roles, interactions with systems, and characteristics
of business processes. This approach enables the identifi-
cation of hidden threats that cannot be detected through
isolated analysis of texts or behaviour. The model may

recognise implicit attempts of influence through gradual
changes in message tone within long-term correspond-
ence, combinations of formal and emotional signals,
and indirect requests for confidential information. Large
language models therefore function not merely as tools for
detecting anomalies in textual content but as comprehen-
sive mechanisms of semantic and behavioural analysis that
detect complex, adaptive, and multi-stage social engineer-
ing scenarios. Table 5 demonstrates typical indicators of
phishing messages and the corresponding role of LLMs in
their analysis.

Table 5. Potential of LLMs in detecting phishing indicators

Phishing indicator Description

LLMs role

Linguistic deviations

Grammatical errors, atypical style

Semantic recognition of atypical structures

Manipulative content

Use of emotional or terminological pressure

Detection of social engineering patterns

Hidden links

Masking of URLs or domains

Correlation with user behaviour
and reputational data

Multi-stage scenarios

Series of messages with gradual influence

Contextual modelling of communication sequences

Note: URL - Uniform Resource Locator

Source: compiled by the author based on B. Naqyvi et al. (2023), F.P.E. Putra et al. (2024)

Table 5 illustrates how large language models trans-
form the approach to detection of phishing campaigns by
shifting analytical focus from simple identification of sur-
face indicators towards contextual and semantic analysis.
Large language models integrate linguistic, behavioural,
and socio-technical signals, which enables identification
of unusual stylistic deviations, the detection of manipula-
tive patterns, and the correlation of hidden links with user
behaviour and reputation data. The models also represent
multi-stage communication scenarios, which increases the
accuracy of early detection of complex phishing attacks
and supports proactive operation of cybersecurity systems
rather than simple reaction to known threats. In synthe-
sis, LLMs integrate semantic, behavioural, and contextual
analysis and establish more adaptive and predictive mech-
anisms for countering phishing.

Analysis of the effectiveness and performance

of LLMs in real-time environments

Evaluation of the effectiveness of large language models
in real-time environments represents a critical component
of their integration into automated behavioural analysis
systems and cyber threat detection infrastructures. The
principal criteria for assessing the performance of LLMs
include threat detection accuracy, event processing la-
tency, and system throughput. Detection accuracy reflects
the capacity of the model to correctly classify behavioural
anomalies and types of attacks while reducing the num-
ber of false-positive and false-negative alerts. Latency
determines the speed with which the system responds to
new events and generates warnings, which is particularly
important for multi-stage attacks and complex Advanced
Persistent Threat scenarios. Throughput characterises
the volume of events that the system processes without
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performance degradation and directly influences scalability
and the ability to support large corporate or distributed in-
frastructures. Adaptation of LLMs to new and previously un-
known threats occurs through contextual modelling of user
and entity behaviour, which enables the model to anticipate
potentially malicious actions even when predefined signa-
tures are absent. Mechanisms of incremental learning and
online retraining perform an important role in this process
because they integrate new data rapidly without complete
re-initialisation of the model. System design must consider
the trade-off between analytical depth and response speed:
complex contextual models provide high accuracy but re-
quire greater computational resources and processing time,
whereas simplified representations accelerate processing but
may reduce analytical precision (Katreddy, 2023).

Resolution of this trade-off depends on the selected
deployment architecture, which determines where and
how data processing occurs. The edge approach provides
local analysis at endpoints, reduces latency, and supports
rapid response to critical events, although it remains lim-
ited by the computational capacity of devices. The cloud
approach provides access to extensive computational re-
sources and supports the use of full-scale LLMs for compre-
hensive analysis of large data volumes. Data transmission
and processing delays may, however, affect real-time event
analysis. The hybrid approach combines the advantages of
both models by delegating initial evaluation and prelimi-
nary detection to edge nodes while transferring deeper and
more resource-intensive contextual analysis to the cloud.
This architecture maintains a balance between response
speed and analytical accuracy (Donepudi et al., 2025). Table
6 demonstrates the key performance criteria and trade-off
aspects that require consideration during the deployment
of LLMs in real-time environments.
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Table 6. Key performance criteria of LLMs in real-time operation and associated trade-offs

Criterion Definition Impact on system Trade-offs
Correct classification Enhances the reliability Requires greater computational
Accuracy . . -
of threats and anomalies of detection resources and time
Latency Time between an.event Affects responsiveness May increase with deep contextual analysis
and the model signal
Throughput Volume of events the system Determines scalability ' May decrgase vyhen
can process using resource-intensive models
. Ability to respond Improves system flexibility Requires mechanisms
Adaptation . A
to new threats and relevance for online learning and model updates

Source: compiled by the author based on M. Zhang et al. (2025)

The table reflects the multidimensional character of
evaluating the effectiveness of LLMs in cybersecurity, with
each criterion interrelated with system performance and
response efficiency. Synthesis indicates that achieving high
accuracy and deep contextual analysis improves threat
detection reliability while increasing latency and compu-
tational load. System throughput and scalability directly
depend on the architectural approach and optimisation
of data processing flows, which necessitates balancing re-
sponse speed with analytical depth. Adaptation to new and
previously unknown threats remains crucial for maintain-
ing system relevance and flexibility, requiring mechanisms
for online learning and regular model updates. Collectively,
these criteria emphasise that real-time integration of LLMs
represents a compromise between accuracy, speed, scala-
bility, and adaptability, which defines the effectiveness of
modern behavioural analysis systems.

Limitations, risks, and ethical considerations

in the use of large language models

The deployment of LLMs in automated cyber threat anal-
ysis systems involves fundamental limitations and risks
that require consideration throughout integration and
operational processes. One critical challenge concerns
model explainability, described as the “black box” prob-
lem. LLMs generate outputs from multidimensional latent
representations formed during training on extensive cor-
pora of textual and behavioural data. The complexity of
internal attention mechanisms, transformer blocks, and
multi-layered contextual links renders interpretation of
why a model classifies an event as an anomaly or threat
highly difficult. This creates challenges for justifying alerts
to SOC operators and for compliance with regulatory

requirements in critical sectors such as finance, health-
care, and energy. Another challenge involves the quality
and bias of training data. LLMs train on large datasets that
may contain structural, semantic, or social biases. In cy-
bersecurity, these biases can lead to systematic underes-
timation or overestimation of particular user behaviours,
specific event sources, or regional characteristics of cyber
threats. Such biases negatively affect detection accuracy,
increase false-positive signals, and generate uneven risk
assessment. Mitigation requires implementation of data
audit procedures, control over data representativeness, and
application of decorrelation and class-balancing methods
during training (Alang et al., 2025).

Effective LLMs analysis requires access to user logs,
network flows, messages, and other metadata containing
sensitive information. Without robust anonymisation, en-
cryption, and access control, the risk of data leakage or
unauthorised use is high. LLMs integration in corporate
and government information systems must comply with
local and international regulatory frameworks, includ-
ing GDPR (Regulation (EU) No. 2016/679, 2016), ISO/IEC
27001:2022 (2022), and other cybersecurity standards, which
necessitates careful design of architecture and data-pro-
cessing procedures. Separate attention is required for risks
of model misuse by attackers. LLMs can be exploited to gen-
erate phishing messages, social-engineering scenarios, auto-
mate account-compromise attempts, or analyse structured
and unstructured data to identify vulnerabilities (Semerik-
ov et al., 2025). This highlights the necessity of ethical and
regulatory control over model access, restriction of poten-
tially dangerous functionalities, and continuous monitoring
of usage. Table 7 presents a structured overview of the rela-
tionships between limitations, risks, and their consequences.

Table 7. Key limitations and risks of using LLMs in cybersecurity and mitigation measures

Category Nature of limitation/risk Consequences Potential mitigation measures
L Complexity of internal latent | Inability to justify decisions to SOC, Interpretable models, LIME/SHAR
Explainability . . ) : :
representations regulatory risks logging of intermediate outputs
Data bias Uneven or structural biases False positives/false negatives, Data audit, class balancing, pattern

systematic errors decorrelation

Requirement for access to

Confidentiality sensitive data

Information leakage, regulatory

Anonymisation, encryption, access

violations control, compliance with GDPR/ISO

Misuse Use of the model for attacks

Generation of phishing campaigns,
social engineering scenarios

Functionality restrictions, usage audit,
ethical policies, monitoring

Note: LIME - Local Interpretable Model-agnostic Explanations; SHAP — SHapley Additive exPlanations

Source: compiled by the author based on N.O. Jaffal et al. (2025)
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The table demonstrates the multicomponent nature
of risks associated with LLMs deployment in cybersecurity
systems and underscores the need for comprehensive risk
management. Explainability, data bias, confidentiality, and
potential misuse are interrelated and affect both technical
system performance and compliance with regulatory and
ethical standards. Synthesis indicates that risks extend be-
yond technical aspects to include organisational, regulato-
ry, and social factors. Effective LLMs utilisation requires an
integrated approach that combines model interpretability,
data auditing and cleansing, access control, encryption, and
monitoring, maintaining a balance between analytical pow-
er and security. Such a comprehensive approach minimises
adverse consequences and increases trust in real-time de-
cisions generated by LLMs. Real-time integration of LLMs
therefore demands a holistic approach that combines tech-
nical, organisational, and ethical measures to ensure relia-
bility, security, and lawful use of models, while preserving
system performance and analytical quality.

Discussion

The results obtained in the present study on behavioural
analytics and the integration of large language models into
cyber threat detection systems are fully consistent with
the findings of other scholars. S. Subrahmanyam (2025)
presented behavioural analysis as a core intellectual mech-
anism for detecting threats that lack explicit signatures,
emphasising context, temporal dynamics, and profiling
of normal activity. He concluded that the effectiveness of
behavioural models increases when integrating heteroge-
neous data sources and employing adaptive algorithms.
His findings correspond with observations regarding the
central role of behavioural analysis as an intelligence layer
within SOC ecosystems and its capacity to reduce false-pos-
itive alerts through event contextualisation. However, that
study placed less emphasis on practical aspects of scaling
and handling unstructured data, which the current study
addressed through the deployment of large language mod-
els. R.R. Kethireddy (2022) applied behavioural analytics
combined with LLMs to detect insider threats, where LLMs
interpreted user action contexts and explained risky pat-
terns. Scientists reported improved detection accuracy for
insider threats compared with classical ML models, corre-
sponding with findings on the universality and contextual
power of LLMs. His study focused primarily on human us-
ers, whereas the present study demonstrates the advantage
of a broader UEBA approach encompassing technical enti-
ties and inter-entity interactions.

T. Ali & P. Kostakos (2023) presented the HuntGPT sys-
tem, applying a hybrid approach to anomaly detection by
combining classical ML detectors with LLMs and elements
of explainable Al. The researchers emphasised that LLMs
do not fully replace conventional models, but act as an in-
terpretative and correlation layer, enhancing clarity and
practical value for SOC analysts. This conclusion partially
differs from the findings of the current study, in which LLMs
are considered the core of contextual encoding and behav-
ioural scoring. In contrast, T. Arjunan (2024) examined the
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use of natural language processing methods for detecting
anomalies and intrusions in unstructured cybersecurity
data, including event logs, textual incident descriptions,
and system messages. The researcher demonstrated that
NLP approaches can identify latent semantic patterns not
captured by conventional signature- or statistics-based
methods, which aligns with the presented conclusion re-
garding the necessity of semantic interpretation of securi-
ty events. However, the study relied primarily on classical
NLP methods and shallow/deep learning models, whereas
the present study shows that large language models pro-
vide substantially broader contextual analysis and unified
processing of heterogeneous data. Therefore, the results of
T. Arjunan correlate conceptually with the obtained find-
ings but differ in contextual scope and the absence of full
behavioural integration.

X. Jiang et al. (2025) investigated the detection of user
behaviour anomalies in cloud environments using deep
learning. The researchers confirmed the effectiveness of
neural network models for early threat warning through
analysis of behavioural features, time series, and access
patterns. These findings align with the assertion regard-
ing the high value of behavioural analysis for early attack
detection. However, unlike the current study, X. Jiang et
al. limited behavioural analysis primarily to the user lev-
el within cloud infrastructure and did not cover inter-en-
tity interactions or heterogeneous data types. V. Onal et
al. (2025) considered user behavioural analysis in SIEM
data as a key Al application to reduce information noise
and improve event correlation accuracy. The researchers
showed that Al-driven UBA identifies anomalies in security
event streams more effectively than conventional correla-
tion rules. These findings directly correspond with the ob-
tained findings regarding the role of behavioural analysis
as an intelligence layer in SOC and SIEM platforms. How-
ever, the study emphasised classical Al and ML methods,
whereas the present paper demonstrates that integrating
large language models overcomes the limitations of SI-
EM-oriented analysis through deeper semantic correlation
and support for multi-step attack scenarios.

M.]. Hussain (2024) reviewed behavioural analysis ap-
proaches using machine learning, particularly for detect-
ing anomalies in user and system entity behaviour. The
researcher highlighted the effectiveness of ML methods
for early threat warning and reduction of false-positive
alerts, which corresponds with the presented conclusion
on the importance of behavioural analysis for improving
detection accuracy. The study, however, is limited to classi-
cal ML methods and did not consider the potential of large
language models for unifying heterogeneous data and con-
textually modelling complex multi-step attacks. S. Sub-
rahmanyam (2025) emphasised the integration of user be-
havioural analysis into threat detection systems, including
SOC platforms, and highlighted the role of Al in incident
prioritisation and reducing informational noise. These
findings confirm the presented conclusions regarding the
effectiveness of UEBA as an intelligence layer within SOC
and the value of risk-oriented scoring. The study, however,
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predominantly employed classical AI/ML methods without
deep involvement of LLMs, explaining partial discrepancies
in contextual processing and unified handling of structured
and unstructured data.

I. Hassanov et al. (2024) conducted a systematic review
on the use of Al and LLMs for cyber intelligence and threat
prediction. The researchers highlighted that LLMs can
integrate heterogeneous information sources, model be-
havioural patterns, and detect complex anomalies, which
supports key findings of the present study. The review has
a broader strategic focus and provides less detail on practi-
cal integration of UEBA and real-time event streaming, ex-
plaining the differences in applied depth between the stud-
ies. L.A. Odozor et al. (2025) proposed an incident response
approach combining malware behavioural analytics with
adversarial modelling to improve detection accuracy and
limit attack impact. The researchers emphasised the value
of integrating multiple data sources and forming contex-
tual models of malware behaviour, which aligns with the
obtained findings on the importance of unifying structured
and unstructured data and contextually modelling events
to detect complex threats. Their study, however, focused
mainly on malware analytics rather than user behavioural
analysis and LLMs integration in SOC platforms, explaining
differences in applied focus. I.H. Sarker (2024) explored the
role of generative Al and large language models in cyber-
security, particularly regarding automation, intelligent de-
cision-making, and explainability. The researcher demon-
strated that LLMs can integrate heterogeneous data, form
multi-level semantic representations, and enhance attack
prediction, which corresponds with the present findings on
contextual modelling and combining behavioural analysis
with LLMs. L.H. Sarker’s study did not detail practical in-
tegration into SIEM or SOAR platforms, which is a central
emphasis of the present study.

Overall, comparative analysis indicates that the pres-
ent study aligns with current studies on context-oriented,
adaptive cybersecurity systems, moving beyond isolated
detectors. Discrepancies among individual studies result
from differences in scope, choice of analytical targets, and
the role assigned to LLMs — either as auxiliary interpreta-
tion tools or as central components of behavioural analyt-
ics architecture. This confirms the scientific originality and
practical relevance of the present study, which extends ex-
isting approaches through systematic integration of UEBA
and LLMs in modern cybersecurity platforms.

Conclusions

User behavioural analysis is a key component of modern cy-
bersecurity systems, capable of complementing and surpass-
ing classical signature-based methods. The integration of
behavioural models allows detecting anomalies and threats
at early stages, predicting potentially harmful actions, and
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AHoOTALiA. AKTyajbHIiCTh IpeacTaBieHol poOOTH 3yMOBJIEHA 3POCTAIOUOI0 CKIAAHICTIO KiGep3arpo3 i 06MeXeHOI0
e(deKTUBHICTIO TpagULitHMX MEeTOHIB iX BMSBJIEHHS, L0 MOTPe6ye BIPOBAIKEHHS iHTENeKTyalbHUX MOBEIiHKOBUX
MiIXOAiB i3 BUKOPMCTAHHSIM Cy4yaCHMX aJTOPUTMIUYHMX i MOBHMX Mopeseil. MeTow IIbOro JOCTiIKeHHS Oy/10
y3araJibHeHHS Ta KOHLeNTyajabHe IlepeoCMUCIeHHS MiAX0AiB 0 aBTOMAaTK30BaHOI0 aHali3y MOBeliHKM KOPUCTYBayviB
y cucTeMax BUSBJIEHHS Kibep3arpo3 3 Mo3ulliii aiTOPUTMIUYHMX pillleHb i apXiTeKTypHUX MPUHIUIIB iX Mo6ymoBu. Y
pesysbTaTi JOIiIKeHHS, BUKOHAHOTO 3 BUKOPUCTAHHSIM TeOPeTUYHOTr0 aHali3y, CUCTeMHOTO MiIX0ly Ta MOPiBHSJIbHO-
aQHaJITUYHOTO METO/LY, BCTAHOBJIEHO, III0 NTOBeiHKOBMI aHasIi3 KOPUCTYBaUiB € eeKTUBHUM iHCTPYMEHTOM BUSIBJIEHHS
Kibep3arpos, 3JaTHUM [OIMOBHIOBATY Ta IMepeBepUIyBaTM KIACMYHI CUTHATYPHI MeTOIM 3a paxyHOK imeHTudikarii
KOHTEKCTHO-3aJIeKHMX aHOMaJTiit i 6araToKpOKOBUX aTak. [IopiBHSIbHMIT aHai3 TiOXOMAiB aHaMi3y MOBEIiHKY KOPUCTYBAUiB
i 06’eKTiB CcHUCTEeMM MPOAEMOHCTPYBAB Iepexif Bif GOKyCyBaHHS Ha iHAMBILyaqbHUX LisIX 4O KOMIUIEKCHOTO aHAmi3y
B3a€MO/Ii}i Mi>K KOpMCTyBayaMM Ta TEXHIUHMMM KOMIIOHEHTaMH, 110 MiABUIIY€E TOUHICTh BUSIBIEHHS 3arpo3 i 3MeHUIye
KiJIbKiCTb XMOHOIO3UTUBHMUX CHOBileHb. CUCTEMHMIT aHai3 apXiTeKTyp cydyacHuX IutaTdopM Kibep3axucTy MmoKasas,
110 iHTerpailisi BeIMKMX MOBHUX MoZeseii 3ab6e3neuye yHipikoBaHy 06p0OKYy CTPYKTYPOBaHMUX, HAMIIBCTPYKTYPOBAHUX i
HEeCTPYKTYPOBAHMUX JAHVMX, MOJETIOBAHHS JOBrOTPUBAIMX MIKIIOAIEBUX 3a/IEKHOCTeN Ta HOpMyBaHHSI KOHTEKCTYaJIbHUX
MOBEJIiHKOBMX MoZenell y peXXuMi peajibHOro yacy. KoHlenTyanbHe y3arajJbHeHHS Ji aHa/IiTMYHA OL[iHKa MiATBepAUIN,
110 [TO€JHAHHS TIOBEIiIHKOBOTO aHaTi3y 3 BeIMKMMM MOBHMMM MOJEISIMM CTBOPIOE aIalITUBHI, MaclITab0BaHi Ta pU3UK-
Opi€HTOBaHi cucTeMM KibGep3axucTy, 34aTHi 3a6e3MeuyBaTy paHHE BUSBJIEHHS i TPOAKTMBHE pearyBaHHS Ha CydacHi
Kibep3arposu 3a yMOBM AOTPMMAaHHS BMMOT TOSICHIOBAHOCTi, 6e3MeKyu Ta HOpMAaTMBHOI BimmoBigHocTi. OTpumani
pe3y/nbTaT MOKYTb OYTM KOPUCHMMM JJIsl PO3POOTEHHSI Ta BIPOBAIKeHHS! iHTeJeKTyaJlbHUX CUCTEM Kibep3axucTy
B I[eHTpax YIpaBIiHHSI Ta MOHITOpMHTY iHpopMaIliiiHoi 6e3rmeky, cucTeMax yIpaBaiHHS iHPOpMAIli€l0 Ta MOLisIMU
6esmexu, maTdopmax opkecTpallii, aBromaTm3alii Ta pearyBaHHs Ha iHIUMAEHTU

KniouoBi cnosa: User and Entity Behaviour Analytics; BejiMKi MOBHI MOfeJIi; IITYYHMIA IHTE/IEKT; MallMHHEe HaBYaHHS;
data-driven migxip,
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