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Abstract.  The article examined the challenges and barriers arising from the rapid development of digitalisation, which 
is significantly transforming the business environment and creating new obstacles for enterprises at the local level. In the 
contemporary context, addressing these challenges is essential for the effective implementation of digital technologies 
to enhance enterprise competitiveness and mitigate potential risks. The study aimed to systematise and analyse the key 
challenges and obstacles to the digitalisation of logistics at the local level and to develop strategies for overcoming them. 
This research was based on an analysis of academic publications and statistical data. Methods of comparative analysis, 
systematisation, and generalisation were applied. The main challenges and obstacles were categorised into five key groups 
– economic, technological, organisational, legal, and social – which hinder the adoption of digital solutions. Economic
challenges are associated with limited financial resources and the high cost of technology. Technological aspects include
inadequate infrastructure and information security issues. Organisational challenges stem from resistance to change and
a lack of strategic vision, while legal challenges arise from inconsistencies in legislation and the ambiguous conceptual
framework of the digital economy. Social challenges are linked to the need for workforce retraining and staff shortages. A
strategy has been proposed to address each group of challenges, including the development of government programmes,
improved access to digital technologies, and the introduction of educational initiatives. The practical value of the study
lies in the potential application of the proposed strategies by enterprises and organisations to enhance logistics processes
within the context of digital transformation. The findings may serve as a basis for developing a strategy for the digitalisation 
of logistics processes, taking regional specificities into account
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Challenges and obstacles to the digitalisation 
of logistics at the local level

Introduction
Digitalisation has emerged as a dominant trend since the 
2020s, showing no signs of slowing down. Technology 
companies are set to be the primary investors in the con-
tinued advancement of digitalisation, permeating all as-
pects of life, particularly the business environment. These 
companies are setting the standards and conditions which 
businesses must acknowledge to remain competitive and 

profitable amidst rapid informational changes. Logistics is 
a particularly popular area for improving the implemen-
tation and integration of digital technologies. Companies 
are actively working to increase the speed of material flow 
deliveries, reduce information flow processing times, and 
enhance end-user service to maintain their economic posi-
tion and boost profitability. In doing so, they are deploying 
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systems, which complicates process integration and reduc-
es management efficiency. According to T. Nakonechna & 
N. Hryniv  (2021), one of the most significant challenges
in implementing cutting-edge technologies like IoT is the
need to mitigate risks caused by human factors, specifically
errors stemming from insufficient knowledge or experi-
ence. While these technologies can minimise reliance on
human intervention, the process of adapting staff to work
with them remains a substantial obstacle.

Despite the existing scholarly research, approaches, 
and summaries in the academic literature, there is a need 
to analyse and systematise the general challenges and ob-
stacles that arise during the digitalisation of logistics at 
the local level. Regional aspects of implementing digital 
technologies, which account for the specifics of local infra-
structure, economic environments, and social factors, are 
under-researched. There is a lack of in-depth analysis of 
effective strategies to overcome these challenges and obsta-
cles, which would enable businesses to adapt successfully to 
the conditions of digital transformation. This article aimed 
to identify, systematise, and analyse the existing challenges 
and obstacles to the digitalisation of logistics at a local level.

Materials and Methods
This study employed a comprehensive set of methods to 
provide a thorough analysis of the challenges of logistics 
digitalisation at the local level, with a specific focus on the 
Vinnytsia Region. The use of diverse methodologies al-
lowed for an in-depth exploration of the aspects of digital 
transformation, the identification of key challenges and ob-
stacles, and the proposal of potential solutions. The method 
of analysis was applied to examine available academic pub-
lications, official reports, statistical data, and other sources 
directly related to the digitalisation of logistics. This includ-
ed a detailed analysis of publications concerning the im-
plementation of digital technologies in the logistics sector, 
such as the study of M. Cichosz et al. (2020), which high-
lights the barriers to digital transformation. This analysis 
allowed for the identification of the main problems in im-
plementing digital technologies in logistics. Data was also 
gathered from information resources such as Ukrinform 
(31 investment projects…, 2023), which provided current 
information on the state of digitalisation in Ukraine, and 
the Lviv Chamber of Commerce and Industry (Grants from 
the…, n.d.), which outlines trends in the implementation 
of advanced technologies.

The method of systematisation was used to organise 
the data obtained, allowing for the classification of chal-
lenges and obstacles to logistics digitalisation into several 
key groups: economic, technological, social, organisation-
al, and legal. This approach provided a clear understanding 
of the diverse problems faced by businesses during digital 
transformation. For example, economic barriers include 
the high costs of technology implementation, while social 
barriers include the insufficient level of digital skills among 
staff. The method of synthesis was used to integrate heter-
ogeneous data from various sources. This allowed for the 

a wide range of digital technologies and solutions. The con-
vergence of digital technologies and tools has led to chang-
es in traditional business model formation. These shifts 
require analysis to understand the capabilities of these 
models and the next steps for their adaptation and sustain-
able development, including identifying and addressing 
challenges and obstacles. Cloud technologies and artificial 
intelligence are becoming integral to business operations, 
and companies must recognise these changes to ensure the 
accuracy and effectiveness of these integrations.

The process of adapting business models to the digi-
tal economy and the correct selection of implementation 
strategies encounters challenges and obstacles that have 
also changed and transformed, reflecting the pace of dig-
italisation. Since 2010, there has been a surge in research 
dedicated to adapting business models to the needs of the 
digital economy and the associated complexities. C.E. Fer-
nandez Rea  (2023), in examining digital technologies 
in agricultural enterprises, identified limitations such as 
high integration costs, the need for specialised knowl-
edge and skills, and the potential for technology failure. 
M.H. Khaustova (2023) explored and highlighted risks and
negative elements in the ongoing process of digitalisation,
noting unauthorised access to information, cybersecurity
threats, and digital inequality. Researchers O.V. Ptashchen-
ko & O.M. Sokhatska (2022) argued that digital transfor-
mation significantly impacts not only technology but also
work and consumption culture. They emphasised that high
implementation costs for new technologies, the need for
specialised knowledge, and the necessity for changes in
internal company structures are major challenges faced
by businesses in the context of digitalisation. According to
M. Cichosz et al. (2020), key barriers to digital transforma-
tion in the logistics sector include the complexity of man-
aging logistics networks, resource limitations, resistance to
change, cybersecurity issues, and difficulties in adapting to
new technologies. These researchers indicated that over-
coming these obstacles requires strong leadership, organi-
sational support, engagement of personnel and partners, as
well as process standardisation and data integration.

Researcher D. Bodnar (2022) concluded in their study 
that digital logistics plays a key role in economic transfor-
mation, enhancing business competitiveness through the 
optimisation of logistical processes, automation of activ-
ities, and implementation of electronic documents such 
as e-CMR and e-AWB. They emphasised that developing 
digital platforms for interaction among logistics chain 
participants is crucial, but the level of logistics digitalisa-
tion in Ukraine remains low. To improve this, it is neces-
sary to adapt innovative technologies to European Union 
(EU) standards, conduct in-depth process analysis, and 
automate processes. L.O.  Kustrich  (2023) noted that the 
digitalisation of logistics management creates significant 
management challenges, particularly due to the need to 
integrate technologies like the Internet of Things (IoT), 
blockchain, and automation. She also highlighted that a 
major obstacle is the lack of unified standards for digital 
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formation of a comprehensive understanding of the situa-
tion in the region, combining information on the impact of 
digitalisation on logistics with an analysis of its local spe-
cificities. The synthesis method was particularly important 
for identifying potential strategies to overcome challenges, 
as it facilitated the integration of data from various sectors 
and sources.

One crucial aspect of this research was the examina-
tion of the investment climate in the Vinnytsia Region. This 
line of inquiry focused on assessing the regions potential 
for implementing digital technologies, which is critical for 
the effective digitalisation of logistics. The analysis of the 
investment climate included an evaluation of infrastructure 
availability for the digital transformation of logistics and 
the study of investment levels in the logistics sector. This al-
lowed for an assessment of the regions capacity to adapt to 
digital challenges and an analysis of measures implemented 
by regional authorities to stimulate digitalisation, including 
government support programmes for businesses focused 
on implementing innovative solutions. To obtain statisti-
cal data, specialised resources were used, including data 
on the number of internet providers in the region (Inter-
net providers – Vinnytsia, n.d.) and a comprehensive study 
of the IT industry (IT VN Research, 2021). This informa-
tion allowed for an evaluation of the current state of digital 
infrastructure development and its ability to support the 
implementation of modern technologies in logistics. The 
comprehensive approach to selecting methods and incor-
porating diverse data sources ensured a deep and thorough 
understanding of the challenges and obstacles to logistics 
digitalisation at the local level.

Results and Discussion
Digital transformation has led to the emergence of the con-
cept of “digital logistics”, which is an integral part of the dig-
ital economy. Digital logistics is an innovative form of logis-
tics that significantly reduces costs associated with logistical 
processes, such as order processing, and accelerates their 

execution (Shostak, 2020). Digital technologies enable the 
development of new logistical solutions, optimise produc-
tion, warehousing, transportation, and other processes, 
and accelerate asset turnover, assigning digital logistics a 
leading role in the digital economy. Digital technologies 
encompass all aspects of the logistics process, from elec-
tronic waybills, used to reduce document processing time 
and costs and simplify communication between different 
links in the logistics chain, to artificial intelligence, which is 
used for demand forecasting and automating routine pro-
cesses. This leads to the emergence of key features of logis-
tical activities in the context of digitalisation, including in-
creased data processing speed and quality, the development 
of ecommerce and expansion of distribution channels, and 
the advancement of autonomous logistics technologies 
(Minakova & Grigori, 2023). Among the diverse range of 
digital technologies, blockchain and digital platforms stand 
out for their use in logistics process management. Block-
chain technology is a decentralised database that operates 
across multiple computers and is updated using cryp-
tographic methods. The advantages of using blockchain in 
the logistics sector include reduced risk of errors, enhanced 
data security, and improved transparency and openness.

Logistics process management systems allow for the 
monitoring of cargo movement and control of warehouse 
and delivery management processes. The logistics platform 
Trans.eu (3 steps a…,  2020) connects freight forwarders, 
shippers, and carriers, providing real-time cargo location 
monitoring, simplified application processing and filing, 
reduced transportation costs, and optimised financial ex-
penses for the company. The digitalisation of logistics at the 
local level encounters specific features and characteristics 
of this local level, namely, large variability in available re-
sources, technological infrastructure, and staff qualifica-
tions, which are due to regional differences. It is necessary to 
identify groups by which the systematisation of challenges 
and obstacles will be conducted, primarily economic, tech-
nological, organisational, legal, and social groups (Table 1).

Table 1. Challenges and obstacles to logistics digitalisation

Group Name Challenge Description

Economic

Limited financial resources for implementing new technologies
Lack of investment in digital infrastructure at the local level

High cost of implementing new digital solutions
Absence of government support or programmes to stimulate digitalisation

Restrictions on the purchase of foreign equipment and software in the absence of Ukrainian analogues

Technological

Insufficient development of digital infrastructure
Low level of technical training of personnel to work with digital tools

Compatibility problems of new digital solutions with existing logistics systems
Limited access to high-speed internet and digital platforms

Lack of modern digital tools at the local level
Low level of information security

Organisational

Lack of a strategic vision for digitalisation at the local level
Low level of management readiness for digital changes

Resistance to change among employees and problems adapting to new technologies
Lack of motivation from company leadership to implement digital technologies
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Having identified the main risk categories, it is impor-
tant to note that derivative risks will also emerge, such as 
environmental risks (stemming from increased electricity 
consumption and greenhouse gas emissions) and educa-
tional risks (lack of programmes for staff retraining and 
upskilling). These challenges affect businesses embarking 
on the path of logistics digitalisation and business in gen-
eral. In response to these challenges, it is necessary to con-
sider the opportunities and strategies for overcoming these 
obstacles to successfully implement logistics digitalisation. 
The identified groups of challenges are difficult to priori-
tise, given that they appear at every stage of the logistical 
chains digital transformation. Therefore, they should be 
analysed in the order previously outlined.

When considering ways to overcome economic chal-
lenges, it is crucial to analyse the regions investment cli-
mate to gain a clear understanding of the situation at the 
local level. Looking at the investment climate in the Vin-
nytsia Region can be interpreted as favourable due to the 
implementation of government policies aimed at support-
ing Ukrainian businesses. Thanks to this climate, 31 invest-
ment projects were successfully implemented in 2023 (31 
investment projects…, 2023), with a total value of nearly 
1.44 billion UAH. This encourages the continued attraction 
of investments through investment appeal. The second ap-
proach to overcoming this barrier is to utilise government 
programmes or grants. The Digital Europe programme 
(Grants from the…, n.d.), introduced by the EU, aims to 
create a unified European digital market and includes six 
areas, four of which are accessible to Ukraine: high-per-
formance computing, artificial intelligence, information 
technologies in the economy and society, and digital skills. 
These strategies focus on attracting funds to cover automa-
tion costs. Investments can also address and resolve tech-
nological challenges, but first, it is necessary to assess the 
technological state at the local level.

Internet coverage in the city of Vinnytsia is provided 
by a large number of internet service providers (over 250), 
offering various tariff plans (Internet providers – Vinnytsia, 
n.d.) with the option to use rented equipment. Providers
have accommodated periodic power outages by ensur-
ing uninterrupted internet access. Collaboration with IT
companies to develop specialised digital solutions is an
effective strategy for overcoming technological challenges,
but the state of the IT sector varies from region to region
and requires initial assessment. According to the IT VN

Research  (2021) results, the Vinnytsia Region ranks 7th 
among all regions of Ukraine and has 5,880 IT individual 
entrepreneurs and 475 legal entities operating in IT-related 
economic activities. Such development of the IT sector sig-
nificantly simplifies the implementation of digital solutions, 
which helps overcome technological challenges, including 
system compatibility issues, access to modern tools, and 
improves information security at the local level. After ana-
lysing strategies to overcome technological challenges, it is 
possible to consider the next category of challenges, namely 
organisational challenges.

Strategies to overcome organisational challenges are 
difficult to analyse at the local level due to the limited trans-
parency of logistics companies regarding management and 
organisation. Therefore, these strategies will be more gen-
eral and advisory in nature. Developing a long-term dig-
italisation strategy and establishing a digital council will 
create a clear plan for implementing digital technologies 
that take into account local specifics and resources. This 
plan will be coordinated by a dedicated body responsible 
for planning, monitoring, and controlling the implemen-
tation of digital solutions. Training and upskilling senior 
and middle management will promote understanding and 
mastery of digital tools, enabling effective process manage-
ment and informed decision-making. Engaging external 
experts will provide logistics management with a better 
interpretation of the challenges and opportunities of dig-
italisation and the ability to develop a long-term strategy 
for implementing digital technologies. Training and re-
training programmes, along with internal communication 
and staff engagement, will ensure employees are qualified 
in this area and reduce their resistance to change by mak-
ing them aware of the advantages, disadvantages, and es-
sence of automation. Integrating digital Key Performance 
Indicators (KPIs) and financial and reputational incentives 
can enhance the motivation of company leadership to im-
plement digital technologies. Key performance indicators 
may include the number of implemented digital solutions, 
cost reductions due to automation, and others. As for over-
coming social challenges, this process should involve the 
following steps: developing modern and digital training 
and retraining programmes for employees. Platforms like 
Prometheus and Udemy (We have selected…, 2023) offer 
opportunities to improve related professional skills or delve 
into the basics of another field and receive a certificate 
confirming acquired skills and knowledge. Establishing  

Continued Table 1
Group Name Challenge Description

Legal

Inconsistency of current legislation with the needs of the new technological order
Data protection problems in logistics processes, especially when using digital platforms

The problem of identifying and determining the legal status of involved digital market entities
Absence or ambiguity of the conceptual apparatus of the digital economy

Social
Increased unemployment due to automation

Shortage of qualified personnel and specialists and the constant need for retraining
Increased socio-economic inequality due to uneven informatisation of society

Source: compiled by the author based on K. Verhal (2020), E. Khusainova et al. (2021)
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partnerships with educational institutions will enable the 
development of programmes that meet the demands of the 
digital economy. Ensuring equal access to digital technolo-
gies and increasing the transparency of digitalisation pro-
cesses are also crucial. The strategies mentioned above will 
help mitigate negative consequences and overcome obsta-
cles, thereby enhancing the ultimate success of digitalisa-
tion for enterprises and businesses.

The issue of digital transformation across various so-
cial development phenomena and processes is widely dis-
cussed in academic literature. According to O.Y. Davydova 
& V.D.  Kolesnikova  (2022), the uneven development of 
digital infrastructure is one of the main challenges of dig-
italisation. They noted that some regions experience a lag 
in the development of network infrastructure, which com-
plicates the integration of digital technologies into business 
processes. Their conclusions align with the results of this 
study, which confirm the importance of modern digital 
infrastructure for successful business transformation. It is 
noted that the problem of uneven access to digital solu-
tions is significantly exacerbated in rural and remote areas. 
M.S.  Shtelmashuk  (2024) highlighted that one of the key
problems of digitalising logistics processes is the compati-
bility of new technologies with existing infrastructure solu-
tions, especially in small and medium-sized businesses. The 
author stated that many companies attempting to integrate
digital tools face difficulties due to outdated management
systems that do not support innovative solutions such as
IoT, blockchain, and SCM systems. This necessitates signif-
icant additional investments in modernisation, which often 
poses an insurmountable financial burden for small enter-
prises. The findings of this study also confirmed that data
format compatibility and integration between different dig-
ital platforms are critical challenges for logistics companies. 
An important aspect is that modern information systems
across different enterprises often have varying data ex-
change standards, which complicates their interaction and
requires the implementation of specialised software solu-
tions or additional integration gateways. K. Verhal (2020)
highlighted the social challenges of digitalisation, drawing
attention to the increase in unemployment due to automa-
tion and the polarisation of the workforce based on digital
skills. This study also noted that human factors, including
inadequate employee training, are significant barriers to
implementing digital technologies. The authors viewed on
the critical importance of investing in digital education is
entirely justified. This assertion can be expanded by em-
phasising the need for government support programmes
for employee retraining.

Ye. Borodin et al. (2021) identified digital inequality as 
a key barrier to digitalisation. They noted that the lack of 
access to high-speed internet and the low level of digital 
literacy among the population significantly complicate the 
implementation of digital solutions. Developing regional 
infrastructure and promoting digital education are cru-
cial steps to overcoming digital inequality. Furthermore, 
the findings of this study corroborate their arguments 

but add that digital inequality also affects the accessibili-
ty of solutions for small enterprises. I.V. Kryvovyaziuk & 
I.S. Sydorchuk (2022) emphasised the low level of techno-
logical readiness of enterprises, which slows down the dig-
italisation process. The authors focused on the partial im-
plementation of solutions, such as cloud computing or big
data analytics, which limits competitiveness. This research
confirms similar findings, highlighting the particular rele-
vance of this barrier for small and medium-sized business-
es with limited resources.

L.M. Achkasova (2024) highlighted the legal and reg-
ulatory challenges of digitalising transport and logistics 
systems, emphasising the difficulties associated with the 
absence of a unified legislative framework and clear regu-
latory requirements for digital platforms. The author noted 
that these factors significantly complicate the implementa-
tion of innovative technologies and slow down the digital 
transformation process in the logistics sector. The lack of 
standardised data exchange mechanisms and clearly de-
fined rules for electronic document management deters 
companies from actively implementing digital solutions. 
This argument can be expanded by emphasising the im-
portance of international harmonisation of digital stand-
ards, creating legal mechanisms for the use of smart con-
tracts in logistics, and strengthening government support 
for enterprises in implementing cybersecurity technolo-
gies. I.K. Pishenin (2021) and A.H. Lisna & O.V. Posilki-
na (2022) highlighted the cybersecurity problems that ac-
company digitalisation. They drew attention to the risk of 
unauthorised access to data and the need to develop effec-
tive solutions for its protection. The issue of cybersecurity, 
as noted by the authors, requires not only technical but 
also organisational measures, including raising security 
awareness among employees. М.  Hryhorak  et al.  (2021) 
pointed to organisational barriers associated with the lack 
of digitalisation strategies. They emphasised that inade-
quate planning slows down the implementation of digi-
tal solutions. This idea is valid, as confirmed by the data 
obtained, with the addition that an effective digitalisation 
strategy should cover both technical and human resource 
aspects. According to S. Koliadenko et al.  (2024), a high 
threshold of education and qualifications is a significant 
obstacle to implementing digital technologies in the agri-
cultural sector. The authors emphasised that adapting edu-
cational programmes and training personnel to work with 
innovative solutions, such as IoT and drones, is crucial for 
overcoming this barrier. This conclusion aligns with the 
results obtained, which also highlight the importance of 
investing in digital education for employees. Furthermore, 
it is noted that developing regional retraining programmes 
could effectively contribute to mitigating this problem. 
O.M. Lukjanova (2023) highlighted institutional challeng-
es in digitalisation, focusing on the low involvement of
government bodies and the absence of a coordinated leg-
islative framework. The author stated that insufficient gov-
ernment support significantly hinders the implementation
of digital transformation strategies. The results obtained
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confirm this argument, further emphasising that institu-
tional barriers are exacerbated by the lack of government 
programmes to stimulate digitalisation, which negatively 
affects the competitiveness of small and medium-sized en-
terprises in the digital economy. The analysis conducted 
allowed for the identification and grouping of the main 
challenges and obstacles to logistics digitalisation at the 
local level and the development of strategies to overcome 
these challenges and obstacles.

Conclusions
The digitalisation of logistics at the local level encounters 
numerous challenges and obstacles that significantly slow 
down and complicate the implementation process. Eco-
nomic challenges include the high cost of technological 
solutions and the need for substantial financial investments 
to acquire and maintain digital platforms and infrastruc-
ture. Social challenges encompass the problem of low dig-
ital literacy among employees, the increased risk of unem-
ployment due to the automation of routine processes, and 
the polarisation of the workforce based on skill levels. Or-
ganisational challenges include insufficient strategic plan-
ning, the absence of clearly defined digitalisation goals, and 
low levels of interaction among market participants. Tech-
nological challenges are related to outdated infrastructure, 
the lack of access to modern solutions in some regions, and 
difficulties in integrating new technologies into existing 
business processes. Legal challenges arise from an inad-
equate regulatory framework and the uncertainty of data 
protection and cybersecurity standards.

The results of this study have shown that the success-
ful digitalisation of logistics requires a comprehensive 
approach to addressing economic, technological, social, 
organisational, and legal challenges. This includes active 
support from the state, particularly in providing financial 
grants and establishing retraining programmes. It is essen-
tial to develop strategic digitalisation plans at the enterprise 
level, which take into account the specifics of each region. 
It was found that in regions with developed infrastructure, 
digitalisation contributes to the optimisation of logistics 
processes, reduction of costs, and improvement of custom-
er service. At the regional level, coordination between local 
authorities, businesses, and educational institutions is cru-
cial for developing human resources and implementing in-
novations. This article has examined and systematised the 
key challenges of logistics digitalisation at the local level and 
developed practical recommendations for effectively over-
coming these challenges, considering the specifics of the 
regional business environment. Further research could fo-
cus on studying and generalising the existing experience of 
implementing logistics strategies in Ukrainian enterprises.

Acknowledgements
None.

Funding
None.

Conflict of Interest
None.

References
[1] 3 steps a transport company should take to be ready for digitisation. (2020). Retrieved from https://www.trans.eu/ua/

blog/lohistyka-4-0/3-kroky-do-ocyfruvannia-biznesu/.
[2] 31 investment projects implemented in Vinnytsia region: Over a thousand new jobs created. (2023). Retrieved from

https://www.ukrinform.ua/rubric-regions/3798966-na-vinniccini-realizuvali-31-investproekt-zavilosa-ponad-
tisacu-novih-robocih-misc.html.

[3] Achkasova, L.M. (2024). Features of the digital transformation of the enterprise’s transport and logistics system.
Economy of the Transport Complex, 43, 211-224. doi: doi: 10.30977/ETK.2225-2304.2024.43.211.

[4] Bodnar, D. (2022). Digital logistics as a tool for economic transformation. In Proceeding of international scientific
conference “Digital economy as a factor of innovative & sustainable development of the society” (pp. 101-103). Ternopil:
Ternopil Ivan Puluj National Technical University.

[5] Borodin, Ye., Piskokha, N., & Demoshenko, H. (2021). Problems and advantages of digitalization of local self-
government. Public Administration Aspects, 9(4), 95-103. doi: 10.15421/152141.

[6] Cichosz, M., Wallenburg, C.M., & Knemeyer, A.M. (2020). Digital transformation at logistics service providers:
Barriers, success factors and leading practices. The International Journal of Logistics Management, 31(2), 209-238.
doi: 10.1108/IJLM-08-2019-0229.

[7] Davydova, O.Y., & Kolesnikova, V.D. (2022). Digitalization as a driver of increasing the competitiveness of enterprises 
in the hotel and restaurant business. Business Inform, 12, 113-120. doi: 10.32983/2222-4459-2022-12-113-120.

[8] Fernandez Rea, C.E. (2023). Digitalization of business processes in agricultural enterprises: Advantages and
disadvantages. Entrepreneurship and Innovation, (29), 153-157. doi: 10.32782/2415-3583/29.23.

[9] Grants from the digital Europe programme: What can Ukrainian entrepreneurs get? (n.d.). Retrieved from https://
lcci.com.ua/granty-vid-programy-cyfrova-yevropa-shho-mozhut-otrymaty-ukrajinski-pidpryyemci/.

[10] Hryhorak, M., Trushkina, N., Popkowski, T., & Molchanova, K. (2021). Digital transformations of logistics customer
service business models. Intellectualization of Logistics and Supply Chain Management, 1, 57-75. doi: 10.46783/smart-
scm/2020-1-6.

[11] Internet providers – Vinnytsia. (n.d.). Retrieved from https://www.connect.net.ua/internet-provider-c/vinnitsa/.

https://www.trans.eu/ua/blog/lohistyka-4-0/3-kroky-do-ocyfruvannia-biznesu/
https://www.trans.eu/ua/blog/lohistyka-4-0/3-kroky-do-ocyfruvannia-biznesu/
https://www.ukrinform.ua/rubric-regions/3798966-na-vinniccini-realizuvali-31-investproekt-zavilosa-ponad-tisacu-novih-robocih-misc.html
https://www.ukrinform.ua/rubric-regions/3798966-na-vinniccini-realizuvali-31-investproekt-zavilosa-ponad-tisacu-novih-robocih-misc.html
https://doi.org/10.30977/ETK.2225-2304.2024.43.211
https://elartu.tntu.edu.ua/handle/lib/40131
https://doi.org/10.15421/152141
https://doi.org/10.1108/IJLM-08-2019-0229
https://doi.org/10.32983/2222-4459-2022-12-113-120
https://doi.org/10.32782/2415-3583/29.23
https://lcci.com.ua/granty-vid-programy-cyfrova-yevropa-shho-mozhut-otrymaty-ukrajinski-pidpryyemci/
https://lcci.com.ua/granty-vid-programy-cyfrova-yevropa-shho-mozhut-otrymaty-ukrajinski-pidpryyemci/
https://doi.org/10.46783/smart-scm/2020-1-6
https://doi.org/10.46783/smart-scm/2020-1-6
https://www.connect.net.ua/internet-provider-c/vinnitsa/


Challenges and obstacles to the digitalisation...

50 Innovation and Sustainability, 2025, Vol. 5, No. 1

[12] IT VN Research 2021. (2021). Retrieved from https://www.it-vn.org.ua/it-vn-research-2021.
[13] Khaustova, M.H. (2023). Benefits, risks, and problems of digitalization of society: General theoretical aspect.

Analytical and Comparative Jurisprudence, 5, 753-759. doi: 10.24144/2788-6018.2023.05.135.
[14] Khusainova, E., Urazbahtina, L., Serkina, N., Salixova, R., & Shackih, Z. (2021). Threats to the economic security

of a digital enterprise in the energy industry. E3S Web of Conferences, 288, article number 01018. doi:  10.1051/
e3sconf/202128801018.

[15] Koliadenko, S., Dzіs, O., & Haidei, V. (2024). Prospective directions of digitalization in agricultural enterprises within 
the context of economic security. Economy and Society, 59. doi: 10.32782/2524-0072/2024-59-84.

[16] Kryvovyaziuk, I., & Sydorchuk, I.S. (2022). Digital transformation and logistics management of an industrial
enterprise. In Scientific trends in post-industrial society (pp. 36-38). Dnipro: International Centre for Training and
Research.

[17] Kustrich, L.O. (2023). Innovations in the sphere of logistics management. State and Regions. Series: Economy and
Entrepreneurship, 3(129), 68-72. doi: 10.32782/1814-1161/2023-3-12.

[18] Lisna, A.H, & Posilkina, O.V. (2022). Current trends in the development of digital logistics in the pharmaceutical
industry. In Collection of materials of the XVI scientific and practical internet conference “Quality management in
pharmacy”. Kharkiv: National University of Pharmacy.

[19] Lukjanova, O.M. (2023). Problems and prospects of digitalization of the economy of Ukraine. The Bulletin of Transport 
and Industry Economics, 83, 140-147. doi: 10.18664/btie.83.300298.

[20] Minakova, S., & Grigori, O. (2023). Modern methods of optimization of logistics processes. Management and Business,
1(2), 107-127.

[21] Nakonechna, T., & Hryniv, N. (2021). Application of the latest technologies in the logistics activity of enterprises.
Scientific Notes of Taurida National V.I. Vernadsky University Series: Economy and Management, 32(71), 16-21.
doi: 10.32838/2523-4803/71-5-4.

[22] Pishenin, I.K. (2021). Peculiarities of implementation of digital information systems of transport logistics.
Infrastructure of the Market, 53, 67-70. doi: 10.32843/infrastruct53-13.

[23] Ptashchenko, O.V., & Sokhatska, O.M. (2022). Features of logistics activities in the conditions of digitalization. Visnik
of the Volodymyr Dahl East Ukrainian National University, 6(276), 50-54. doi: 10.33216/1998-7927-2022-276-6-50-
54.

[24] Shostak, L. (2020). Prospects for digitalization in logistics. In Society innovative development and security of enterprises 
in a neo-industrial society (pp. 748-749). Lutsk: Lesia Ukrainka Volyn National University.

[25] Shtelmashuk, M.S. (2024). Digitization and automation of logistics processes: Current status and prospects. Economics
and Society, 68, 440-444. doi: 10.32782/2524-0072/2024-68-193.

[26] Verhal, K. (2020). Threats and risks of digital transformation of the economy. Herald of Khmelnytskyi National
University. Economic Sciences, 4(3), 294-297. doi: 10.31891/2307-5740-2020-284-4(3)-53.

[27] We have selected 23 best educational platforms with online learning for you. (2023). Retrieved from https://laba.ua/
blog/3542-23-naykrashchi-osvitni-platformi.

https://www.it-vn.org.ua/it-vn-research-2021
https://doi.org/10.24144/2788-6018.2023.05.135
https://doi.org/10.1051/e3sconf/202128801018
https://doi.org/10.1051/e3sconf/202128801018
https://doi.org/10.32782/2524-0072/2024-59-84
https://archive.mcnd.org.ua/index.php/conference-proceeding/article/view/305/312
https://archive.mcnd.org.ua/index.php/conference-proceeding/article/view/305/312
https://doi.org/10.32782/1814-1161/2023-3-12
https://dspace.nuph.edu.ua/bitstream/123456789/28314/1/%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D1%96%D0%BD%D0%BD%D1%8F%20%D1%8F%D0%BA%D1%96%D1%81%D1%82%D1%8E%20%D0%B2%20%D1%84%D0%B0%D1%80%D0%BC%D0%B0%D1%86%D1%96%D1%97%C2%BB%20%2020.05.2022.pdf
https://dspace.nuph.edu.ua/bitstream/123456789/28314/1/%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D1%96%D0%BD%D0%BD%D1%8F%20%D1%8F%D0%BA%D1%96%D1%81%D1%82%D1%8E%20%D0%B2%20%D1%84%D0%B0%D1%80%D0%BC%D0%B0%D1%86%D1%96%D1%97%C2%BB%20%2020.05.2022.pdf
https://doi.org/10.18664/btie.83.300298
https://emsesd.com.ua/en/journals/2-2023/suchasni-metodi-optimizatsiyi-logistichnikh-protsesiv
https://doi.org/10.32838/2523-4803/71-5-4
https://doi.org/10.32843/infrastruct53-13
https://doi.org/10.33216/1998-7927-2022-276-6-50-54
https://doi.org/10.33216/1998-7927-2022-276-6-50-54
https://evnuir.vnu.edu.ua/bitstream/123456789/19329/1/748-749.pdf
https://doi.org/10.32782/2524-0072/2024-68-193
http://journals.khnu.km.ua/vestnik/wp-content/uploads/2023/03/2020-4t3-53.pdf
https://laba.ua/blog/3542-23-naykrashchi-osvitni-platformi
https://laba.ua/blog/3542-23-naykrashchi-osvitni-platformi


Nebava & Alieksieiev

51Innovation and Sustainability, 2025, Vol. 5, No. 1

Микола Небава
Кандидат економічних наук, професор
Вінницький національний технічний університет
21021, вул. Хмельницьке шосе, 95, м. Вiнниця, Україна
https://orcid.org/0000-0001-6933-8702

Максим Алєксєєв
Аспірант
Вінницький національний технічний університет
21021, вул. Хмельницьке шосе, 95, м. Вiнниця, Україна
https://orcid.org/0009-0005-1182-1909

Анотація. У статті висвітлено виклики та перешкоди, що обумовлені стрімким розвитком цифровізації, яка 
суттєво змінює бізнес-середовище, створює нові виклики для підприємств на локальному рівні. У сучасних 
умовах постає питання необхідності подолання цих викликів для ефективного впровадження цифрових 
технологій з метою підвищення конкурентоспроможності підприємств та зменшення потенційних ризиків. 
Метою дослідження були систематизація та аналіз ключових викликів і перешкод цифровізації логістики 
на локальному рівні та формування стратегії їх подолання. Дане дослідження базувалося на аналізі наукових 
публікацій та статистичних даних. У роботі застосовано методи порівняльного аналізу, систематизації та 
узагальнення. Проаналізовано основні виклики та перешкоди, які виділені в п’ять основних груп: економічні, 
технологічні, організаційні, юридичні та соціальні, що уповільнюють впровадження цифрових рішень. Економічні 
виклики пов’язані з обмеженістю фінансових ресурсів та високою вартістю технологій. Технологічні аспекти 
включають недостатній рівень інфраструктури та проблеми інформаційної безпеки. Організаційні виклики 
пов’язані з опором змінам та відсутністю стратегічного бачення, юридичні – з невідповідністю законодавства та 
неоднозначністю понятійного апарату цифрової економіки, а соціальні – з потребою перекваліфікації кадрів та 
їх нестачею. Запропоновано стратегію для подолання кожної групи викликів, серед яких створення державних 
програм, покращення доступу до цифрових технологій та розробка освітніх ініціатив. Практична цінність 
дослідження полягає у можливості використання запропонованих результативних стратегій подолання викликів 
та перешкод підприємствами та організаціями для вдосконалення логістичних процесів у контексті цифрової 
трансформації. Отримані результати можуть бути використані для розробки стратегій цифровізації логістичних 
процесів з урахуванням регіональних особливостей
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