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Data privacy risks in the use of generative ai in digital educational settings 

 

Generative artificial intelligence tools – most prominently large language models 

(LLMs) such as ChatGPT, Google Gemini, and Microsoft Copilot – have become 

embedded in a broad range of educational activities, from assignment drafting and 

tutoring to automated grading. Unlike earlier educational technologies, LLMs process, 

store, and frequently re-utilise the content of user interactions, including prompts that 

may contain personally identifiable information (PII), academic records, and sensitive 

student data. This creates a structural tension between the productivity benefits of 

GenAI and the legal obligations of educational institutions under frameworks such as 

the EU General Data Protection Regulation (GDPR) and the US Family Educational 

Rights and Privacy Act (FERPA). 

Research conducted in multiple jurisdictions has found that a substantial 

proportion of educators and students introduce sensitive data into GenAI systems 

without adequate awareness of the downstream implications. Moreover, the 

architecture of LLMs means that training and fine-tuning processes may inadvertently 

memorise and subsequently reproduce fragments of private data, creating risks of 

leakage that extend beyond the immediate user interaction. The absence of standardised 

institutional policies and the commercial opacity of GenAI providers further compound 

these vulnerabilities. 

The aim of this work is to systematically identify and categorise the principal 

data privacy risks arising from GenAI use in educational settings, to evaluate the 

adequacy of current regulatory frameworks, and to propose evidence-based 

institutional governance recommendations. 

The research employs qualitative synthesis of four peer-reviewed publications 

(2024-2025) retrieved from Scopus and Web of Science, selected on the basis of their 

direct relevance to GenAI privacy risks in educational or training-data contexts. 

Sources were analysed thematically to extract risk categories, regulatory references, 

and mitigation strategies. For the analysis and bibliographic organisation of the 

literature sources, Claude Sonnet 4.6 and the AI research assistant AnswerThis were 

used as auxiliary research support tools. 

Alkamli and Alabduljabbar [1] identified three principal categories of privacy 

leakage in ChatGPT interactions – exploitation of public training data, exploitation of 

https://doi.org/10.3389/fpsyg.2025.1473821
https://doi.org/10.1016/j.chbr.2024.100370
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personal user input, and unauthorised access – based on analysis of over 500,000 social 

media posts and a user survey. Liu et al. [2] catalogue membership inference attacks, 

model inversion attacks, and training data extraction techniques that enable 

reconstruction of private data from GenAI model outputs. García-López and Trujillo-

Liñán [3] demonstrate through a systematic review of 53 peer-reviewed studies that 

student data privacy and institutional data misuse represent the most frequently cited 

ethical concerns in GenAI educational deployments, with regulatory frameworks 

lagging behind adoption. Zhu, Sun, and Yang [4] establish that privacy invasion and 

data leakage constitute [5] core technology-dimension risks in AI-mediated education, 

attributing them to inadequate consent mechanisms and insufficient oversight. 

Collectively, these studies confirm a critical governance gap between the pace of 

GenAI adoption and the maturity of institutional data protection structures. 

Analysis yielded five distinct privacy risk categories. 

1. Training data exposure occurs when LLMs memorise fragments of training 

corpora and reproduce them in interactions, potentially disclosing private information 

that was scraped without individual consent. 

2. Personal input exploitation arises when student or educator prompts 

containing PII – including grades, medical data, or institutional identifiers – are 

retained and used for model fine-tuning without explicit consent. 

3. Unauthorised access represents the risk of cyberattacks targeting educational 

databases through poorly secured GenAI integrations with learning management 

systems. 

4. Regulatory non-compliance emerges from the structural mismatch between 

GDPR data minimisation principles, FERPA third-party sharing restrictions, and the 

commercial terms of major GenAI providers. 

5. Algorithmic profiling refers to the risk that longitudinal GenAI use generates 

behavioural profiles of students without their knowledge, enabling discriminatory 

automated decision-making. 

Table 1  

Comparative overview of data privacy risks across major GenAI tools in 

education. 
Risk category ChatGPT 

(OpenAI) 

Gemini 

(Google) 

Copilot 

(Microsoft) 

Mitigation strategy 

Training data 

exposure 

High (opt-out 

required) 

Medium Low (enterprise 

controls) 

Data minimisation; 

anonymisation 

Personal input 

exploitation 

High (default 

retention) 

Medium Low (GDPR-

compliant tier) 

Prompt guidelines; 

data-off mode 

Unauthorised 

access 

Medium Medium Low (Azure AD) Institutional SSO; 

access control 

Regulatory 

compliance 

Partial (FERPA 

gaps) 

Partial Higher (EDU 

agreements) 

DPA; contractual 

safeguards 

Algorithmic 

profiling 

Medium Medium Low Transparency audits; 

policy 

Source: created by author. 
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The results reveal a notable asymmetry in privacy protections between enterprise 

and standard consumer accounts. Institutions without dedicated data processing 

agreements (DPAs) operate [6] under conditions of substantially elevated risk, with 

limited visibility into how student data is processed or shared. 

Conclusion. GenAI tools present a multidimensional privacy threat [7] in 

educational contexts that cannot be resolved through individual user behaviour alone. 

Educational institutions must establish mandatory data governance protocols, negotiate 

DPAs with GenAI service providers, and integrate data privacy literacy into digital 

competence programmes. Regulatory bodies should accelerate the development of 

education-specific AI governance standards that reflect the distinctive vulnerabilities 

of the student data environment. 

Future empirical studies should evaluate the effectiveness of institutional 

governance interventions – including DPA frameworks and GenAI use policies – in 

reducing measurable privacy risk indicators, particularly in higher education contexts 

with diverse regulatory environments. 
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