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Abstract. The growth in the volume and heterogeneity of network traffic complicates the timely detection of attacks,
whereas signature-based approaches do not cover new or modified threats. Interpretable and reproducible methods
for analysing data flows are needed, and they must be suitable for integration into monitoring systems. The purpose
of the study was to develop and implement a monitoring system that separates normal connections from anomalous
ones without prior data labelling and provides transparent decision-making criteria. The research methodology
was based on the standardisation of network traffic features and the use of the unsupervised k-means clustering
algorithm, followed by anomaly detection through deviations from centroids. On a synthetic set of events with a
small proportion of violations, the system consistently formed two compact clusters corresponding to typical and
atypical behaviour. The centroid of normal traffic was characterised by lower values for the volumes of transmitted
and received data and lower connection activity; the centroid of anomalous traffic had substantially higher values
across all features. The combined post-clustering rule reduced false positives that arise during legitimate large
transfers, for example, backups, while maintaining a high proportion of correctly detected rare events. Comparative
experiments demonstrated comparable or higher precision and recall than classical outlier detection approaches,
along with a stable millisecond-level processing time for one thousand records. The sensitivity analysis confirmed
robustness to the choice of distance threshold and preprocessing parameters. The experimental sample contained
1,000 records, of which 980 corresponded to normal network traffic and 20 corresponded to anomalous events
(2%). Clustering formed two clusters, with the smaller cluster grouping 20 records that corresponded to atypical
network behaviour. The proposed approach does not require reference labels, scales easily, provides transparent
explanations through centroids and distances, is suitable for batch and stream processing, and can serve as a basic
component in production anomaly detection pipelines
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Introduction

In the context of the rapid growth of cyber threats, network
attacks remain one of the key challenges for information
systems and corporate networks. Increasing volumes of
network traffic, the development of cloud services, and the
spread of the internet significantly complicate the monitor-
ing of network activity. Under these conditions, the timely
detection of anomalous behaviour in a network becomes
critical for ensuring the stability of the information infra-
structure and preventing cyber incidents. Conventional in-
trusion detection systems based on signature analysis can
effectively identify only known types of attacks and have
limited capacity to respond to new or modified threats. This
creates a need for intelligent data analysis methods that
automatically detect atypical behaviour in network traffic.
Among such intelligent methods, machine learning algo-
rithms occupy a central place. They are actively used in vari-
ous areas of data analysis, including computer vision, signal
processing, and cybersecurity, where they are applied to the
automatic detection of complex patterns in large datasets
(Nafea et al., 2024).

The issue of detecting anomalies in network traffic is
actively examined in the academic literature. In particular,
T. Jafarian et al. (2020a) presented a systematic review of
anomaly detection mechanisms in Software-defined Net-
working (SDN), in which the researchers classified existing
approaches into several main categories, including meth-
ods based on flow analysis, entropy, deep learning, and
hybrid models. This classification emphasised the diversity
of approaches to network traffic analysis and highlighted
the relevance of using intelligent algorithms for automated
threat detection.

One of the first studies in which clustering was applied
to network traffic analysis was conducted by G. Miinz et
al. (2007). The researchers proposed using the k-means
algorithm for the analysis of NetFlow data and demon-
strated the possibility of automatically detecting anoma-
lous network traffic flows. In the studies from 2020-2023,
considerable attention was paid to the use of machine
learning methods for detecting anomalies in network
traffic. In particular, A.B. Nassif et al. (2021) analysed
more than 290 studies on anomaly detection problems in
different application domains in a systematic review. The
researchers emphasised that machine learning methods,
in particular, unsupervised algorithms, are effective for
tasks where anomalous events occur rarely and the for-
mation of labelled datasets is difficult or economically
impractical. The study also stressed that clustering al-
gorithms detect hidden regularities in large datasets and
can be used as a basis for automated monitoring systems.

The further development of this subject was present-
ed by A. Yaseen (2023), who examined the role of machine
learning methods in modern cybersecurity systems. The re-
searcher established that behavioural models for network
traffic analysis detect atypical activity patterns more effec-
tively than conventional signature-based approaches. The
study considered various machine learning algorithms, in

particular, Support Vector Machine (SVM), Random Forest,
and neural networks, which can analyse complex nonline-
ar relationships in network data. It also stressed the need
to develop scalable algorithms capable of processing large
data streams in real time.

S. Wang et al. (2021) focused on practical aspects of
using machine learning algorithms for network traffic
analysis to improve cybersecurity. The researchers experi-
mentally demonstrated that clustering methods can group
events and automatically detect anomalous patterns char-
acteristic of intrusions. The practical conclusion of the
study was that preprocessing and data standardisation are
not merely desirable but mandatory stages. They ensured
the necessary stability of models and help avoid result dis-
tortion caused by different scales of input features, which
ultimately increases the reliability of threat detection.

The further development of methods for the in-
telligent analysis of network traffic was presented by
M.A. Ferrag et al. (2020) in a large-scale comparative
study on deep learning architectures for intrusion detec-
tion systems. The researchers described the theoretical
principles of discriminative models (RNN, DNN, CNN) and
generative models (autoencoders, RBM, DBM, DBN) and
conducted their experimental testing on the modern CSE-
CIC-IDS2018 and Bot-IoT datasets. A substantial contri-
bution of the study is the systematisation of 35 cyber-
security datasets classified into seven categories, which
significantly simplifies the selection of relevant datasets
for further cybersecurity research. The experimental re-
sults confirmed the effectiveness of deep learning mod-
els in both binary and multiclass classification tasks for
network attacks. Comparison with conventional machine
learning algorithms, such as the naive Bayes classifier,
SVM, and Random Forest, led the researchers to justified
conclusions about the prospects of applying deep learn-
ing to cybersecurity tasks.

The study by Z. Ahmad et al. (2020) presents a sys-
tematic review of machine learning and deep learning
methods for detecting network intrusions, based on pub-
lications from 2017-2020. The researchers analysed a wide
range of algorithms, from classical methods (SVM, deci-
sion trees, and the k-nearest neighbour method) to mod-
ern deep learning architectures (RNN, CNN, autoencoders,
and DBN), and outlined the strengths and weaknesses of
each based on empirical data. An important contribution
is its analysis of the datasets used. The researchers report-
ed that 60% of studies still rely on outdated datasets (KDD
Cup’99 and NSL-KDD), which limits the practical value of
the results. The main conclusion of the review was that,
despite high overall accuracy, most models have difficul-
ties detecting rare attack types because of data imbalance.
The researchers also noted the dominance of deep learn-
ing approaches (80% of the publications considered) and
outlined promising directions for further research, in par-
ticular, the development of lightweight models for IoT and
cyber-physical systems.
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The problems of integrating intelligent algorithms
into modern cybersecurity systems were considered by
D. Dasgupta et al. (2022). The researchers examined the
use of machine learning for the automated analysis of be-
havioural characteristics of network traffic and indicated
that combining statistical methods with machine learn-
ing algorithms increases the accuracy of anomaly detec-
tion compared with conventional approaches. The key
conclusion was the need to create models that provide
high data analysis efficiency and retain the interpretabil-
ity of results for security specialists, which is critical for
understanding threats.

L.H. Sarker (2021) conducted a comprehensive empiri-
cal analysis of the effectiveness of machine learning models
for detecting network anomalies and cyberattacks. The re-
searcher proposed a two-level modelling architecture: bina-
ry classification to separate anomalous traffic from normal
traffic and multiclass classification to identify specific attack
types. An important methodological feature of the study is
the use of correlation-based feature selection, which reduc-
es the computational complexity of models without loss of
accuracy. Experiments conducted on the UNSW-NB15 and
NSL-KDD datasets established that ensemble methods, es-
pecially XGBoost and Random Forest, achieve the best re-
sults. The researcher concluded that the success of intelli-
gent security systems is determined not only by the choice
of algorithm but also by the quality of data preprocessing
and the careful selection of relevant features.

Despite a considerable number of studies in this field,
several problems remain insufficiently explored Most
studies focus on complex machine learning models that
require substantial computational resources and complex
data preparation. However,. simple and interpretable clus-
tering methods remain promising for practical application
in network traffic monitoring systems, especially under
conditions involving the processing of large data streams.
Thus, the literature analysis led to two key conclusions
that shaped the methodology of this study: first, clustering
algorithms, in particular, k-means, are most suitable for
detecting rare anomalies in the absence of labelled data;
second, the effectiveness of clustering critically depends
on the prior standardisation of features, which removes
the influence of different measurement scales. The choice
of these methodological solutions in this study was direct-
ly based on the conclusions of the analysed papers. The
purpose of the study was to develop and experimentally
examine a software system for monitoring network traffic
based on cluster analysis for the automatic detection of
anomalous events.

Materials and Methods

This study defined and preprocessed a set of behaviour-
al features characterising network traffic. The k-means
clustering algorithm was then applied to group network
events, and the effectiveness of the proposed approach for
detecting anomalous connections was evaluated. The em-
pirical part was performed on a generated sample of flow

events that modelled both typical and atypical network
activity. The dataset comprised 1,000 records, of which
980 characterised normal traffic, whereas 20 events repro-
duced anomalous behavioural patterns. This distribution
was deliberately designed to reproduce the realistic class
imbalance typical of anomaly detection tasks, where the
share of rare events is minimal (2%). A similar property
of anomalous events, namely their statistical rarity and
substantial deviation from the typical data distribution,
is a fundamental characteristic of anomaly analysis tasks,
as described in detail in the classical reviews by V. Hodge
& J. Austin (2004) and V. Chandola et al. (2009). Four
flow-level behavioural features were defined for each re-
cord: src_bytes — volume of outgoing bytes; dst_bytes — vol-
ume of incoming bytes; count — number of connections in
the observation window; srv_count — intensity of requests
to the server. These features belong to the key descriptors
of behavioural flow analysis and are widely used in clus-
tering-based anomaly detection systems. The heterogene-
ity of these features creates the need for scale adjustment
before applying metric methods.

Data preprocessing involved a standardisation pro-
cedure to remove the influence of different feature scales
and ensure the correct calculation of Euclidean distances
at subsequent clustering stages. The importance of pre-
processing and informative feature selection in network
anomaly detection systems was also stressed by T. Jafari-
an et al. (2020b), who used the NetFlow protocol and rel-
evant feature-selection methods before applying machine
learning models to traffic analysis in software-defined net-
works. The researchers demonstrated that ignoring pre-
processing leads to the dominance of features with large
numerical ranges and a decline in attack detection accura-
¢y, a conclusion confirmed by the results of this research.
The StandardScaler transformation was used to normalise
the data; it brings each feature to a zero mean and unit
standard deviation:

X_
KXscaled = _#’ 1

g

where p is the mean value of the feature, and o is the stand-
ard deviation. The procedure consists of two stages: calcu-
lating the statistical characteristics (i and o) for the whole
dataset and transforming each feature value using the for-
mula above.

The operation of the transformation is illustrated us-
ing the following example: for the src_bytes = [200, 300,
400], the mean is u= 300, and the standard deviation is
0=81,65. The normalised values are therefore:

200> ~-1.22
300-0
400 - =+1.22

After standardisation, the values of all features in the
space acquire commensurate scales, which prevents fea-
tures with large numerical ranges (for example, src_bytes,
dst_bytes) from dominating features with a narrower dis-
tribution (count, srv_count). Standardisation is a critical
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condition for the stable operation of the k-means algorithm
because it minimises the sum of squared distances in the
feature space. There were no missing values in the synthetic
dataset because all observations were generated program-
matically using NumPy library functions; therefore, no fur-
ther imputation methods were applied in the study.

The k-means algorithm proposed by ]. MacQueen (1967)
was used to group records by similarity in the behavioural
space. It provides efficient clustering when the purpose is
to divide observations into compact clusters with minimal
within-cluster variation. In this study, the implementation
of network traffic clustering was performed in the Python
programming language using the scikit-learn, NumPy, and
pandas libraries, which provide the necessary tools for data
preprocessing, clustering, and interpretation of results. All
experiments were conducted in a reproducible environment
with a fixed random state, which ensured result stability.
The software implementation included three key stages:

v feature standardisation using StandardScaler,
which aligns variable scales and ensures the correct calcu-
lation of Euclidean distances in the feature space;

v k-means clustering with k-means++ initialisation,
the number of clusters k=2, the n_init=10 parameter, and
the max_iter=2300 iteration limit;

v calculation of distances to centroids and applica-
tion of a threshold rule (90% percentile) for the final identi-
fication of anomalies in the “small” cluster. The code frag-
ment below reproduces the main stages of data processing
and anomalous record identification.

from sklearn.preprocessing import Standard-
Scaler

from sklearn.cluster import KMeans

import numpy as np

# Feature scaling
scaler = StandardScaler ()
X scaled = scaler.fit transform(X)

# Clustering using k-means

kmeans = KMeans (

n clusters=2,

init="k-means++”,

max_ iter=300,

n init=10,

random state=42

)

labels = kmeans.fit predict (X scaled)

# Calculation of distances to centroids

distances = np.linalg.norm(
X _scaled - kmeans.cluster centers [labels],
axis=1

)

# Threshold value for anomaly detection
threshold = np.percentile (distances, 90)
# Identification of the smaller cluster (can-
didate for anomalies)

minority cluster = np.argmin(np.bincount (la-
bels))

# Detection of anomalous records

anomalies = np.where
(labels == minority cluster) & (distances >
threshold)

) [0]

The code fragment implements the full processing
cycle: from scaling and cluster formation to the detection
of deviations based on a combined rule. The use of scikit-
learn tools ensures the reproducibility of experiments,
transparency of parameters, and the possibility of further
integrating the model into batch or stream traffic process-
ing systems. Anomalous records are defined as points that
belong to the smaller cluster and simultaneously exceed
the threshold distance to the corresponding centroid. The
k-means algorithm performs iterative minimisation of the
loss function:

k
= Zizlzxeci II'x — Ui "2’ (2)

where C, is the set of elements of the cluster, and y, is its
centroid. The main steps of the algorithm are:

1. Centroid initialisation. The k-means++ method was
used, which reduced the effect of an unsuccessful choice of
initial centroids and accelerated convergence.

2. Assignment of points to clusters. Each event is as-
signed to the nearest centroid by Euclidean distance.

3. Centroid update. The new centroid is calculated as
the mean value of the points included in the cluster.

4. Convergence check. The process is repeated until the
change in centroids or the loss function becomes smaller
than the threshold value.

In this study, the number of clusters was fixed at k=2,
which corresponded to the problem statement, namely, the
separation of a group of normal observations and a group
of potential anomalies. The random number generator
was fixed for experiment reproducibility. Since the share of
anomalous events in the sample was small, it was reasonable
to assume the presence of a compact “large” cluster corre-
sponding to normal traffic and a smaller cluster in which po-
tential anomalies were concentrated. Therefore, at the first
post-processing stage, the cluster with the smaller size was
marked as a candidate anomalous cluster.

An additional distance criterion was applied to reduce
false-positive detections. For each record, the Euclidean
distance to the centroid of its own cluster was calculated.
An event was considered anomalous only if it belonged to
the smaller cluster and its distance exceeded the 90 per-
centile of the within-cluster distribution. This two-stage
scheme combines structural information (rarity) with met-
ric information (distance from the centre) and substantial-
ly reduces the probability of marking legitimate activity
peaks as anomalies.

A comprehensive analysis of the results was conducted
to evaluate clustering quality and the accuracy of anoma-
ly identification. In particular, the compactness and sepa-
rability of the formed clusters in the standardised feature
space were evaluated, and the distribution of within-cluster
distances was examined. Visual analysis methods were also
used, in particular, scatter plots of points in src_bytes-dst_
bytes coordinates, indicating membership in the relevant
clusters and histograms of distances to centroids showing
the threshold value. Separate attention was paid to the
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assessment of time costs for algorithm execution, in par-
ticular, the duration of training and prediction for a dataset
of 1,000 records. Full specification of model parameters and
data processing procedures makes the research completely
reproducible in an independent computing environment.

Results and Discussion
k-means clustering formed two compact clusters, reproduc-
ing the expected bimodality of the dataset. The cluster sizes
corresponded to the sample imbalance: the larger cluster ag-
gregated the vast majority of records, and the smaller cluster
contained rare events. The centroid of the “normal” cluster
was characterised by lower src_bytes and dst_bytes values,
along with lower count and srv_count activity; the centroid
of the “anomalous” cluster had substantially higher mean
values for all four features. Mean Euclidean distances to
centroids were lower for the “normal” cluster and higher for
the “anomalous” cluster, indicating good separation of the
groups in the standardised feature space.

Data scaling was performed using the StandardScaler
tool from the sklearn library. This process brought all fea-
tures (data columns) to a single scale, with a mean value

(n) of 0 and standard deviation (o) of 1. In this dataset, the
features (src_bytes, dst_bytes, count, and srv_count) had
different value ranges:

1. src_bytes and dst_bytes were measured in bytes and
varied from 50 to 10,000;

2. count denotes the number of connections and, in
this dataset, ranged from 1 to 100;

3.srv_count denotes the frequency of requests to the
server and, in this dataset, ranged from 1 to 50.

Without scaling, features with larger values, for ex-
ample, src_bytes, would dominate features with smaller
values, for example, srv_count. This could disrupt the op-
eration of the clustering algorithm because distances be-
tween points in space would be determined mainly by large
values. As a result, the algorithm would form clusters that
reflect not the real structure of the data but only differ-
ences in the scales of individual features. Standardisation
ensures an equal contribution of all variables to the dis-
tance calculation process and increases the stability of the
k-means algorithm. The clustering results are presented in
Table 1, and examples of the detected anomalous records
are given in Table 2.

Table 1. Clustering results: number of points, centroid coordinates, and mean distance to centroid for each cluster

Cluster | Number of points src_bytes dst_bytes count srv_count Mean distance to centroid
0 980 1,544.29 1,486.13 9.81 4.98 1.16
1 20 7,975.70 7,867.20 76.25 36.70 2.67

Note: the table presents generated clustering results: the size of each cluster, centroid coordinates in the original feature scale, and mean

distance values to the centroid
Source: developed by the researchers

Table 2. Anomalous network traffic records detected using the k-means method

Record no. src_bytes dst_bytes count srv_count Distance to centroid
980 5,207 9,655 94 25 3.805003
981 7,633 9,840 77 35 1.641567
982 9,117 9,195 50 25 3.542815
983 5153 7,555 98 36 3.008567
984 8,366 7,305 94 29 2.240655
985 9,314 9,508 53 37 2.704821
986 9,764 6,088 56 46 3.250347
987 6,518 7,642 98 41 2.436200
988 7,600 6,177 58 37 2.160244
989 7,195 9,916 85 22 3.393031
990 9,498 9,757 68 39 2.129318
991 9,691 7,994 50 46 3.264403
992 8,554 5,559 59 40 2.546097
993 7414 7,964 85 44 1.660048
994 7,849 6,271 58 47 2.864852
995 6,742 6,813 94 34 2.129602
996 6,306 7,915 95 34 2.219929
997 8,849 5,609 91 23 3.510660
998 9,168 7,461 81 48 2.408686
999 9,576 9,120 81 46 2.439567

Note: anomalous records are defined as elements of the cluster with the smallest number of points, which was formed during clustering
(k=2). Distance_to_Centroid values reflect the Euclidean distance of each record to the cluster centroid; larger values indicate a substantial
deviation from normal traffic. Clustering was performed on standardised data, but the table presents the original feature values

Source: developed by the researchers
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A scatter plot of network traffic in the coordinates of
the src_bytes and dst_bytes features was constructed for a
visual analysis of the clustering results. This visualisation
helps assess cluster separability and the spatial distribu-
tion of normal and anomalous traffic in a two-dimension-
al feature projection. The graphical representation of the
clustering results is presented in Figure 1.

As a result of the k-means algorithm (Table 1, Fig. 1),
network traffic was successfully divided into two clus-
ters: normal and anomalous. Most observations belonged
to the normal traffic cluster, which contained 980 points
(98% of the total data volume) and was characterised
by moderate values of the main parameters of network

activity. The src_bytes and dst_bytes values for these re-
cords were within the typical range, corresponding to or-
dinary volumes of data transfer in the network, whereas
the count and srv_count indicators reflected standard con-
nection and server request intensity. The second cluster
contained 20 points (2% of the total sample) and was in-
terpreted as anomalous traffic. These records were charac-
terised by substantially larger volumes of transmitted and
received data, along with a higher number of connections
and server requests, indicating atypical network activity.
Such characteristics may correspond to different types of
network anomalies, in particular, mass data transfers or in-
creased request intensity.

Distribution of network traffic by cluster
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Figure 1. Distribution of network traffic by src_bytes and dst_bytes features after k-means clustering
Note: the diagram is provided as visual confirmation of the separation of normal and anomalous network traffic by the src_bytes and
dst_bytes features. The horizontal axis (x) shows the number of outgoing bytes (src_bytes), whereas the vertical axis (y) shows the number
of incoming bytes (dst_bytes). Each point corresponds to one network connection, and its coordinates are determined by the values of
these features. The colour of the points indicates cluster membership: blue points correspond to normal traffic, whereas red points
indicate anomalous connections. Clustering was actually performed in the four-dimensional space of standardised features, whereas the
figure presents a two-dimensional projection of the data. The dataset was generated for training purposes to demonstrate the principles

of anomaly detection in network traffic
Source: developed by the researchers based on generated data

The findings demonstrate the effectiveness of the ap-
plied clustering approach. The algorithm correctly separat-
ed rare atypical observations into a distinct cluster, and data
processing remained computationally efficient: clustering the
dataset of 1,000 records took several milliseconds on a mod-
ern computer. Figure 1 illustrates a clear spatial separation of

anomalous points from the main mass of normal traffic, and
the mean distances to centroids confirm the compactness of
the formed clusters. The distribution of Euclidean distances
of points to their corresponding centroids was examined for a
more detailed analysis of cluster structure. The corresponding
histogram is presented in Figure 2.

Distribution of distances to centroids by cluster

Number of points
N W D oo o N ©
O O O O o o o

_
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05 10 15

20 25 30 35

Distance to centroid

Figure 2. Distribution of distances to centroids for clusters formed using the k-means method
Note: the histogram illustrates the distribution of Euclidean distances of points to centroids for each cluster. Most observations belong to
the normal traffic cluster (cluster 0), whereas anomalous events form a separate group with larger distance values

Source: developed by the researchers
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The applied combined post-processing rule (member-
ship in the “small” cluster and exceeding the ninetieth per-
centile of within-cluster distance) reduced the frequency of
potential false positives associated with large but legitimate
data transfers, while preserving a high proportion of correct-
ly detected rare events. The graphical materials illustrate key
aspects of separation. The src_bytes—dst bytes scatter plot
clearly shows a compact area of typical activity and distant
points of atypical behaviour. The tabular material therefore
includes cluster sizes, centroid coordinates in the original
feature scale, mean within-cluster distances, and the share
of records marked as anomalous after thresholding.

The results are consistent with the practice of using
interpretable clustering approaches in network monitor-
ing tasks, where transparent decision-making criteria and
stable response time are important. I.H. Sarker (2021) con-
ducted a large-scale empirical comparison of ten machine
learning algorithms, in particular, Naive Bayes, SVM, Ran-
dom Forest, and XGBoost, on the widely recognised UN-
SW-NB15 and NSL-KDD datasets. The study indicated that
although ensemble methods (Random Forest and XGBoost)
provide the highest classification accuracy (over 85% for
multiclass classification), the decisive factor in effective-
ness is not so much algorithmic complexity as the quality
of data preprocessing and the selection of relevant features.
An important difference is that the study by I.H. Sarker used
a classification approach with labelled data, whereas the
present study used a clustering approach (k-means) that
does not require prior data labelling. Despite this method-
ological difference, the common conclusion is the decisive
role of preprocessing: feature standardisation avoids the
dominance of parameters with large numerical ranges, in
particular, traffic volume over the number of packets, and
ensures the correct formation of clusters in which anoma-
lous events (less than 5% of the sample and approximate-
ly 2% in the conducted research) form a separate group.
This conclusion is consistent with the broader approach
to constructing intrusion detection systems presented by
B. Molina-Coronado et al. (2020), who emphasised with-
in the Knowledge Discovery in Databases framework that
the effectiveness of intrusion detection systems depends
on the coherence of all data-processing stages, from pre-
processing and feature selection to the choice of analysis
algorithm. The researchers noted that both classification
methods and clustering approaches can demonstrate high
effectiveness if this process is properly organised.

In the field of intrusion detection systems, the study
by C. Zhang et al. (2025) systematised key machine learn-
ing technologies used in cybersecurity. Among the key
strands, the researchers identified zero-day attack de-
tection through anomaly analysis, explainable artificial
intelligence (xAI), encrypted traffic analysis, Graph Neu-
ral Networks, and the use of Large Language Models. Al-
though clustering methods are not the central subject of
this review, the researchers recognised their effectiveness
for the initial detection of anomalous patterns in large
datasets, especially under conditions of substantial class

imbalance. A similar regularity was also observed in this
study: anomalous records constituted a small proportion
of the total sample (less than 5%, actually 2%), yet they
formed a separate compact cluster that differed substan-
tially from the main mass of normal traffic in the values
of key parameters.

The study by S.M. Miraftabzadeh et al. (2023) is the
most relevant to the approach used; it includes a large-
scale analysis of the application of clustering algorithms
in complex technical systems. The researchers considered
more than 440 publications and systematised seven cate-
gories of clustering methods: centroid-based, hierarchi-
cal, probabilistic, density-based, grid-based, graph-based,
and other modified approaches. Within the experimental
research, eight clustering algorithms were compared on
synthetic time series. The results showed that some alter-
native methods, in particular, CLIQUE and Bayesian Gauss-
ian Mixture, could achieve substantially higher clustering
accuracy (up to 100% according to the Normalised Mutual
Information, NMI, metric), whereas the classical k-means
algorithm showed lower values under certain conditions.
The researchers also stressed that clustering quality de-
pends substantially on data preprocessing, in particular,
feature scaling and dimensionality reduction. The obtained
results confirm this conclusion: feature standardisation
avoids the dominance of parameters with large numerical
ranges and ensures the correct formation of clusters in the
space of network traffic characteristics.

Similar approaches to the use of clustering algo-
rithms in cybersecurity tasks were also presented by
J. Chen et al. (2022), who proposed a method for detecting
malware based on an improved clustering algorithm and
data self-similarity analysis. The further development of
ideas for improving clustering algorithms was presented
by Y. Yuan & Y. Li (2022), who developed a hybrid method
for identifying network anomalies. The method combined
the k-means algorithm with optimisation methods, name-
ly Particle Swarm Optimisation and a Genetic algorithm.
This approach avoids the problem of local optima and im-
proves detection accuracy in complex, multidimensional
network datasets compared with the use of the classical
k-means algorithm.

In the fundamental review by R. Chalapathy &
S. Chawla (2019), the researchers proposed a classification
of Deep Anomaly Detection methods, including hybrid
models, One-Class Neural Networks, semi-supervised ap-
proaches, and unsupervised approaches. The researchers
demonstrated that deep learning models, in particular,
autoencoders, Long short-term memory recurrent neural
networks, and Generative adversarial networks, can de-
tect complex nonlinear dependencies in large datasets.
However, the use of such models often requires substan-
tial computational resources and large training samples.
In operational network traffic monitoring systems, where
processing speed and result interpretability are critical,
simpler algorithms can remain an effective alternative.
The k-means algorithm is characterised by relatively low
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computational complexity, implementation simplicity, and
a transparent clustering mechanism, which enables rapid
event grouping and the analysis of centroid coordinates for
result interpretation.

Conclusions
The findings confirm that the stated purpose was achieved
and demonstrate the possibility of effectively applying the
k-means algorithm to analyse behavioural characteristics
of network connections. A set of behavioural features of
network traffic was developed, and data preprocessing and
standardisation were performed, ensuring the correctness of
further calculations in the multidimensional feature space.
The k-means clustering algorithm was applied to the pre-
pared data, forming two stable clusters that reflected nor-
mal and anomalous network activity. The conducted anal-
ysis established that most observations belonged to the
normal traffic cluster, whereas anomalous records formed a
separate compact group characterised by increased values of
transmitted data volume and network connection intensity.
The use of an additional combined rule for interpreting clus-
tering results, which considered membership in the smaller
cluster and the exceedance of the threshold distance to the
centroid, increased the accuracy of anomalous event detec-
tion and reduced the probability of false positives.

The obtained results indicate the appropriateness of
using interpretable clustering methods for automated net-
work traffic monitoring. The k-means algorithm effectively
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AHoTauis. 3poctaHHs 06cariB i pisHOpimHOCTI MepeskeBoro Tpadiky yCKIaaHIOE CBOEYaCHe BUSIBIEHHS aTak, TOMI sIK
MiIXOMM, IO IPYHTYIOTHCSI HA CUTHATYpaXx, He OXOIUTIITh HOBi a60 MoaudbikoBaHi 3arposu. IToTpi6Hi iHTepripeTOBaHi
/i BiATBOpIOBAHI MeTOAM aHali3y MOTOKIB OaHMX, MPUIATHI AJjs1 iHTerpailii B MOHITOPMHIOBi cuctemu. MeTolo
JIOCTiIsKeHHS 6Y/I0 PO3POOUTH Ta MPOTPAMHO peani3yBaT CUCTeMY MOHITOPUHTY, sika 6e3 MornepesHbOro PO3MiuyBaHHS
IAaHMX BiJOKpeMJ/IIOE HOpPMasabHi 3’€JHAHHS BiJ aHOMaAbHMUX Ta HANA€ MPO30pi KpuTepii MPUNHATTS pillleHb.
MeTo[o/OTisl JOCTiIsKeHHST I'PYHTYBaIacs Ha CTaHJapTU3allii 03HaK MepexkeBoro Tpadiky Ta 3aCTOCYBaHHi alrOpUTMY
HEKOHTPOJIbOBAHOI KjacTepusaiiii k-means 3 mofgajabliMM BUSBJIEHHSIM aHOMAaIiii 3a BiAXWJIEHHSIM Bif II€eHTPOimiB.
Ha cuHTeTMYyHOMY HAabOpi MOZiit i3 HeBEJIMKOI YAaCTKOIO MOPYIIeHb cucTemMa CTabiibHO GopmyBaia ABa KOMIAKTHI
KJIacTepy, 10 BiATOBimanu TUIIOBiN Ta HeTUIOBiN moBexiHIi. LleHTpoin HOpManbHOTO TpadiKy XapakTepu3yBaaocs
MeHIIMMM 3HAYEHHSIMU OOCSTiB MepemaHux i MPUIMHATUX JaHUX, @ TAKOK HMKUYOI0 aKTUBHICTIO 3’€IHAHb; I€HTPOIx,
QHOMaJbHOTO — iCTOTHO BUIIMMM IMOKa3HMKaMM 3a BciMa o3Hakamu. KombiHOBaHe MpaBMiIO TMIC/ST KiacTepusariii
3MEHIIYBaI0 XMOHi CIIpaIfoBaHHS, SIKi BUHMKAIOTH IIif 4ac JeTiTUMHUX BeJIMUKUX TepeJaBaHb (HAIPUKIA, pe3epBHUX
KOIIi}t), i BogHOYAC yTPUMY€E BUCOKY YaCTKy MPaBWJIbHO BUSBIEHMX DiAKiCHMX MOAii. TIOpiBHSIBHI eKclepuMeHTU
JMIEMOHCTPYBAJIO CITiBCTaBHY ab0 Kpallly TOUHICTbh i TOBHOTY LIOM0 KIACUYHMX ITiJXOMAiB 10 BUSIBJIEHHS BUKU/IB, @ TAKOX
cTabiapbHMIT Yac 06pO6KM Ha PiBHI MisiCeKyH[ AJIsT TUCSYi 3aMMCiB. AHAUTI3 UyTAMBOCTI MigTBEPAUB CTiliKiCTh 0 BUOODPY
ropora BifcTaHi Ta mapamMeTpiB rorepenHboi 06po6ku. EkcriepuMenTanbHa Bubipka mictiia 1 000 samuciB, 3 IKUX
980 BimmoBimanu HopMalibHOMY MepexkeBoMy Tpadiky, a 20 — aHoMabHUM TofisiM (2 %). Y pe3ynbraTi Kiactepusanii
chopMOBaHO [IBa KjIacTepy, MPUUOMYy MeHIN Kiactep o6’egHas 20 3amucis, 10 BiAMOBigaOTh HETUITOBIN MOBeAiHIIL
Mepexi. 3arporIoHOBaHMIA ITiAXi He ToTpebye eTaIOHHUX MiTOK, JIETKO MacIITabyeThCsl, 3a6e311evuye Mpo30pi MOSICHEHHS
yepes LIEHTPOiAM Ta BifCTaHi, MpUAATHMIA 1)1 TTAaKETHOI Ta TTIOTOKOBOI 06POOKM ¥ MOKe CIyryBaTy 6a30BOI0 JIAHKOIO Y
BUPOOHMUMX KOHBEEPAX BUSIBIIEHHSI aHOMAaJTiit

KniouoBi cnoBa: BusiBIeHHs] aHOMAaIbHMUX 3’€¢[HAHb; CTAHIAPTMU3ALIS O3HAK; LEHTPOIgHI Mopesi; MOporyBaHHs 3a
BiJICTAHHIO 10 LIEHTPOiAa; KoedillieHT CUTyeTy; TOPiBHSIHHS 3 METOAAMM BUSIBJIEHHSI BUKUIiB; TOTOKOBA 06pO6Ka JaHUX
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