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Abstract. AI-related innovation initiatives in the energy sector have traditionally been viewed as sources of 
organisational complexity and potential vulnerability. The study aimed to analyse the interplay between energy security 
and the resilience of energy systems, to explore emerging risks associated with digitalisation and the implementation of 
intelligent systems, and to evaluate the managerial and policy measures necessary for the effective integration of AI into 
energy infrastructure. To achieve the stated objectives, open-access sources were utilised and an integrated approach was 
applied, combining general scientific and specialised research methods, with particular emphasis on advanced analytical, 
monitoring and automated technologies. The findings underscored the importance of investing in technological, human, 
and regulatory capacities to fully leverage the potential of AI. At the same time, the role of AI-driven tools in modern 
energy systems is increasing due to their contributions to digital resilience, operational stability, predictive maintenance, 
cybersecurity, and strategic decision-making. However, these developments are accompanied by corresponding risks. 
That is why the modern management system must evolve from an administrative and control-oriented function to an 
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that disruptions in AI-driven energy systems can lead not 
only to economic losses but also to large-scale social risks.

S.  Shandilya  et al.  (2024) examined the concept of 
system resilience in the context of digital transformation. 
Their research emphasises that different systems demon-
strate varying capacities to withstand risks of diverse ori-
gins, adapt to environmental changes, and ensure rapid re-
covery while returning to a stable operational state. These 
capabilities are collectively conceptualised as resilience. 
The authors further argue that when such properties are 
achieved or enhanced through the adoption, implementa-
tion, and advancement of digital technologies, they can be 
defined as digital resilience, highlighting the critical role of 
digital tools and infrastructures in strengthening the adap-
tive and recovery capacities of modern systems.

Accelerating globalisation in the world economy, along 
with the liberalisation and integration of energy markets, 
increases the importance of research into mechanisms for 
ensuring energy security and supporting sustainable devel-
opment in the energy sector. These processes create new 
challenges and interdependencies that require systematic 
analysis and coordinated action. In such conditions, the 
role of innovation management as a key tool for adapting 
energy systems to dynamic changes in the external environ-
ment is growing. Effective innovation management ensures 
the implementation of advanced technologies, in particular 
digital solutions, AI and cybersecurity systems, which con-
tribute to increasing the resilience of energy infrastructure. 
Introduction of innovations is traditionally accompanied 
by uncertainty, but AI as a technological innovation has a 
qualitatively different risk profile.

Despite the growing body of research on cybersecurity, 
resilience, and digital transformation in the energy sector, 
several important aspects remain insufficiently explored. 
Existing studies primarily focus on the development of 
renewable energy infrastructure, regulatory frameworks, 
and cybersecurity strategies for protecting critical infra-
structure. However, the specific mechanisms for integrat-
ing digital resilience principles into risk management pro-
cesses in AI-related projects remain limited in the current 
literature. Therefore, the current research aimed to analyse 
the interplay between energy security and resilience of en-
ergy systems, explore the emerging risks associated with  

Introduction
The growing number of AI-related innovation projects and 
the increasing role of AI-driven tools in modern energy 
systems are accompanied by newly emerging operational 
risks, including cyberattacks, and therefore require ad-
vanced approaches to risk management and system resil-
ience. Accordingly, digital resilience extends the state of the 
art within resilience theory and, in this context, becomes 
an essential feature of any modern energy system. Given 
the foundational role of energy in supporting economic 
stability and long-term development, these components 
constitute priority areas for innovation and sustainability.

The studies by O.  Trofymenko  et al.  (2021), H.  Pud-
ycheva  (2021), and Yu.  Kravchyk  (2025) explored meth-
odological approaches to the design of renewable energy 
infrastructure and assessed the prospects for further sus-
tainable development in Ukraine and the European Un-
ion. Growing digitalisation simultaneously expands the 
cyber threat surface, creating systemic vulnerabilities that 
require coordinated resilience strategies. M.A. Alomari et 
al.  (2025) emphasised the global importance of strength-
ening legislative and regulatory frameworks to enhance cy-
bersecurity and operational resilience within the electrici-
ty sector. S. Horbachenko & О. Savratsky (2025) analysed 
strategies for proactively increasing resilience, including 
infrastructure redundancy, the implementation of cyberse-
curity frameworks, the diversification of energy resources, 
and the development of international cooperation aimed 
at strengthening the reliability and continuity of energy 
systems. Cybersecurity solutions provide mechanisms for 
detecting, preventing, and responding to cyber threats, 
thereby enhancing the resilience and operational stability 
of critical infrastructure.

A study by М. Florkowski et al.  (2024) examined the 
functioning of the energy sector as a critical infrastructure 
for modern society, which relies heavily on the reliability 
of digital systems. The authors emphasise that the digitali-
sation of the energy sector, the introduction of automated 
solutions, and remote-control technologies are leading to 
increased complexity and vulnerability of energy systems. 
The study places particular emphasis on the role of AI tech-
nologies in improving the efficiency and resilience of energy 
systems, as well as new risks associated with cybersecurity, 
data integrity, and algorithmic decision-making. It is noted 

intelligent, analytical mechanism that integrates human expertise with algorithmic decision-making. In this way, digital 
resilience extends the concept of system resilience by integrating information technologies and AI-driven analytics to 
anticipate, absorb, and recover from disruptions, whether caused by physical, technological, or cyber incidents. This 
integration reduces subjectivity, enhances the accuracy of operational decisions, and ensures a transparent, adaptive, 
and scientifically grounded approach to strategic coordination. By combining advanced analytics, AI-driven automation, 
and proactive risk management, energy systems can achieve enhanced stability, operational reliability, and cybersecurity 
resilience in increasingly complex and digitally interconnected environments. Furthermore, leveraging global best 
practices and fostering cross-border collaboration in AI innovation and cybersecurity can accelerate the transformation 
of energy enterprises toward sustainable, intelligent, and resilient infrastructures

Keywords: digital environment; cyber risks; investments; product management; strategic planning; project 
management; operational risk
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digitalisation and implementation of intelligent systems, 
and evaluate managerial and policy measures necessary for 
the effective integration of AI in energy infrastructure.

Materials and Methods
The theoretical and methodological foundation of this 
study was grounded in the fundamental principles of eco-
nomic theory and practice, as well as in a combination of 
general scientific and specialised methods for the analysis 
of economic phenomena. The methodological framework 
was based on an integrated approach that enables a com-
prehensive investigation of digital resilience and risk man-
agement in projects involving the application of AI with-
in the energy sector. A set of general scientific methods, 
including scientific abstraction, analysis, and synthesis, 
was employed to conceptualise the research problem and 
to structure the theoretical framework. These methods fa-
cilitated the identification of key categories, relationships, 
and patterns associated with digital resilience, cybersecuri-
ty risks, and the integration of AI technologies into energy 
systems. In addition, historical and comparative analysis 
were applied to examine the evolution of approaches to re-
silience and energy security.

Comparative and logical analysis were specifically used 
to investigate the interrelationship between energy securi-
ty and system resilience. The application of these methods 
enabled the alignment and critical evaluation of existing 
theoretical approaches and justified the need for their inte-
gration into modern risk management frameworks. A sys-
tems approach was adopted to consider digital resilience as 
an integral component of complex energy infrastructures. 
This approach allowed energy systems to be analysed as 
multi-level structures incorporating technological, organ-
isational, and informational elements, thereby identifying 
the role of AI in enhancing system adaptability and recov-
ery capacity. Economic and statistical methods were uti-
lised to assess trends in the development of cyber threats 
and investments in cybersecurity. The empirical analysis 
was based on open-access statistical data, including ma-
terials from the State Service of Special Communications 
and Information Protection of Ukraine (n.d.), which were 
used to examine the dynamics of cyber incidents targeting 
the energy sector. Additionally, analytical reports from the 
Kyiv School of Economics (2024) and DTEK (2024) were 
employed to evaluate the economic losses and structural 
vulnerabilities of the Ukrainian energy system.

Trend analysis and graphical modelling were applied 
to visualise changes in the frequency of cyber incidents. 
Python-based data processing tools were used to con-
struct time series and identify patterns and tendencies in 
the evolution of cyber threats. The use of these methods 
was justified by the need for quantitative validation of ob-
served processes and for enhancing the analytical rigor 
of the study. Furthermore, the monographic method and 
thematic analysis were employed to examine a wide range 
of domestic and international scientific publications. A 
frequency-based content analysis of scholarly sources was 

conducted to identify dominant research themes, method-
ological approaches, and gaps in the existing literature on 
digital resilience, AI, and cybersecurity in energy systems. 
These sources formed the theoretical basis for the study 
and supported the development of the conceptual frame-
work. Methods of induction, deduction, and synthesis 
were used to generalise the findings, formulate theoretical 
conclusions, and develop conceptual approaches to risk 
management in AI-related projects. The empirical basis of 
the study was represented by the energy sector of Ukraine, 
which is considered as a case study under conditions of 
heightened risk and wartime disruptions. This context pro-
vided a unique opportunity to analyse the functioning of 
critical infrastructure in crisis environments and to eval-
uate the role of digital technologies in ensuring system 
resilience. The research was conducted in several stages, 
including: analysis of theoretical approaches; collection 
and processing of statistical data; trend modelling and vis-
ualisation; and synthesis of results and development of a 
conceptual model of digital resilience.

Results and Discussion
AI-related innovation initiatives have traditionally been 
regarded as drivers of organisational complexity and po-
tential vulnerability. This evolving understanding is encap-
sulated in the notion of digital resilience, which extends the 
classical concept of resilience – defined as a system’s ability 
to absorb shocks, adapt to changing conditions, and recov-
er from disruptions – by emphasising the enabling role of 
digital technologies and information systems within highly 
interconnected environments. Simultaneously, the ongoing 
digital transformation of critical infrastructures is funda-
mentally redefining governance and management para-
digms, particularly in the energy sector. Digital resilience 
denotes the capability of energy systems to sustain stable 
and continuous operations under conditions of disrup-
tion, including cyber incidents, technological failures, and 
large-scale crisis events. The attainment of such resilience 
increasingly depends on the deployment of advanced ana-
lytical, monitoring, and automation technologies, with AI 
occupying a central role.

However, the integration of intelligent systems simul-
taneously generates new layers of operational, technolog-
ical, and cybersecurity risk. These emerging risk profiles 
necessitate the implementation of structured and proac-
tive risk management frameworks. Accordingly, effective 
governance of AI-related innovation projects requires the 
systematic alignment of AI capabilities with comprehensive 
risk assessment procedures, mitigation mechanisms, and 
resilience-oriented system architecture. Such an integrated 
approach is essential to ensuring the secure, reliable, and 
sustainable functioning of critical energy infrastructure in 
digitally transformed environments.

Innovation implementation is inherently associated 
with uncertainty and risk. AI represents a distinct class of 
innovation with risk characteristics. These risks include al-
gorithmic opacity, data dependency, and ethical concerns. 



Degtiareva et al.

37Innovation and Sustainability, 2026, Vol. 6, No. 2

Innovation implementation is inherently associated with 
uncertainty and risk, and AI represents a distinct class of 
innovation characterised by specific risk factors. Algo-
rithmic opacity limits the interpretability of AI systems, 
data dependency makes their performance sensitive to the 
quality and completeness of datasets, and ethical concerns 
relate to fairness, privacy, and potential bias in automated 
decision-making. Together, these risks increase uncertainty 
in AI adoption and require careful governance to ensure re-
sponsible and reliable implementation. In innovation man-
agement, this necessitates the adaptation of classical risk 
management mechanisms. At the idea screening stage, ad-
ditional evaluation criteria must be applied. These include 
data quality, model transparency, and potential societal im-
pact. During the planning phase, technology readiness as-
sessment becomes critical. This mechanism ensures align-
ment between AI solutions and organisational capabilities. 
In the development stage, agile methodologies enable iter-
ative validation and risk reduction. Portfolio management 
mechanisms support risk diversification across AI projects. 
At the commercialisation stage, stakeholder management 
becomes essential due to regulatory and reputational risks. 
Continuous monitoring and post-implementation review 
ensure adaptive risk control.

The concept of energy security is closely linked to the 
notions of resilience and risk, both of which are fundamen-
tal to the stable and reliable operation of critical energy 
systems. The case of Ukraine between 2014 and 2021 il-
lustrates a persistent imbalance between these dimensions. 
In 2014, the country exhibited moderate to high levels of 
risk alongside medium to low levels of resilience, a situa-
tion that showed little improvement over the subsequent 
six years. A significant external risk factor remained the 
country’s dependence on energy imports, as four out of 
five major energy sources were imported. This depend-
ency was further exacerbated by a high concentration of 
supplier power, stemming from limited diversification and 
the potential for politically motivated actions by exporting 
countries. At the same time, resilience factors were insuffi-
cient to offset these risks. Structural weaknesses – includ-
ing underdeveloped infrastructure, outdated technologies, 
and inefficient, wasteful patterns of energy consumption – 
constrained the system’s capacity to absorb and respond to 
external shocks (Chaika, 2023). Thus, in contemporary en-
ergy systems, resilience refers to the broader capacity of the 
system to anticipate, absorb, and recover from disruptions, 
including those arising from cyber threats. In this regard, 
resilience complements the concept of energy security by 
extending beyond the mere continuity of supply to encom-
pass the system’s ability to adapt and sustain functionality 
under adverse conditions.

The cybersecurity ecosystem in the energy sector en-
compasses a diverse set of stakeholders, including electric 
utilities, oil and gas corporations, renewable energy opera-
tors, transmission system operators, industrial automation 
vendors, cybersecurity solution providers, and national se-
curity agencies. Renewable energy operators, particularly 

those managing large-scale wind and solar installations, 
increasingly integrate cybersecurity measures to safeguard 
inverter technologies, distributed control systems, and re-
mote monitoring platforms. This is crucial for maintain-
ing the resilience of low-carbon energy systems and sup-
porting the transition to sustainable energy models. The 
emergence of virtual power plants and peer-to-peer energy 
trading platforms further expands the cyber threat land-
scape, introducing new risks associated with decentralised 
and consumer-oriented infrastructures. Additionally, ener-
gy trading platforms and market participants are exposed 
to phishing, fraud, and insider threats, necessitating the 
implementation of advanced, finance-grade cybersecurity 
protocols. In the context of sustainable development, ro-
bust cybersecurity practices contribute to the stability, re-
liability, and trustworthiness of energy systems. Therefore, 
cybersecurity can be considered a foundational element of 
digital resilience, enabling the secure and sustainable evo-
lution of modern energy ecosystems.

The cybersecurity ecosystem in the energy sector in-
cludes utilities, transmission system operators, technology 
vendors, cybersecurity providers, and government agen-
cies, each performing roles in system operation, protec-
tion, regulation, and incident response while coordinating 
through shared platforms and protocols. The most common 
cyber threats include attacks on SCADA systems, malware, 
phishing, supply chain compromises, and vulnerabilities in 
distributed and decentralised energy infrastructures (Ige et 
al., 2024). Practical cases have shown that cyberattacks can 
lead to power outages, disruption of fuel supply chains, and 
financial losses in energy markets. To mitigate these risks, 
organisations apply network segmentation, zero-trust ap-
proaches, continuous monitoring systems, and strict access 
control mechanisms. Altogether, these measures enhance 
digital resilience and ensure the stability and sustainability 
of modern energy systems.

Unprecedented missile strikes targeting key facilities of 
the electric power sector have resulted in widespread emer-
gency power outages, the consequences of which have been 
mitigated through the extensive efforts of transmission sys-
tem operators. Deliberate attacks on critical infrastructure, 
including power plants, substations, and transmission net-
works, have significantly undermined the stability and relia-
bility of electricity supply. Despite these challenges, the ener-
gy sector has demonstrated a remarkable level of resilience, 
characterised by rapid resource mobilisation and the ability 
to restore system functionality under extreme conditions.

Emergency restoration mechanisms for electricity 
supply have been successfully implemented, enabling the 
gradual stabilisation of the power system. A historic mile-
stone was achieved in 2022 with the synchronisation of 
the Ukrainian power system with the European electrici-
ty network. This integration strengthened energy security 
and created new opportunities for electricity trade. In ad-
dition, Ukraine expanded electricity exports to the Europe-
an Union, thereby enhancing the country’s position with-
in the regional energy market (DTEK, 2024). Large-scale  
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disruptions to the power system required the deployment 
of structured resilience mechanisms combining technical 
recovery, coordinated system management, and adaptive 
infrastructure solutions. Restoration processes were or-
ganised in stages, including immediate fault isolation, ac-
tivation of emergency protection schemes, and phased grid 
re-energisation, with priority given to critical facilities; in 
many cases, essential services were restored within one to 
three days. The transmission system operator Ukrener-
go ensured continuous real-time coordination, balancing 
supply and demand, implementing controlled load shed-
ding, and maintaining frequency stability under stressed 
conditions. Integration with ENTSO-E enabled cross-bor-
der electricity flows, with emergency imports reaching up 
to approximately 1-2 GW and covering a notable share of 
demand deficits during peak disruptions. Infrastructure 
resilience was further supported through the deployment 
of mobile substations, reserve generating capacities, and  

network reconfiguration, which contributed to the recovery 
of a substantial proportion of damaged assets and the sta-
bilisation of overall system performance yberthreat-land-
scape-2024 (ENTSO-E strategic roadmap, n.d.).

The longitudinal analysis of cyber incidents targeting 
Ukraine’s energy sector reveals a critical escalation in early 
2024, where a sharp increase to 124 incidents (+138%) in-
dicates the presence of a significant external destabilising 
factor or a shift in the monitoring paradigm that enhanced 
event detection. While the data reached a peak of 127 inci-
dents in the second half of 2024, the subsequent stabilisa-
tion at 120 incidents in early 2025 suggests a transition to-
ward a high-intensity plateau; consequently, a comparison 
of empirical data with the trend line indicates that, in the 
short-term perspective, incident frequency is projected to 
remain within the range of 115-125 cases per semi-annual 
period absent the implementation of further robust pre-
ventive measures (Fig. 1).

Figure 1. Trends in the number of cyber incidents targeting the energy infrastructure in Ukraine, 2022-2025
Source: prepared by the authors based on State Service of Special Communications and Information Protection of Ukraine (n.d.)

Between October 2022 and September 2024, the Rus-
sian Federation carried out more than 1000 attacks on 
Ukraine’s energy infrastructure, damaging or destroying 
the majority of the country’s major thermal and hydroe-
lectric power plants. As a consequence of occupation and 
sustained military strikes during 2022-2023, the Ukraini-
an power system lost nearly 21 GW of generation capacity. 
In 2024 alone, the losses resulting from missile and drone 
attacks are estimated to exceed 9 GW (Kyiv School of Eco-
nomics, 2024). In addition to generation facilities, repeated 
strikes have targeted critical nodes of the electricity trans-
mission network, further increasing operational risks and 

placing additional pressure on the stability of the national 
energy system. One of the most significant applications of 
AI in energy resilience is predictive analytics for demand 
forecasting and operational planning. Machine learning 
models analyse historical consumption data, weather con-
ditions, and economic indicators to forecast fluctuations in 
electricity demand. Such predictive capabilities allow sys-
tem operators to optimise generation schedules and pre-
vent overloads or shortages in energy supply. As a result, 
predictive analytics contributes to improved stability and 
efficiency in energy system operations. AI tools supporting 
digital resilience in energy systems are presented in Table 1.

AI tool Application in energy systems Contribution to digital resilience

Predictive Analytics Forecasting electricity demand  
and optimising generation planning

Improves system stability  
and prevents supply disruptions

Predictive Maintenance Monitoring equipment condition using sensor data 
and AI models

Reduces equipment failures  
and unplanned outages

Anomaly Detection 
Systems

Identifying abnormal network behaviour  
and operational irregularities Enhances cybersecurity and early threat detection

Decision Support Systems 
(AI-based)

Assisting operators in real-time operational  
and strategic decisions Improves response speed and decision accuracy

Table 1. AI tools supporting digital resilience in energy systems
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Another critical area of AI application is predictive 
maintenance of energy infrastructure. Intelligent algo-
rithms process large volumes of sensor data collected from 
turbines, transformers, and transmission lines to detect 
early signs of equipment degradation or malfunction. By 
identifying potential failures before they occur, AI systems 
allow energy companies to implement preventive mainte-
nance strategies and reduce the risk of unexpected outages. 
This approach enhances operational reliability while simul-
taneously lowering maintenance costs and extending the 
lifespan of critical assets.

AI also plays an essential role in strengthening the 
cybersecurity and operational monitoring of digitalised 
energy systems. Advanced anomaly detection algorithms 
continuously analyse network activity and system per-
formance to identify irregular patterns that may indicate 
cyber intrusions or technical faults. Through real-time 
monitoring and automated alerts, these systems enable 
rapid response to potential threats and help prevent cas-
cading failures within interconnected energy networks. 
Furthermore, AI-driven decision support systems and 
digital twin technologies provide advanced tools for 
modelling, simulation, and strategic planning in the en-
ergy sector. Digital twins create virtual representations of 
physical energy infrastructure, allowing operators to sim-
ulate various operational scenarios and evaluate potential 
risks. Combined with AI-based decision support systems, 
these tools improve situational awareness and facilitate da-
ta-driven decision-making. Consequently, the integration 
of AI technologies significantly contributes to the devel-
opment of resilient, adaptive, and secure energy systems.

Cyber risks in the energy sector range from malware 
and ransomware to sophisticated state-sponsored attacks 
targeting operational technology and industrial control sys-
tems. The consequences of such attacks may include power 
outages, equipment damage, financial losses, and reduced 
public trust in energy providers. The integration of renew-
able energy sources and smart grid technologies further in-
creases the complexity of the system, creating new potential 
attack vectors. Effective mitigation requires a combination 
of robust cybersecurity strategies, continuous monitoring, 
staff training, and the adoption of advanced technologies 
such as AI for threat detection and predictive maintenance.

The global cybersecurity market in the energy sector 
generated approximately USD 8.6 billion in revenue in 

2021. This market is expected to experience substantial 
growth over the coming decade as the digitalisation of en-
ergy infrastructure accelerates and cyber threats continue 
to intensify. According to current projections, the market 
volume is anticipated to reach nearly USD 21.8  billion 
by 2031. This growth corresponds to an average annual 
growth rate of approximately 11.3% during the period from 
2022 to 2031 (Allied Market Research, n.d.). The expansion 
of cybersecurity investments reflects the increasing priority 
placed on protecting critical energy infrastructure and en-
suring the stability and resilience of modern power systems.

It is emphasised that it is necessary to help managers 
and other decision-makers make informed investment de-
cisions to effectively ensure IT security. The study addresses 
issues such as lack of transparency in IT security costs, staff 
shortages and difficulties in resource planning. A sample 
calculation shows the financial impact of IT security meas-
ures using the Return on Security Investment (RoSI) model 
(Deutsche Energie-Agentur, n.d.). The RoSI cost estimate 
shows that the investment is already profitable for impor-
tant companies in the first year, and for particularly impor-
tant ones – from the second year. The sample calculation 
illustrates that the investment is profitable even with low 
damage compensation costs.

The development of national strategies for the digital 
transformation of the energy sector, alongside the imple-
mentation of industry standards and regulatory frame-
works for the safe and ethical use of AI, facilitates the for-
malisation of digital processes. Such regulatory support 
also encompasses the establishment of quality control 
mechanisms, certification of innovative products, licens-
ing of AI-based solutions, and assurance of consumer data 
protection. Financial and investment incentives are critical 
for fostering the adoption of innovative solutions by energy 
companies. These mechanisms include government subsi-
dies, grants, concessional loans, and tax incentives aimed 
at encouraging investment in digital modernisation. An 
essential component of this approach is the promotion of 
public-private partnerships, which enable the pooling of 
resources from governmental bodies, private enterprises, 
and research institutions to implement large-scale techno-
logical initiatives.

The investment feasibility of cybersecurity solutions 
based on AI is determined by their capacity to enhance 
digital resilience. AI-driven systems enable proactive 

Continued Table 1

Source: prepared by the authors based on F. Bertone et al. (2020), J. Holmström (2022), A. Sulaiman et al. (2023), J. Ruan et al. (2023), 
P. Koundouri et al. (2025), S.C. Vetrivel et al. (2025), H. Dui et al. (2025), M.F. Khaleel & Z.M. Abdulkareem (2025)

AI tool Application in energy systems Contribution to digital resilience

Digital Twins Creating virtual models of energy infrastructure 
for simulation Enables risk modelling and scenario testing

Smart Grid Optimisation 
Algorithms

Managing distributed energy resources  
and balancing loads Enhances grid flexibility and operational efficiency

Renewable Energy 
Forecasting Models Predicting solar and wind generation levels Supports integration of renewable energy sources

Automated Control 
Systems

Real-time adjustment of energy flows  
and grid parameters Ensures rapid adaptation to system disturbances
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threat detection and real-time response. This reduces the 
expected losses from cyber incidents. In the framework of 
innovation management, such investments should be eval-
uated using risk-adjusted performance metrics. Traditional 
cost-benefit analysis is insufficient for AI-based cybersecu-
rity solutions. It should be complemented by scenario anal-
ysis and probabilistic risk assessment. The incorporation of 
AI improves the accuracy of threat intelligence and fore-
casting models. This increases the effectiveness of resource 
allocation in cybersecurity strategies. However, investment 
decisions must account for implementation risks, including 
model bias and data vulnerabilities. Regulatory compliance 
and ethical considerations also influence the overall invest-
ment attractiveness. Therefore, a comprehensive evaluation 
approach is required to ensure sustainable and resilient 
AI-driven cybersecurity investments.

In the energy sector, several factors act as barriers to 
technological change. A conservative approach to adopt-
ing new technologies is often driven by concerns regard-
ing their effectiveness and potential impact on existing 
business models. Additionally, digital transformation in-
itiatives in many energy companies remain incomplete, 
necessitating further investment and the restructuring 

of management practices. Management is evolving from 
a primarily administrative and control-oriented function 
into an intelligent, analytical mechanism for strategic 
coordination, which integrates human expertise with al-
gorithmic analytics. The ultimate objective is to establish 
an effective, adaptive, and transparent decision-making 
framework that combines human experience with the ca-
pabilities of analytical algorithms through a comprehen-
sive controlling system.

The human factor continues to represent one of the 
primary challenges for energy enterprises, as the resilience 
of operational technology systems and energy networks 
depends largely on employee actions in mitigating both ex-
ternal and internal cyber threats. Currently, there is a pro-
nounced shortage of cybersecurity specialists, which poses 
a significant challenge for the sector. The Figure 2 illustrates 
the key challenges associated with the implementation of 
AI, including regulatory gaps, transparency issues, hybrid 
threats, and human-factor risks. It also presents sustaina-
bility strategies such as AI-blockchain synergy, structured 
threat taxonomies, and safety culture, which support the 
development of digital resilience and effective risk manage-
ment in AI-related projects.

Figure 2. Conceptual framework of ethical AI governance for digital resilience  
and risk management in AI-related projects

Source: prepared by the authors
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Scientific, educational, and workforce development 
further ensure the creation of a professional foundation 
for the effective utilisation of AI tools within the energy 
sector. Supporting specialised educational programs in 
digital technologies, particularly those focused on ener-
gy systems, is essential for preparing qualified personnel. 
Moreover, initiatives should promote the retraining of 
existing energy sector employees and the establishment 
of research centres and laboratories dedicated to the de-
velopment and implementation of AI solutions for energy 
infrastructure. The deployment of comprehensive cyber-
security solutions across energy infrastructure requires 
substantial financial investment, reflecting the critical im-
portance of safeguarding complex and digitally integrated  

energy systems. Building on the challenges and strategies 
highlighted in the figure, Table 2 provides a detailed over-
view of the economic effects of AI applications in the ener-
gy sector. It summarises key application areas, the mecha-
nisms through which AI generates value, and the expected 
outcomes for operational efficiency, cost reduction, and 
strategic decision-making. The Table  2 summarises key 
AI application areas, the associated economic effects, the 
mechanisms through which AI generates value, and the 
expected outcomes for energy systems, including cost 
reduction, improved efficiency, risk mitigation, and en-
hanced decision-making. Ukraine demonstrates consid-
erable development potential due to its unique experience 
in countering cyber warfare, the rapid pace of digital trans-
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formation, and the strong support of international part-
ners. At the same time, the sector remains vulnerable due 
to market fragmentation, insufficient systemic financing, 
and the lack of comprehensive regulatory and legal stand-
ards for businesses operating in the digital environment.  

Nevertheless, the growing demand for cybersecurity solu-
tions, the diversification of technological capabilities, and 
the potential for exporting digital technologies create fa-
vourable conditions for Ukraine to evolve into a regional 
leader in this domain.

Table 2. Economic effects of AI applications in the energy sector,  
their value creation mechanisms, and expected outcomes

Source: prepared by the authors

AI application area Economic effect Mechanism of value creation Expected outcome

Predictive Maintenance Reduction of maintenance 
costs

Early detection of equipment failures 
through data analytics

Decreased downtime, extended 
asset lifetime

Demand Forecasting Optimisation of energy 
production costs

Accurate prediction of consumption 
patterns using machine learning 

models
Reduced imbalance costs and 
improved planning efficiency

Smart Grid Management Improved operational 
efficiency

Real-time load balancing and 
automation of grid operations

Lower transmission losses and 
increased system stability

Cybersecurity (AI-based) Risk cost reduction Early detection of cyber threats and 
automated response

Prevention of financial losses 
from cyber incidents

Renewable Energy 
Optimisation

Increased return on 
investment (ROI)

Forecasting of renewable generation 
and integration into energy systems

Higher utilisation of renewable 
sources and reduced 

curtailment

Energy Management Systems Cost savings in energy 
consumption

AI-driven optimisation of industrial 
and commercial energy use

Reduced energy expenses and 
improved efficiency

Decision Support Systems Improved investment 
decision quality

Data-driven analysis of scenarios 
and risks

More efficient capital allocation 
and reduced uncertainty

Digital Twins Cost reduction in system 
testing and planning

Simulation of operational scenarios 
and risk modelling

Lower costs of errors and 
improved infrastructure 

planning

Overcoming these structural barriers requires the co-
ordinated integration of education, business, and public 
policy into a unified system aimed at strengthening nation-
al cyber resilience. However, alongside these opportunities, 
new challenges are emerging. The widespread adoption of 
digital technologies and AI raises critical questions regard-
ing ethical governance, the development of transparent and 
accountable algorithmic decision-making systems, and the 
fair allocation of responsibility among technology devel-
opers, system operators, and regulatory authorities. These 
challenges are particularly acute in sectors that have ex-
perienced the most significant physical and cyber impacts 
in recent years, most notably the Ukrainian energy sector. 
Ensuring the resilience of this sector requires the imple-
mentation of innovative protection strategies, continuous 
professional development of specialised personnel, and the 
cultivation of a culture of digital responsibility among all 
stakeholders involved in the energy ecosystem.

Overall, the analysis of the reviewed studies demon-
strated a strong and growing consensus regarding the 
critical role of artificial intelligence and cybersecurity in 
enhancing the resilience of modern energy systems. The 
existing literature confirmed that increasing digitalisation, 
while enabling significant efficiency gains, simultaneously 
introduced new layers of complexity and vulnerability. The 
technological dimension of resilience was explored in detail 
in several studies. Specifically, M.  Shadabfar  et al.  (2022) 
highlighted the importance of resilience-oriented design 
frameworks incorporating computational models and  

simulation tools to anticipate and withstand disruptions. 
The findings of the study aligned with this conclusion re-
garding the need for proactive modelling; however, this 
perspective was expanded in the current study by demon-
strating that such technological frameworks must be an 
integral part of a comprehensive risk management system. 
Similarly, I. Alhamrouni et al. (2024) emphasised the role of 
artificial intelligence in enhancing system stability through 
real-time control, fault detection, and adaptive protection 
mechanisms. Conclusions fully corroborated the effective-
ness of AI tools for monitoring and predictive analytics, 
but additionally indicated that technical robustness must 
be supported by organisational adaptability. Furthermore, 
B. Ozpineci (2022) examined the integration of AI and ma-
chine learning techniques directly into power electronics 
and cybersecurity architectures. Current results coincid-
ed with the author’s vision regarding the formation of the 
technological core of resilient energy systems; nevertheless, 
the necessity of combining these architectures with institu-
tional governance mechanisms was emphasised.

However, a purely technological approach appeared 
insufficient to fully capture the complexity of the contem-
porary energy environment. The research by S.M.  Stezh-
ko & V.M.  Fitsa  (2021) highlighted the institutional and 
regulatory dimensions, arguing that the effectiveness of 
cybersecurity measures depended on national policies and 
legal frameworks. The conclusions of current study agreed 
with this assertion, as regulatory compliance and stake-
holder coordination were also considered as mandatory  
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components of the proposed integrated model of digital 
resilience. Along the same lines, A. Ige et al. (2024) demon-
strated that the implementation of cyber risk defence strat-
egies required the alignment of technical solutions with 
organisational processes and human resource capabilities. 
This conclusion completely coincided with the results ob-
tained, which confirmed the necessity of a systemic ap-
proach wherein technological innovations were supported 
by managerial mechanisms.

Recent empirical data also pointed to a critical gap be-
tween theoretical advancements and practical implementa-
tion. M. Nachaat et al. (2023) noted that energy enterprises 
faced barriers such as high implementation costs, a lack of 
technical expertise, and organisational inertia. Results fully 
aligned with these observations, confirming that the tran-
sition from the technological potential of AI to its practical 
application was significantly constrained by structural and 
managerial factors. Similarly, O.  Degtiareva  et al.  (2024) 
highlighted the limited integration of AI-based cybersecu-
rity tools into operational processes, particularly in regions 
with economic constraints. The findings of the study coin-
cided with this position; however, a specific mechanism to 
overcome this issue through the implementation of a com-
prehensive risk management framework was also proposed.

Despite the alignment of results with the conclusions 
of the aforementioned scholars in specific aspects, the com-
parative analysis revealed a fundamental limitation in the 
existing literature. Most prior studies tended to examine 
technological, infrastructural, or policy-related aspects 
in isolation, without adequately addressing their inter-
dependencies. In contrast to this fragmented approach, 
the results of current research substantiated the need for 
an integrated analytical framework. The model extended 
existing approaches by explicitly linking AI capabilities 
with structured risk management processes (including 
risk identification, assessment, mitigation, and continuous 
monitoring) within a unified conceptual model of digital 
resilience. Thus, the results of this work confirmed that the 
future development of energy systems required a paradigm 
shift from isolated technological solutions toward compre-
hensive, risk-oriented management models that balanced 
innovation, institutional governance, and human capital 
development in the face of hybrid threats.

Conclusions
The study demonstrates that the sustainable development 
of modern energy systems is fundamentally dependent on 
minimising operational and systemic risks associated with 
cyber threats. Any destabilisation of critical energy infra-
structure significantly reduces both the environmental and 
economic efficiency of the sector, thereby confirming that 
cybersecurity has become an integral component of sus-
tainable energy governance. The research results indicate 
that the implementation of intelligent technologies, par-
ticularly AI-based systems, plays a key role in strengthen-

ing innovation-driven management in the energy sector. At 
the same time, the increasing digitalisation of energy infra-
structure leads to higher exposure of information and com-
munication systems to a wide range of cyberattacks. Once 
deployed, such systems remain continuously vulnerable 
to external interference, which makes resilience and sur-
vivability essential characteristics of modern energy infor-
mation systems. It has been established that ensuring the 
stable functioning of energy infrastructure under adverse 
and uncertain conditions requires a systemic approach to 
digital resilience management. This approach integrates 
technological, organisational, and strategic components 
into a unified governance framework. Effective cybersecu-
rity governance must clearly define responsibilities across 
all management levels, ensuring coordination in cyberse-
curity operations, business continuity planning, and inci-
dent response mechanisms.

The study highlights the importance of combining 
continuous monitoring, real-time threat detection, and 
predictive analytics with structured risk assessments and 
scenario-based testing. Such integration enhances the 
adaptive capacity and robustness of energy systems. Ad-
ditionally, human-centred measures, including training, 
awareness programs, and adaptive operational proce-
dures, significantly reduce vulnerabilities caused by hu-
man factors. Empirical evidence from Ukraine confirms 
that the combined application of technological solutions, 
organisational coordination, and strategic management 
enables energy systems to maintain functionality even 
under extreme conditions. In this context, AI-based tools 
for anomaly detection and predictive control further 
strengthen proactive risk management within energy en-
terprises. Future development of energy systems should 
be based on an integrated resilience-oriented approach, 
where digital security is embedded into overall sustaina-
bility strategies. The formation of a resilience ecosystem, 
supported by standardised indicators, AI-driven mitiga-
tion mechanisms, and international cooperation frame-
works, is essential for ensuring the stability and security of 
interconnected global energy networks.
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Анотація. Інноваційні ініціативи, пов’язані зі штучним інтелектом, в енергетичному секторі традиційно 
розглядалися як джерела організаційної складності та потенційної вразливості. Метою дослідження було 
проаналізувати взаємодію між енергетичною безпекою та стійкістю енергетичних систем, дослідити нові ризики, 
пов’язані з цифровізацією та впровадженням інтелектуальних систем, а також оцінити управлінські та політичні 
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загальнонаукові й спеціалізовані методи дослідження з акцентом на передові аналітичні, моніторингові та 
автоматизовані технології. Результати дослідження підкреслюють важливість інвестування в технологічний, 
людський та регуляторний потенціал для повного використання потенціалу штучного інтелекту. Водночас роль 
інструментів на базі штучного інтелекту в сучасних енергетичних системах зростає завдяки їхньому внеску в 
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цифрову стійкість, операційну стабільність, прогнозне обслуговування, кібербезпеку та прийняття стратегічних 
рішень. Однак ці розробки супроводжуються відповідними ризиками. Саме тому сучасна система управління 
повинна еволюціонувати від адміністративної та контрольно-орієнтованої функції до інтелектуального 
аналітичного механізму, який інтегрує людський досвід з алгоритмічним прийняттям рішень. Таким чином, 
цифрова стійкість розширює концепцію стійкості системи, інтегруючи інформаційні технології та аналітику на 
основі штучного інтелекту для передбачення, поглинання та відновлення після збоїв, спричинених фізичними, 
технологічними чи кіберінцидентами. Ця інтеграція зменшує суб’єктивність, підвищує точність операційних 
рішень та забезпечує прозорий, адаптивний та науково обґрунтований підхід до стратегічної координації. 
Поєднуючи передову аналітику, автоматизацію на основі штучного інтелекту та проактивне управління 
ризиками, енергетичні системи можуть досягти підвищеної стабільності, експлуатаційної надійності та стійкості 
до кібербезпеки у все більш складних та цифрово взаємопов’язаних середовищах. Крім того, використання 
передового світового досвіду та сприяння транскордонній співпраці в галузі інновацій у сфері штучного 
інтелекту та кібербезпеки може прискорити трансформацію енергетичних підприємств у напрямку стійких, 
інтелектуальних та стійких інфраструктур
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