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Abstract. The purpose of the study was to investigate the impact of using deep neural networks on improving
the efficiency of automated quality control in contemporary production. The analysis of the application of advanced
technologies, such as computer vision, machine learning, and deep neural networks, to automate quality control processes
in production conditions was carried out. Successful implementations of automated quality control systems at enterprises
such as Bayerische Motoren Werke AG, Siemens, and Nikon were considered as practical examples. The data obtained
confirmed that the use of convolutional neural networks for image and video processing, autoencoders, and generative
conflicting networks provides high accuracy and speed in detecting defects. In particular, an increase in the accuracy of
defect identification was recorded from 80% to 95%, completeness — from 85% to 92%, specificity — from 90% to 98%.
The speed of image and video processing increased fivefold — from 5 minutes to 1 minute per unit of production, which
significantly reduced the control cycle time. Improving the defect detection rate to 95% helped to reduce the cost of
manual verification and minimise the impact of the human factor. The conducted comparative analysis confirmed that
automated systems based on deep neural networks significantly outperform conventional methods of monitoring key
performance metrics. The study also showed that the integration of such systems with data processing peripherals and
cloud platforms provides high flexibility and scalability of production processes. The economic assessment showed a
significant reduction in labour costs and the number of errors, and an increase in the overall productivity of enterprises
using automated quality control systems. The results obtained can be used as practical recommendations for companies
interested in implementing innovative approaches to product quality assurance

Keywords: intelligent monitoring of production quality; data processing speed; machine learning; defect detection;
computer vision; autoencoders

Introduction

Advanced manufacturing processes require high preci-
sion and efficiency, especially in the field of quality con-
trol. Conventional methods of product inspection are
often not fast and flexible enough, which can lead to an
increase in manufacturing defects and financial losses.
The use of deep neural networks to automate real-time
quality control opens up new opportunities for improving
productivity and optimising production processes. The
application of computer vision and deep learning tech-
niques allows to analyse product images with high accu-
racy, automatically detecting defects and anomalies. The
use of convolutional neural networks (CNNs) provides
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effective recognition of visual defects, autoencoders and
generative adversarial networks (GANs) help in detecting
subtle deviations, and recurrent neural networks (RNNs)
can predict possible defects even before they appear. The
relevance of employing such methods is also supported
by research in related industrial fields: modern computer
vision techniques, particularly machine learning meth-
ods, can be successfully used for measurement and recon-
struction of objects even in hard-to-reach conditions (Be-
lytskyi et al. 2023). This demonstrates the flexibility and
adaptability of computer vision and machine learning to
complex manufacturing challenges.
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One of the main difficulties is to ensure maximum
accuracy and speed of analysis, since the quality control
system must work in real time, without creating delays in
the production process. In addition, deep learning mod-
els must be flexible enough to adapt to different product
types, lighting changes, changes in production conditions,
and the appearance of new defects. Another problem is the
need to process large amounts of data, which requires sig-
nificant computing power. The quality of neural networks
largely depends on the availability of large amounts of an-
notated data, which can be a problem for businesses that
do not have enough samples with real defects.

One of the key problems is the reliability of defect de-
tection, since automated systems can also skip defective
products, which reduces the quality of production, and
give false positive positives, causing unnecessary costs.
However, investigating the effectiveness of deep learning
algorithms for analysing the quality of printed products,
A.P. Bondarchuk et al. (2024) determined that their use can
reduce the number of defects. The study by R. Thakur et
al. (2023) showed high accuracy in detecting defects using
neural networks in the textile industry, which significantly
exceeds conventional verification methods. Y. Banadaki et
al. (2021) proposed an automated approach for quality con-
trol and manufacturing process in additive manufacturing
based on deep CNNs. The researchers showed that the use of
CNN models significantly improved the accuracy of defect
detection at the initial stages of production and reduced the
number of deviations in the final product, which positively
affects the overall productivity of the enterprise. In turn,
M.R. Islam et al. (2024) in their analysis proved the effec-
tiveness of implementing computer vision and deep learn-
ing technologies for automating quality control. Process-
ing visual information using these methods allowed timely
detection of violations, minimising operator involvement,
and ensuring the stability of technological processes.

Growing demands on product quality and the speed
of production processes encouraged the search for new
approaches to automate quality control. S. Sundaram &
A.Zeid (2023) reviewed the use of artificial intelligence (AI)
to create intelligent quality control systems in manufac-
turing processes. As a result of their research, ways were
proposed to reduce the burden on personnel by introduc-
ing automatic systems for collecting and analysing visual
data, using self-learning algorithms to identify defects
without human intervention, and integrating visualisation
interfaces that simplify monitoring and decision-making.
S. Prymyska et al. (2025) focused on integrating Al into au-
tomated industrial process systems, in particular, improv-
ing the efficiency of production management and the accu-
racy of defect detection using Al. The results of their study
highlighted the importance of creating flexible and scala-
ble solutions that can be seamlessly integrated into exist-
ing production lines without disrupting their functioning.

One problem is that the high computational demand of
neural networks and the need to adapt to changing produc-
tion conditions can cause real-time delays. To overcome
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these challenges, M. Shahin et al. (2024) focused on using
a universal CNN to optimise production processes. In par-
ticular, the use of CNN allows reducing the time of product
verification, optimise the use of resources, and automate
individual production operations without compromis-
ing the stability of the technological process. J. Zipfel et
al. (2023) in their study examined the use of unsupervised
deep learning techniques to detect anomalies in industrial
processes. They compared different models and concluded
that unsupervised learning can effectively detect defects
even without large annotated data sets. The results showed
that unsupervised methods can be particularly useful in
complex production environments where conventional ap-
proaches are often ineffective.

All the studies reviewed demonstrated the significant
potential of deep neural networks, in particular, for detect-
ing defects in real time, improving accuracy, and reducing
the impact of the human factor on product quality. However,
there are certain challenges, including high computation-
al requirements, the need to adapt to changing production
conditions, and dependence on large amounts of annotated
data, which limits their use in some production environ-
ments. The purpose of this study was to explore the poten-
tial of using deep neural networks to automate the quality
control process in production and determine the level of
their effectiveness. To achieve the research goal, the fol-
lowing tasks were defined: to review advanced technologies
for automating quality control; to investigate the architec-
ture and models of deep neural networks used for quality
control; to evaluate the possibilities of using automated
quality control systems based on deep neural networks.

Materials and Methods

The study was implemented in several stages using a com-
bination of theoretical, analytical, and experimental meth-
ods. At the first stage of the study, a review of advanced
technologies for automating quality control, including
conventional control methods, was conducted. Special at-
tention was paid to the use of computer vision, machine
learning, and deep neural networks in quality control. The
method of analysing literature sources and open imple-
mentation cases was applied. In particular, the use of com-
puter vision to detect defects in BMW (Bayerische Motoren
Werke) production lines (Germany), the use of machine
learning to monitor the quality of electronic components
(Siemens, Germany), and integration of deep neural net-
works for lens verification in cameras (Nikon, Japan). The
goal of this stage was to identify technologies with the
highest potential for use in the production environment
and identify their limitations and advantages.

At the second stage, the main architectural approaches
to the use of deep neural networks in quality control were
analysed. In particular, the use of CNNs, autoencoders, and
GANs for anomaly analysis, which helps to find defects
without the need for a large amount of training data. Spe-
cial attention was paid to RNNs, Long Short-Term Memory
(LSTM), which were used to predict possible deviations in
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production processes, which allowed preventing the occur-
rence of defects even at the early stages of production.

The third stage analysed the sources and structure of
data needed to train models, in particular, images, video
streams, sensor metrics, and Internet of Things (IoT) data,
which are critical for quality control in production process-
es. Data preparation methods were also investigated, such
as the process of annotation and data markup for correct
model training, which included manual and automated
defect markup. In addition, data augmentation techniques
were investigated to improve the generalisation of deep
learning models, in particular, changes in brightness, rota-
tion, scaling, and the use of noise filters.

At the next stage of the study, the conceptual archi-
tecture of the automated quality control system was de-
veloped, the main focus was on the integration of neural
networks and the choice of technologies for real-time op-
eration. The architecture includes software for image pro-
cessing and sensor data, neural network modules for defect
analysis, and a communication system between compo-
nents. The quality control infrastructure was evaluated in
terms of using core approaches such as Edge Al (processing
data on peripherals) and Cloud Al (using cloud services for
more complex computing).

A comparative analysis of the effectiveness of an auto-
mated quality control system based on deep neural networks
and conventional methods was carried out. A method for
quantifying results based on key metrics, such as accuracy,
recall, and specificity, was used. A table has been created
to compare the main performance indicators, in particular,
the level of defect detection, data processing speed, and the
economic feasibility of implementing automated solutions.

Results

Overview of advanced quality control methods

and practical cases of using neural networks in industry
Conventional quality control methods, such as manual
inspections, visual inspection, and measurement using
standard tools, have several significant limitations. First
of all, these methods often require significant time costs,
which can reduce the efficiency of production processes.
Since most conventional methods depend on human in-
tervention, it also increases the risk of errors due to the
human factor. In addition, conventional methods do not
always provide sufficient accuracy, especially in condi-
tions of high quality requirements, such as in the produc-
tion of microelectronics or aviation equipment. Measuring
instruments used in conventional control may be limited
in accuracy, especially for complex or small parts. Anoth-
er important limitation is the need for a large number of
qualified personnel, which increases the cost of training
and maintaining the necessary measurement equipment.
Conventional methods are also not flexible, which makes
them insufficiently adapted to rapidly changing production
conditions or new technologies. They are often not inte-
grated into automated production systems, which makes it
difficult to process control results and interact with other
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stages of the production process (Lu et al., 2020). Thus, al-
though conventional quality control methods are still used
in some areas, they have significant limitations that reduce
the efficiency and accuracy of quality control in modern
production environments.

The use of computer vision, machine learning and
deep neural networks in quality control is one of the most
promising trends in contemporary manufacturing (Villal-
ba-Diez et al., 2019). These technologies allow automat-
ing verification processes and improving the accuracy and
speed of real-time quality control. Computer vision based
on image processing allows systems with automatic defect
detection to analyse visual data, such as images or videos
obtained with cameras. This allows detecting defects on
production lines, such as cracks, deformations, or other
visual disturbances, much faster and with high accuracy
compared to conventional methods. Machine learning, in
particular, is used to create models that can adapt to differ-
ent conditions and improve their accuracy over time based
on new data. Based on machine learning algorithms, sys-
tems can automatically learn from large amounts of data,
increasing their efficiency in the production process. Deep
neural networks play a key role in improving the quality
control process, as they can analyse more complex patterns
in data that cannot always be recognised by conventional
methods. They allow automatically classifying defects at
different stages of production, which reduces the number
of errors and ensures high accuracy in detecting problems
at an early stage. Together, these technologies create a
powerful tool for real-time quality control, providing sig-
nificant savings in time and resources, and improving the
overall efficiency of production processes.

Successful implementation of quality control auto-
mation technologies, in particular, using computer vision,
machine learning, and deep neural networks, has become
important stages of development in many manufacturing
companies. For example, BMW uses computer vision to au-
tomatically detect defects in car bodies on assembly lines
(Misra & Tiwari, 2022). The system, which is based on deep
neural networks, provides high accuracy in detecting even
the smallest surface defects, which significantly improves
product quality and reduces the cost of manual verification.
The operation of the system is organised as follows: at dif-
ferent stages of production, the body passes through spe-
cially installed high-precision cameras that scan its surface
from different angles under different lighting conditions.
The resulting images are transmitted in real time to a com-
puting centre, where a deep neural network processes them
and analyses them for damage - scratches, dents, cracks,
or other defects. The neural network model has been pre-
trained on a large set of defect examples, which allows it to
recognise even small deviations from the norm. Each de-
tected defect is automatically classified by type and sever-
ity. Based on the results of the analysis, the system either
confirms the product’s compliance with quality standards,
or issues a signal about the need for additional verification
or elimination of the defect.
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Another example is Siemens, which has implement-
ed a machine learning system for product quality control
during the production phase of electronic components
(Schmitt et al., 2020). Machine learning algorithms help to
analyse large amounts of data collected at different stages
of production to identify potential defects before they hit
the market. Siemens uses data acquisition systems from
sensors located along the production line: this can in-
clude data on temperature, vibration, pressure, electrical
parameters, and visual characteristics of products. The
collected data is sent to a centralised analytical platform,
where it is processed using classification algorithms and
predictive analysis. Machine learning allows identifying

hidden patterns between changes in parameters at dif-
ferent stages of production and the probability of defects
in the final product.

Nikon has also successfully integrated deep neural
network technologies for automatic lens verification in its
cameras (Dorafshan et al., 2018). A real-time system not
only detects defects, but also classifies problematic ele-
ments, helping to quickly take measures to eliminate them.
Based on these implementations, companies were able to
achieve significant discounts on production process costs,
improve product quality, and significantly reduce the time
required to check for defects. Table 1 shows a comparison of
three automated quality control technologies in production.

Table 1. Intelligent quality control technologies in production

of t e"::?nrr?:l ogy Key features Advantages Restrictions Exampleuzfepractncal In;zﬁg:?;ﬁ::n
Detection of defects d ngh accuracy in Dependence on Reduced manual
A ) etecting defects, the ) - . : h p
in images or videos. ability to work with image quality and BMW: automatic inspection costs,
Computer Detection of damage, large a)rlnounts of data lighting, the need for | detection of defects improved defect
vision deviations, and in?eal time. reducin a significant amount on car bodies on detection accuracy,
defects on surfaces the cost of manualg of data to train the assembly lines and improved product
(such as car bodies) verification model quality
) Requires a large
d[;et];?:tagr?cl)ynilglit:s It can handle large amount of.dgata for Siemens: detection
and defects in amounts of data, effective training, and of defects at the )
Machine manufacturing automatically detect | is dl_fﬁcult to integrate | stage of production | Reduced failure rate,
learning processes. Bounce potential defects |nto.real-wor|d of electronlc_ improved product|on
prediction based on basgd on patterns, prqduct|on processes | components using efficiency
historical data and predict and prevent | without significantly machine learning
- failures modifying existing algorithms
statistics systems
They require
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defects in real time. ?r?i(r;]lijrﬁglyd%ff:;/fsn resourcpes, the need | Nikon: real-time lens Ciiiﬁ(}i? ygf]:(:t(;
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networks tasks, such as with hiah efﬁciency of training data, using deep neural Sam reF:juced
checking lenses that real-ting1e o eratior{' and sensitivity to networks qrodugiion costs
require high accuracy s eeri changes in production P
in each element P conditions and the
environment

Source: compiled by the author

All three technologies have demonstrated high effi-
ciency in improving the quality of production processes.
Computer vision allows automating visual inspection and
improving the accuracy of detecting defects on product
surfaces. Machine learning works effectively with large
amounts of production data, helping to predict and pre-
vent the appearance of defects even at the production
stage. Deep neural networks provide particularly high pro-
cessing accuracy and speed, making them ideal for complex
real-time quality control tasks. The introduction of these
technologies allowed enterprises not only to increase the
competitiveness of their products, but also to significantly
optimise costs, reduce inspection time, and minimise the
risks of manufacturing defects.

The use of deep neural networks

to detect defects in manufacturing processes
Automatic quality control systems are critical to achiev-
ing high accuracy and efficiency in production processes.
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Advanced technologies, in particular, deep neural net-
works, provide automation for detecting defects and anom-
alies, analysing data, and predicting deviations. In particu-
lar, CNNs can efficiently process images to detect defects
in products, autoencoders and GANs are used to detect
complex anomalies in data, and RNNs and their improved
versions, such as LSTM, specialise in predicting changes in
the time series of production processes. Each of these ar-
chitectures has unique advantages and capabilities, which
allows them to be integrated into different stages of the
production cycle to improve quality and efficiency.

CNNs are among the most common deep neural net-
work models used for manufacturing defect detection tasks,
particularly in quality control automation (Li et al., 2021).
CNNs are highly efficient in image processing and analy-
sis, making them ideal for use in defect detection systems
on production lines where visual data needs to be analysed
quickly and accurately. The CNN architecture is based on
several key steps: convolution, sub-discretisation, and
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full-link layers, allowing networks to automatically high-
light image features without having to manually configure
filters or characteristics.

In the context of quality control, CNNs are used to
detect various defects, such as cracks, scratches, misalign-
ments, or other defects in products. Convolutional layers,
which are the main elements of this architecture, perform
convolution operations, which allows the model to detect
spatial relationships in images, such as textures and pat-
terns. This allows the neural network to effectively identify
defects even with minimal changes in their appearance. Af-
ter that, during the sub-discretisation and filtering stages,
the network reduces the dimension of images, while pre-
serving important features, which allows faster and more
accurate classification.

The use of CNN in the context of quality control can
significantly reduce dependence on the human factor, since
automatically detected defects can be classified and ana-
lysed in real time. Due to their self-learning ability, such
models become more accurate over time as they adapt to
new data and various variations in defects. This increases
not only the speed of problem detection, but also the over-
all efficiency of the quality control process. Thus, the use
of CNN in a real production environment allows for signifi-
cant improvements in accuracy and performance, reducing
the cost of manual control and reducing the likelihood of
defects in the final stages of production.

Autoencoders and GANs are powerful tools for ana-
lysing anomalies in quality control systems (Ghojogh et
al., 2021). Both of these deep neural network architec-
tures can effectively detect deviations from normal pat-
terns, which allows detecting defects on production lines
with high accuracy. Their use is especially appropriate in

Real images

Fake images
~ Generator (G) e )

Noise

cases where the volume of samples with defects is limited
or the data is incomplete.

Autoencoders are neural networks that learn to re-
produce their inputs at the output, while simultane-
ously compressing information in internal latent space
(Mienye & Swart, 2025). This allows autoencoders to
study normal data patterns and then compare the new
input data with the reconstructed outputs. If the input
image or other data is very different from what the net-
work has learned as normal, the autoencoder outputs a
large reconstruction error rate, which is a signal of the
presence of an anomaly. In the context of quality control,
autoencoders are used to detect defects in products, such
as scratches, cracks, or other manufacturing defects that
do not meet quality standards. These models are particu-
larly useful in situations where there are no clear markers
for defects and anomalies must be detected due to differ-
ences in common data patterns.

GANSs consist of two parts: a generator and a discrim-
inator (Fig. 1). The generator creates new data samples
that are similar to the real ones, and the discriminator tries
to distinguish them from the real ones. In the context of
anomaly detection, GANs can be used to train the genera-
tor to create “normal” data samples, and the discriminator
is trained to recognise differences between true and gen-
erated samples. When new data differs significantly from
normal samples, the discriminator can indicate anomalies
because the generator will not be able to reproduce them
correctly. GANs work well for detecting complex anomalies
that can be difficult to detect using conventional methods
or autoencoders. In particular, they can analyse high-com-
plexity data, such as images, and detect even minor anom-
alies that may indicate defects in production.

Real/
fall(e

A

Discriminator (D)

e et

Figure 1. Basic architecture of GAN

Source: compiled by the author based on D.O. Borovyk (2024)

RNNSs and their advanced variants, such as LSTM, are
powerful tools for predicting possible deviations in produc-
tion processes. A distinctive feature of these networks is their
ability to store information about previous states in a series
of data, which allows considering time dependencies that are
crucial for analysing and predicting the behaviour of produc-
tion processes. RNNs work well with consistent data, where
it is important to consider the context of previous observa-
tions. In the case of real-time quality control, RNNs can ana-
lyse data from production lines, such as temperature, speed,
or other parameters, to identify trends or anomalies that may
indicate potential deviations from the norm. For example,
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networks can detect signals that indicate possible problems
in processes, such as changes in specifications or mechanical
problems, before these deviations become critical.

LSTM, as an improved version of RNN, is a more effi-
cient tool for forecasting in complex and long-term time
series. Due to their architecture, LSTMs can store impor-
tant information for a long period of time, which allows
them to better work with data that has long-term depend-
encies. In the context of manufacturing processes, LSTM
can predict potential deviations in real time based on his-
torical data, in particular, by predicting changes in prod-
uct quality or the need for equipment maintenance. This
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allows for preventive intervention and prevents defects
from occurring before they become a serious problem.

For a better understanding of the various deep neural
network architectures and their applications in automated
quality control, comparative Table 2 is presented below. It

demonstrates the key features of each architecture, its ad-
vantages and optimal areas of use within the framework of
quality control on production lines. This allows summaris-
ing the results of the analysis and makes it easier to choose
the appropriate model for specific production conditions.

Table 2. Deep neural network architectures for automated quality control

Architecture

Description

Advantages

Restrictions

Application
in quality control

CNN

Image processing net-
works that use convolu-
tion layers to highlight
features

High efficiency in process-
ing visual data, automatic
selection of important
features without manual
configuration

Training requires a lot
of data, and it is difficult
to process complex
images with minimal
defects

Detection of visual
defects (cracks, scratch-
es, misalignment) on
products

Autoencoders

Networks that learn to
reproduce input data at
the output by compress-
ing information in latent
space

They detect anomalies well
and work effectively without
well-defined defect markers

They may be less accu-
rate for complex defects
or minor anomalies

Detection of anomalies
and defects that do not
have clear markers (for
example, minimal devia-
tions in quality)

GAN

Networks consisting of a
generator and discrim-
inator for creating new
patterns and detecting

anomalies

Powerful for detecting
complex, unusual anoma-
lies, capable of working with
high-dimensional data

It can be difficult to

set up and train, and

requires significant
resources

Detection of complex
anomalies in images,
even those that have
minor differences from
normal ones

RNN

Networks that store in-
formation about previous
states are suitable for
working with time series
of data

Great for predicting and an-

alysing time dependencies,

and preserving the context
of past data

They may be less effec-
tive when working with
off-the-shelf data, and
require large amounts of
data for training

Predicting changes in
production processes,
identifying trends or
anomalies in time series

LSTM

The RNN extension,

which allows storing
information for a long
period of time, works

well with long-term

They are better able to cope
with long-term time addic-
tions and can learn over
long time series

It can be more compu-
tationally expensive and
requires more resources

Forecasting long-term
deviations in processes,
equipment maintenance,
predicting defects based

on historical data

dependencies

Source: compiled by the author

All architectures have unique advantages for auto-
mated quality control. CNN is the best choice for process-
ing visual data, such as detecting defects on the surface
of products. Autoencoders are well suited for detecting
anomalies where defects may not be obvious or there are
no clear signs. GANSs are very powerful in the context of de-
tecting complex anomalies, such as minor defects that are
difficult to detect even with the human eye. RNNs and their
improved version, LSTMs, are powerful tools for analysing
time dependencies and predicting changes in production
processes. In general, the use of these models in a real pro-
duction environment can significantly improve the efficien-
cy of quality control, reducing the likelihood of defects, im-
proving accuracy, and reducing the cost of manual control.

Data collection, preparation and augmentation

for training deep learning models

in automated quality control

Data collection and preparation are the basis for success-
ful training of deep learning models, in particular, in the
tasks of automating quality control in production. It is im-
portant to choose the right data sources, collect them, and
pre-process them to create an effective database for train-
ing models. A variety of data sources are used for automat-
ed quality control: images, video streams, sensor metrics,
and IoT devices. Images and video streams provide visual
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information about the state of production processes, which
allows detecting defects or anomalies. Sensors measure
physical parameters such as temperature or pressure,
which is also important for evaluating product quality. IoT
devices integrate data from various sources and allow mon-
itoring processes in real time.

Annotation and markup of data are important stag-
es in preparing data for training. These include accurate
identification of objects or anomalies in images and vid-
eos, which helps neural networks to classify new data.
For sensor data, it is important to define thresholds that
allow detecting anomalies in indicators. Accurate annota-
tion is the basis for further training of models and correct
identification of defects. Data augmentation can improve
the learning quality of neural networks by artificially in-
creasing the amount of training data (Herndndez-Garcia &
Konig, 2018). This is done by changing image parameters
such as rotation, zooming, changing lighting, or adding
noise. Augmentation makes models more resistant to input
variability and improves their accuracy, even with a limited
amount of original data. In addition, augmentation allows
the model to be more adaptive to different conditions and
input variability, which is crucial for real-world production
processes where various deviations can occur. This not only
improves the accuracy of detecting defects or anomalies,
but also reduces the risk of retraining models on a limited
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data set. In addition to augmentation, careful selection of
characteristics, adjustment of hyperparameters, and the
use of regularisation methods are also important to en-
sure the stability and efficiency of models in real-world

production control conditions. For effective training of
deep learning models, it is important to organise the data
preparation process systematically. Table 3 shows the main
stages of this process and their characteristics.

Table 3. Key stages of data preparation for training deep learning models

Data preparation
stage

Description

Examples of methods/techniques

Application in quality control
automation

Data collection

Process of collecting data from
various sources (images, videos,
sensors, loT)

Visual data (images, videos),
sensors (temperature, pressure),
loT data

Detection of defects on products,
monitoring of physical parameters

Data preprocessing

Clearing data and preparing it
for training

Normalisation, noise filtering,
elimination of missing values

Improving data quality
for correct model training

Annotation and
markup of data

Identification of objects
or anomalies in images or videos

Identification of defects,
classification of objects

Preparation of data for training
defect detection models

Increase of the amount

Rotate, zoom, change lighting,

Improvement of the stability

Data augmentation of data through transformations

add noise of models to data variability

Identification of important features

Selecting attributes for model training

Use of filters for image processing,
highlighting the characteristics

Improvement of model accuracy

of touch data and reduction of its complexity

Division of data into training,

Data separation validation, and test sets

Statistical distribution of data

Evaluation of the accuracy and
ability of the model to generalise

Source: compiled by the author based on N.R. Njeri (2022)

Data preparation is an integral part of the successful
implementation of deep learning systems in production.
Each step — from collection and preprocessing to annota-
tion and augmentation — helps to improve the accuracy of
models, their resistance to data variations, and their ability
to detect defects in a timely manner. Proper organisation of
the data preparation process provides the basis for building
reliable automated quality control systems.

Integration of Edge Al and Cloud AI
into automated quality control systems in production
The implementation of an automated quality control sys-
tem in production requires the creation of an efficient and
flexible architecture that allows monitoring and detecting
defects in real time. The architecture of such a system in-
cludes several main components: data collection and pro-
cessing, training and execution of models, and interfaces
for interacting with other elements of the production line.
The system usually includes sensors, cameras, video cam-
eras, and IoT devices that collect data in real time. This
data is transmitted to central servers or processing de-
vices, where preprocessing, annotation, and subsequent
analysis are performed.

Integration of neural networks into such a system is
a critical stage, since they are the ones that automatical-
ly detect defects, classify products, and evaluate quality

based on the collected data. To achieve high efficiency of
such systems, it is important to choose an architecture
that supports data processing on both on-site devices
(Edge AI) and in the Cloud (Cloud AI). Edge AI assumes
that data processing and model execution are performed
directly on devices such as cameras or sensors, which re-
duces latency and increases the system’s response rate
(Singh & Gill, 2023). This is important when instant anal-
ysis and decision-making is required, such as when a de-
fect is detected on a production line. This allows instantly
stopping or adjusting the process, ensuring continuous
high product quality.

On the other hand, Cloud AI allows processing large
amounts of data coming from multiple sensors and cam-
eras and perform more complex analytical operations
(Ramamoorthi, 2023). The cloud infrastructure allows us-
ing more powerful computing resources to train models
on large data sets that can include a variety of production
scenarios and conditions. Cloud services also allow inte-
grating and centrally managing data from different sourc-
es, providing unified control over production processes.
Edge AI and Cloud AI complement each other in quality
control systems. For a better understanding of the features
of using Edge AI and Cloud AI in production automated
quality control systems, Table 4 shows a comparison of
both infrastructures by key characteristics.

Table 4. Comparative characteristics of data processing in Edge Al and Cloud Al systems

Characteristics Edge Al Cloud Al
. . Deep analysis, centralised data storage and
Purpose Instant on-site analysis and response processing
Real-time defect detection, production I, : : ; ;
Task type process monitoring Model training, big data analytics, long-term analysis
Delay Very low Higher via data transfer to the cloud
Computing power Limited High (due to powerful server resources)
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Table 4. Continued

Characteristics Edge Al

Cloud Al

Need for the Internet Minimal or absent

High (permanent connection required)

Example

production line

Real-time detection of cracks on the

Training a model for predicting defects based on
historical data

Source: compiled by the author based on R. Singh & S.S. Gill (2023), V. Ramamoorthi (2023)

Edge Al provides fast response without delays, which
is crucial for instant detection of defects in production,
while Cloud AI provides the ability to deeply analyse and
train models on large amounts of data. The combined use
of both approaches allows developing the most efficient,
adaptive, and reliable quality control systems. Combining
Edge Al and Cloud Al creates a flexible and scalable system.

Camera captures an object

Data is also sent to the cloud
to train the model globally

»
-

For simple, fast tasks (for example, checking individual
product units), processing can be performed directly on-
site, while for more complex analytical tasks or for training
models, cloud capabilities are used. Below is a diagram il-
lustrating the sequence of operation of the quality control
system using a combined approach of Edge Al and Cloud Al
on the example of a production line (Fig. 2).

Data is processed in edge

\ 4

If a defect is detected - a signal
is sent to the conveyor

Figure 2. Scheme of operation of a combined quality control system based on Edge Al and Cloud Al
Source: compiled by the author based on R. Singh & S.S. Gill (2023), V. Ramamoorthi (2023)

The operation of such a system can be demonstrated
by the example of the production of plastic bottles, where
cameras with built-in Edge AI modules are installed on
the conveyor, which record each bottle immediately after
moulding. Using a pre-trained model on the edge device,
instant image analysis is performed: detection of cracks,
deformations, under-filling, or contamination. If a defect
is detected, the system sends a signal to control the line,
and the defective product is automatically rejected. In
parallel, all captured images are sent to the cloud serv-
er along with the analysis results. It stores the history of
quality control, and re-trains the model, considering new
defects that were not previously included in the training
data. If new types of defects are detected, the updated
model is uploaded back to edge devices, improving local
accuracy and adaptability of the system. This approach
ensures optimal data processing speed and defect detec-
tion accuracy, while reducing network load and reducing
the need to transmit large amounts of data. Thus, the in-
tegration of Edge Al and Cloud AI allows providing oper-
ational quality control, but also gradually improving the

model based on the accumulated data, forming an adap-
tive and self-learning system.

Evaluating the effectiveness of an automated quality
control system based on deep neural networks

in comparison with conventional methods

To evaluate the effectiveness of implementing an automat-
ed quality control system using deep neural networks, it
is necessary to compare it with traditional methods, eval-
uating key aspects such as accuracy, speed, expenses, and
cost-effectiveness. An important element is also the iden-
tification of appropriate key performance indicators that al-
low evaluating the results achieved. An automated quality
control system should ensure high accuracy in detecting de-
fects, fast data processing, and be cost-effective compared
to conventional methods, which often require significant
time and resources. Performance evaluation can be per-
formed using metrics such as accuracy, completeness, and
specificity, which allow objectively comparing results. Below
is Table 5 to compare the performance indicators of an au-
tomated quality control system and conventional methods.

Table 5. Comparison of the effectiveness of conventional quality control methods
and an automated system based on deep neural networks

Indicator Conventional methods Automated system (deep neural networks)
Accuracy 80% 95%
Recall 85% 92%
Specificity 90% 98%
Data processing speed 5 minutes per unit of production 1 minute per unit of production
Defect detection rate 80% 95%
Economic efficiency High labour costs Reduced labour costs, fewer errors

Source: compiled by the author based on Q. Roy et al. (2019)
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According to the data presented in Table 5, the auto-
mated quality control system based on deep neural net-
works demonstrates significant advantages compared to
traditional methods. Firstly, the accuracy of the automated
system is 15% higher than that of conventional approaches,
indicating its ability to identify defects much more precisely
and with fewer classification errors. The automated system
also shows a higher capability in detecting actual defects
(92% versus 85%), which reduces the likelihood of defective
items being overlooked. Furthermore, the specificity of the
Al-based system reaches 98%, indicating a minimisation
of false positives — the system is less likely to classify fault-
less units as defective. Another important indicator is data
processing speed, where the automated system proves to
be five times more efficient than traditional methods. This
significantly accelerates the quality control process, par-
ticularly in large-scale production environments. Finally,
the defect detection rate also increased by 15% in the neural
system, indicating improved reliability of the final product.

From an economic standpoint, automating the quality
control process reduces labour costs, since the system re-
quires less human involvement and eliminates errors that
often occur due to the human factor. This allows not only
to increase efficiency, but also reduce overall production
costs. The use of metrics such as accuracy, completeness,
and specificity allows clearly assessing the advantages of
an automated system over conventional methods. High
performance in these metrics indicates that the system is
capable of achieving a high level of defect detection, which
is crucial for maintaining product quality at a high level.

Discussion
The results of the study showed that quality control auto-
mation technologies, in particular, computer vision and
deep neural networks, open up new opportunities for man-
ufacturing enterprises, significantly improving the accuracy
and speed of defect detection. Compared to conventional
methods, which are often based on manual checks or sim-
ple measuring tools, automated technologies have many
advantages. They not only reduce human error, but also re-
duce the need for time and resources to perform inspections,
which are significant limitations of conventional methods.
Conventional quality control has significant limita-
tions, including high labour intensity and an increased risk
of errors due to the human factor. These methods often do
not provide the required accuracy, especially in high-tech
industries such as automotive or microelectronics. As a re-
sult, companies that use only conventional methods may
face problems of low efficiency and high costs. This cre-
ates an advantage for those who implement automated and
technologically advanced approaches. Computer vision,
machine learning, and deep neural networks allow auto-
mating defect detection at more complex stages of pro-
duction, ensuring high accuracy even in cases of small or
complex defects. Through machine learning, systems can
improve their efficiency over time and adapt to changes in
production environments.

Information Technologies and Computer Engineering, 2025, 22(2)

S. Singh & K. Desai (2023) came to a similar conclu-
sion in their study, noting that the use of computer vision
and CNN can significantly improve the process of detect-
ing defects on the surface of materials. The researchers
emphasised that the automated system based on these
technologies is capable of processing large amounts of
visual data in real time, which ensures high accuracy
in detecting even the smallest defects, such as cracks,
scratches, or irregularities that may not be noticed in
traditional quality control. E. Cumbajin et al. (2023) also
confirmed that the application of machine learning and
deep learning technologies to detect defects on the sur-
face of ceramic products can significantly reduce the level
of defects, reduce the cost of manual control, and improve
overall production efficiency. The researchers proved that
automated systems based on computer vision are an im-
portant step forward in quality control, as they can work
continuously, minimising the human factor and reducing
the time required to detect defects.

CNN is a powerful tool for automatically detecting de-
fects in manufacturing processes. Due to its self-learning
ability, CNNs can adapt to different variations of defects,
which reduces the likelihood of errors that can occur due
to the human factor. It also increases the efficiency of the
quality control process, reduces the time required for in-
spection, and reduces the cost of manual control. Autoen-
coders, on the other hand, are particularly effective when
defects do not have clear markers and are detected due to
differences in common data patterns. They can learn from
normal samples and compare new input images with re-
constructed outputs. This approach allows detecting de-
fects such as scratches or cracks, even if they are not obvi-
ous. Since autoencoders do not require well-defined signs
of defects, they work effectively in situations where it is
necessary to detect deviations from normal conditions. In
the same area, a study was conducted by H. Chouhad et
al. (2021), who developed a method for detecting defects
on the surface of products using smart data and machine
learning technologies for quality control in production
processes. I. Ahmed et al. (2023) developed a system for de-
tecting anomalies in industrial machines based on the use
of autoencoders and deep learning to analyse the charac-
teristics of machines. Both studies focused on automating
quality control and defect detection, and focused more on
the use of deep neural networks and specific techniques
that vary depending on the type of data being processed.

One of the main advantages of RNNs is their ability
to store information about previous data states, which is
crucial for tasks related to time dependency analysis. In
production processes, this allows identifying trends and
anomalies that may indicate potential problems at an early
stage, which allows taking timely preventive measures to
avoid serious defects. Integration of LSTMs into the predic-
tion system provides even greater efficiency, as these net-
works can handle long-term dependencies in the data. In
the case of complex production processes, where informa-
tion about previous states can have a big impact on future
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results, LSTMs provide the ability not only to track short-
term changes, but also to predict long-term trends. This is
important for real-time automated quality control, as it en-
sures accurate forecasts based on historical data and allows
identifying potential defects or maintenance problems in
advance. However, for effective training of deep learning
models in quality control automation tasks, it is necessary
to pay attention to the importance of data collection and
preparation. Using a variety of data sources — from images
and video streams to sensor metrics and IoT devices - al-
lows creating a comprehensive picture of production pro-
cesses and effectively monitoring them in real time. Images
and videos can help detecting visual defects, while sensors
and IoT devices can capture physical parameters that are
critical to product quality.

I. Ahmed et al. (2023) developed a system for detect-
ing anomalies in industrial machines based on the use of
auto-encoders and deep learning. Y. Wang et al. (2022) in
their paper focused on using RNNs to detect anomalies in
time series of data from a production system. Both stud-
ies confirmed the importance of processing data from dif-
ferent sources (machines, sensors, time series), which is
consistent with current conclusions about the feasibility
of integrating technologies for accurate monitoring and
automated quality control in real time.

Integration of Edge Al and Cloud Al into an automated
quality control system in production is key to improving
the efficiency of defect detection. The use of neural net-
works allows automatically detecting defects and clas-
sifying products based on the collected data. The use of
edge Al provides instant data processing directly on site,
which allows quickly responding to defects and stopping
the production process. This is important for simple tasks
that require a quick response. On the other hand, Cloud Al
allows processing large amounts of data and performing
more complex analytical operations. This allows scaling
the system and performing deeper analysis from a large
number of sources. The combination of these technolo-
gies creates a flexible and scalable system that optimises
processing time and reduces network load. Simple analysis
can be performed on-site, while more complex tasks can be
performed in the cloud. This approach provides high speed
and accuracy, reducing the need to transfer large amounts
of data. However, there are also some problems, such as the
stability of the connection between devices and the cloud,
which can affect data processing delays. In addition, in-
creasing the number of sensors may require more resourc-
es to support the infrastructure.

Similar conclusions were reached by C. Rosca et
al. (2025), focused on implementing the Artificial Intel-
ligence of Things infrastructure for quality control in the
foundry. The researchers examined how the combination
of AT and IoT can optimise product monitoring and eval-
uation processes, providing automatic defect detection
and improving the adaptability of production systems. The
study focused more on Edge Al and its integration with IoT,
suggesting that the study authors view on-premises data
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processing as a key factor in efficiency, while the role of
cloud technologies in these works is less detailed.

Conclusions

The study found that conventional quality control meth-
ods, such as manual checks, visual controls, and meas-
urements using standard tools, have significant draw-
backs, including low accuracy, high labour intensity, the
possibility of human error, and limited flexibility. These
methods are not always able to provide the proper level
of quality, especially in conditions of complex production
processes that require high accuracy. The use of computer
vision, machine learning, and deep neural networks is a
promising way to improve quality control systems. These
technologies allow automating inspection processes and
improving the accuracy and speed of defect detection in
real time, which significantly increases the efficiency of
production processes.

The study focused on the use of CNNs to detect de-
fects on production lines. CNNs efficiently process imag-
es, reducing the likelihood of defects in the final stages of
production and improving the accuracy and productivity
of quality control. Autoencoders are effectively trained to
detect anomalies due to differences in patterns, and GANs
allow analysing complex defects that are difficult to detect
using conventional methods. In addition, the RNN and
LSTM architectures have proven their feasibility in predict-
ing and monitoring changes in time series, which is crucial
for preventing defects in the early stages of production.
The choice of architecture depends on the specifics of pro-
duction, but their implementation generally helps to im-
prove control accuracy, reduce errors, and optimise costs.

The use of RNNs allows anticipating changes in pro-
cesses even before they become critical, which increases
the effectiveness of quality control. Data collection and
preparation are crucial for successful training of deep
learning models. The use of various sources (images, sen-
sors, IoT devices) ensures accuracy in detecting defects
and anomalies. Data augmentation allows improving the
quality of models even with a limited set, making them
more resilient and adaptive to changes in the environment.
Careful implementation of all stages — from preprocessing
to marking, feature selection, and separation — reduces the
risk of retraining and ensures stable operation of models
in production environments. Thus, a systematic approach
to data preparation is a crucial factor in the successful im-
plementation of Al solutions in the field of quality control.

Integration of neural networks into an automated
quality control system allows real-time monitoring and
detection of defects. Choosing an architecture that com-
bines data processing on devices (Edge Al) and in the cloud
(Cloud AI) ensures optimal speed and accuracy. A compar-
ison of Edge Al and Cloud Al systems demonstrated their
complementary role in ensuring effective quality control.
Edge Al is ideally suited for tasks that require low latency
and on-site processing, which is critical for real-time pro-
duction. The automated quality control system based on

Information Technologies and Computer Engineering, 2025, 22(2)



Yasenenko

deep neural networks showed higher efficiency compared
to conventional methods: accuracy increased from 80% to
95%, completeness — from 85% to 92%, specificity — from

Integration of deep neural networks with other technolo-
gies, such as IoT and blockchain, will also be an important
area to ensure a higher level of automation, data security,

90% to 98%. The inspection time of one product unit was
reduced from 5 to 1 minute, and the defect detection rate
increased from 80% to 95%. Labour costs and the number

and transparency of production processes.
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SIKOCTi TIPAaKTUYHUX MPUKIIALIB Oy PO3MISIHYTI YCITiIIHI BIIPOBA/’KEHHSI aBTOMATMU30BAHUX CUCTEM KOHTPOJIIO SKOCTi
Ha TigNpUeMCTBaX, Takux sk «Bayerische Motoren Werke AG», «Siemens» Tta «Nikon». OTpuMaHi gaHi migTBepauin,
IO 3aCTOCYBAaHHSI 3rOPTKOBMX HEPOHHUX Mepex AJisi 06po6KM 306pakeHb i Bieo, aBTOEHKOAEPIB Ta reHepaTUBHUX
CyIepewInBMUX Mepex 3abe3reuye BUCOKY TOUHICTb i MIBUIKOMiIO BUsSBIeHHS nedekTiB. 30Kkpema, O6yia0 3adikcoBaHO
MiABUIIEHHS TOYHOCTI imeHTUiKanii gedektiB 3 80 % mo 95 %, moBHOTU — 3 85 % 1o 92 %, cienmdivyHocti — 3 90 % no
98 %. llIBuAKicTh 06POOKM 306pakeHb Ta Bifleo 3pocyia B ITSITh pa3iB — 3 5 XBUJIMH 10 1 XBWJIMHY Ha OAVIHUIIIO TPOAYKIIii,
1110 103BOIWJIO CYTTEBO 3MEHIIMUTU Yac LMKITY KOHTPOIIO. YIOCKOHATEeHHS PiBHS BUSIBIeHHS fedeKTiB 1o 95 % crpusiio
3HIDKEHHIO BUTPAT Ha PYYHY IepeBipKy Ta MiHiMi3allii BIimBy joacbkoro dakropa. [IpoBemeHmit MOPiBHSUIbHMIT aHAaTi3
MiITBEPANB, 0 aBTOMAaTH30BaHi CUCTEMM Ha OCHOBiI NIMOOKMX HEPOHHMX MEPEX CYTTEBO ME€PEBEPIIYIOTh TPaaAUIIiliHi
METOIM KOHTPOIO 328 KJIIFOUOBMMM MeTpuKamyu ePeKTUBHOCTI. JOCTiIKeHHS TaKOK 3aCBigumiio, 0 iHTerpaiisi Takux
cucreM 3 niepudepiitHUMU IPUCTPOSIMM 06POOKYM TaHUX Ta XMapHMMM TuiaThopMaMy 3abe3Ieuye BMCOKY HYYKICTh i
MaciTaboBaHiCTh BUPOOHMYMX MTpolieciB. EKOHOMiUHa OIliHKa IMOKa3aa 3HauHe 3HMKeHHS TPYJOBMX BUTPAT i KiJIbKOCTI
TMOMIJIOK, @ TaKOK 3POCTaHHS 3arajibHOi MPOAYKTUBHOCTI MiATIPUEMCTB MMPY BUKOPUCTAHHI aBTOMATU30BaHUX CUCTEM
KOHTPOMIO SIKOCTi. OTpuMaHi pe3ylbTaT MOXKYTb OYTM BUKOPMUCTAHI SIK MPAKTMYHI peKoMeHjauii Ijisi KOMIaHii,
3alliKaBJIeHUX Y BIIPOBa/KEHH] iIHHOBAIIiTHMX ITiIXOMiB 10 3a6e3eUeHHs IKOCTi MPOAYKIIii
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