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AHoTaNis

YV mesax Oocnidocyromvca memoou peanizayii yamy ma KOMYHIKAUILIHUX THCMPYMeHMI8 Ha 8e6-naamegopmi ons
opeaHizayii cnitbHux nooopodcel. Pozenanymo ma nopieHAHO OCHOBHI MEXHON02IUHI ni0X00u 00 3abe3neyents 0OMiHy
nosioomnenuamu 6 peanviomy uaci: HTTP-nonnine, Server-Sent Events, WebSocket ma WebRTC. Obrpynmogaro eubdip
WebSocket sik onmumanbHo2o npomoxony 0 2pyno6o2o 4amy 3 0210y Had GUMO2U 3amMPUMKU, 0BOHANPABIEHOCMI Ma
macwmabosanocmi. Onucano apximekmypy cucmemu KoMyHikayiu i3 euxopucmanusim Socket.10, Redis Pub/Sub ma
XMApHUX cepeaicié cnosiujensb 015 3abe3neyents HaoiliHoi 00CMAaKU NOGIOOMIEHb SIK OHJIAUH-KOPUCIYBAYAM, TAK i MUM,
xXmo mumuacogo eioxkmouenul. Ilpoananizosano numanns oOesnexu — JWT-aemenmugpixayiro na pisni WebSocket,
POBOBULL KOHMPOAL OOCMYNY 00 KIMHAM 4amy ma 3aXucm mpancnopmmo2o pieHs. 3anponoHo8ano KOMHIEKCHY CXeMy
peanizayii KOMYHIKAYIUHO20 MOOYIA 3 YPAXYBAHHAM SUMOS MACUIMADOBAHOCINE MA IOMOBOCMIIKOCTA.

KurouoBi cioBa: crineHI momopoxi, 4aT y peansHoMy 4daci, WebSocket, Socket.IO, Redis Pub/Sub, ropuzonransae
MacmtaOyBanHs, push-cioBimnenns, JWT-aBTenTndikaris, Oe3nexa KOMyHiKaIlii.

Abstract

This paper investigates methods of implementing chat and communication tools on a web platform designed for
organizing collaborative travel. The principal technological approaches to real-time messaging are reviewed and
compared: HTTP polling, Server-Sent Events, WebSocket, and WebRTC. The selection of WebSocket as the optimal
protocol for group chat is justified with respect to latency, bidirectionality, and scalability requirements. The architecture
of the communication subsystem is described, incorporating Socket.1O, Redis Pub/Sub, and cloud notification services to
guarantee reliable message delivery to both online and temporarily disconnected users. Security aspects are analyzed,
including JWT-based authentication at the WebSocket layer, role-based access control for chat rooms, and transport-
layer encryption. A comprehensive implementation scheme for the communication module is proposed, addressing
scalability and fault-tolerance constraints.

Keywords: collaborative travel, real-time chat, WebSocket, Socket.lO, Redis Pub/Sub, horizontal scaling, push
notifications, JWT authentication, communication security.

Introduction

The rapid growth of sharing economy platforms and mobile-first web applications has created significant
demand for services that connect people with aligned interests and goals. Among these, collaborative travel
platforms — web services that allow users to find co-travelers, organize joint trips, and coordinate travel
logistics — have become an increasingly relevant category of social application [1]. Unlike traditional travel
booking systems, which are transactional in nature, collaborative travel platforms are social in their essence:
their core value proposition depends on the ability of participants to discover one another, establish trust, and
communicate effectively before, during, and after a shared trip.

Communication tools therefore occupy a central role in the architecture of such platforms. Travelers need
to confirm participation, agree on departure times, share last-minute route changes, ask questions before
meeting strangers in person, and coordinate within a group once the trip is underway. None of these needs can
be adequately served by asynchronous communication mechanisms such as email. Instead, they require near-
instant, group-aware, and context-bound messaging that is directly integrated into the platform’s workflow [2].

The design of such a communication subsystem involves a series of non-trivial technical decisions. The
choice of the underlying real-time protocol has direct implications for message delivery latency, server
resource consumption, and the complexity of horizontal scaling. The architecture must handle thousands of
concurrent connections while ensuring that message access is strictly scoped to confirmed group members. At
the same time, the system must gracefully handle offline users without losing messages, and must protect the
privacy of travelers who are sharing sensitive personal plans with relative strangers.



Despite the practical importance of this problem, the literature on real-time communication in the specific
context of collaborative travel remains limited. Most existing work either addresses generic chat architectures
for enterprise messaging [3] or focuses on the higher-level aspects of travel platform design without examining
the technical implementation of the communication layer [4]. This paper aims to address this gap by
systematically analyzing the available real-time communication technologies in terms of their suitability for a
collaborative travel platform and by proposing a concrete architectural design that satisfies the specific
requirements of this domain.

The remainder of the paper is organized as follows. Section 1 establishes the domain-specific requirements
for communication in collaborative travel platforms. Section 2 presents a comparative analysis of real-time
communication technologies. Section 3 describes the proposed architecture of the communication subsystem,
including the message flow and scalability strategy. Section 4 addresses security and access control. Section 5
discusses offline delivery and the notification strategy. The paper concludes with a summary of findings and
directions for future work.

1. Domain-Specific Requirements for Communication in Collaborative Travel Platforms

Collaborative travel platforms impose a distinctive and tightly constrained set of requirements on their
communication subsystem. Understanding these requirements is a prerequisite for evaluating alternative
implementation approaches.

The primary communication scenario is the group chat: a persistent, multi-participant text channel
associated with a specific trip. Access to this channel is contingent — a user joins the group chat only upon
receiving confirmation from the trip organizer that their application has been accepted. This access control
requirement distinguishes travel chat from general-purpose messaging: room membership is not freely chosen
but derived from the trip participation graph maintained in the platform’s database.

Secondary communication scenarios include: direct messaging between an organizer and a prospective
participant during the application process; automated event-driven notifications triggered by business logic
(new applications, accepted or rejected invitations, route modifications, trip cancellations); and offline push
notifications delivered to users who are not actively connected to the platform.

From the performance perspective, real-time chat in a group travel context imposes demanding latency
requirements. Message delivery must be perceived as instantaneous by users who are actively coordinating —
a practical threshold of under 100 milliseconds is established in the literature as the boundary of perceptible
delay for text communication [5]. The system must simultaneously support at least one thousand concurrent
active users without performance degradation, as this is a realistic target for a growing platform that serves
users across multiple simultaneous trips.

Persistence is non-negotiable: messages must survive server restarts and must be available to users who
join a chat room after its creation (for example, to review the conversation history of a trip they have just been
accepted into). The system must also guarantee that no message is permanently lost for a temporarily offline
user.

Security requirements add another dimension of complexity. Messages within a travel chat contain
information of a personal nature — meeting points, home addresses, phone numbers, photos of participants —
and must be accessible only to authorized group members. Any implementation that allows unauthorized
access to these channels constitutes not just a technical failure but a potential safety risk to travelers.

2. Comparative Analysis of Real-Time Communication Technologies

Several established technologies are available for implementing real-time communication in web
applications. Table 1 summarizes the five most relevant approaches across the dimensions most critical for a
collaborative travel platform.

HTTP Polling is the conceptually simplest approach: the client sends a regular HTTP request at fixed
intervals to check for new messages [6]. While trivial to implement and universally supported, it generates
substantial unnecessary server load during idle periods and introduces latency proportional to the polling
interval. For a busy group chat, the latency and bandwidth overhead are unacceptable.

Long Polling improves upon standard polling by keeping the HTTP connection open on the server side
until a new message is available, at which point the response is returned and the client immediately opens a
new connection. This reduces unnecessary requests but still requires connection re-establishment for every
message, and cannot be efficiently implemented across multiple server instances without sticky session routing

[7].



Table 1 — Comparison of real-time communication technologies for web applications

Technology Latency Scalability Server Load Primary Use Case
HTTP Polling High (1-30 s) Poor Very High Legacy syjtedms, infrequent
pdates
Long Polling Medium (1-5 s) Moderate High Basic notifications, simple chat
Server-to-client notifications,
SSE Low (<15s) Good Moderate e
Bidirectional hat, real-
WebSocket Very Low (<100 ms) Excellent Low direc 'O?ﬁng?pupesc al, rea
WebRTC Very Low (<50 ms) Limited (P2P) Minimal Voice/video ?all{g’ pEr DR

Server-Sent Events (SSE) establish a persistent, unidirectional HTTP stream from the server to the client.
They are well-suited for delivering notifications and live data feeds, but their inherent one-way nature means
that client-to-server messages still require separate HTTP requests. This makes SSE inadequate as a standalone
solution for bidirectional chat, though it may serve as a useful complement for notification delivery [8].

WebSocket provides full-duplex, bidirectional communication over a single persistent TCP connection.
After an initial HTTP handshake that upgrades the connection to the WebSocket protocol, both the client and
the server can transmit messages at any time with minimal framing overhead [9]. Modern implementations
such as Socket.l0 extend the native WebSocket protocol with higher-level features including automatic
reconnection, namespace-based channel isolation, room-based message routing to groups of connected clients,
and graceful fallback to long polling for environments where WebSocket connections are blocked by corporate
firewalls or older proxies. These characteristics make WebSocket the optimal choice for the group chat
functionality of a travel platform.

WebRTC enables direct peer-to-peer communication between browser clients, making it particularly
effective for voice and video calls with very low latency [10]. However, WebRTC requires STUN and TURN
server infrastructure to traverse NAT boundaries, adds significant implementation complexity, and offers no
advantage over WebSocket for text messaging. It is therefore more appropriate for a future enhancement of
the platform rather than its initial communication layer.

Based on this analysis, WebSocket — implemented via Socket.lO — is selected as the primary protocol for
the chat subsystem. Its combination of low latency, bidirectionality, room-based routing, and auto-reconnect
capabilities aligns precisely with the requirements established in Section 1.

3. Architecture of the Communication Subsystem
The proposed communication subsystem consists of seven components, each with a defined responsibility
in the message delivery pipeline. Their roles are summarized in Table 2.

Table 2 — Architecture components of the communication subsystem

Component Technology / Tool Role in the Chat System

Maintains persistent full-duplex connections for each
active user

WebSocket Server Socket.10 on Node.js / Django Channels

Redis Pub/Sub or Apache Kafka Routes messages between multiple server instances;

Message Broker enables horizontal scaling

Stores all messages; enables history retrieval and

Persistent Storage PostgreSQL with message history table offline delivery tracking
Cache Layer Redis (key-value store) Caches active rgﬂrg]r irglseFr)r;t?er;ser;iS%;gr:duces database
NI esr e Servfise Firebase Cloud g/ll\sls_lggging / SendGrid Delivers push and grPaalillbggtkifgﬁgtriggls to offline users as
Load Balancer Nginx with sticky-session routing DUULRES incomi:g\\//é/reibnssct)grlfgésconnections across
Frontend Client React / Vue.js + Socket.lO client library Renders chat UI; manages connection lifecycle and

auto-reconnect logic




The end-to-end message flow within this architecture is illustrated in Figure 1. When a user (User A) types
and sends a message, the React frontend emits a ‘chat:msg’ WebSocket event to the Socket.1O server. Before
processing the event, the server validates the sender’s JWT token and verifies that the user is a confirmed
participant of the target trip room — a database lookup that is cached in Redis to minimize latency. If
authorization succeeds, the message is written to PostgreSQL for persistence and simultaneously published to
a Redis Pub/Sub channel identified by the trip’s unique identifier.

types message  — emit (‘chat:msg’) | validate JWT check room access | p‘é‘ﬁg;ﬁgf trip
persist to PostgreSQL « subscribe notify — « broadcast to room
| ACK: message sent « “delivered’ event | renders in chat Ul |

Figure 1 — WebSocket message flow with Redis Pub/Sub for horizontal scaling

All Socket.10 server instances subscribed to that Redis channel receive the publication event and broadcast
the message to all clients connected to the corresponding room on their respective instance. User B, connected
to any server instance, receives the message in their browser and the chat Ul updates in real time. A delivery
acknowledgment is returned to User A’s frontend, confirming that the message was accepted by the server.

The role of Redis Pub/Sub in this architecture is critical for horizontal scalability. In a single-server
deployment, Socket.lO can route messages directly within its own in-process memory. However, as the user
base grows and the platform must run on multiple server instances to handle the load — a deployment
requirement for any serious web service — each instance maintains only a subset of active WebSocket
connections. Without a shared message broker, a message sent by a user connected to server instance A would
never reach a user connected to instance B. Redis Pub/Sub resolves this by providing a shared broadcast
channel: every server instance subscribes to all active trip channels and rebroadcasts incoming messages to its
local connections. The socket.io-redis adapter package implements this pattern transparently, requiring only a
Redis connection configuration change compared to a single-instance deployment [11].

For higher throughput at very large scale, Apache Kafka may replace Redis Pub/Sub. Kafka’s durable log
storage provides the additional capability of message replay, which can simplify the implementation of the
chat history feature. However, Kafka introduces substantially greater operational complexity than Redis and
is more appropriate for a platform that has outgrown Redis’s throughput capacity [12].

4. Security and Access Control

The security model of the communication subsystem must address three distinct threat categories:
unauthorized access to chat rooms, interception of messages in transit, and abuse of the messaging channel for
spam or denial-of-service attacks.

Authentication at the WebSocket layer is implemented using JSON Web Tokens (JWT). Each WebSocket
connection attempt must include a valid, server-issued JWT in the handshake headers. The Socket.lO server
validates the token’s signature and expiration before allowing the connection to be established. Invalid or
expired tokens result in an immediate connection rejection [13]. This mechanism ensures that the WebSocket
layer inherits the authentication state of the platform’s REST API, without requiring a separate credential
management system.

Room-based access control enforces that a user may join only those Socket.l1O rooms corresponding to trips
in which they hold the status of a confirmed participant. Upon a ‘join room’ event, the server performs a
database query — cached in Redis — to verify the user-trip relationship before admitting the client to the room.
Organizers receive an additional permission flag stored in the room’s Redis state that grants them the ability
to remove other participants from the chat, consistent with their elevated role in the platform’s permission
model. Participants who are subsequently removed from a trip (for example, if the organizer revokes their
confirmation) are immediately disconnected from the corresponding room via a server-side ‘kick’ event.

Transport-layer security mandates that all WebSocket traffic is transmitted over WSS (WebSocket Secure),
the TLS-encrypted variant of the WebSocket protocol. Since WSS operates over the same TLS infrastructure
as HTTPS, this requirement is automatically satisfied by terminating TLS at the load balancer or web server



level and proxying the upgraded connection internally. All WebSocket traffic traversing the public internet is
therefore encrypted, protecting message content from network interception.

Rate limiting protects the chat system against spam and message flooding. Each authenticated user is
subject to a per-connection rate limit of ten messages per ten-second window, enforced at the Socket.l1O server
level using a token bucket algorithm. Messages that exceed this limit are silently dropped and the sender
receives an error event. Repeated violations within a session trigger a temporary suspension of the offending
WebSocket connection, and persistent abuse patterns are logged for administrative review.

5. Offline Delivery and Notification Strategy

A fundamental challenge in any mobile-oriented communication system is the intermittent connectivity of
users. A traveler may be in transit, in an area with poor network coverage, or simply have the browser tab
closed when an important message arrives. A robust communication subsystem must guarantee that such users
do not permanently miss messages.

The proposed architecture handles offline delivery through a three-tier strategy. The first tier is Socket.lO’s
built-in session resumption: when a user disconnects unexpectedly (for example, due to a network
interruption), Socket.lO maintains the session state for a configurable timeout period, typically thirty minutes.
If the user reconnects within this window, the session is seamlessly resumed and any buffered events are
delivered. This tier handles the majority of temporary disconnections without requiring application-level
intervention.

The second tier addresses longer disconnections. Every message persisted in PostgreSQL is stored with a
per-user delivery status flag. A background job, running at regular intervals, queries the database for messages
that have been stored but not marked as delivered to specific recipients. When such gaps are detected, the job
dispatches push notifications via Firebase Cloud Messaging for users who have registered a service worker,
and email digests via a transactional email service for those who have not. This ensures that users who have
been offline for hours or days receive a notification upon their next interaction with the platform.

The third tier concerns the specific scenario of trip-level event notifications — accepted applications,
rejected invitations, route changes, and trip cancellations — which are generated not by user messages but by
the platform’s own business logic. These notifications follow the same two-channel delivery pattern: real-time
delivery to connected clients via WebSocket events, and email fallback for offline users. The notification
service subscribes to a dedicated event queue (separate from the chat message queue) and handles the
templating and delivery of these structured messages.

It is important to distinguish clearly between the roles of WebSocket and email/push in this architecture.
WebSocket is the primary real-time delivery channel: fast, low-overhead, and bidirectional. Email and push
notifications are fallback channels that ensure eventual delivery to offline users — they are not intended as
substitutes for in-app messaging but as a safety net that prevents information loss when the primary channel is
unavailable.

Conclusions

This paper has analyzed the methods of implementing chat and communication tools on a collaborative
travel platform, addressing the specific technical and domain requirements of this application category.

The comparative analysis of five real-time communication technologies demonstrated that WebSocket,
implemented via Socket.lO, is the most appropriate foundation for the group chat functionality of a travel
platform. It provides the sub-100 ms delivery latency required for perceived real-time interaction, supports
bidirectional communication, enables efficient room-based message routing, and handles auto-reconnection
transparently. HTTP Polling and Long Polling introduce unacceptable latency and server load for this use case,
SSE is structurally limited to unidirectional delivery, and WebRTC is better suited to voice and video scenarios
rather than text messaging.

The proposed seven-component architecture — comprising a Socket.I0 WebSocket server, Redis Pub/Sub
message broker, PostgreSQL persistence layer, Redis cache, cloud-based notification service, Nginx load
balancer, and React frontend client — satisfies the key performance, scalability, security, and reliability
requirements of the platform. In particular, the Redis Pub/Sub adapter enables horizontal scaling to multiple
server instances without application-level changes, addressing the requirement for concurrent support of large
user populations.

The security model, based on JWT authentication at the WebSocket handshake, room-level access control
derived from confirmed trip participation status, WSS transport encryption, and rate limiting, provides a



layered defense that protects travelers’ personal information and prevents unauthorized access to group
communication channels.

The three-tier offline delivery strategy — session resumption, background delivery tracking with push
notifications, and email fallback — ensures that no message is permanently lost regardless of a user’s
connectivity state, satisfying the reliability expectations of a platform whose users depend on timely
communication to coordinate real-world activities.

Future research directions include the integration of end-to-end encryption at the application layer for
enhanced message privacy, the evaluation of Apache Kafka as a replacement for Redis Pub/Sub under high-
throughput production conditions, and the extension of the communication layer to support voice and video
calls via WebRTC for richer in-trip coordination capabilities.
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