UDC [004.774:37](043.2)
A.O. Lavreniuk
V.P. Maidaniuk

COMPARATIVE ANALYSIS OF DATA TRANSMISSION
PROTOCOLS FOR EDUCATIONAL WEB PLATFORMS

Vinnytsia National Technical University

Anomauin

YV mesax nposedeno nopiensnvnull ananiz cydacuux npomoxonie nepedaui doanux — HTTP/L.1, HTTP/2, HTTP/3
(QUIC), WebSocket ma gRPC — 3 mouxu 30py ix 3acmocysanHs 8 oceimuix eeb-niamgopmax. Poszenanymo kuouosi
Xapaxmepucmuku KOJHCHO20 NPOMOKONY. 3aMpPUMKA, NPONYCKHA 30amHICMb, MYIbMUNIEKCYEAHHS 3anumis, NiOmpumKa
PeanbHo20 Yacy ma noeediHKa 6 ymoeax Hecmabinorux mepedxc. Ilpoananizogano @yyHKyioHanvHi ma He@yHKYIOHANbHI
8UMO2U OO0 CYYACHUX OCGIMHIX cucmem I BCMAHOBIEHO BIONOBIOHICIIL MINC APXIMEKMYPHUMU KOMHOHEHMAMU
naam@opmu ma ONMUMATLHUMY NPOMOKOAAMU. 3ANpONOHOBAHO 2iOpUOHY NPOMOKONLHY CMpAmezito, AKd NOEOHYE
HTTP/2 abo HTTP/3 Ona 3asaumadcenus cmamuunoco Koumenmy, WebSocket Onsa inmepaxmugnoi 63aemoolii
peanvromy uaci ma gRPC ons misiccepgichol komynikayii. Pezynemamu 0ocnioscentss Modcyms 6ymu 6UKOpUCMai npu
NPOEKMY8aHHT MACUMADOBAHUX OCEIMHIX 8eO-naamgopm.

Kuarouosi cioBa: nporokonu nepenaui ganux, HTTP/2, HTTP/3, WebSocket, gRPC, QUIC, ocBitHi Beb-mnatdopmu,
MOPIBHSUIBHUI aHai3, apXiTEKTypa MPOrPaMHHUX CUCTEM.

Abstract

This paper presents a comparative analysis of modern data transmission protocols — HTTP/1.1, HTTP/2, HTTP/3
(QUIC), WebSocket, and gRPC — from the perspective of their application in educational web platforms. Key
characteristics of each protocol are examined: latency, throughput, request multiplexing, real-time interaction support,
and behavior under unreliable network conditions. The functional and non-functional requirements of modern
educational systems are analyzed, and the correspondence between platform architectural components and optimal
protocols is established. A hybrid protocol strategy is proposed, combining HTTP/2 or HTTP/3 for static content delivery,
WebSocket for real-time interactive communication, and gRPC for inter-service communication. The research findings
can be applied when designing scalable educational web platforms.

Keywords: data transmission protocols, HTTP/2, HTTP/3, WebSocket, gRPC, QUIC, educational web platforms,
comparative analysis, software architecture.

Introduction

The global shift toward digital education, significantly accelerated by the COVID-19 pandemic, has
positioned educational web platforms as critical infrastructure for modern universities and schools. Platforms
supporting course delivery, collaborative document sharing, real-time lecture streaming, and peer content
exchange must simultaneously satisfy demanding and often contradictory requirements: low latency for
interactive features, high throughput for file transfers, reliability under unstable mobile connections, and
scalability to thousands of concurrent users during examination periods [1].

At the network communication layer, the choice of data transmission protocol fundamentally determines
whether these requirements can be met. While the web has historically relied on HTTP/1.1, the past decade
has introduced a succession of protocol improvements — HTTP/2, HTTP/3 based on the QUIC transport,
WebSocket for bidirectional communication, and grRPC for efficient binary RPC — each with distinct
performance profiles and applicability boundaries [2]. Yet protocol selection in educational platform design is
frequently ad hoc, driven by developer familiarity rather than systematic performance analysis.

This paper addresses the gap by conducting a structured comparative analysis of five major data
transmission protocols relevant to educational web platforms, evaluating each against criteria derived from the
typical requirements of peer learning and content exchange systems. The goal is to provide evidence-based
guidance for protocol selection decisions in educational web platform architecture.

Background and Related Work
Research on protocol performance for web applications has produced a substantial body of literature.
Biswal and Naskar [3] demonstrated that HTTP/2 reduces page load times by 40-60% compared to HTTP/1.1



in high-latency conditions, primarily due to header compression (HPACK) and multiplexing. Marx et al. [4]
showed that HTTP/3 outperforms HTTP/2 in lossy network environments — conditions representative of
mobile learners in areas with poor connectivity — by eliminating head-of-line blocking at the transport layer
through the QUIC protocol.

For real-time features, Lubbers et al. [5] established WebSocket as the de facto standard for persistent
bidirectional connections, with connection overhead amortized over session duration. In the microservices
context relevant to scalable educational platforms, Pismenny et al. [6] demonstrated gRPC’s throughput
advantage over REST/HTTP/2 of approximately 7-10x for high-frequency inter-service calls, attributable to
Protocol Buffers binary serialization.

However, a systematic comparison specifically targeting educational platform requirements — including the
interplay between content delivery, real-time notification, file upload, and administrative analytics traffic —
remains underrepresented in the literature. This paper contributes such a comparison, structured around the
distinct functional components of a representative educational platform.

Requirements of Educational Web Platforms

To ground the protocol comparison in realistic operational conditions, we identify the characteristic
functional components and their network communication patterns in a modern educational content exchange
platform. These components represent the architectural building blocks present in virtually all major
educational platform categories, from LMS systems to peer learning repositories.

Content discovery and search requires efficient request-response communication between the browser and
a full-text search backend. Queries are short-lived but latency-sensitive — users expect sub-second results.
Multiple concurrent filtered queries may originate from a single page load, making multiplexing capability
important [7].

File upload and download represents the highest-throughput communication pattern, involving large binary
payloads (PDF, DOCX, PPTX files up to 50 MB). The protocol must support resumable transfers and provide
status feedback to the user without polling, motivating the need for either server-sent events or WebSocket
status channels.

Real-time notifications are required when the system needs to push asynchronous events to connected
clients — antivirus scan completion, new comments, moderation decisions. A persistent connection model
(WebSocket or SSE) eliminates polling overhead for thousands of concurrent users.

Authentication and session management involves frequent short token validation requests. Security
requirements mandate TLS 1.2 or higher and protection against brute-force credential attacks, influencing the
choice of protocols that natively integrate with modern TLS stacks.

Administrative analytics and inter-service communication between platform microservices (search engine,
file storage, notification dispatcher, antivirus scanner) generate high-frequency internal API traffic. Binary
protocols with compact serialization offer significant efficiency advantages at this layer [6].

These five communication patterns define the evaluation framework for the protocol comparison in the
following section.

Comparative Analysis of Data Transmission Protocols

Five protocols were evaluated based on six criteria derived from the requirements identified above: latency,
throughput, request multiplexing, real-time interaction support, performance under lossy/mobile networks, and
browser support breadth. Each criterion is scored on a 5-point scale (1 = poor, 5 = excellent) based on published
benchmark data and protocol specifications.

HTTP/1.1, despite universal browser support, is the weakest performer on nearly all criteria relevant to
educational platforms. Its synchronous request-response model creates head-of-line blocking that severely
limits concurrency, making it unsuitable as the primary protocol for any modern platform component [2].

HTTP/2 addresses the main limitations of HTTP/1.1 through binary framing, HPACK header compression,
and full request multiplexing over a single TCP connection. Page load times for resource-rich educational
content pages improve significantly, and server push can be used to pre-deliver common assets. However,
HTTP/2 inherits TCP’s head-of-line blocking at the transport layer, which degrades performance when packet
loss occurs — a common condition for mobile users [3].

HTTP/3, built on the QUIC transport protocol over UDP, eliminates TCP head-of-line blocking entirely.
Each stream is independently flow-controlled, so a lost packet in one stream does not block other streams. This
makes HTTP/3 the strongest choice for file delivery and APl communication in mobile learning contexts. Its



0-RTT connection establishment also reduces perceived latency for returning users. Browser support has
reached approximately 95% globally as of 2024, though server-side QUIC support requires more recent
infrastructure [4].

Table 1 — Comparative evaluation of data transmission protocols for educational web platforms

HTTP/3, gRPC
HTTP/3, gRPC

HTTP/2, HTTP/3,
gRPC

WebSocket
HTTP/3

HTTP/1.1, HTTP/2,
WS

WebSocket provides a persistent, full-duplex TCP connection established through an HTTP upgrade
handshake. Its throughput for bidirectional messaging far exceeds polling-based alternatives, and it is the
standard choice for real-time features: live notifications of file processing status, comment delivery, and
collaborative annotation. WebSocket connections persist across the session lifetime, making connection
overhead negligible for active users [5].

gRPC, built on HTTP/2 and Protocol Buffers, is designed for efficient inter-service communication in
microservices architectures. Its binary serialization is approximately 5—7x more compact than JSON, and its
streaming capabilities support server streaming, client streaming, and bidirectional streaming patterns. The
primary limitation is browser support: direct gRPC from browsers requires the gRPC-Web proxy layer, which
adds operational complexity [6].

Protocol Selection Strategy for Educational Platforms

The analysis supports a hybrid protocol strategy in which different platform components use the protocol
most suited to their communication pattern. This approach avoids the performance compromises of a single-
protocol architecture.

For client-server content delivery — search API responses, material metadata, user profiles, and
authentication — HTTP/2 is recommended as the baseline, with HTTP/3 adopted where infrastructure permits.
The multiplexing and header compression of HTTP/2 address the high concurrency of search and browse
workflows, while HTTP/3 provides resilience for mobile users. Servers should negotiate the protocol via
ALPN TLS extension, enabling transparent upgrade without client code changes [7].

Table 2 — Recommended protocol mapping by educational platform component

Multiplexing; HPACK .
Content search & catalog API HTTP/2 | HTTP/3 compression HTTP/1.1 + keepalive
File upload (PDF, DOCX, PPTX) HTTP/3 (QuIC) | Stream inderendence; no HOL | yrripya with chunked transer
File download & preview HTTP/2 / HTTP/3 Parallel streams; server push HTTP/1.1 with CDN
Real-time notifications (scan, Full-duplex; low overhead per .
comments) WebSocket msg Server-Sent Events (SSE)
Authentication & OAuth flow HTTPS (HTTP/2) TLS 1.2+; short sessions HTTP/1.1 + TLS
Int(_er-_sewlce (EzED P gRPC Binary serialization; streaming REST /HTTP/2 JSON
antivirus)
Administrative analytics dashboard | HTTP/2 + WebSocket | Bulk data + live metric push HTTP/1.1 with polling




For file upload and download of large educational materials, HTTP/3 with QUIC is the preferred choice
where available, due to its stream independence under packet loss. For upload progress reporting, a WebSocket
channel alongside the upload HT TP request eliminates the need for polling and enables server-push of antivirus
scan completion events without increasing connection count [5].

Security requirements constrain all protocol choices: TLS 1.2 or higher is mandatory across the entire
platform, and QUIC natively integrates TLS 1.3, meaning HTTP/3 deployments automatically satisfy this
requirement. For WebSocket connections, the wss:// scheme over TLS must be enforced. Rate limiting
(maximum five failed authentication attempts before temporary lockout) and input sanitization against
injection attacks are orthogonal to protocol choice but must be implemented at the application layer regardless
of the selected transport [1].

Scalability requirements influence protocol selection in a secondary way: protocols with persistent
connections (WebSocket, gRPC streaming) require connection-aware load balancing (Layer 7 proxies such as
NGINX or Envoy) rather than simple round-robin TCP balancing. The platform’s load balancer must maintain
session affinity for WebSocket connections and support QUIC UDP forwarding for HTTP/3 [8].

Conclusions

This paper has conducted a systematic comparative analysis of five data transmission protocols — HTTP/1.1,
HTTP/2, HTTP/3 (QUIC), WebSocket, and gRPC — in the context of educational web platform requirements.
The analysis demonstrates that no single protocol is optimal across all communication patterns present in a
modern educational platform.

HTTP/3 achieves the highest aggregate score (27/30) across the evaluated criteria, driven by its elimination
of head-of-line blocking and superior performance under mobile network conditions. WebSocket and gRPC
score comparably well (24 and 26 respectively) and dominate their specific application domains: real-time
bidirectional communication and inter-service binary RPC. HTTP/2 remains a strong general-purpose choice
where HTTP/3 infrastructure is not yet available.

The primary practical recommendation is a hybrid protocol strategy mapped to platform components:
HTTP/2 or HTTP/3 for content delivery APIs and file transfers, WebSocket for real-time notification channels,
and gRPC for internal microservice communication. This strategy, summarized in Table 2, enables each
component to achieve near-optimal network performance while maintaining full browser compatibility
through appropriate fallback mechanisms.

Future work should address empirical benchmarking of the hybrid strategy under simulated educational
workloads, including spiked concurrent access during examination periods, and investigate the operational
complexity trade-offs of deploying HTTP/3 infrastructure in university network environments with legacy
firewall configurations that may block UDP traffic.
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