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AHoTaLif

Y Oocnidorcenni posensnymo eonosni acnekmu KibepOesnexku KOPHOPAMUBHUX MepediC 8 YMO08ax 30LNbUuleHHs
kinokocmi kibepamak. Ilpoananizoeano munosi Hebesnexku, 30Kkpema wKionuse npoepamme 3abe3neyents, Qiuune ma
Heaemopuzosanui docmyn. OKpecieHo KNoYosi memoou npomuodii yum Hebe3nekam, 6KI0YAyu mexuiyHi ma

opzanizayinuni mipu 3axucmy. Iliokpecieno nompeby KOMIIEKCHO20 NiOX00y 00 2apanmy8anHs 6e3neKu KopnopamueHux
mepedic.

KorouoBi cioBa: xibepOesneka; KOpHOpaTHBHI Mepeki; Kibep3arposu; QINIMHT; IUKIJJIMBE HpPOrpamMHe
3a0e3neueHHsI; 3aXUCT iH(popMaIIii.

CYBERSECURITY OF CORPORATE NETWORKS: TYPICAL THREATS AND WAYS
TO COUNTER THEM

Abstract

The study examines the main aspects of cybersecurity of corporate networks in the context of an increase in the
number of cyberattacks. It analyzes typical threats, including malware, phishing, and unauthorized access. It outlines key
methods for countering these threats, including technical and organizational protection measures. It emphasizes the need
for a comprehensive approach to ensuring the security of corporate networks.
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Beryn

VY cyd4acHHX yMOBax CTPIMKOTO PO3BHTKY iH(OpMamiiHMX TeXHOJOTid Ta nudposizamii Oi3Hec-
MPOIIECiB  KOPIOPATUBHI MEpeki BiNIrpaloTh BUPIMIANBGHY POib y 3a0e3nedeHHi ePeKTHBHOI MisIbHOCTI
opranizamiii. Bonu € hyamamenTom s 30epiranss, o0poOKH i miepeadi 3SHauHUX 00CATIB BiJOMOCTEH, y TOMY
qyrciT KOHQIASHIIHHOT Ta KOMepuiiHO BaxTHBOi iH(opMalii. BogHouac 3pocTaHHS KUIBKOCTI Ta CKIIaJHOCTI
kibeparak, MmosiBa HOBUX BEKTOPIB 3arpo3 i pO3MIMPEHHS epUMETpa MepeKi CyTTEBO IMiIBUIIYIOTh HEOE3eKH
nopyuieHHst inpopmariiinoi 6e3neku. Hacigkamu Takux Moz MOXYTh OyTH (iHAHCOBI BTpaTH, BUTIK JaHUX,
3ynuHKa Oi3Hec-mpoueciB i pemyTaumidHi 30MTKH. Y 3B’S3Ky 3 IIMM NUTaHHA 3a0e3nedyeHHs1 KibepOesmekn
KOPIOPAaTUBHUX Mepexk HabyBae 0cOoONMHMBOI 3HAYYIIOCTI Ta MOTPEOy€e KOMIUIEKCHOTO MiIXOy, IO MOETHYE
TEXHi4Hi, OpraHi3aliifHi Ta yIpaBIiHCHKi 3aX0/I1 3aXUCTY.



Mertoro OOCHIIKEHHS € PpO3IisA] THIIOBHX HeOe3mek KiOepOe3nmeKkd KOpPIOpPaTUBHUX MEPEeX Ta
OKpECIIeHHS TOJIOBHMX METOJIB MPOTHZII iM 3 METOIO 3pOCTaHHS PiBHA OXOPOHHOCTI iH()OPMAIiifHIX aKTHBIB
YCTaHOB.

Pe3yabTaTu gocaigxeHHs

1. TunoBi 3arpo3u KOPNOPaTHBHUX MepekK

KopnoparusHi Mepexi — 1ie 0JJHa 3 TOJIOBHUX MillIeHeH KiOep3IOUHHIIIB, aJ)Ke BOHH MIiCTATh KHUTTEBO
BOXKIMBY iH(pOpMaIliio Ta 3a0e3medyroTh poboTy Oi3Hec-mporieciB. HaiOimbm THIIOBOIO HEOE3MEKOI0
3aJIMIIAETHCS HIKITHBE IPOrpaMHe 3a0e3MeUeHHS, SKe MOXKe MIPOHUKATH Yy cUCTeMy 4epe3 iHdikoBaHi (daiinu,
SNIEKTPOHHY MNOWITY ab0 HEOOJIKM HporpaMHoro 3abesnedeHHs. OcoOiMBY 3arpo3y SBISIFOTH HPOTPaMU-
BHUMaradui, 1o 3a0J0KOBYIOTh JOCTYII I0 BIZIOMOCTEH 1 BUMAararTh BiIKYII 3a 1X ACHIU(pPyBaHHS.

OimmMHTroBI CIpoOH, 10 TPYHTYIOTHCS Ha COLiaNIbHIN 1H)KeHepil, HalllJIeHI Ha MpalliBHUKIB KOMIIaHii.
30BMUCHUKH (DOPMYIOTH TIOBIIOMJICHHS, $IKi KOIIOIOTH JOCTOBIpHI JDKepena, CIIOHYKAar4Yd JIFOJIeH
PO3KpUBATH Mapodii ad0 3aBaHTa)XKyBaTH WIKIUIMBI mporpaMu. JIIOACEKWH YMHHUK y LIOMY BHIIAJKY CTa€
TOJIOBHUM €JIEMEHTOM YCHIITHOCTI Hamazy.

He wmenm nHeOe3meyHMMH € Hamaad Ha MeEpexeBy 1HPpacTpykTypy, 30kpema DDoS, sxi
MEPEeBaHTAXYIOTh CEPBEPH Ta CHPUUYHHSIIOTH 3yNUHKY POOOTH CepBiCiB. ATaKH THITY «JIFOJMHA MTOCEPEIUHI»
JIO3BOJISIIOTH MIEPEXOIUTIOBATH Ta 3MiHIOBAaTH Tpadik MK KOPUCTYyBaueM i CEpBEpOM, 1[0 CTBOPIOE HEOE3MEKy
BHUTOKY KOH(DiIeHIIiitHOT iHpOopMAITii.

2. Ctparerist npoTuii Ta 3aXMCTy

st 1ieBOrO 3aXMCTY KOPIOPATHBHUX MEpEX Tpeda BUKOPHCTOBYBATH OaraTOIIapOBUI MiAXin, KUK
37ydae TEXHIYHI Ta YMPaBIIHCHKI 3axonu. Ha TexHiYHOMY piBHI 3HAYYIIMM € 3aXUCT KiHIIEBHX TOYOK 3a
JIOTIOMOT' 00 aHTUBIPYCHUX MPOTPaM, CUCTEM BUSIBICHHSI T2 YHEMOKJIMBJICHHS! BTOPTHEHb, 8 TAKOK MEPioJUIHE
OHOBJIEHHS MporpamHoro 3abesneueHHsa. lle mae 3Mory 3HU3UTH HeOe3NEKy BHKOPHCTaHHS 3HAaHUX
Bpa3JIMBOCTEM.

OpranizaniiiHi 3aX0W OXOIUIIOIOTh HaBUaHHS MEPCOHATy OCHOBaM KiOepririeHu, NpoOBEIEHHS
TpEeHyBaHb Ta CUMYJIAIiH (imuHTrOoBHX atak. DopMyBaHHS KyJIbTypH O€3MEKH BCepeIuHI KOMIaHii € TOJJOBHUM
YHMHHUKOM Y 3MEHIIECHHI PU3UKY JIFOJICEKUX TOMHUIIOK.

OxopoHa Mepexi BUMarae 3acTOCyBaHHS MIKMEpeXeBUX ekpaHiB, VPN, cermMeHTyBaHHS Mepexi Ta
Oe3repepBHOTO BijicTeKeHHs Tpadiky. KIFo4oBUM CKIaJHUKOM € PEryIIOBaHHS JIOCTYITy — 3alpOBaKEHHS
OararodaktopHoi aBTeHTH(]iKawii, 3acamu 0OMEKEHUX MpPUBINEIB Ta CHIIBHOTO YIPABIiHHS OOJIIKOBKAMH.
Tinbku miTICHUN Tinxig, mo o0’edHyEe TEXHIYHI 3aco0M Ta YMOPSIKOBaHI KPOKH, 3AaTHUA TapaHTyBaTH
HaJICKHUHA piBeHb KiOepOe3IeKH MmiAPUEMHHUITBKUX Mepex [2].
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Pucynok 1 — TuroBi 3arpo3u Ta OCHOBHI HalpsIMH 3aXUCTY KOPIIOPATHBHOI Mepexi [1]

Ha pucynky 1 mpencraBieHO cXxeMaTH4YHE BioOpa)KeHHs OCHOBHHMX KOMIIOHEHTIB KiOepOe3meku
KOPIOPAaTUBHOI MEPEXKi, 0 BKIOYAKOTh MOHITOPUHT, BUSBJICHHS 3arpo3, KOHTPOJIb JOCTYIY Ta yIPaBITiHHS
KITFOYaMH.

BucnoBku

KopnoparuBHi Mepexi 3anuIaioThCsi Bpa3lUBHUMHU 10 BEJIMKOTO CHEKTpa Kibep3arpos, cepel sSKHX
3Ha4YHy POJIb BIIrparoTh 3JI0OBMHCHE MpOrpaMHe 3a0e3medeHHs, (IMHT Ta HamaAd Ha MEpPEKEBY
iHGpacTpyKTypy. BUIBIIICTD YCIIIIHUX 1HIUCHTIB MMOCTAIOTh Yepe3 KOMOIHAIIII0 TEXHIYHUX BPa3IMBOCTEH Ta
mozacekoro (aktopa. /lieBuil 3aXUCT MOKIIMBHI JIUIIE 32 YMOBU BCEOIYHOTO MiAXOMY, IO MOETHYE CydacHI
TeXHI4Hi 3aco00H, HeTlepepBHUI MOHITOPHUHT Ta 301/IbIICHHS 0013HAHOCTI MPALIiBHUKIB.
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