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MOPIBHAJBHUIN AHAJII3 AJITOPUTMIB BUSABJIEHHSI MEPEXKEBUX
ATAK Y CUCTEMAX IDS

BiHHMIBKHH HAalliOHAIBHUH TEXHIYHUM YHIBEPCHTET

Anomauin

3pocmannsi Kinekocmi Kibep3azpo3 y CYHACHUX [HOOPMAYIUHUX CUCMEMAX OOYMOGIIOE HEOOXIOHICMb BUKOPUCTHAHHSL
epeKmuUBHUX MeXAHi3Mi8 MOHIMOPUHZY MA BUABIIEHHS amak y mepedicesill ingppacmpykmypi. OOHUM i3 KIHOUOBUX THCIPYMEHMI8
3abesneyenns xibepbesneku € cucmemu susgients emopenens (Intrusion Detection Systems, IDS), siki ananizyroms mepedicegy
aKmueHicms ma 6U3HaA4aArMb Ni003pini abo wWKiOnugi Oii. Y pobomi po32iAHymo OCHOBHI ANOPUMMU BUABLEHHA AMAK y
cucmemax IDS, 30kpema cuenamypui memoou, mMemoou GUAGNEHHA AHOMANIN MA Memoou HA OCHOBI MAWUHHO2O HABYAHHSL.
IIposedeno nopieHANbHUL AHANI3 3A3HAYEHUX ANSOPUTMIE 3a KpUMePIAMU epeKmUsHOCMI GUAGIeHHA amak, MOYHOCI ma
KLIbKOCI XUOHUX CRpayio8amb.

KarouoBi ciioBa: cucremu BusiBieHHs Bropraess (IDS), curHaTypHi anroputMu, anropuTMu BUSIBIICHHSI aHOMAJIil, MOJIEJb
Denning, MammHHe HaBYaHHS, BUSBICHHS MEPEKEBUX aTak, KibepOe3reka, MOpiBHUIBHUI aHATi3

Abstract

The growing number of cyber threats in modern information systems necessitates the use of effective mechanisms for
monitoring and detecting attacks in network infrastructure. One of the key tools for ensuring cybersecurity is intrusion detection
systems (IDS), which analyse network activity and identify suspicious or malicious actions. This paper discusses the main
algorithms for detecting attacks in IDS systems, in particular signature-based methods, anomaly-based approaches, and
machine learning-based methods. A comparative analysis of these algorithms is performed based on the criteria of attack
detection efficiency, accuracy, and number of false positives.

Keywords: intrusion detection systems (IDS), signature-based algorithms, anomaly-based algorithms, Denning model,
machine learning, network attack detection, cybersecurity, comparative analysis

Beryn

3 po3BHUTKOM iH(POPMAIIMHNX TEXHOJIOTIH Ta 30LIBIICHHSIM 00CSTIB MepekeBoro Tpadiky 3pocTae 1 KiIbKICTh
Kibep3arpos, cripsMOBaHMX Ha iHPOPMaLiiiHi CHCTEMH Ta KOMIT I0TepHi Mepesxi. CydacHi aTaku MOXYThb IPU3BOIUTH
JI0 TIOpYIIEHHS KOH(iMEHIIIHOCTI, MiJICHOCTI Ta AOCTYMHOCTI iH(opMmarii, 10 CTBOPIOE 3HAYHI PU3UKHA AJIS
oprasizarliif Ta qep)KaBHUX YCTaHOB. Y 3B 53Ky 3 IIMM, OJHHUM i3 KIIFOYOBUX HAIPSMIB 3a0e3neueHHs KidepOe3nexn
€ BHKOPHUCTAaHHS CHCTEM MOHITOPWHTY Ta BUSBIIEHHS BTOPTHEHb, SIKI JTO3BOJIAIOTH CBO€YACHO 1AEHTH(IKYBaTH
Mi103pUTy aKTHBHICTh y MEpEeXi Ta 3armo0iratu peanizauii atak [1].

Cucremn BusBieHnHs BToprHeHb (IDS) € mnporpamno-amapaTHuMK 3aco0amy, TPU3HAYCHUMH IS
aBTOMATHU30BAaHOT'O MOHITOPUHTY MOJIN Y KOMII'IOTEPHHUX CHCTEMax Ta MEpeXax Ta aHalli3y LUX HOAIH 3 METOIo
BUSIBJICHHSI MOKJIMBHX IHIUACHTIB iH(popMaIliitHoi 6e3neku. Taki cucTemMu 3MiHCHIOIOTH 30ip Ta aHalli3 JaHUX TPO
MepexeBuil Tpadik, CHCTEMHI )KypHAJIH Ta 1HIII IMO/i{, 10 JI03BOJISIE BUSBIISATH CIIPOOH HECAHKIIIOHOBAHOTO JIOCTYITY,
eKCIUTyaTallii Bpa3jIMBOCTEH abo iHIIN KIKBI JiT [2].

Pe3yabTaTu qociaixKeHHs

3anexxHo Bij cnocoOy posropranHs cuctemu IDS monimstroTees Ha Mepexkesi (Network-based IDS, NIDS) Ta
xoctoBi (Host-based IDS, HIDS). MepeskeBi cucteMu 31CHIOIOTH aHaJi3 MEPEXEBOro Tpadiky 3 METOIO BUSIBIICHHS
aTak, 0 CHOpPSAMOBaHI Ha MepexeBy iH(PPACTPyKTypy, TOMi SK XOCTOBI CHCTEMH KOHTPOJIOIOTH IOMIi, IO
BiOyBaroThCS Oe3MocepeIHO Ha OKPEMHX By3J1ax a0 cepBepax, BKIIOYAIOYH CUCTEMHI KypHaJIH, 3MiHH (aiiiB Ta
MTOBEIIHKY TportieciB [3].

EdexruBHicts cuctem IDS 3Ha4HOIO MipOIO 3al€XKHUTh Bijl alTOPUTMIB BUABIICHHS aTaK, sIKi BAKOPHCTOBYIOTHCS
VIS aHAII3y JTaHUX. Y CYy4aCHUX CUCTEMax 3aCTOCOBYIOTHCS Pi3HI HiAXOAM 0 NETEKTYBAaHHS BTOPTHEHb, CEPEX IKUX
HaOUTBII TOMIMPEHUMH € CHUTHATYpHI alrOpUTMH, METOAM BUSIBICHHS aHOMAaii Ta aJIrOPUTMH Ha OCHOBI
MaITMHHOTO HaBYaHHA. KOXKeH 13 WX IMiIX0/1iB Ma€ BJIACHI TIEpeBaru Ta 0OMEKEHHS, IO 3YMOBIIIOE HEOOXITHICTh 1X
JIETAIbHOTO MOPIBHAIBHOTO aHawi3y [4].

OpHnM 13 HaWOUTBII MOIIMPEHUX MIAXOMAIB A0 BHUSBICHHS MEpEeXeBUX aTak y cucremax IDS e curnatypHwmii
MeTos1. Moro mpuHImI poGOTH Mossrae y HopiBHAHHI MepexeBoro Tpadiky abo CHCTEMHHX MOiH i3 3a3aaeriap



BU3HAuUEHOI0 0a3010 cUrHatyp Bigomux artak. CurHaTypa TNpencTaBisie co0OI0 xapakTepHui malioH abo
TIOCITITOBHICTh i, IO BiAMOBila€ KOHKPETHOMY THITy IIKIJUTMBOI aKTUBHOCTI. SIKII0 aHami3oBaHWM Tpadik
BIJIIIOBi1a€ OHIH 13 cUrHaTYp y 0asi, cucreMa reHepye MONEPEIKEHHS PO MOXKJIIMBY aTaky [2].

Cur"arypHi anropuTMH IHUPOKO 3aCTOCOBYIOTHCS y CYYaCHHUX CHICTEMaX BHSBIICHHS BTOPTHEHB, TAKUX AK Snort
Ta Suricata. OCHOBHOIO ITepeBaroro TaKoTo MiAX01y € BUCOKA TOYHICTh BUSBIICHHS BiIOMUX aTaK Ta HU3bKa KiJIbKiCTh
XHMOHUX CrpaIoBadb. BogHoyac CyTTEBUM OOMEXKEHHSM € HEMOXKIIMBICTh BUSBICHHS HOBMX a00 MOAM(IKOBaHUX
aTak, CHTHATYpH SIKUX BiJICYTHi y 0a3i manux. ToMy eeKTHBHICT CUTHATYPHHUX CHCTEM 3HAYHOIO MipOIO 3aJICKHUTh
BiJl peryJIsipHOTO OHOBIICHHS 0a3u curHaTyp [5].

[HIIMM Ba)XJTMBUM MMiXOJOM 10 BUSIBJICHHS BTOPTHEHb € BHKOPWUCTAHHS METOMIB BUSBICHHA aHomamii. Lli
METOJAU IPYHTYIOThCSI Ha (POPMYBaHHI MOJEI HOPMaJIbHOT MOBEAIHKM CHCTEMH ab0 MEpexi, MCis 90ro Oyab-sKe
3HAaYHE BIOXWICHHS Bif i€l MOJEN PO3TISLAacThCsl K MOTEHIliHA 3arpo3a Oesreri. CucTeMu aHaNMi3yIOTh Taki
napameTpH, SK 4YacToTa MEpPEeKeBUX 3’€llHaHb, O0CAT TMEpeJaHuX HaHWX, TOBEAiHKAa KOPUCTYBAayiB Ta iHIII
XapaKTepHUCTUKH Tpadiky [6].

OpHi€ro 3 MepIKMX KOHIENTYalIbHUX MOJICNICH BUSBICHHS aTak € MOJeNb, 3anpononoBana Dorothy Denning. ¥
cBoilf poboti «A Model for Intrusion Detection» moCHimHWIA omHcana MiAXiT 1O MOHITOPHHTY CHCTEMHOL
AKTHBHOCTI HA OCHOBI CTAaTUCTUYHHX MOKa3HHUKIB Ta MPOQiliB MOBENIHKM KOPUCTYBadiB. 3TiHO 3 Ii€10 MOAEILIIO,
cuctema IDS dopmye 6azoBuii mpod ik HOpMaATEHOT POOOTH CHCTEMH, TTICIS YOTO aHAJI3ye€ BIIXWICHHS Bl HBOTO,
10 MOXKYTb CBIIYMTH NMPO HECAHKIIOHOBaHY AisIbHICTH a00 MepeKeBy ataky [7].

OCHOBHOIO TIEPEBArol0 IMiAXOAY BHUSABJICHHS aHOMAJIN € 3aTHICTh BUSABJIATH HOBI Ta paHiIle HEBIIOMI aTaku.
OpHaK HEONIKOM TaKUX aJlTOPUTMIB € BUCOKA KUTBbKICTh XMOHUX CHPAIOBaHb, OCKUILKY HABITh JICTITHMHI 3MiHU Y
MOBEIIHI{I KOPUCTyBadiB ab0 CHCTEMH MOXKYTh IHTEPIPETYBAaTHUCS SIK MOTEHIIHa 3arpo3a. Kpim Toro, mobymoBa
KOPEKTHOI MOJIeNi HOpMalbHOI MOBEIiHKK NOTpeOye 3HAYHMX OOCATIB JaHWUX Ta TPHUBAJIOrO MEpPioAy HaBYaHHS
cucrtemu [4].

VY cyuacHuX cucTemax KibepOesreku Jenaii mupiile BUKOPUCTOBYIOTHCS alTOPUTMH MAaIlIMHHOTO HABYAHHS JIJIS
BUSIBJICHHSI MEPEKEBUX aTak. Taki aJrOpuTMU J03BOJISIOTH aBTOMAaTUYHO aHAI3yBaTH BEJIMKI 00CATH MEPEKEBOTO
Tpadiky Ta BHU3HAUATH CKJIAJHI 3aKOHOMIPHOCTI, IIO MOXYTh CBITYUTH TPO HASBHICTh MIKIATUBOI aKTHBHOCTI.
BukopucTaHHsT MaIIMHHOTO HAaBYaHHS Ja€ MOXJIMBICTH MiJBUIIUTH TOYHICTH JETEKTYBAaHHS aTaK i 3MEHIIMTH
KITBKIiCTh XHOHUX CHpAIfOBaHb Y TIOPIBHSAHHI 3 TpaAULIHHUME MeToamH [1].

VY cucremax IDS MOXyTb 3aCTOCOBYBATHUCS Pi3HI aITOPUTMH MAIIMHHOTO HAaBYAaHHS, 30KpeMa METOJ OTIOPHUX
BekTopiB (SVM), nmepeBa pimrens, Random Forest, a Takox HelipoHHI Mepexi. Taki MeTomaw ITO3BOJISIOTH
3IiHCHIOBaTH Kiacu(iKaliro MepexxeBoro Tpadiky Ta BU3HAYATH, YU HAJICKHUTh MEBHA aKTUBHICTH O HOPMAaJIbHOL
MOBeNiHKK a00 A0 Kareropii atak. [|s HaBuaHHS MOJIeel 4acTO BUKOPUCTOBYIOThCS CIIeMialli3oBaHi Habopy TaHMX,
Hanpukiag KDD Cup 1999 a6o NSL-KDD, siki MicTATs NPUKJIAAN Pi3HUX THIIIB MEpEXeBUX aTak [1].

[Tonpu BHCOKY eGhEKTHBHICTh, BHUKOPHUCTAHHS QJITOPUTMIB MAITUHHOTO HABYAHHA Ma€ TIEBHI OOMEXCHHS.
30kpeMa, Taki MeTOIM MOTPeOYIOTh 3HAUYHUX OOYHMCIIOBAJBHHUX PECYpCiB, BEJHMKHX HABYAIbHUX BHOIPOK Ta
peTeNbHOI TIATOTOBKHM maHUX. KpiM TOro, CKIAAHICTh IHTEpIIpeTamii pe3yibTaTiB IEIKHX MOIETICH MOXe
YCKJIQJIHIOBATH MPAaKTUYHE BUKOPUCTAHHS TAKUX CUCTEM Y peallbHUX MEPEXEBHX cepeaoBUIax [6].

Jyist o1iHKY e(heKTUBHOCTI PI3HUX MIIXOIB O BUSABJICHHS MEPEKEBUX aTakK IOLUIHLHO IMPOBECTH iX HOPIBHIHHS
32 OCHOBHHMH XapaKTePUCTHKAMH, TAKUMH SIK 37aTHICTh BUSBIISATH HOBI aTaKH, TOYHICT JIETEKTYBaHHs Ta KUTbKiCTh
XUOHHX CIpAIfOBaHb. Y3arajbHEHHS XapaKTEPUCTUK CUTHATYPHHUX, allTOPUTMIB BHSBJICHHS aHOMaJil Ta METOJIB
MaIlTMHHOTO HAaBYAaHHS HaBeIeHO B Tadmuili 1 [4].

Tabmuus 1 — [NopiBHSATIbHA XapaKTEPUCTHKA AITOPUTMIB BUABJICHHS aTak y cucrtemax IDS

Tun anroputmy | [Ipuniun poGoTtu IlepeBaru Henonixu
. . Bucoka TOYHICTE ISl BIIOMHUX aTak,
. IopiBasHHSA Tpadiky 3 06a3010 . .
CurHarypHUit . HU3bKA KIJIBKICTD xubHux | He BUsIBIIIE HOBI aTaku
CUTHATYp BiJIOMHX aTaK
CIPAIIOBAHb

BusBnenns Awnani3z BigxwieHb Bijg wmoxeni | BussieHHs HoBuxX Ta HeBigomux | Benmka — kinpkicte  false
aHoOMaTii HOPMAaJTFHOI TIOBEIIHKH aTax positives

o . . . [Torpeba y BEJTMKUX
MarnHHe Knacudikarris Tpadiky 3a | Bucoka TOYHICTb, 3IaTHICTh aTaceTax a
HaBYaHHS nmoromoroo ML-anroputmis aHaJi3yBaTH BEIHKI 00CATH HaHUX

00YHCITIOBAIEHUX pecypcax

[IpoBenenuii aHai3 CBiNYHUTH, MO KOJCH i3 PO3MIISIHYTUX MiAXOIB HE € YHIBEepCaIbHUM. Y CyYacHUX CHCTEMax
Kibep3axuCcTy BCe YacTille BUKOPUCTOBYIOThCS Ti0puaHi IDS, ki moemHyOTh KiTbKa METOIIB BUSBIICHHS aTaK JJIs
MiABUILCHHS 3arajlbHOi €PEeKTUBHOCTI CHCTEMU [6].



BucHoBkn

3pocTaHHs KITBKOCTI Kibep3arpo3 Ta YCKIAIHEHHA MepekeBoro Tpadiky OOyMOBIIOE HEOOXiIHICTH
BUKOPUCTaHHs e(EeKTHBHUX CHCTeM BusiBIeHHS BTopraeHb (IDS) mus 3abesneuenns Oesneku iHGopMamiiHUX
CHUCTEeM. AHaJI3 TOKa3aB, IO CUTHATYPHI alrOpUTMH € e()EKTUBHUMH JUIS BUSABIICHHS BIJOMHX arak i
XapaKTepU3yIOThCSl BUCOKOIO TOYHICTIO, POTE HE 3/1aTHI BUSBIIATH HOBI BHIM BTOPTHEHb. AJNTOPUTMHU BUSBICHHS
AQHOMaJIiil TO3BOJISIOTH BHSBJIATH PaHIllIe HEBIJIOMI aTaky, aje MaloTh 3HAYHY KUIbKICTh XHOHHMX CIpallOBaHb.
ANTOpUTMH Ha OCHOBI MAIIMHHOTO HAaBYaHHSA JIEMOHCTPYIOTh BHCOKY TOYHICTH 1 3IaTHICTH OOpPOOMNATH BEIHKI
00csTH 1aHuX, IPOTE NOTPEOYIOTh PECYPCIB Ta SIKICHUX HABYAILHUX JIaHUX.

HatieexTuBHIIIIMU B cy4acHHUX cucTeMax KibepOesmeku € riOpumHi IDS, sKi MoeqHYIOTH KibKa METOJIB
BUSIBJICHHS arak. Takui MiAxia 103BOJISE 3MEHIIMTH HEAONIKH OKPEMHUX AJITOPUTMIB 1 MIABUIIUTH 3arajibHy
e(EeKTUBHICTh CUCTEeMH. BuOip KOHKPETHOro anropuTMy abo KOMOIHAIlii METOMIB 3aJeXWUTh Bim crermdixu
MEpEkKeBOI IHPPACTPYKTYpPH, AOCTYIHUX PECYPCIB Ta THIIIB aTak, XapaKTePHUX JUIsd opraHizailii. BrpoBamkeHHs
epexktuBHOi IDS 3abe3meuye cBoeuacHe pearyBaHHsS Ha Kibep3arpo3d Ta 3MEHINYE PH3MKH iH(POpMAIiiHUX
IHI[UIEHTIB.
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