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AHoTanis

3 pozsumkom mexuonoeii 3pocau makodc i pusuku pobomu 3 Humu. Kooicen Oenv MinvuiioHu m0del cmaioms
Jrcepmeamu Kibepamax, a KOMnatii 3a3nHaroms unaoku kibepmepopusmy. Came momy Kibepeiziena cmana 8axciueum
enemenmom 6esneku 6 cyuachomy Inmepunem-cepedosuwi. Y pobomi pozenanymo ocHo6Hi Kibep3azposu, 30Kpemda
Giwune, wxionuse 13 ma DDoS-amaxu, a maxosic memoou ix 3anobieanns. Ocobnugy yeazy npuoiieHo npakmuyHum
3axoodam 3axucmy. I[1iOkpecneno 3HayeHHs 00i3HAHOCMI KOPUCMYB8AYI8 OJisl SHUNCEHHS PU3UKIE ) Kibepnpocmopi.
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Abstract

As technology has advanced, so too have the risks associated with its use. Every day, millions of people fall victim
to cyberattacks, and companies face incidents of cyberterrorism. This is why cyber hygiene has become a crucial
element of security in today’s online environment. This paper examines the main cyber threats, including phishing,
malware, and DDoS attacks, as well as methods for preventing them. Particular attention is paid to practical security
measures. The importance of user awareness in reducing risks in cyberspace is emphasized.
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Introduction

It is no secret that every environment poses threats and dangers; just as real life is full of unpredictable
situations, the Internet is not entirely safe either. The global spread of information and communication
technologies in society has led to the emergence and development of a fundamentally new form of terrorism
— information terrorism or cyberterrorism. Every day, thousands of users face both usability issues and
various malicious actions targeting them and the information they possess. Cyberspace today is an integral
part of life for the entire population. For simplicity’s sake, it’s best to imagine the internet as a separate
world with its own rules, laws, and, of course, those who break them. To this end, black-hat hackers resort
to phishing (tricking users) and social engineering (psychological manipulation to gain access to
information). Cyber hygiene begins when we pick up our phones and tag our favourite coffee shop in social
media posts, reply to messages from strangers without thinking, or fail to notice when our friends are
messaging us in a way that’s out of character for them.

Research results

By examining various types of threats, we can identify effective methods for countering and eliminating
them. For a long time, cybersecurity specialists have been developing various measures and services to
verify security and prevent threats through cyber hygiene practices. Cyber hygiene refers to security
measures designed to protect users’ devices from malware infection and the potential theft of confidential
information.

Among the threats on the Internet, the main ones include: phishing (information theft), BotNet, DDoS
attacks, malware, hacker attacks, false information, suspicious links, etc. Various cyber hygiene methods
and services exist for the timely detection of threats. Various websites and software allow you to check
other websites, links, information sources, or software for reliability and security. The main methods used
to prevent threats include using antivirus software (ESET, Avast, Norton), creating complex and strong
passwords (services for checking password strength: PasswordMonster), updating software, avoiding open
Wi-Fi networks, checking links using specialized services (VirusTotal, NordVPN LinkChecker,
URLVoid), verifying the reliability of information sources, using two-factor authentication, exercising
caution with emails and attachments, and so on. All of these practices have become essential for reducing
the risk of cybercrime and enhancing the protection of personal data.



Conclusion

Cyber hygiene is an integral part of every internet user’s life. Cyber hygiene practices not only help
users navigate the internet safely but also prevent the leakage of personal information or even unauthorized
access to user accounts. It is important for users to continue learning and staying informed about new threats
and ways to counter them, which will help improve overall cybersecurity.
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