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Впровадження запропонованого рішення дозволить підвищити рівень 
координації, зменшити ризик помилок і забезпечити своєчасне надання медичної 
допомоги, що є критично важливим для збереження життя та здоров’я пацієнтів 
у воєнний час. 
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Nowadays the problem of information security in digital environment remains 
extremely relevant. Attackers are increasingly gaining access to legitimate 
administrator or user accounts. Therefore, they can change content, add malicious 
code, or introduce their own malicious PHP-scripts. Traditional security systems, 
which are based only on checking access rights or login logs, are not always able to 
respond to such threats in a timely manner [1]. 

However, in the context of ensuring security at a broader level, it is important to 
use technologies such as turbo codes, which increase the reliability of data transmission 
over channels with a high level of noise [2, 3]. These technologies are used to protect 
information in critical systems, in particular in IoT devices and telemetry, where it is 
important to avoid data loss or corruption. At the same time, to protect web resources, 
it is necessary to implement additional methods, such as file integrity control and the 
integration of anomaly detection systems. For such tasks, the use of artificial 
intelligence methods is becoming increasingly relevant [4, 5]. 
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This paper examines modern approaches to detecting anomalous user behavior in 
web environments using artificial intelligence methods. The principles of behavioral 
models are analyzed, allowing to track deviations from typical user actions that may 
indicate cyberattacks or unauthorized changes to content. Special attention is paid to 
the possibility of using such systems in educational and corporate web platforms, 
where account compromise is a real threat. 

Artificial intelligence methods open up new possibilities for creating adaptive 
systems that are able to detect atypical changes in user behavior. Behavioral analysis 
systems UEBA (User and Entity Behavior Analytics) form a profile of a user's usual 
activity and record any deviations — for example, editing old records, creating atypical 
objects or adding code fragments [6, 7]. 

To illustrate how user actions, backend logging, AI analysis, and automated 
system responses interact within a unified anomaly-detection workflow, Figure 1 
presents the proposed system architecture. In this model, the backend automatically 
stores every user action in a dedicated user_activity table, which serves as a structured 
activity log. An external AI module continuously analyzes these records, evaluates 
both behavioral patterns and semantic content changes, and generates a corresponding 
verdict. Based on this verdict, the system can automatically allow, block, or revert the 
modification and send an alert to the administrator. 

 

Figure 1 − Architecture of the AI-based system for detecting behavioral  
and content anomalies in user actions 

 
Anomaly detection methods can be classified into statistical, clustering, and 

neural network-based. The most commonly used unsupervised algorithms for 
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analyzing behavioral data are: anomaly isolation based on the random forest method 
(isolation forest), one-class classification based on the support vector method and 
neural networks autoencoders [8]. They allow the system to learn from users’ typical 
actions and detect any deviations from the norm. 

Commercial UEBA solutions already use such technologies to detect suspicious 
activities in large organizations [9]. However, similar approaches are almost never 
implemented for educational or local web platforms, which creates an opportunity for 
research in this direction. 

Combining behavioral analysis with semantic content analysis allows us to 
evaluate not only the sequence of user actions, but also the content of the changed 
material. If the algorithm detects suspicious constructions or inconsistencies in the 
context of changes (for example, editing old posts with the addition of code), it can 
automatically notify the administrator, restrict access, or roll back the changes [10]. In 
the future, such systems can operate at the level of a number of sites simultaneously 
through a centralized event analysis platform, which will ensure early detection of 
similar types of attacks. 

The use of artificial intelligence to analyze user behavior in web environments is 
one of the most effective areas of development in modern cybersecurity. Behavioral 
models make it possible to detect suspicious actions even when the account has not 
been formally hacked. The combination of machine learning algorithms with content 
analysis opens up the possibility of creating new protection systems that can 
independently assess the context of changes and minimize the risks of compromising 
web resources. 
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Abstract. The Hillert method for calculating the activity of components along 
nodes in two-phase regions and isothermal sections of three-phase diagrams has been 
extended to regions that do not contact the corresponding binary diagrams. This was 
made possible by using a modified Hillert equation, in which the change in the activity 
logarithm is a function only of the slope of the conode for the corresponding nodes. 
The authors show how such calculations can be made using isothermal sections of the 
Fe-C-X phase diagram, where X is a carbide-forming element and in which several 
nodal triangles are present. 

Keywords: node, activity, Hillert's method, phase diagram, conode. 
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