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Abstract. The article substantiates the conceptual foundations of risk-oriented information
security management as a strategic tool for sustainable business development. It demonstrates the
transformation of IS from a technical function into an economic category that determines the cyber
resilience and competitiveness of enterprises in the digital economy.

The aim of the work is to develop a model for integrating cyber risk management into the ESG
(Environmental, Social, Governance) parameters system. Methods of system analysis, modelling and
graphical interpretation are applied.

The study systematises the main information security risks of digital business and demonstrates
their impact on economic stability, business continuity and reputation capital. The interconnection
between information security and ESG components is established, and the role of cybersecurity in
strengthening corporate governance and building digital trust is substantiated. The main result is the
development of an author's conceptual model for integrating risk-oriented information security
management into the system of sustainable development of an enterprise.

It is concluded that the implementation of a risk-oriented approach increases the cyber
resilience of organisations and contributes to the formation of long-term competitive advantages in
the digital economy.

Keywords: information security; risk-oriented management; sustainable business,
digitalization;, ESG; cyber risks; cyber resilience.

Introduction.

In the context of pervasive digitalization (Al, Big Data, Cloud), information
security (IS) is becoming a key management issue. The implementation of Business
Intelligence tools is becoming a critical factor for sustainability in conditions of high
uncertainty and risk [1]. Along with increased efficiency, digital transformation
generates threats of data leaks and cyberattacks that threaten the long-term stability of
enterprises [2].

The relevance of information security management is driven by its impact on

business process continuity, stakeholder trust and reputation [3]. The application of a
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risk-oriented approach is a prerequisite not only for technical protection, but also for
the socio-economic stability of an organisation [4]. Unlike traditional models, this
approach is based on a systematic analysis of dynamic cyber threats and vulnerabilities,
ensuring the integration of information security into a sustainable development strategy
[2].

Modern models of integrated risk management allow for the simultaneous
improvement of cyber resilience and the maintenance of environmental and social
responsibility in business [5]. In a competitive environment, information security
acquires strategic status: reliable protection of information assets builds digital trust
among investors and partners, ensuring long-term market advantages [3]. Therefore,
considering information security as a fundamental element of sustainable business
management is of great scientific and practical importance.

In the context of global competition, information security is becoming
strategically important, as effective risk management not only protects assets but also
builds digital trust among stakeholders, which is the foundation of long-term
competitive advantage [3]. The recognition of IS as a fundamental element of
management capable of ensuring business continuity in the era of digital
transformation determines the scientific and practical significance of this study.

The theoretical aspects of risk-oriented digitalization and its impact on the
economic security of enterprises and ecosystems have been studied in the works of
Stefani E., Costa I., Gaspar M. A., Goes R. d. S., Monteiro R. C., Petrili B. R., Pereira,
A. d. P. [6], Ivanov M., Martseniuk L., Angelova M., Faifer S. [5] and Hniezdovskyi
O., Domashenko D., Domashenko S., Morozov D., Shylo, S. [4]. The issue of
integrating information security into the ESG paradigm and sustainable development
of the digital economy is discussed in the works of Li F., Zhang Z. [2], Zhang M.,
Huang Z. [7] and Shepel T. [12], which focus on transparency of reporting and
sustainability of supply chains.

The industry-specific aspects of cyber security, particularly in the financial sector,
public finance and the SME sector, are discussed by Bilyavska Yu., Bilyavsky V.,
Shestak Ya., Dieva N., Kolesnik M., Tryvailo A. [10], Kachula S. [11], Lusiah L.,
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Parulian E. [3], Djajasinga N. D., Fatmawati E., Syamsuddin S., Sukomardojo T.,
Sulistyo A. B. [8], Yurchuk N., Kiporenko S. [1].

Despite the existence of substantial research, the mechanism of direct
convergence of information security tools with sustainable business management
practices requires additional study, which determined the choice of the research topic.

The purpose of the article is to theoretically substantiate and develop the
conceptual foundations of risk-oriented information security management as a strategic
tool for ensuring sustainable business development, to reveal the mechanisms of
integrating cyber resilience into the ESG (Environmental, Social, Governance)
parameters of organisations operating in the digital environment.

Main text.

In today's digital environment, information security has evolved from a purely
technical issue into a critical economic and managerial concern, significantly affecting
the functioning of organisations and their long-term sustainability. The concept of
information security as a system of measures aimed at protecting the data and
information assets of an enterprise from external and internal threats encompasses not
only ensuring the confidentiality and integrity of information, but also the
organisational level of protection that ensures the continuity of business processes and
minimises economic losses in the event of cyberattacks or information leaks [6], [7].

Information security is particularly important in a sustainable business
environment, as digital technologies and information systems are integrated into all
areas of modern companies' activities. The existence of effective mechanisms for
protecting digital assets and information security risk management systems contributes
to economic stability and business continuity, ensuring the organisation's ability to
adapt to external threats while maintaining operational efficiency and reputation in the
market [8], [9]. In particular, studies show that reliable information security systems
can significantly reduce the risks associated with the costs of recovery from
cyberattacks, ensuring the long-term stability of enterprises and increasing their ability
to withstand external and internal risks [10].

In addition, contemporary academic literature increasingly focuses on the
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relationship between information security and ESG (Environmental, Social,
Governance) components, which form the basis of the concept of sustainable business
development. Information security is becoming an integral part of corporate
governance practices and is seen as a key element in building stakeholder trust and
increasing the transparency of companies' activities. Such approaches involve the
inclusion of cyber risk management methods in overall sustainable development
strategies, which allows companies not only to minimise the negative consequences of
digital threats, but also to strengthen their social and managerial responsibility in the
long term [11], [12]. Details of the impact of specific information security risks on the

relevant ESG components are provided in Table 1.

Table 1 - The impact of information security risks on the components of

sustainable business development

. o Implications fi tainabl
ESG components Information security risks mplications for sustainable
development

Leakage of confidential Loss of licences, fines, decline in
Governance . . . }

reports, data manipulation investment attractiveness

. General Data Protection Reputation crisis, lawsuits from

Social . .

Regulation, cyberbullying customers, loss of loyalty
Environmental Cyberattacks on critical Technogenic accidents, environmental

infrastructure (IoT, Smart Grid) | disasters, irrational use of resources

Source: systematised and summarised by the author

Thus, the management aspect of information security in a sustainable business
system covers not only technical and operational measures to protect digital
infrastructure, but also the strategic integration of information security into corporate
governance processes, ESG risk assessment, and ensuring the long-term sustainability
of business models in the digital economy. The conceptual architecture of such
integration is shown in Fig. 1.

In particular, a deterministic link has been established between asset identification
and the formation of digital trust (S-component), as well as between vulnerability
monitoring and overall corporate transparency (G-component). This approach ensures
not only operational data protection, but also long-term cyber resilience for the

organisation in a volatile digital environment.
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STRATEGY FOR SUSTAINABLE DEVELOPMENT OF THE ENTERPRISE
(ESG-ORIENTATION)

v

CORPORATE MANAGEMENT SYSTEM
(strategic management, risk management, compliance)

v

INFORMATION SECURITY MANAGEMENT
— risk-based approach;

identification of information assets;

— cyber risk assessment;

threat and vulnerability management;

— monitoring and continuous improvement.

v y y
(" E (ENV) Y4 S (SOCIAL) Y4 G (GOVERNANCE) )
;et;te;i);-.efﬁment T -personal data "eo 1l‘(porate goverr}[ajmce;
—ziligital ;:nvironmental prgt;ction; j:ﬁm}rnrll?;fee'men ’
sustainability; -d¥g1tal Frust; . -cyber resiliénce'
-digital ’ -digital inclusion -transparency; ,
Ueriaterialisation. ) Cnd data ethics. ) (cyber risk ref)orting. )

| 1 |
\ 4

BUSINESS SUSTAINABILITY AND COMPETITIVENESS
- continuity of operations;
- stakeholder trust;
- long-term economic stability.

PucyHnok 1 - KonuenryajabHa MoJesib iHTerpauii ingopmaniiiHoi 0e3nexku B
CHCTEMY CTAJIOr0 po3BUTKY mixnpueMmcrea (ESG-miaxin)

Licepeno: pozpobreno agmopom

Conclusions.

The study substantiates that, in the context of digital transformation, information
security is becoming a strategic object of risk-oriented management of sustainable
business. It has been established that the growth in the use of digital technologies is
accompanied by an increase in cyber risks, which directly affect the continuity of
business processes, reputation and stakeholder trust. The feasibility of integrating
information security management into the ESG system has been proven, where it plays
a key role in the Governance component and has an intercomponent impact on social
and environmental sustainability. The proposed conceptual model of risk-oriented

management ensures the coordination of strategic, process and effective management
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decisions in the digital environment. The findings confirm that systematic cyber risk
management contributes to the formation of digital trust, increased corporate
transparency and long-term cyber resilience of organisations. Overall, information
security is defined as a tool for ensuring business competitiveness in the volatile digital
economy.

Prospects for further research lie in the development of quantitative indicators for
assessing the effectiveness of investments in digital sustainability within the

framework of non-financial reporting by enterprises.
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