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Optimal obfuscation of awareness messages: improving users’ unlinkability in Intelligent Trans-
port Systems.

Yevhen Zolotavkin,Yurii Baryshev,Jannik Mihn, Vitalii Lukichov,Stefan Kopsell

e We consider privacy aspects of the Cooperative Awareness service in ITS, where users Alice and Bob frequently
communicate awareness messages (about the states of their vehicles) whose unlinkability must be improved;

e We propose a model for Awareness Messages reporting based on the Hidden Markov Model describing transitions
between the states of the vehicles controlled by Alice and Bob. The model and assumptions about the adversary allow
us to reason about a lower bound on unlinkability, which we express using Shannon entropy;

e We develop a new methodology for optimal joint obfuscation where unlinkability is maximized by modifying the
original awareness data of Alice and Bob under the constraint on distortion. Our results include both theoretical and
experimental validation;

e We propose an algorithm implementing the developed obfuscation methodology and the authentication protocol,
improving security assurances for the proposed obfuscation algorithm.
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ABSTRACT

This paper introduces a novel methodology to enhance privacy in Cooperative Intelligent Transport
Systems (C-ITS) by improving unlinkability in vehicle-to-everything (V2X) communication. Focus-
ing on the Cooperative Awareness Basic Service, we employ a Hidden Markov Model (HMM) to
model the unlinkability of Cooperative Awareness Messages (CAMs) exchanged between vehicles
and roadside units (RSUs) under the surveillance of a Global Passive Adversary (GPA). Implementing
a joint obfuscation approach maximizes unlinkability by transforming the CAMs original data within
a distortion threshold, preserving data utility while confounding the GPAs ability to reliably link
messages to specific vehicles. The experimental evaluation confirms the superiority of our method
when compared with multivariate independent noise models, including Gaussian and Laplace. Our
approach also incorporates an authentication protocol, ensuring the secure and collaborative execution

of the obfuscation algorithm by the vehicles involved.

1. INTRODUCTION

Current transport systems are evolving with a significant
focus on automation, embodied in Cooperative Intelligent
Transport Systems (C-ITS). These systems leverage real-
time information sharing across diverse network entities,
including vehicles and infrastructure, to enhance service
delivery based on the current state of the transport envi-
ronment (ISO 24102-1, 2018). C-ITS harnesses advanced
communication, sensor, and control technologies, aiming
to improve road safety, efficiency, sustainability, and user
comfort. A key technology within this ecosystem is Vehicle-
to-Everything (V2X), which enables various applications,
such as collaborative forward collision warnings and elec-
tronic brake light alerts during emergencies (C-ITS Plat-
form, 2018; Hasan et al., 2020). Despite its benefits, V2X
raises critical privacy concerns. For instance, Cooperative
Awareness Messages (CAMs), which transmit unencrypted
geospatial data at high frequencies (1-10 Hz) to boost traffic
safety and flow, can be intercepted by a Global Passive
Adversary (GPA). This growing dependence on V2X and
CAMs, therefore, highlights a pressing question: What tech-
niques can enhance the privacy of V2X communications?
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The question above is complex due to the inherent ten-
sion between data utility and privacy. Our work focuses
on developing a privacy model grounded in unlinkability
as defined in ISO/IEC 15408-2 (ISO/IEC 15408-2, 2022).
Unlinkability ensures that an adversary cannot determine
whether multiple observed data points are related to the
same user. Achieving unlinkability in V2X is particularly
challenging because it is not attainable by a single user
acting alone; it requires the cooperation of multiple users.
Consequently, our approach involves a joint obfuscation
methodology where two users (Alice and Bob) — driving their
vehicles — collaborate to unlink their CAM data, thereby
enhancing privacy without significantly compromising the
utility of the information shared with the roadside unit
(RSU).

The effectiveness of privacy-preserving techniques in
V2X is heavily influenced by assumptions about potential
adversaries’ capabilities. Experts are divided on this front.
Some assume that the GPA is weak, lacking access to actual
identities and precise locations of vehicles or individuals
(Shokri, 2012; Khodaei and Papadimitratos, 2021). Under
this assumption, the GPA relies on heuristics such as multi-
ple target tracking to infer information, making it difficult to
quantify private information leakage with confidence due to
the reliance on uncertain adversarial strategies (Blackman,
2004).

Conversely, other experts, including ourselves, assume a
strong GPA, possess comprehensive knowledge of real ve-
hicle identities, and can observe all communications within
the network (Li et al., 2020; Takbiri et al., 2020). However,
if effective privacy measures are in place, this adversary may
still be uncertain about how to link obfuscated CAMs to spe-
cific identities. Adopting the strong GPA assumption allows
us to utilize information-theoretic approaches to quantify the
leakage of personally identifiable information (PII) (Wagner
and Eckhoff, 2018). This facilitates the development of
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privacy-preserving strategies with higher assurance levels,
as the adversary’s capabilities are more clear in that case.

Our obfuscation methodology aims to optimize certain
parameters within our privacy model to maximize uncer-
tainty for the adversary while adhering to distortion con-
straints. These constraints ensure that the obfuscated data
remains within acceptable limits of accuracy and utility
for V2X applications. Striking this balance is crucial; ex-
cessive obfuscation can degrade the quality of information
necessary for safety-critical functions, whereas insufficient
obfuscation may fail to adequately protect user privacy. By
defining optimal obfuscation under distortion constraints,
we provide a framework that enhances privacy without
undermining the fundamental benefits of V2X communica-
tions.

Based on the above considerations, the contribution of
this paper is as follows.

e We propose a model based on Hidden Markov Model
(HMM) describing transitions between the joint states
of Alice and Bob. We then introduce an assumption
about a strong GPA who knows the original locations
of the users and demonstrate how it simplifies reason-
ing about a lower bound on unlinkability;

e We develop a new methodology for optimal joint
obfuscation where unlinkability is expressed using a
Shannon entropy, which is maximized by modifying
the original data under the constraint on distortion;

e We propose an algorithm implementing the developed
obfuscation methodology and an authentication pro-
tocol, improving security assurances for the proposed
obfuscation algorithm.

This paper has the following structure. In section 2, we
briefly systematize the works on obfuscation dealing with
different types of GPAs. In section 3, we set the grounds for
our study: we provide initial definitions and assumptions.
This is followed by section 4, where we commence with a
simplified model for obfuscation. We extend the model to
include possible dependencies between CAMs produced at
consecutive times; as a result, we obtain a Hidden Markov
Model (HMM) to study the unlinkability of CAMs. In sec-
tion 5, we refine and formalize assumptions, define unlinka-
bility through entropy, and optimize joint obfuscation, capa-
ble of producing observable states in HMM. Next, section 6
describes a compact and efficient algorithm calculating the
unlinkability in C-ITS and implementing previous findings
to improve privacy. In section 7, we experimentally evaluate
the developed joint obfuscation approach and compare it
with Gaussian and Laplacian obfuscation models. In sec-
tion 8, we develop a protocol for mutual authentication of
users using Public Key Infrastructure (PKI) facilitating the
use of the newly proposed obfuscation approach. Finally, we
discuss our results, their novelty, advantages, and limitations
in section 9.

2. EXISTING WORKS

We survey some existing approaches for privacy eval-
uation and improvement in the context of location-based
services (LBS) utilizing V2X communication. The prevail-
ing view of the role and capability of adversaries in the
literature dealing with LBS privacy in V2Xis as follows. All
types of passive adversaries observe users’ attributes in the
intercepted (and often unencrypted) V2X communication
(e.g., CAMs’) content. The original attributes of the inter-
cepted content are altered (obfuscated) by the users (prior to
message transmission) to improve their privacy. Conditioned
by these altered attributes in the intercepted messages, the
adversary infers the ids (or actual locations) of the users who
produced these messages. Such a non-consensual intercep-
tion and inference may cause the linking of the messages. We
further classify the privacy approaches in the literature based
on the information that is available to the passive adversary
for inference. First, we will survey papers dealing with weak
Global Passive Adversary (GPA). Second, we will examine
papers dealing with strong GPA. Third, we will review pa-
pers adopting the strong GPA concept and executing jointly
optimized simultaneous obfuscation of multiple data items.

2.1. Weak GPA

Here, we consider literature where an adversary infers
the links between modified (obfuscated) data items and ids
(or ground truth data) of the users. The probabilities for the
links are defined based on the distribution available to the
adversary. This general distribution can be further refined
if the actual subset realization of the original (e.g., ground
truth) data at time step i is also known to the adversary.
However, such a subset is usually hidden and must be first
estimated based on the modified data observed at time steps
preceding i. The need to estimate the hidden subset for a
refined inference makes the adversary weaker.

In (Shokri, 2012), the authors analyze the privacy of
Location-Based Services (LBSs) using Hidden Markov
Models (HMMs). Among other attacks, the authors consider
De-Anonymization and Tracking attacks on the location
information of mobile users. According to the authors’
convention, an adversary knows the probability distribution
of users’ pseudonyms over a set of modified (obfuscated) ge-
ographic positions conditioned by their actual ids and actual
locations. Because actual locations are unknown, they need
to be estimated: these estimations are improved if previously
reported locations and transition probabilities are known
and taken into account by the adversary. To incorporate the
latter, the authors use several techniques, including Forward-
Backward and Viterbi algorithms. Finally, the authors use
the Hungarian algorithm to find the most likely assignment
of users’ pseudonyms to the original ids.

In (Shokri et al., 2016), the authors extend on their
previous results considering privacy in LBS: they propose a
new location-privacy protection mechanism (LPPM) which
is based on Stackelberg Bayesian game where various pri-
vacy objectives may be admitted. Among other objectives,
the authors aim at protecting the correlation between past,
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current, and future locations. The relations between the
actual locations (e.g., hidden from the adversary) and pseudo
locations (e.g., observable) can be modeled using HMM or
any other suitable methodology. In the game, the defender
maximizes the expected error that the optimal adversary
incurs in reconstructing the user’s actual trace. In turn, the
adversary produces inference (e.g., best response), minimiz-
ing such an error after the defender completes their move
in the game. To find equilibrium, the authors perform a
linear optimization: as a result, they define a conditional
distribution dubbed ‘defensive mechanism encoding func-
tion’. Nevertheless, such an optimization relies on other
parameters that need to be estimated: the optimality of
the existing estimation methodologies is questionable. For
example, an adversary is using prior probability distribution
on the inference target location at time step i, given the
adversary’s prior knowledge derived from previous time
steps, while the details of obtaining (e.g., estimating) such
a distribution are not discussed.

The authors of (Khodaei and Papadimitratos, 2021)
present a novel scheme to exchange vehicular pseudonyms
in cooperative and cryptographically protected mix zones.
Thanks to disseminating decoy traffic (e.g., CAM messages),
the authors report an improved unlinkability: for this, a spe-
cial group of relaying vehicles emulate nonexisting vehicles.
The vehicles participating in the scheme can filter these
decoy messages out. This is done using a specially designed
Cuckoo Filter, whose parameters are known to the legitimate
vehicles and part of the C-ITS infrastructure, including RSU.
The unlinkability of the scheme is tested against GPA, and
a tracking algorithm is used before and after mix zones
to infer the users’ ids. The tracking algorithm considers
information in CAMs (timing, velocity, and location) and the
road layout. The authors neither reason about the optimality
of the tracking algorithm nor constrain its design. Instead,
they propose a heuristic algorithm achieving some tangible
results in tracking. As a result, inference about the links
between the observable data items and users’ ids can be
improved if a more efficient tracking algorithm is discovered.

The hidden state estimation is one of the most significant
limitations of the weak GPA models. The methodology
for such an estimation is often sub-optimal, which causes
additional uncertainties for the adversary. These additional
uncertainties are difficult to quantify: the confidence in quan-
titative privacy statements is low, resulting in a low assur-
ance level for corresponding claims. The level of privacy
assurance can be strengthened for situations assuming a
strong GPA.

2.2. Strong GPA

Similarly to the convention about the adversary in sec-
tion 2.1, here we analyze the literature where an adversary
infers the links between modified (obfuscated) data items
and ids of the users. However, in contrast to section 2.1, at
any time step i, the probabilities for such links are derived
from a known distribution and do not need to be refined. As a
result, adversarial inference can not be further strengthened

based on the estimation of additional parameters. The latter
brings a higher confidence in the quantitative assessment of
unlinkability and privacy in general.

To improve unlinkability in the V2X communication
scenario, the authors of (Li et al., 2020) develop a new
method to swap vehicles’ pseudonyms. For reasoning about
adversarial inference, the authors utilize generalized differ-
ential privacy: the vehicles swap their pseudonyms based
on the exponential mechanism satisfying the pseudonym
indistinguishability condition. These settings imply that the
probability distribution for the links between the modified
(swapped) pseudonyms and actual ids of the vehicles is
available to the adversary. The authors assure that no further
improvement of the adversarial inference (e.g., through ad-
ditional parameter estimation) is possible: the swaps are only
conducted between the small subsets of the vehicles whose
driving states are similar and can not be easily distinguished.
The similarity criterion is a weighted sum of individual
speed, direction, and position similarities for different ve-
hicles.

In (Wang et al., 2022), the authors develop a new frame-
work protecting the privacy of the users in a variety of
location-based services (LBS) where users submit (and may
also query) location-related data to a distrusted server, which
further processes and manages it. The framework helps users
protect their privacy (prior to the submission) through a
perturbation-based obfuscation technique: it combines the
concept of Local Differential Privacy (LDP) with the Stair-
case Randomized Response (SRR). The authors claim that
such an L-SRR framework optimizes an LBS-oriented utility
while guaranteeing strict e-LDP privacy. Only parameters of
the randomized obfuscation are known to the adversary who
may control the server. Therefore, the knowledge of the ad-
versary can not exceed the knowledge about the probability
distribution for the links between the modified data and the
actual ids of the users. As such, the authors maintain that
further improvement of the adversarial inference based on
estimating additional (e.g., latent) parameters is impossible.

The authors of (Takbiri et al., 2020) develop a model for
the use cases where n users change their pseudonyms once
after every m(n) steps. The authors introduce the obfuscation
and anonymization steps to avoid pseudonym linking. Dur-
ing the obfuscation, some of the m data items of every user
are altered: the number of the altered items may differ among
the users. During the anonymization, the order of represent-
ing m-tupled data collections of all n users is randomized:
based on the order of a collection, it is no longer possible
to tell the id of the corresponding user with certainty. At
every time step i, an adversary knows the probabilities of
the states producing data items for every user, parameters
of obfuscation, and anonymization algorithms. However, the
exact realizations of random obfuscation and anonymization
outcomes are unknown to the adversary. Also, the adversary
has no other auxiliary or side information about users data.

In situations involving a strong GPA, it is essential to
provide the best level of privacy protection, which is still
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an open question. For example, among the existing publica-
tions, very few implement obfuscation methodologies that
provide the optimal balance between unlinkability and the
distortion introduced during the obfuscation.

2.3. Optimal obfuscation under strong GPA

Differential privacy (DP) is a popular methodology that
can be adopted for obfuscation in C-ITS assuming a strong
GPA. However, in such a context, multiple data items (e.g.,
CAMs produced by different vehicles) must be obfuscated
simultaneously at every time step i. Here, we question the
adequacy of the DP for the task of joint data modification in
ITS.

The authors of (Geng and Viswanath, 2014) propose an
optimal data-independent staircase additive noise to protect
the privacy of scalar query function (QF). Unfortunately,
the scalar nature of the proposed mechanism for QF is a
substantial limitation for joint obfuscation in ITS, where
simultaneous processing of multiple entries is required. The
authors of (Sun et al., 2021) aim at protecting the privacy of
multi-dimensional and correlated queries. For the obfusca-
tion task, the authors utilize a new criterion of e-proximity
under a constraint on additive noise variance. However, their
results suffer from the following limitations: i) the usage of
a new criterion of e-proximity remains unjustified; ii) the
reasoning about optimality is limited by the popular types of
additive multi-variate noise only (e.g., uniform vs. Gaussian
and Laplacian). The authors of both (Chanyaswad et al.,
2018) and (Ji and Li, 2023) maintain that adding i.i.d. noise
to each matrix element (of a matrix-valued QF) typically
leads to sub-optimal solutions. To address this issue, the
authors of (Chanyaswad et al., 2018) introduce a new Matrix
Variate Gaussian (MVG) mechanism: parameters sufficient
to satisfy (e, 6)-DP exist for the additive MVG noise. In
(Ji and Li, 2023), the authors address the non-optimality of
the multivariate obfuscation caused by the full-rank covari-
ance matrices in the Gaussian noise model: they propose
a new Rank-1 Singular Multivariate Gaussian Mechanism
(RISMG) and provide parameters sufficient for (e, 6)-DP.
Nevertheless, the authors of (Chanyaswad et al., 2018; Ji
and Li, 2023) consider specific additive noise models (e.g.,
multivariate Gaussian) only. Furthermore, a global optimum
requires that the obfuscation conditions sufficient for (e, 6)-
DP are also necessary, which has not been demonstrated.
Paper (Fernandes et al., 2022) elaborates on universal op-
timality for the d-DP criterion, which was first introduced in
(Chatzikokolakis et al., 2013). In deriving optimal obfusca-
tion conditions, the authors of the former source utilize the
Quantitative Information Flow (QIF) technique, which does
not restrict the dimensionality of the QF and its arguments.
Nevertheless, the practicality of (Fernandes et al., 2022) is
limited: the d-DP criterion incorporates a distance metric
whose application has not been sufficiently justified and is
hardly generalizable.

The analysis of the literature sources provided above in-
dicates numerous gaps in the methodology dealing with the
optimal DP-based obfuscation of multivariate data records,

which is required for joint data modification in C-ITS. The
results of this paper are meant to fill these gaps partially.

3. PRELIMINARIES

We introduce contextual information supporting our
aim, settings, and privacy assumptions to justify the sub-
sequent modeling steps.

3.1. Aim of the study

In specifying our aim, we follow privacy definitions
derived from popular international standards and C-ITS
domain-specific recommendations (ETSI TS 102 941, 2021;
ISO/IEC 15408-2, 2022). These sources emphasize the im-
portance of pseudonymity and unlinkability while produc-
ing, exchanging, and processing basic ITS safety messages
(such as CAM).

Definition 1 (Unlinkability of operations). Requires that
users and/or subjects are unable to determine whether the
same user caused certain specific operations in the system,
or whether operations are related in some other manner.

In the context of V2X communication in C-ITS with
many users, the messages broadcast by the vehicles should
have the property of definition 1 (ETSI TS 102 941, 2021;
Hicks and Garcia, 2020). Unfortunately, usage of this def-
inition is intricate as it describes an exclusively qualitative
characteristic: “...unable to determine...’ clause is either false
or true. The latter implies that the privacy of the whole C-
ITS (with many vehicles and observable during many hours)
is expressed through a binary value. This issue has been
recognized by practitioners and researchers alike resulting
in extended set of instructions for privacy impact assessment
(ISO/SAE 21434, 2021). For example, impact rating criteria
for privacy can be expressed using severity degrees (e.g.,
negligible, moderate, major, and severe) for the privacy
impact rating indicator. The degrees can be defined based
on two aspects: a) the level of sensitivity of the information
about road users and b) how easily it can be linked to a
PII (Personally Identifiable Information) principal. Based on
this, we incorporate the easiness of linking into definition 1
to obtain a more versatile definition:

Definition 2 (Unlinkability of operations*®). Is the degree
of inability to determine (by users and/or subjects) whether
the same user caused certain specific operations in the
system, or whether operations are related in some other
manner.

To compare privacy indicators in C-ITS, we use Shannon
entropy: it is an integral criterion of uncertainty in a system
that expresses the ‘..degree of inability to determine...’
(Wagner and Eckhoff, 2018). Henceforth, the main aim of
our paper is to develop a methodology maximizing entropy
as a criterion of unlinkability in C-ITS.

3.2. Settings for the study
A general setup for our study is provided in fig. 1.
In fig. 1(a), two vehicles are driven by Alice and Bob,
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respectively. Both vehicles transmit CAMs with the same
frequency (synchronously), and the roadside unit (RSU)
receives them without losses. The role of the adversary is
played by the RSU, who tries to separate CAMs of Alice
from CAMs of Bob: this allows the adversary to link CAMs
received at different times but belonging to the same entity.
The separation is done based on the content of CAMs and the
order of their arrival within each time interval — see fig. 1(b).
We consider the ordering of CAMs’ arrivals within the same
time interval i to be either (A, B) or (B, A). For example,
in an extreme case, the order is (A, B) on any time interval
i. If an adversary knows about such a unique property, she
can link messages without analyzing their payload. However,
such extreme cases are unlikely, meaning that an adversary
should also infer the source (e.g., ‘from Alice’ or ‘from
Bob’) of a CAM based on its content. The requirements
for the content of CAMs can be found in (ETSI EN 302
637-2, 2019). In particular, we maintain that geo-position,
velocity, and acceleration are essential: these parameters are
mandatory in CAMs.

Rcadsme

Unit (RSU)

D CAM(B) @ D
CAQ { CAM®)  cama)
' } 4 — — 5\ /’ t
0 1 2 i n—-1 n

(®)

Figure 1: Simplified diagram for awareness communication in
C-ITS: (a) RSU receives message from Alice at t# and from
Bob at tP; (b) Messages from both cars arrive within time
interval i.

In this study, we exclude from further consideration
the following types of CAM payload: /) cryptographically
produced proofs of authenticity (e.g., signatures); 2) cat-
egorical data (e.g., vehicle role). The exclusion of ‘7)” is
due to substantial attention to this issue from the members
of the cryptographic community. For example, pseudonym
unlinking solutions were proposed in (Camenisch et al.,
2020; Hicks and Garcia, 2020). The exclusion of ‘2)’ is due
to categorical data is OPTIONAL in CAMs (ETSI EN 302 637-
2, 2019). We also exclude VehiclelLength and VehicleWidth,
which otherwise are likely to be of great use in discriminat-
ing different vehicles (Escher et al., 2021). This information
can be omitted in CAMs if the codes 1023 and 62 are used in

place of the vehicle’s length and width, respectively (ETSI
TS 102 894-2, 2018).

Because of the above arrangements, we further model
CAM as a vector in R? where z > 1. The latter allows us
to apply commonly used distortion measures such as, for
example, Squared Error (SE): this is a simple and straightfor-
ward way to express quality degradation of essential location
services (Shokri et al., 2016). Further discussions about the
advantages and disadvantages of such a distortion metric are
beyond the scope of our paper.

3.3. Privacy assumptions and threats

Here, we briefly outline the rationale behind position
obfuscation, adversarial inference, and the major factors af-
fecting unlinkability provided by our approach. Subsequent
sections introduce additional details.
Obfuscation: users Alice and Bob coordinate their efforts.
They split the total distortion (e.g., ‘budget’) of obfuscation
among N — 1 time steps: as a result, the users know the
distortion limit for every time step i. At the beginning of
every time step i, Alice and Bob know the true measurements
(including position, speed, acceleration, etc.) of each other.
To obfuscate the data in their CAMs at every time step i, they
agree on a random order of arrival (at RSU) for their CAMs.
The users define a joint distribution according to which they
change (obfuscate) their actual measurements in CAMs: the
expected distortion does not exceed the limits.
Adversary: is strong GPA (as per section 2.2). In addition,
the adversary may know other information, such as the
original geo-positions of the users at every time step i and the
probabilities for the order of CAMs’ arrivals. We, however,
stress that the links between the obfuscated CAMs and the
original data/identifiers are unknown to the adversary. She
attempts to infer the source of every pair of CAMs observed
attime i: entropy is calculated for such a statistical inference,
which aligns with definition 2. Specifically, the adversary
uses the joint distribution utilized by Alice and Bob during
the obfuscation.
Unlinkability factors: include (i) statistics for the order of
CAMS’ arrival, (ii) the limit for the obfuscation distortion,
and (iii) the distance between the actual measurements of
Alice and Bob at every time step i.

4. MATHEMATICAL MODEL

The following systematization applies to the theoretical
results in this paper.
The purpose of the model is to i) describe obfuscation in
terms of random joint distribution utilized by Alice and Bob;
ii) provide inference expressions to calculate entropy.
The kind of model is HMM since it is the most generalizable
and flexible in the context of C-ITS. Such an HMM-based
description is suitable for situations dealing with weak and
strong GPAs alike. In this paper, however, we do not explore
the full depth of the weak GPA implications.
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The meaning of the components of the model is the fol-
lowing. Hidden states describe original data and ids di-
rectly identifying vehicles and/or users driving them. Col-
ored states describe the obfuscation algorithm’s inner work-
ings (e.g., concatenation order of users’ data) and must not
be revealed to the adversary. Observable states are the results
of obfuscation and are known to the adversary. Using HMM
terms, the main difference between weak and strong GPAs
is that a strong GPA knows hidden states while a weak GPA
tries to estimate them. The end goal of both GPAs is to infer
the colored states.

The structure: this section starts with a simplified model
where an adversary is strong and there is no need to estimate
additional parameters for linking. We then consider an HMM
to model unlinkability for situations that include other kinds
of adversaries and contexts. The latter comes at the cost of
increased computational demands and an overall lower level
of confidence in the obtained results. To address this issue,
in section 5, we demonstrate how certain assumptions about
adversaries can simplify reasoning about unlinkability using
HMM.

4.1. Simplified model for unlinkability

Here, we provide a preliminary description of the unlink-
ability problem in C-ITS using common sets and operations.
A generic information system with a GPA Eve includes
sets of users’ indices (e.g., unique identifiers) U, data (e.g.,
CAMs) D, and algorithms P. We consider subsets U” C U
and D C D, where U = {uy,...,u, ...,u|U|} and D =
{dy,....d, .., d|D| }, respectively, |U°| = |D|. There is a one-
to-one mapping (which may be known to GPA) between U
and D such that corresponding tuples (u;, d,), ..., (u,,d,), ...,
(17|, d\py) can be obtained and a set T = {(u,, d,)} I<i<|V]
can be formed. We then define an algorithm for joint ob-
fuscation 0 € P and a permutation algorithm M € P (the
both are known to Eve). We obtain an obfuscated set D* =
O[D], where |D*| = |D], but in general D* # D. Algo-
rithm M is probabilistic: the instruction on permuting indices
1,...,|U’| is a random vector (which particular realization
is not known to Eve) m = M[|U’]], m € NIV, such that
{my,compe} = {1, ... U]}, but Pr(m = (1, ... [V]) < L.
The released (obfuscated) set with improved unlinkability is
then 7% = {(u,, d:;l,)}l <<|U)’ and the expected distortion
of obfuscation is E(hy 7+) = Y ¢Ay r+, hype =

meNIVl

> hd,, d;;’), where 7(-,-) is some suitable distortion mea-

1

sure, and ¢(m) is a discrete probability density function
for a random vector m. Adversarial inference (linking) is
typically done by Eve using algorithm L € P producing
T = L[T*], where T = {(u.d};)}, ey Such that
m = arg max Pr(m). Entropy H(¢(m)) is a widely used

meN

indicator expressing uncertainty of inference (Wagner and
Eckhoff, 2018). Hence, the goal of optimization is to define
algorithms 0 and M maximizing H(¢(m)) under the con-
straint on the expected E (77 7+ ).

Table 1
Notations
‘ Notation Description
ITS Intelligent Transport Systems
C-ITS Cooperative Intelligent Transport Systems
Va2Xx Vehicle-to-Everything
CAM Cooperative Awareness Message
RSU Roadside Unit
HMM Hidden Markov Model
D Set of user-and-information system related data
U Set of information system’s users
P Set of data processing procedures at
the information system
P Set of users including Alice and Bob
xt, 1<k<y A hidden state for Alice
XA = {x} Set of hidden states for Alice
xf, I1<j<w A hidden state for Bob
XB = {xf} Set of hidden states for Bob
XA-B) Set of joint hidden states for <A1ice, Bob)
XEA Set of joint hidden states for <Bob, AIice)
R Index (label) for rose nodes
Xp = XAB) Set of all rose nodes
B Index (label) for blue nodes
X = XEAD Set of all blue nodes
L={R,B} Set of labels encoding |P|! combinations
Y Set of joint observable states for Alice and Bob
ie{l,2,..,N—1} | Time-step in discrete HMM
XA Variable on X# at i
X?E Variable on X% at i
X, Variable for joint hidden state on step i
¢ Variable on L at i
Y, Variable on Y on step i
Pr (X, 1X) Probability of transition between hidden states
Pr (Y, X)) Conditional probability for observable states
@ Order mixing (label permuting) probability
p; Distribution over hidden states on step i
Conditional distribution over hidden
Pin1Pi states on step i + 1
R Length of keys used for
cryptographic transformations

The above model assumes that Eve is a strong adversary
who knows both 7 and ¢(m). Next, we will consider a
model where data D is hidden from Eve, and instead of
¢(m) she only knows a mixture £(m) of multiple possible
¢D(m), ..., ¢V (m). However, to reduce uncertainty, Eve may
use the dependency between cooperative awareness data D,
and D, ; produced at time steps i and i + 1, respectively:
based on the observable D;k, D;*H, she may obtain (e.g.,
Forward-Backward algorithm) estimations D, , ;. ; (m) for
the actual data D, and density ¢; | (m), respectively.

4.2. Markov model for unlinkability

We use the Hidden Markov Model to model unlinkability
in V2X with dependent states: it is graphically represented
on fig. 2. The following sets describe the model'. The set
of all users is P = {Alice, Bob,...}. For each user, there
exists a set of hidden states for their vehicle, e.g., for Alice

there is X4 = {x’l“,x;, ...,xlf, ...,x;‘} and for Bob there

isXB ={xB xB . xB .. xB} Each state, for example,
1 2 J [
A

x{ can be a vector including specific position, velocity,
acceleration and other characteristics applicable to Alice’s

ITo ease the reading, table 1 contains our main notations.

Y. Zolotavkin, Y. Baryshev, J. Mahn, V. Lukichov, S. Képsell: Preprint submitted to Elsevier

Page 6 of 19



Optimal obfuscation of awareness messages in ITS

vehicle at certain time. Throughout the paper we assume that
XA n X8 is in general non-empty.

The system of |P| users is characterized by hidden and
observable joint states. Transition happens between hidden
states X; and X, ; when time step i proceeds to i + 1, where
joint state X; = (X [A, X lB) is the composition (concatena-
tion) of variables X/ € X4 and X® e X5 . As such,
Vk,j(xf,xf) € XAB where [XAB)| = |XA4| x |XB|
(for simplicity of representation we further assume |P| = 2,
X4 =u=21X| =0 =2).

Possible transitions from X; to X;,; are denoted us-
ing indices 1 — 16 (see fig. 2): these transitions are gov-
erned by corresponding probabilities. For example, the

" - A_ A YB_ B -
transition from X; = (X; =x1, X —xl) to X;p; =

A _ A yB _  B); :
(Xi+1 =x5. X, =X, ) is denoted by index 4. The prob-

ability of such a transition is Pr(X/}, = x2, X2 = xJ |
XA = xf,Xl.B = xf). In practice, these probablhties can
be obtained based on the well-studied physical models for
vehicles (Blackman, 1986).

For each X of the hidden joint states there are |[P|! possi-
ble permutations for its concatenated components originat-
ing from the users. These permutations are the major cause
of uncertainty when an adversary attempts to label combined
CAMs of Alice and Bob. In practice, this is caused by the un-
predictable arrangement of CAMs within each scan (or ses-
sion) i. Hence, a permutation should be selected by randomly
following one of the possible transitions For example, while

the system is in a joint state (X! = x#, X = x?) permu-

tation (xA xB) (rose colored node) should be con51dered

L
if transition with index 17 takes place, and (x? xB, x1 x4) (blue
coloured node) should be considered if transition 18 happens
(see fig. 2). We will use notations X  and X; 5 for rose and
blue nodes, respectively, where X; € Xz, X; 5 € X,
and Xz = XAB) X, = XEBA Further in the text, we
will refer to the states represented by the coloured nodes
as ‘labelled states’. For the sake of simplicity and without
loss of generality, for all realizations of hidden states X;, we
consider Pr (X, z1X;) = ¢ < 0.5,and Pr (X, 5/X;) = 1—¢

To denote the totality of hidden permuted joint states we
use set Xz gy = Xg U Xp, where [Xg| < [Xg gl <
2|Xg]|. For every X  and X ; there are transitions to ob-
servable jointstates Y; € Y, Y = {()71,)71), 01915 -
Bgs Ig) s s Ve)s (Jvzé,jzé)}. Some of these transitions to
observable states are denoted with indices 21 — 28 on fig. 2.
Until proven otherwise, the cardinality of Y is considered
independent on [X(z |-

Measuring uncertainty about label Z € L, L = {R, B},
is of our main interest: this is done based on observable
states.

S. MODEL PROPERTIES

We follow definition 2 to formally express unlinkability
using conditional entropy H (£},¢,,..1Y},Y,,...) for the
sequence of labels 7,7, ..., 5_1, given that an adver-
sary observes Y, Y,, ..., Y y_; (Wagner and Eckhoff, 2018).

LGy Vs

—2- 12-
\ | XA_Xié \m_?(\//_?i/ —a XA_N /\
xB_y
10—
—3— \
,” v 4 P v N
|~ Al

/1/1 / —
/\@“ %f
23 22 " \‘ 27 26
32, ¥2)

(6299 2)) 1,91 (2, 92)

Figure 2: Hidden Markov Model for 2 users sending CAMs.

In addition, we demonstrate how certain assumptions can
simplify our reasoning and improve confidence for privacy
assurance in C-ITS.

5.1. General expression for unlinkability

For the described HMM, probability of any hidden state
at any time step can be specified using multivariate discrete

e N|XA.B)

distribution p : XA-B) % 10,1,.... N =1} - [0, 1] | |
N-1
U p i’
where each slice represents a distribution over hiddenl states
at time step i. Slice p, defines distribution over the hidden
states before the start of the system. Because HMM has been
previously defined (see fig. 2) using transitional probabilities
that remain unchanged for all time steps, each slice can be
fully determined in a conditioned sequential manner: p; | p;
means that p; | is trivially derived if p; is given.

Since an adversary observes Y, Y>, ..., Y y_; and knows
p analysis of H (£|,¢,,...| Y|, Ya,...,p) is central to our
reasoning about unlinkability. We state the following.

We will further use p; slices of p such that p =

Lemma 1. Unlinkability in V2X system (as per fig. 2) is
expressed as (for details see appendix A):

H(?xﬂ],bﬂz, ...|Y1,Y2,...,p) =

N2 M
Z H(fi+1|Yi+l’ {pi+l |pt}) .

i=0

5.2. Worst-case unlinkability

We aim to obtain a computationally feasible estimation
of unlinkability. Direct utilization of the results of lemma 1
presupposes computing {p;,1|p;} which has several disad-
vantages: a) transition probabilities for hidden states need
to be specified (which usually requires studying physical
models of movement for the users); b) total computational
complexity for defining distributions over the hidden states is
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therefore O(N u*w?). To avoid these complications, we de-
velop our unlinkability assurance based on a rational lower
bound M, for H(¢,¢,,..1Y¥,Y,,....p). The concept of
the rational lower bound is explained through the following
assumptions (Sniedovich, 2016).

Assumption 1 (Worst-case unlinkability). Requires that
an adversary knows sets for the hidden, labelled and ob-
servable states. He knows all the transitions and the order
mixing probability . For each observable state at time step
i he then defines the worst possible hidden state(s) which
does not contradict his knowledge.

We nevertheless stress that despite assumption 1 might

be viewed as excessive, the adversary does not know the
labelled state #; (and can not force its selection) at time step
i.
Assumption 2 (Rational lower bound H,). Requires that
users are rational and maximize worst-case unlinkability:
observable states are obtained through rational obfuscation
of the worst labelled states considered by the adversary.

There are several aspects affecting the task of calculating
such H,: 1) probabilities for transitions between hidden
states (e.g., the probabilities defining p); 2) probabilities for
transitions from the hidden states to the labelled states (e.g.,
@, 1 — @), and from the labelled states to the observable
states. Further, we consider a situation where the worst case
p (minimizing entropy) is defined for 1) while the most op-
timal probabilities (maximizing entropy) are then specified
for 2) under constraint D on the total distortion over N — 1
steps.

We use the results of lemma 1 to require the following:

M, = mpin[H(fl,fz,...|Y1,Y2,...,p)] =

@

N-=-2
ZE) {ﬂm1i|r,l; }[H(fiﬂ 1Yitr, {pis1 |p,~})] .
i= i+11Pi

To obfuscate hidden states in the way maximizing H, we
need to determine properties of

Pmin,i+1 = g min [H(fi+l|Yi+l’ {Pi+1|Pi})] . 3)
{piyilpi}

Probabilities Pr (£, = R, Y11 1{pi4110:})
Pr (71 =B, Y1 [{pis11p;}) will be used in our further

We then point out that

Pr (¢ =R.Yy)

Pr(Z,.,=R|Y; = , (6)
( i+1 | l+l) Pr (YH_I)
Pr (fi+1 =B, Yi+1)
Pr(Z.,,=B|Y; = s 7
( i+1 I l+1) Pr (YH_])
where
Pr(Yi) =Pr (£ =R Yiy) +Pr (€ =B.Yyy) . (8)

The following result establishes an important property of

pmin,i+1 .

Lemma 2. For all i € [1,N — 1] distribution p;,; is
degenerate (for details see appendix A).

Based on the result of lemma 2, for every Y; there
is one and only one worst-case hidden state X; (because
Pr (X, | pmin;) = - It implies the following:

Corollary 1. Design of HMM where for every state (real-
ization) in'Y there is one and only one transition from XA-B)
explicitly satisfies assumption 1.

Therefore, we will further adhere to such design prin-
ciple and use X,» to denote hidden states. Next, we will
elaborate on: a) what is the optimal number of different
observable states Y; for every X,? b) how should we define
optimal observable states? c¢) what are the probabilities of
transition (from the labelled states to the observable states)?

5.3. Requirements for the observable states

Here we provide our analysis from the standpoints of
the system that obfuscates hidden states (e.g., the system
produces observable states) on behalf of Alice and Bob,
and hence X is assumed to be known. The possibilities of
transitions X,-’R — Y, and X,-’ 5 — Y, imply that a non-zero
distortion E [D;] takes place:

fol- 3 p(vesfis). o
y;f)ey(i)

derivations. To simplify notations we will use Pr (£;,; = R, Y, 1yhere

Pr (f i1 =BY,; +1), respectively. The probabilities are de-
fined as:

Pr(£1 =R, Yy =
Y Pr (Y [ X ) Pr(Xr) =

Xie1 REXR 4
Y Pr(Yig | X r) oPr (X))

Xir1 REXR

Pr (£ =BYy,) =
Y Pr(Yi | X p) Pr (X p) =

Xit1,8€Xp o
T Pr (Y [ Xys) (- 9P (X)) .

Xi+1,8€Xp

D, =Pr(£,=R1Y,=y")d (Xry)) +

. g . (10)
- G 0)
Pr (f,. =B|Y, =y )d(X,»,B,yj ) ,
Here Y is the set of all observable states to which transi-
tions exist from the realizations of X;  and X; 5 at time step
i; yj.’) is an element in YO; d (-, -) is some distortion measure
(e.g., SE).
The optimization effort is two-fold: i) how shall we
obtain observable states Y? in a way that }, ; is maximized
under constraint D; > E [D;]? ii) how shall we define D;
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Figure 3: Scheme for the obfuscation principle.

for every time step i such that /, is maximized and the total
distortion constraint D > Y, E [D,-] is satisfied? We start
with answering question i), which will assist us in answering
question ii).

For the obfuscation, we utilize the following princi-
ples: every element yﬁi) in Y® can be fully specified by

the realizations of XLR, Xi’ . and parameter 4;. Probabil-
ities Pr (fi =R|Y, = y;i)>, Pr <fl- =B|Y, = yj.”) then
affect H, ; ;. All these parameters affect D, ;. The diagram
explaining relations between all the mentioned parameters
is provided on fig. 3. In this example, labelled states are
Xz = (x4,x8), X, 5 = (xB,x*); set YO contains only
two elements yii) = (59,5?9) and yg) = (y9,5?). For
example, to specify yii) we only need A; in addition to
the labelled states (A is the distance between them). To
obtain y;’) we should apply a similar procedure where A, is
known (in our particular example 4, = 1 — A,). Probability
Pr (f,. “R|Y, = y‘l”)
adversarial uncertainty H, ; ;

To maximize H, ; under D, >E [Di] we consider real-
izations of Y; and optimal adjustment of A: such adjustment
then allows us to increase p; and 1 — p,.

We note that Y; shall belong to a line segment (in a
multidimensional space) connecting X; z and X; 5. This
property is trivial (goes without proof) and can be best
understood if triangle A X; zY;X; 5 is considered. As a
result:

is denoted as p;: its value affects

as well as the distortion D, ;.

(1)

VY,<Y,. evO = (31e(0,11) A (Y, =X, 5 + AX,'RX,._B)) .
We then establish the following:
Lemma 3. To minimize D; ; it is required that 2; = 1 —
Pr (z,”i =R|Y,; = y;[)) (for details see appendix A).
Corollary 2. Minimal distortion is D; ; = Aizpj(l -pj) <

2

A2 ; - -
5L where p; = Pr <f,- =R|Y, = y;’)>, A2=d (X, 2., ).
Corollary 3. For every time step i, the highest lower bound

(maxmin entropy) is (for details see appendix A):

H.;,=-v log, v = (1 —v))logy, (1 —-v;), (12)

Aj—4/A?—4E[D;]

where v; = min § @, o

There are several important takeaways from the proof of
corollary 3. First, for every hidden state X; there are two

observable states that are obtained according to eq. (11)

where /l(li) = 1—v; is used to define realisation y(li), and /I(Zi) =

@
2 ~
should be used at time step i meaning that E [D;] = D,.

Third, probabilities for transitions from labelled states to
observable states are

1- /l(li) is used fory,’. Second, maximum allowed distortion

v ) e uetul
Pr(Y, =y 16 =R)= uoncly
e R T
i - —1
Pr(Yi=y(1')|fi=B)= ]T;_Q);,VLI H

Pr(Yi=yg)|f,=B> = 1—Pr<Yi=y(l[)|fi=B> .
5.4. Optimal obfuscation for N — 1 time steps

For every time step i we now define D, such that H, =
2. M, is maximized under the total distortion constraint
D > ¥, D,. For this reason, we obtain optimal observable
states and corresponding transition probabilities (from the
labelled states) for all the time steps. From the proof of the

2
corollary 3 we use that aib,.Hf’i > 0 and ;FH” < 0.To

maximize H, we therefore require

(14)
K, A2

1 i’

. 4D.
where C is some constant, k; = A—z'. We then solve the

system eq. (14) for all x;, i € [l,NI — 1], and according

to corollary 3 obtain v; = min {(p, 0.5 —4/0.25 — 0.25«; }

6. OBFUSCATION ALGORITHM

In this section, we design an obfuscation algorithm (see
algorithm 1) using our earlier findings. The algorithm is
practical and can be implemented in real settings: its com-
plexity (excluding the complexity of solve procedure) is
only O(N). For input, the algorithm accepts arrays (of size
N) X4, XB, users’ IDs (idy, idg are for Alice and Bob,
respectively), and scalars #, D, @. Elements of the arrays
are scalar/vector instances for X iA and XI.B representing
geo-positions of the users at time step i. In practice, these
arrays may contain extrapolations based on historical data
and repetitive patterns. For example, Alice and Bob may
commute to work using the same routes and roughly at the
same time every day. Procedure solve provides a solution
to eq. (14): array x contains elements k; needed to define
instances for obfuscated state Y;. The algorithm also calcu-
lates the unlinkability criterion (entropy) H, ;.
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Algorithm 1: Obfuscation algorithm

input : X4, X5, id,, idg,n, D, ¢ ;

output: Y, H, ;

begin
H, < 0,Y « @,k < solve (D, X4 X5) ;
fori —« 1to N —1do

v, < min {(p, 0.5 — \/0.25 — 0.25x, }
a—(p+v,—1)/Qv; - 1),
H,; < —v;log(v)) — (1 —v;)log(1 — v)),
H, «H +H,; P < a(l—v)/o,
P g —av/(1-q),
seed 4 « uniRandA([O, 2 — 1]),
seedp « uniRa,ndB([O, 2n — 1]),
seed « keySharing(seed ,, seedp),
ri < hash,(seed),
ro < hash,(concat(id,, idg, seed)),
Ap <
0.5+ (05— v) sign, (P g = 527)s
Ap <
05+ 0.5-v) signi(PLB - %),
if r{ < round(g - (2" — 1)) then
50 < XA+ A (XE - XA).
W — XB+Ap (X2 - XE),
Y; « concat(3?, y®);
else ) — XA+ Ay (XB - X4,
W« XB+Ap(XA-XPE),
Y; < concat(3?, 3®);
send_RSU (Yi), Y < concat(Y,Y;);

Obfuscation requires a joint effort from Alice and Bob:
correctness of this joint effort can be questioned by each of
the participants. Specifically, a consensus must be reached
by Alice and Bob about random numbers r; and r, without
revealing their values to a third-party (e.g., adversary Eve).
For this, we first derive the common seed based on the
procedure keySharing: the inputs are random seeds seed 4
and seedp generated by Alice and Bob, respectively. Next,
the random number derivation is based on the keyless hash
function hash (with the output of size n) along with the
concatenation procedure concat. Below we describe some of
the procedures and functions used in the algorithm:

e uniRand — generates uniformly distributed random
numbers. For example, true random generators or
cryptographically secure random numbers generating
algorithms such as Fortuna can be used (Cao et al.,
2022; Niels Ferguson et al., 2010).

e keySharing — securely shares secret seed between Al-
ice and Bob. It may implement a key agreement pro-
tocol such as Elliptic Curve Cryptography Cofac-
tor Diffie-Hellman or another secure protocol (Elaine
Barker et al., 2018).

e hash — unidirectionally maps its input (e.g., seed)
into {0, 1}" space. We suggest to use thoroughly re-
searched hashing algorithms such as SHA-3 (NIST
FIPS 202, 2015) to implement hash.

e concat — links inputs together into a single output data
set: this is a basic programming operation performing
mapping {0,1}" x {0, 1}™ — {0, 1}"+™,

e send_RSU — encapsulates data obfuscated at time step i
in accordance with CAM format (ETSI EN 302 637-
2, 2019), and sends it to the nearest Roadside Unit
(RSU).

The output of the algorithm is, therefore, an array Y
containing all the obfuscated records and the indicator of
the total unlinkability in the system over N — 1 steps, H,.
However, some steps in algorithm 1 require further explana-
tion. For example, the authenticity of the claims of an entity
with identity id 4 (e.g., Alice) about the value seed 4 needs to
be assured. Similarly, the claim’s authenticity about seedp
from idp must also be provided. To satisfy these essential
preconditions for the secure execution of algorithm 1, we
develop a protocol for mutual authentication.
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Figure 4: Mixtures ¢y resulting from addition of bi-variate
independent noise to X, » and X, ;: (a) Gaussian noise, o = 2.5;
(b) Laplacian noise, b =2.5.

7. EXPERIMENTAL EVALUATION

The experiment aims to evaluate the proposed joint
obfuscation’s efficiency and compare it with other com-
monly used obfuscation techniques. The latter benchmark-
ing techniques include bi-variate Gaussian and Laplacian
noise models popular, for example, in the domain of Dif-
ferential Privacy (DP) (Sun et al., 2021; Chanyaswad et al.,
2018). The evaluation is structured as follows. First, for
original X; » and X,  representing hidden states on fig. 2,
we synthesize random noisy (obfuscated) samples Y; rep-
resenting observable states. Second, for the generated Y,,
we compare uncertainties of inference about the hidden
state’s label (which is either R or /3), and the distortion,
D,, caused by the obfuscation. Third, we define distribution
of Y; on the line segment X; z X p: this allows to increase
uncertainty of inference H (¢;]Y;) and reduce D;. Finally,
we compare these obfuscation results with the results of the
joint obfuscation method proposed by us.

To simulate hidden states, we append numerical com-
ponents — realizations for X I.A and X iB — of Alice and Bob
together: the appending order specifies whether the resulting
tuple is X; z or X; . The realizations above might be vectors
(e.g., 3 dimensions specifying the vehicle’s position and 3
dimensions specifying its velocity). However, for simplicity
and without loss of generality we assume that realizations
are scalars. As an example, the hidden state of Alice at step
i is characterized by value 2, the hidden state of Bob at step
i is characterized by value 6: we obtain X, = (2,6) and
X, 5 = (6,2). Marginal probabilities of having either X »
or X,»’B are equal, ¢ = 0.5.

7.1. Bi-variate noise models

To obtain bi-variate noise models, we extend univariate
Gaussian and Laplacian with (0, o) and (0, b), respectively,
for both components in 2D space independently and in a way
that variances along each direction are equal (Chanyaswad
et al., 2018; Ji and Li, 2023). Expected distortions for the
obtained in such way bi-variate Gaussian and Laplacian
(non-isotropic) are [E[Di{N}] = 2¢% and [E[Djﬁ}] = 2b2,
respectively.

By adding noise to X; » and X; 5, we obtain juxtapo-
sitions of red and blue observable (obfuscated) samples,
respectively (see fig. 4). This produces a mixture which

Figure 5: For every y? on the plane, distortion is D,(y?) =
d(y?, X, z)Pr(¢;, = RIy?) +d(y", X, 5)Pr(¢; = Bly?): (a)
Gaussian noise, o = 2.5; (b) Laplacian noise, b =2.5.
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Figure 6: Entropy of inference, H (¢,|Y;, = y?), for different
realizations of Y;: (a) Gaussian noise, 6 =2.5, H(¢,|Y;) = 0.6;
(b) Laplacian noise, b =2.5, H(Z,|Y;) = 0.6.

density, ¢y, is depicted with a color map”: the probability
Pr(Y;) of obtaining particular observable state is determined
by that density.

For the random outcome Y;, an adversary attempts to
infer’ the label (e.g., color R or B) of the original X;. An
efficient obfuscation technique should maximize such an in-
ference’s uncertainty (e.g., entropy) while keeping distortion
below the constraint. Color maps in fig. 5 depict distortions
caused by the noise-adding obfuscation: every realization
¥ of Y; on 2D plane is either the result of distorting X; by
the amount d (y”, X; » ), or the result of distorting X; 5 by
d(y(i),Xi’B), where d(-,-) is the squared /?-norm. Density
¢y, affects the total distortion of the obfuscation scheme.
For example, if we take expectations over the corresponding
mixtures in fig. 4, we obtain distortion values 7.94 and 8.21
for Gaussian and Laplacian models, respectively®.

For every realization y(”), uncertainty of inference is due
to probability Pr(Z; = R|Y; = y®) that y® originates
from X; », and probability Pr(#; = B|Y; = y?) that
y® originates from X; - Corresponding entropy maps are
depicted in fig. 6. As can be seen, entropy is the highest
in the middle part of the heat map. However, mixture ¢Yi
influences entropic expectation (e.g., conditional entropy):
the effect of larger H (#,]Y; = y®) values can be reduced.
For example, if we take expectations over the corresponding

For Gaussian, ¢y, = @N (X;z,Z) + (I — @)N (X, 5,Z). For
Laplacian, ¢y, = @L(X; ., Z) + (1 = @)L (X; 5. Z).

3 Adversary tries to match a pair of components (observable states) at
once: this is a joint inference.

4Only area visible in figs. 4 and 5 is considered for such calculation.
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Figure 7: Modified Lagrangian, J*(y?,¢), ¢ = 0.05: (a)
Gaussian noise, ¢ = 2.5; (b) Laplacian noise, b =2.5.

24 component

10 = 9 ‘werBueise]
2% component
-

0 2 4 6 8 0 2 4 6 8
1# component 1% component
(a)

Figure 8: Modified Lagrangian, J*(y?,¢), ¢ = 0.1: (a)
Gaussian noise, ¢ = 2.5; (b) Laplacian noise, b =2.5.

mixtures in fig. 4, we obtain H(Z;|Y;) values 0.597 and
0.599 for Gaussian and Laplacian models, respectively.

The following rationale will help us improve 2D Gaus-
sian and Laplacian models and compare them with our
obfuscation method. Improvements in obfuscation efficiency
can be due to: a) modifications (e.g., optimizations) of mix-
ture ¢y, thatkeep Pr(#; = R|Y; = y") and Pr(¢; = B|Y, =
y?) unchanged; b) modifications of Pr(¢; = R|Y; = y)
and Pr(¢Z; = B|Y; = y®) that keep ¢y, unchanged; and
¢) modifications of all the mentioned aspects. Intuitively,
options a) and b) are sub-optimal, however, a) has illustrative
potential to explain why and how independent bi-variate
Gaussian and Laplacian models can be improved to better
serve the needs of joint obfuscation.

We demonstrate that the optimal mixture for Gaussian
and Laplacian should be defined on a line segment connect-
ing X; z and X, 5. Due to the constrained entropy maxi-
mization, we use the Lagrangian function for our demon-
stration. We change the canonical expression J (y(i), ¢ ) =
H(£]Y, = y0) = ¢(D,(y?) - B,) into J*(v?,¢) =
H(¢,Y; = y?») = ¢D;(y?). Such J* is suitable for a
visual inspection allowing to spot maxima: it can be shown
that if optimal ¢ is known, the remaining optimization of
y¥ is indifferent to the value of term ¢ D; which is omitted
in J*. As the first step of optimization, it can be shown that
a domain smaller than the entire 2D plane contains samples
y("> that maximize J* under any ¢.

We observe figs. 7 to 9 to visually confirm a simple prop-
erty that the line segment between X  and X ;; contains y
maximizing J*. This property holds irrespective of { while
the exact position of optimal y) on the line still depends
on {. For example, for small ¢ (e.g., see fig. 7) entropic

9 ‘ueiBueidey

<aro

1" component
(a) (b)

1% component

Figure 9: Modified Lagrangian, J*(y",¢), ¢ = 0.15: (a)
Gaussian noise, ¢ = 2.5; (b) Laplacian noise, b =2.5.

expression dominates in [J* while the distortion component
is suppressed. As a result, y) is close to the middle of the
line segment. In contrast, for larger ¢, optimal y) moves
closer to the endpoints of the segment: assuring small distor-
tions becomes more important than tracking for the highest
entropy. The J*-based demonstrations confirm that fur-
ther improvement of independent bi-variate Gauss/Laplace
obfuscation is possible. Next, we will investigate whether
redefining these obfuscation techniques for a line segment
allows them to outperform our proposed method.

7.2. Adding noise on the line

We replace the 2D independent noise models used earlier
with arandom linear model for Y; using A € [0, 1]: any point
Y; on the line segment can be expressed as Y; = AX;r +
(I = AX 5. We then substitute these redefined samples Y;
into the Gaussian and Laplacian models to calculate the
probabilities of inference Pr(¢; = R|Y; = y?), Pr(¢; =
B|Y; = y"), and the resulting normalized density of the
mixture qbé(’_ (specific for the line segment).

For ratio 4 of the line segment, we plot (see fig. 10)
distortions (left ordinate) and entropy of inference (right
ordinate). Both distortion and entropy depend on the prob-
ability Pr(7;|Y;) of inference. For the proposed obfuscation
method, this probability is obtained based on lemma 3. As
can be seen from fig. 10, all the distortion and entropy plots
are symmetric about A = 0.5 where they all peak. For all A
values, the distortion and entropy of Laplacian are below the
distortion and entropy of Gaussian, respectively. However,
distortion and entropy plots for the proposed method cross
corresponding plots for Gaussian and Laplacian models.

To better demonstrate the advantages of the proposed
obfuscation methodology, we plot the performance gap (left
ordinate) between our method and each of the Gaussian
and Laplacian line models, respectively. From fig. 11, it
can be seen that our method outperforms the models above:
under the same distortion, entropy gaps are non-negative for
our method. The gap plots approach zero on fig. 11 at the
points where the distortion plot (for our method) crosses
corresponding Gaussian and Laplacian plots on fig. 10. We
also establish that Gaussian and Laplacian line mixtures d)@_
can be further optimized: the resulting mixtures are uniqué
and discrete. To show this, we build the following plots for
the right ordinate on fig. 11. The plots are residuals between
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Figure 10: Distortion and entropy plots for Gaussian, Lapla-

cian, and the proposed obfuscation models defined for the line

segment X, X, 5.
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Figure 11: Residual performance plots for Gaussian, Laplacian,
and the proposed obfuscation models defined for the line
segment X, X, 5.

entropy plots and their special linear models (baselines) de-
fined using the first and the last points of the corresponding
distortion-entropy plots (not shown here). Residual values
on the plots are non-negative, implying that the dependences
between distortions and entropies are concave for all three
methods. The latter observation — combined with the fact
that entropy grows monotonically with distortions — allows
us to conclude that the entropic maximum is unique (one
and only) for any given distortion constraint. In addition
to reconfirming corollary 3, such a demonstration is also
beneficial for Gaussian and Laplacian models.

Mixtures for the random line-based obfuscation models
are presented in fig. 12. The left ordinate is used for the nor-
malized continuous densities, d)l , defined for the Gaussian
mixtures and Laplacian mixtures on the line segment. Ex-
pected distortions for these mixtures are E [Di{N}] = 5.326
and E [Di{ﬁ}] = 3.992, respectively. The values of expected
conditional entropy are H(¢;|Y;) = 0.728 and H(¢,;|Y;) =
0.568 for Gaussian and Laplacian, respectively. Comparing

0.018 FH T T GEDr 0.5
Tnitial (Gaussian)
— — —Initial (Laplacian)

——4 Optimal (Gaussian)
— -0 Optimal (Laplacian)
© Optimal (proposed)

0.016 '
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0.01 —— T

o
Discrete probability
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0.008 -

0.006
0

0.‘4 0‘.6 0.8 1
Ratio, A

Figure 12: Continuous and discrete densities, ¢!, , for mixtures

produced by obfuscation methods on X . X 4.

these indicators with the indicators for 2D independent noise
models (see section 7.1) already reveals the superiority of the
line-based models for joint obfuscation.

The right ordinate in fig. 12 is used to define discrete
distributions maximizing entropy under the constraint on
distortions. As an example, we plot optimal discrete mix-
tures for Gaussian and Laplacian under the constraints of
5.326 and 3.992, respectively. For the proposed method, we
use the Gaussian constraint, 5.326. All three distributions
are discrete but symmetric (the latter is due to unimodal
and symmetric dependence between A and entropy). All
the three discrete distributions are ‘close’ to each other:
roughly speaking, there are only two optimal realizations

v % 078X, 5 +0.22X, 5 = (2.88,5.12), ¥} ~ 0.22X, » +

078X, 5 = (5.12,2.88), and Pr(Y, = y\) = Pr(Y; =
y;' )) =0.5.

We compare our joint obfuscation method with the
Gaussian and Laplacian obfuscation for a larger range of
o and b values, respectively: we gradually increase both
parameters from 1 to 10 (see fig. 13). As a result, we plot
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Figure 13: Plots for obfuscation efficiency.

conditional entropy H(7;|Y;) versus expected distortion
E[D;]. Mixture densities for Y; (e.g., ¢y, or ¢>§_) strongly
affect the resulting efficiency of obfuscation. For instance,
we contrast obfuscations using traditional independent noise
models producing 2D mixtures, and the noise along the
line segment X; » and X; 5. Calculations of entropy and
distortion were only performed for the point in the area
visible on fig. 4. The latter implies that distortions caused
by 2D noise models are underrepresented (e.g., less than
actual) on the plot, while distortions of the points on the
line segment are fully accounted.

As can be seen from fig. 13, adding noise on the line
provides a significant advantage over 2D noise models. Our
joint obfuscation is the first approach exploiting this idea,
and due to its optimal design, it outperforms Gaussian and
Laplacian noise models defined for the line. It must be noted
that the gain of our method over the Gaussian and Laplacian
noise on the line is not as vivid as the advantage over the 2D
independent noise models on the plane (Sun et al., 2021; Ji
and Li, 2023). For instance, the entropic gain for our method
compared to the latter is up to 103%.

8. USER AUTHENTICATION PROTOCOL

In this section, we define the requirements for authen-
tication, technical means available in C-ITS, and propose
our design of the authentication protocol (for analysis using
BAN logic (Burrows et al., 1990; Rubin and Honeyman,
1993), see appendix B). This protocol should be executed
prior to the execution of algorithm 1.

For every user involved in the scheme, authentication
must demonstrate exclusive control over a unique authen-
ticator (e.g., based on an identifier). In addition, to protect
from the replay attack, the authentication must be fresh and
invoked at time step i of the current joint obfuscation session
between Alice and Bob. To satisfy these requirements, we
rely on the technical means that already exist in C-ITS.

Public Key Infrastructure (PKI) is essential for creating
and managing digital certificates in transport systems: it

supports public-key encryption and authentication. PKI is a
part of the C-ITS ecosystem (C-ITS Platform, 2018; Brecht
et al., 2018; Hasan et al., 2020), including trustworthy V2X
communication, since it provides an immutable record of all
publicly accessible authenticators for which corresponding
credentials are securely controlled by the legitimate entities
registered with the PKI authority. Reliability and security of
the PKI are central for the proper functioning of V2X and
C-ITS in general: in our paper, we do not question these
properties and assume that PKI functions correctly, and
Alice and Bob are legitimate owners of the corresponding
PKI credentials and use them securely.

Cooperative Awareness Basic Service relies on numer-
ous technical means, including individual On-board Units
(OBU) installed in every vehicle (Unex, 2023; Commsignia,
2020). Among other components, OBU includes a Hardware
Security Module (HSM) implementing Elliptic Curves Digi-
tal Signature Algorithm (ECDSA) (Don Johnson et al., 1999;
NIST FIPS 186-5, 2023). In the proposed authentication
protocol, we assume that ECDSA is used for signing.

Alice Bob
{idy,ra}

lidg,rp}

PKI

id,

PKI

{rA,rB}Kzl

{rA,rB}Kgl

Alice Bob

Figure 14: Protocol for mutual authentication of Alice and
Bob.

For our protocol (see fig. 14), we make an assumption
that Alice is incentivized to demand freshness from the
authenticator used by Bob: a unique part of that authenti-
cator, r 4, is randomly generated by Alice at time ¢ and first
submitted (with id, of Alice) to Bob for signing. With a
similar incentive, Bob generates unique random r g at time
t+ A (we assume A — 0) and sends it with his id 5 to Alice.
A public key K5 corresponding to id g can be retrieved from
the PKI by Alice. As such, at time ¢ + 2A, Alice expects
Bobtosendsigned {r4,rg} Kl this assertion from Bob now
contains sufficient evidence about freshness and authenticity
which can be verified by Alice. Finally, a public key K,
corresponding to id 4 can be retrieved from the PKI by Bob.
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He then receives {r, 7 g} -1 from Alice at time ¢ + 3A and
A

verifies freshness and authenticity of such an assertion.

By setting seed, < r4, seedp < rp in the obfuscation
algorithm 1, we achieve an authenticated key exchange
(sharing). To protect confidentiality of seed 4, seed (from
Eve), r4 and ry can be initially encrypted with the public
keys of Bob and Alice, respectively. For the analysis of the
proposed protocol using BAN logic, see appendix B.

9. DISCUSSION

In this paper, we combine: (i) a classical definition of
unlinkability and strong GPA assumption to (ii) measure and
improve privacy in C-ITS by developing a new optimal joint
obfuscation technique implemented by (iii) an algorithm and
supported by a two-party authentication protocol.

First, we use a classical definition of unlinkability, which
is dictated by the standards governing the domain of C-ITS
applications (ETSI TS 102 941, 2021; ISO 24102-1, 2018).
Based on the definition of unlinkability in definition 2, we
aim at creating uncertainty for the adversary: this uncertainty
is expressed using Shannon entropy. We assume a strong
GPA who knows the actual locations of Alice and Bob at
every moment i. He also knows the probabilistic obfuscation
and order-mixing algorithms used by the users. The only as-
pects he does not know are the outputs of these probabilistic
algorithms. His goal is then to infer the origin of the obfus-
cated messages. As a result of applying assumption 1, the
adversarial inference is very much simplified compared to
the weak GPA situations (Shokri, 2012): information about
HMM'’s hidden states (e.g., actual locations, velocities, etc.)
and transition probabilities are not required for such rea-
soning. The latter detail is beneficial for privacy assurance
since establishing probabilities for transitions in HMM is
a laborious procedure whose outcome is often imprecise
(Blackman, 1986; Lehmann and Pieczynski, 2020).

Second, the assumption about strong GPA helps us to
specify the lower bound of messages’ unlinkability in C-
ITS. For every time step i unlinkability is defined through
entropy H, ;: this lower bound of unlinkability corresponds
to the worst-case adversarial inference (see assumption 1).
Components H, ; are then summed over N — 1 steps to
obtain H, (see lemma 1). Such summation is a simple and
intuitive step. It is, nevertheless, justified because for any
i €{1,2,..., N — 1}, inference about the source (origin) of
arrived CAM is independent of such inference at i — 1. There
is a similarity between entropy (unlinkability) values H, ;
and H_, and the concepts of microscopic and macroscopic
privacy, respectively (Shokri et al., 2010). Better protection
of macroscopic privacy (e.g., trajectories) requires higher
uncertainty about labels ¢; for the locations reported on the
microscopic level. Higher uncertainty about labels of the
users, ¢;, can only be achieved at the cost of higher expected
distortion E[D;] of their CAMs. To maximize uncertainty
about labels, Hr,,», under the constraint on distortions, E[D;],
we propose a new methodology. It allows defining a joint dis-
tribution for the obfuscation producing modified CAMs: the

obfuscation must be conducted cooperatively by Alice and
Bob. Optimality of (multivariate) noise parameters under
distortion constraints has been researched by many authors
in the past (Sun et al., 2021; Ji and Li, 2023; Fernandes
et al., 2022). Our approach, however, differs: to improve
microscopic privacy at i we apply data-dependent joint prob-
abilistic obfuscation of the actual CAM-data from different
users (see proof of corollary 3). The superiority of our
method over random Gaussian and Laplacian obfuscation
models is also confirmed experimentally: the corresponding
entropic gain reaches up to 103% (see section 7). In addition,
for the case when the corresponding total distortion cap is
specified for the whole duration of observing Alice and Bob
in C-ITS, we optimally allocate distortions over N — 1 time
steps (see eq. (14)).

Third, all the findings of this paper are compactly repre-
sented in algorithm 1. Procedure solve is one of the major
factors increasing the algorithm’s time complexity. This,
nevertheless, can be addressed if the obfuscation optimal-
ity is slightly sacrificed. For example, solve can be pre-

computed for several cases only: each case would produce a
2

distinct kind of distribution for a random variable A—J. Then,
the actual input data should be approximated by the best-
matching distribution, and the corresponding pre-computed
outputs of solve should be used for the obfuscation. Such
a workaround can also turn our algorithm into a ‘real-time
algorithm’: if Alice and Bob believe that their future data will
align well with one of the pre-computed distributions (e.g.,
because of habitual daily commutes) they can obfuscate it
‘on-the-fly’. Hence, the pre-computed cases for solve can be
treated as profiles that pairs of users agree to use.

Among other properties, integrity and confidentiality of
the algorithm’s operations are paramount for privacy as-
surance attainable through obfuscation. Upon the algorithm
invocation, Alice and Bob should be mutually authenticated:
this assures the parties can be trusted to process privacy-
sensitive data jointly. For instance, peers may be selected
based on their reputation derived from previous events (such
a reputation-based approach is a promising direction for fur-
ther research). In section 8, we provide the protocol for user
authentication and a semi-formal analysis of its correctness
(including authenticity and freshness of assertions) using
BAN logic. Procedure keySharing allows Alice and Bob to
securely share a seed used to produce a pair of pseudo-
random numbers {r,r,}, which they mutually agree on.
This random pair is then used to simulate the outcomes of
the probabilistic obfuscation producing Y;.

Finally, we plan to address some of this paper’s limita-
tions in our further studies. For example, only a strong GPA
is considered in our paper to produce an assurance about
minimally achievable unlinkability (e.g., rational lower bound,
see assumptions 1 and 2). However, in some situations, the
assumption about a weaker GPA may be closer to the reality:
in the future, we will use techniques from the domain of
Multiple-Target Tracking to address this issue (Blackman,
1986). Only two users are considered for the obfuscation
model proposed in section 4. This is because constrained
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optimization tasks for cases involving more participants are
nontrivial and may become computationally challenging.
In the future, we plan to address this using methodologies
(including heuristics) commonly applied to the optimization
problem of maximum entropy (Dowson and Wragg, 1973;
Coles et al., 2017). Only limited in scope security assurance
is conducted for the mutual authentication protocol in sec-
tion 8. In the future, we plan to extend this activity through
a more detailed protocol analysis and formal analysis of the
procedures in the obfuscation algorithm (Meier et al., 2013).
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A. Proofs

Lemma 1. Unlinkability in V2X system (as per fig. 2) is
expressed as (for details see appendix A):

H(¢1,¢5,..0Y .Y, ..p) =

A 1
;0 H( it 1Y i1 {p,-+1|p,~}) : v

Proof: For simplicity, we consider N =
should be noted that

3 only. First, it

H(¢,,6,1Y1,Y2,p) =
H(¢1,¢5,. Y, Yslp) = H(Y,, Y lp) .

We then ponder at the right-hand side of the eq. (15). Each
of these terms can be expressed as:

s5)

H(¢,,63,Y1,Y,lp) =

16
H (45, Y,|¢1,Y.p) + (16)

H(?.Y,lp) .

and

H(Y,Y,lp) = H(Y,|Y.p) + H(Y,lp) . (17

respectively. We point out that H(£,,Y,|¢,,Y,p) =
H (5, Y;5lp) and H(Y,|Y,,p) = H(Y,lp) in egs. (15)
and (16), respectively. This follows from the fact that re-
alizations of 7;,Y; do not affect 7;,,Y;,;. We finally
stress that p is redundant for determining 7;,,Y;, since
only p,,|p; has relevance: H(Y,lp) = H(Y,l{p1lpo}).

H(¢1,Y lp) = H(¢1, Y {p11po}), H(Y2lp) =
H(¢5,Y,lp) = H (%2, Y,|{p]p1}). Hence, eq. (15) can be
rewritten as

H(?,05|Y.Y,.p) =
(fl,Yn pilpo}) + H(2. Yal{palo})— (18)
( (Y1 1{ P1|Po})+H(Y2|{P2|P1})>

The latter eq. (18) can be regrouped

H(f1:f2|Y1’Y2»P) =
H(¢1,Y {plpo}) - H(Y1|{P1|P0})>+

(H(e2Yallpalor)) = H(Yallpalor}) ) =
H(f1|Y1’ {P1|Po}) + H(f2|Y2’ {P2|P1}) .

19)

O

Lemma 2. For all i € [1,N — 1] distribution p,; is
degenerate (for details see appendix A).
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Proof: We presume that p,, ; is non-degenerate. For sim-
plicity and without loss of generality we consider two-point
distribution p;knm’i {x,,x,} = [0, 11%. For instance,
realizations x, = (x‘l“, xf )s Xp = (x‘z“, xf ) can be used. Here
Pr (Xi = Xl) = ¢, and Pr (Xi = xz) =1-¢.

Minimization of conditional entropy in eq. (3) is equiv-
alent to the minimization of p;. i, where

Pemin =min{Pr (6, =R1Y,).Pr (£, = BIY,) } . (20)

and without loss of generality, we assume that p, ., =
Pr(¢; =R |Y;). To express p; m, we then use egs. (4)
to (6) and (8) with the following substitutions (simplify-
ing expressions): a; = @Pr (Yi | Xz = (x‘l“,xf)), p =
(pPr(Yi | Xiz = (Xf,xf)) + 1 - <P)Pr(Yi | Xip =
(B, x!), ap = @Pr (Y; | Xiz = (x5, %)), f = @Pr (Y, |
Xz = (5.x)) + (L= @Pr(Y; | X, 5 = (x].x})). The
minimization task is then

Lo+ (1-8ay

mn—m—— = | 21
¢ Eh+U-9p

Inhlpfhmm =
¢
By analyzing % Pz, min» We conclude that there are no

local extrema for & € (0, 1) and, hence, minimum is obtained
in one of the end points, e.g., £ € {0, 1}. |

Lemma 3. To minimize D; ; it is required that 2; = 1 —
Pr <fi =R|Y,; = y;i)) (for details see appendix A).

Proof: From eq. (10) and eq. (11) we derive that

Dy = py AT+ (1= ppAT(L = 4%,

where p; = Pr (z,”[ =R\|Y, =y§.i)) < 0.5, and Al.z =
2

d (X,»’R,X,-’B) = "Xi’RXi’BH . We next analyse ai/ljDiJ and

find that A ;= 1-p j is the extremum (minimum) of D; jr O

Corollary 3. For every time step i, the highest lower bound
(maxmin entropy) is (for details see appendix A):

H.;=-vilog,v, — (1 —vylog, (1 -v;), (12)
A;—+4/A2-4E[ D,
where v; = min {(p, 'TU } .

Proof: 1t is required: 1) to determine Y® and probability
distribution over it; 2) to determine Pr (Z; | Y;) for every
element in Y®. For this, we demonstrate that maximum
entropy under distortion constraint on E [Di] is achieved for

|y(i)| < 2: we analyze the case for Y = {y(li)’ yéi )} where

Pr (fi =R |Y, =y<1i>) —Pr (fi =BY, =yg’) 22

To prove the optimality of such settings, we consider
several alternative cases where E [Di] = D, is fixed. Let

us first consider an alternative case where ‘Y(i)l =2 but

Pr(6=RIYi=y) #Pr(6=RIY,=y)) ;
@3)

For simplicity, we use the following notations: Pr <Yi = y(li) | Xi> =

aandPr (Y, =y |X,) = 1-asPr (¢, =R Y, =y{") =
p; £0.5, and Pr (fi =R\|Y,; = y;i)) = p, > 0.5. Taking
into account the expression for conditional entropy, we then
require:

max|H, ] =max[aH, + (1 - a)H,] ; 24)
D;=aD;;+ (1-a)D,,,

where Hy = H (#,1Y,=y{"). Hy = H (¢,1Y, =),
Based oneq. (23) D; ; # D;,. We now show that H, and H,
are functions of D; ; and D; ,, respectively. For this, we only
point out that p; (similar results can be obtained for p,) is a
monotonically increasing function of D; ;: it follows from

_ A;—4/A?-4D,

corollary 2 that p; = A

fallacy of attaining both eq. (23) and eq. (24) it is sufficient
to show the following (concavity):

. To demonstrate the

D,- —ax .
aF(x)+( -a)F ( - ) < F(D;), (25)

where x = D, ;, and F(x) = —pl(x)log(pl(x)) — (1 —
p1(x)) log(1 = p;(x)). The validity of eq. (25) follows from

9 _ 1 Aj+0 .

wFe)= 2,0 log (A,—B) 20;

92 _ 2 1 1 1 A+
af=-3a \zmtas g8 (A,—9>) <0,

2
where&:ﬂAiz—4x,ande 0,%].

Next, we point out a different case where |Y?| > 2

and demonstrate that it is non-optimal. For this we consider

Y@| = 3 while the conclusions for [Y)| > 3 can be derived
inductively then. Similarly to eq. (24) we demand

) (1-a-p)D;3.

max [H, ;| = max[aH+ pH,+(1-a—p)H;);
Di::aDL1+ﬁlL2+

The task is then to show that there is yg) for which

aD; +pD;,
D4 = —L -~ be
i4

pry; , and max H, > max [LHI + L H,|.

a+p a+p
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We henceforth maintain that |V(i)| < 2 represents optimal
settings.

To obtain max [aH 1+(1-a)H 2] ineq. (24) itis sufficient
that H, = H, and D;; = D;, = D;. The latter requires
that either 4, = A, or 4 = (1 — 4,): the first condition
implies p; = p, = 0.5 and leads to a trivial situation where

yi’) = yg) 0.5 (X, z + X, 3) meaning that |Y(i)| =1.The

second condition implies p; = 1 — p, and leads to y(') # y(')
if D; < 0.25A%.

Requirement a € [0, 1] must be consistent with the order
mixing probability @:

api+(1—a)p, =@, (26)

@+p—1
2p -
Alternatively, this demand can be understood based on the
fact H (¢;) > H (¢;|Y,): setting p; > ¢ results in a
greater distortion, but this does not increase entropy.

from which we derive @ = demanding ¢ > p;.

O

B. Protocol analysis

BAN logic is a convenient tool for developing a medium
level assurance for authentication protocols (Rubin and Hon-
eyman, 1993). For the analysis, we represent the protocol in
the idealized form. Based on the previous sub-section, we
use the following premises:

e Alice (A for short) and Bob (B for short) possess cor-
responding public and private keys. As such, in terms

K
of BAN logic we have: (i) [+ A | (ii)| A= K, |,

Kp . -1,
(iii)[+— B, (iv)| B=> Kg~ |,

e PKI functions properly and propagates information

K
about credentials, meaning that: (v) 2 Al (vi)

use (v) and (xiii) to infer that private key of Bob, K B_l , was

used on (r4, Fp):

Kp
A<{rA,rB}KB—1, +— A
Y =TT S e

Second, we use (vi) and the result of eq. (27) to infer that
Bob said (r 4, rp):

A= (ra.rplg,1. Al= (B=>Kz™")
A= (B |~ (rA,rB)) . (28)

Third, we use (ix) and the result of eq. (28) to demonstrate
freshness of the Bob’s assertion:

A IE (B |N (I‘A,rB)), A |E (#(FA))
Al= (B |~ (#(rA,rB))> _ 29)

Based on the above inference, Alice develops an assur-
ance that assertion {r4,rg} Ky is authentic (received from
Bob) and supports fresh claim (r4, 7 5). Similar results can
be demonstrated for the assertion {r4,rg} Ky~ received by
Bob. Hence, at the end of the protocol on ﬁg 14, Alice and
Bob are authenticated to each other.

Ky

Al=(B=>Kp™)

| (vid) == B, (viii)| B |= (A= K, 1) |

e Alice and Bob generate random numbers r 4 and rp,
respectively. Therefore, they have confidence that the

numbers are fresh: (ix)| A |= (#(r4)) |, )| B |= (#(rp)) |

e Alice and Bob send to each other the generated random
numbers, and we have: (xi)‘ A<rg ‘, (xii) ‘ B<ry ‘;

e Alice and Bob privately compose tuples (r 4, rg) (we
ignore id 4 and id g for simplicity), sign them, and send

these signed tuples to each other: (xiii)| A < {ry4,rg} Kg~!

(xiv) | B« {rA,rB}KA-1 .

According to BAN logic, we now demonstrate that the
assertion sent to Alice by Bob in (xiii) is sufficient to believe
that Bob said (r 4, rg), and this statement is fresh. First, we
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